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Mo-va-on 

•  Current state of phishing 
– According to the An-‐Phishing Working Group 
(APWG), there were at least 67, 677  phishing 
aUacks in the last six months of 2010. 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•  Importance of Appearance 
–   90.9% people trusts a site based on it’s appearance 
[Dhamija et al, 2006] 

•  Spear Phishing 
–   Increase use of spear phishing or targeted aUacks 

•  The majority of users provide sensi-ve 
creden-als to a small set of sites (fewer than 20) 
[Cao et al, 2008] 



Related works 

•   Non‐content based approaches: 
–  URL based phishing detec-on [Ma et al, 2009] 
–  Blacklis-ng 
–  Whitelis-ng 

•   Content based approaches: 
–  CANTINA 
–  Google’s an-‐phishing filter 

•   Visual similarity based phishing detec-on: 
–  Screenshots of websites [Chen et al, 2009] 
–  Screen capture with Earth Mover’s Distance [Fu et al, 2006] 
–  Layout and style similarity [ Liu et al, 2006] 
–  Op-cal character recogni-on of Screenshots of webpage 

[Dunlop et al, 2010] 



Contribu-on 

1.   We inves-gated vision techniques to detect 
phishing sites more robustly. 

2.  It can detect new phishing sites which are not 
yet blacklisted and targeted aUacks against 
small brokerages and corporate intranets.. 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PhishZoo: Site Profile 

•  Profile Making 
– A profile of a site is a combina-on of different 
metrics that uniquely iden-fies that site 

– A user chooses real sites that he wants to protect 
from phishing to be saved as profiles.  

–  In a profile, PhishZoo stores SSL cer-ficates, URL 
and contents related to a site’s appearance such 
as HTML files, extracted features of the logo.  

– SIFT is used to extract image features. 



PhishZoo: Image matching 

•  Currently, only logo of a site is saved in the site profile. 
•  For image matching, we used SIFT 
•  SIFT extracts keypoints from an image 
•  These keypoints are invariant to affine transforma-on, 
scaling, rota-on upto 30 degrees, and illumina-on. 

•  During matching, the keypoints of two images are 
matched. 

•  Two images are considered similar if the percentage  of 
matched keypoints is greater than a threshold 



Data Collec-on 

•  We used 20 stored sites. 

•  For true posi-ve tes-ng: 1000 verified 
phishing sites from Phishtank.  

•  For false posi-ve tes-ng: 200 most popular 
sites accessed by Internet users (taken from 
hUp://www.alexa.com/topsites). 



Evalua-on and Results 

•   Profile Content Analysis: 
– HTML 
– Visible text in HTML 
– Keywords : top TF‐IDF ranked words of a site and 
url 

–  Images 
–  Images and visible text 
– Screenshots 
–  Images and keywords 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Results: Images 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•   Performance Analysis: 
– Keyword and image matching has beUer accuracy 
than other profile contents. 

– This recommended approach takes about 7 to 17 
seconds on average to compare a site against all 
the profiles. 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Limita-ons 

1.  Site redirec-on 
2.  No or obfuscated use of the keywords, 
3.  Use of cropped, extended or rotated (more 

than 30 degrees) images 

Fake logo 

Real logo 



Conclusion and Future work 

•  We described a new approach of web‐
phishing detec-on using vision techniques. 

•  Use a faster image machine algorithm 

•  Scene analysis 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