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Secure Communication via Chaotic Parameter Modulation

Tao Yang and Leon O. Chua

Abstract—In this letter, we extend chaotic switching to general chaotic
parameter modulation. By using adaptive controller, synchronization
between transmitter and receiver is maintained and message signal is
recovered. Computer simulation results are given.

L. INTRODUCTION

Chaotic switching [1], [2] is the simplest form of chaotic parameter
modulation. In this method, the message signal s(t) is assumed to be
binary, and is used to modulate one or more parameters of a chaotic
switching transmitter by representing binary “one” for one set of
parameters and binary “zero” for a different set. At the receiver, s(t)
is decoded by using the synchronization error to decide whether the
received signal corresponds to one set of parameters, or the other.

Although chaotic switching is more robust against noise than
chaotic masking, it suffers from a lower information transmission
rate than those methods which transmit analog signals directly. This
is because the receiver has to wait until synchronization and de-
synchronization have been achieved before the next bit is transmitted.
On the other hand, Tao Yang [3] found that an intruder could use
short-time zero-crossing rate (STZCR) to recover s(t) from the
transmitted chaotic signal. So, it has a low degree of security.

In this letter, we propose a more general chaotic parameter mod-
ulation scheme with applications to secure communication. In our
method s(t) may be analog or digital.

II. TRANSMISSION OF SIGNAL BY CHAOTIC PARAMETER MODULATION

~ In this letter, all results are based on Chua’s circuit [4], [5], which
exhibits a family of chaotic attractors and can be easily implemented
in hardware. As shown in Fig. 1(a), Chua’s circuit consists of a linear
inductor L, a linear resistor R, two linear capacitors C; and C3 and
a nonlinear resistor—the Chua’s diode Ng. The state equations for
Chua’s circuit are given by

G = 7 [G(v2 = v1) = f(v)]

=[G(vr = v2) + i3] -
[ vz — Rol3]

=9
hl'-‘ Q|H

where v1, vz, and 43 are the voltage across C1, the voltage across C
and the current through L, respectively. We set G = &. The term
Roi3 is added to account for the small resistance of the inductor in
the physical circuit. The piece-wise linear v-¢ characteristic f(v1) of
the Chua’s diode, is given by

fwn=mm+;@—amm+Ep

where E is the breakpoint voltage of the Chua’s diode as shown in
Fig. 1(b).
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To transmit s(t) via our chaotic parameter modulation scheme, the
receiver must chosen as follows: '

B = (G2 — 01) — (1) + Ki(vr — )]
‘%2 = -5};[@'(171 —~f)z)+z3+K1(v1 - 1)) . 3)
ta = L[—iy — Rois + Ki(vi — #1)]

We first use a “modulation rule” to modulate s(¢) in a parameter
of the transmitter in (1). Then an adaptive controller is used at the
receiver to maintain synchronization by continuously tracking the
changes in the modulated parameter. So, s(¢) can be recovered by this
adaptive controller. The parameter for the unmodulated Chua’s circuit
were chosen as follows: C1 = 5.56 nF, C> = 50 nF, G = 0.70028
mS, L = 714mH, Rp, = 0Q, G, = —0.8 mS, Gy = —0.5
mS, F =1V, K; = 0.01. In this case, the Chua’s circuit exhibits
a double-scroll Chua’s attractor as shown in Fig. 2. In this letter,
we discuss the cases when only one parameter of the transmitter
is modulated while the others remain constant. At the receiver, the
corresponding parameter is changed by an adaptive controller while
the others are fixed at the same values as in the transmitter.

A. G-Modulqtion
In this case, the modulation rule is given by
G(t) = Gs(1), G(t) = G3(1) “

where 3(t) is the recovered message signal.
The adaptive controller is given by

5(t) = klsgn(a (t))(vl - 1)
= Icﬂgn(aG(ﬁg - ’51)) (Ul - 51). (5)
10°. The signal

Simulation result is shown in Fig. 3 with ky =
s(t)(dashed line) is defined as follows:

1.05, 0<t<20ms
1.15, 20ms <t<40ms . (6)

1.1 — 0.05sin(13%¢), 40 ms < ¢ < 100 ms

Observe that 5(¢)(solid line) tracks s(¢) continuously except for an
interval from 40 ms to 66 ms when 3(¢) is almost constant while s(t)
changes. This is because for the parameter range corresponding to the
waveform of s(t) in this interval, synchronization is maintained even
though 3(t) # s(t).

s(t) =

B. C-Modulation

In this case, the modulation rule is given by

1 s(t) 1§

Ci)  Ci'Gipy G @

The adaptive controller is given by

5(t) = kmgn(a (t))( vy~ 1)
= klsgl‘l(c—l[G(’TJz - ’171) - f(’l’h) + I{1(U1 - 61)])
X (’01 — 51). (8)

Simulation result is shown in Fig. 4 with k1 = 2 x 10°, The signal
s(t) (dashed line) is defined by (6). Observe that 5(t) (solid line)
tracks s(¢) continuously with a relatively big error.
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Fig. 1. (a) Chua’s circuit. (b) Nonlinear v-i characteristic of Chua’s diode.
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Fig. 3. Transmitted signal s(t) (dashed line) and recovered signal 3(t) (solid
line) obtained by modulating the parameter G.

C. Ca-Modulation
In this case, the modulation rule is given by
I st 1 3

GO G Ge G ©

The adaptive controller is given by
b = klsgn@g—%) (01 = 1)
1 - ~ . - ~ ~
= klsgn(C—[G(vl - ’02) + 23 + I&l(vl — v1>]> (’Ul — ’Ul).
2
(10)
Simulation result is shown in Fig. 5 with k; = 10°. The signal

s(t) (dashed line) is defined by (6). Observe that 3(t) (solid line)
tracks s(t) continuously with a small error.
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Fig. 4. Transmitted signal s(t) (dashed line) and recovered signal 3(¢). (solid
line) obtained by modulating the parameter Cy.
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Fig. 5. Transmitted signal s(¢) (dashed line) and recovered signal 5(¢) (solid
line) obtained by modulating the parameter Cs.

D. L-Modulation
In this case, the modulation rule is given by

1 s(Y) 15

(11

Lt)  L’'L@t L
The adaptive controller is given by

) = klsgn<;§—i(3t)> (v2(t) — 1)

= kﬁgn(%[—ﬁz — Rolig + K, (’Ul - 51)]> (7)1 - 771). (12)

Simulation result is shown in Fig. 6 with k; 10°. The ‘signal
s(t)(dashed line) is defined by (6). Observe that 5(¢)(solid line) tracks
s(t) continuously with very small error and big overshoot.
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Fig. 6. Transmitted signal s(t) (dashed line) and recovered signal 5(¢) (solid
line) obtained by modulating the parameter L.

E. Ro-Modulation
In this case, the modulation rule is given by

Ro(t) = Ro + s(t), Ro(t) = Ro + 5(¢). (13)
The adaptive controller is given by
5 = k;sgn(fg—%)(vl(t) — 1)
= kwgn(—%)(vl — 7). (14)

_ Simulation result is shown in Fig. 7 with k; = 10°. The signal
5(t)(dashed line) is defined by (6). Observe that 3(t)(solid line) tracks
s(t) continuously with a small error.
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Fig. 7. Transmitted signal s(t) (dashed line) and recovered signal 5(t) (solid
line) obtained by modulating the parameter Rg.

III. CONCLUSION

Different schemes of chaotic parameter modulation are presented.
Their performances are shown by computer simulation results.
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