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Abstract— Peer-to-peer distrib uted storage systemspro-
vide reliableaccessto data thr oughredundancyspreadover
nodes across the Inter net. A key goal is to minimize the
amount of bandwidth used to maintain that redundancy.
Storing a �le using an erasure code, in fragments spread
across nodes, promises to require less redundancy and
hencelessmaintenancebandwidth than simple replication
to provide the same level of reliability. However, since
fragments must be periodically replacedasnodesfail, a key
questionis how to generatea new fragment in a distrib uted
way while transferring as little data as possibleacrossthe
network.

In this paper, we intr oduce a general technique to
analyze storage architectures that combine any form of
coding and replication, as well as presenting two new
schemesfor maintaining redundancy using erasure codes.
First, we show how to optimally generateMDS fragments
dir ectly fr om existing fragments in the system.Second,we
intr oduce a new schemecalled RegeneratingCodeswhich
use slightly larger fragments than MDS but have lower
overall bandwidth use. We also show thr ough simulation
that in realistic envir onments, Regenerating Codes can
reducemaintenancebandwidth useby 25% or more com-
paredwith the bestpreviousdesign—ahybrid of replication
and erasure codes—whilesimplifying systemarchitecture.

I . INTRODUCTION

The purposeof distributed �le storagesystemssuch
as OceanStore[19], Total Recall [2], and DHash++[6]
is to storedatareliably over long periodsof time using
a distributed collection of disks (say, at various nodes
across the Internet). Ensuring reliability requires the
introductionof redundancy, the simplestform of which
is straightforward replication.

Severaldesigns[18], [2], [6] useerasurecodesinstead
of replication.A Maximum-DistanceSeparable (MDS)
erasurecodestoresa �le of size M bytes in the form
of n fragmentseachof sizeM =k bytes,any k of which
canbe usedto reconstructthe original �le.

However, a complicationarises:in distributedstorage
systems,redundancy must be continually refreshedas
nodeschooseto leave the systemand disks fail, which
involveslargedatatransfersacrossthenetwork. How do
we ef�ciently createnew encodedfragmentsin response
to failures?A new replica may simply be copiedfrom
any othernodestoringone,but traditionalerasurecodes
require accessto the original data to producea new

encodedfragment. How do we generatean erasure
encodedfragmentwhenwe only have accessto erasure
encodedfragments?

In the naive strategy, the node which will store the
new fragment—which we will call the newcomer—
downloadsk fragmentsand reconstructsthe �le, from
which a new fragmentis produced.Thus,M bytesare
transferredto generatea fragmentof sizeonly M =k.

To reducebandwidthuse,onecanadoptwhatwe call
theHybrid strategy [20]: onefull replicais maintainedin
addition to multiple erasure-codedfragments.The node
storingthe replicacanproducenew fragmentsandsend
themto newcomers,thustransferringjust M =k bytesfor
a new fragment.However, maintainingan extra replica
on onenodedilutes the bandwidth-ef�ciency of erasure
codesandcomplicatessystemdesign.For example,if the
replicais lost,new fragmentscannotbecreateduntil it is
restored.In fact, onestudycomparingthe Hybrid strat-
egy with replicationin distributed storagesystems[20]
arguedthat in practicalenvironments,Hybrid's reduced
bandwidth is limited, and may be outweighedby its
drawbacks, in part due to the addedcomplication of
maintainingtwo typesof redundancy.

It is thus natural to pose the following question:
is it possible to maintain an erasurecode using less
bandwidththan the naive strategy, without resortingto
an asymmetricstrategy like Hybrid? More deeply, what
is the minimal amountof datathat mustbe downloaded
in order to maintainan erasurecode?

In this paperwe show how network coding can help
for such distributed storagescenarios.We introducea
general graph-theoreticframework through which we
obtainlower boundson thebandwidthrequiredto main-
tain any distributed storagearchitectureand show how
randomlinear network coding can achieve theselower
bounds.

More speci�cally, we determinetheminimumamount
of datathat a newcomerhasto downloadto generatean
MDS or nearly-MDSfragment,a schemewhich we call
OptimallyMaintainedMDS(OMMDS). In particular, we
prove that if the newcomercanonly connectto k nodes
to download data for its new fragment, then the M -
byte download of the naive strategy is the information-
theoretic minimum. Surprisingly, if the newcomer is



allowed to connectto more thank nodes,thenthe total
downloadrequirementcanbe reducedsigni�cantly. For
example, if k = 7 (the value used in DHash++ [6]),
n = 14, and a newcomer connectsto n ¡ 1 nodes,a
new fragmentcan be generatedby transferring0:27M
bytes,or 73% lessthanthe naive strategy. However, the
associatedoverheadis still substantial,and it turns out
that Hybrid offers a betterreliability-bandwidthtradeoff
thanOMMDS. To improve onHybrid, wemusttherefore
look beyond MDS codes.

With this perspective in mind, we introduceour sec-
ondscheme,Regenerating Codes(RC), which minimize
amountof datathat a newcomermustdownloadsubject
to the restriction that we preserve the “symmetry” of
MDS codes.At a high level, the RC schemeimproves
on OMMDS by having a newcomer store all the data
that it downloads,rather than throwing someaway. As
a consequence,RC has slightly larger fragmentsthan
MDS, but very low maintenancebandwidthoverhead,
even when newcomers connect to just k nodes. For
example,if k = 7, a newcomerneedsto downloadonly
0:16M bytes—39% less than OMMDS and 84% less
thanthe naive strategy. Moreover, our simulationresults
based on measurementsof node availability in real
distributedsystemsshow that RC canreducebandwidth
useby up to 25% comparedwith Hybrid when k = 7.
RC improveseven further ask grows.

We emphasizethat there are still tradeoffs between
RC and other strategies.For example,userswishing to
reconstructthe �le pay a small overheaddue to RC's
larger fragments.Nevertheless,RC offers a promising
alternative due to its simplicity and low maintenance
bandwidth.

In summary, the contributions of this paper are as
follows.

² Weintroducea framework to analyzethebandwidth
requirementsof redundancy schemesfor distributed
storagesystems.

² We characterizetheminimumbandwidthnecessary
to producean MDS fragmentdirectly from frag-
mentson othernodes.

² We introduce a non-MDS scheme,Regenerating
Codes,andshow throughsimulationthat it requires
substantiallylower maintenancebandwidththanthe
bestprevious erasurecode-basedscheme(Hybrid)
while preservingthe symmetryof MDS codes.

This paperis organizedas follows. We discussrele-
vant backgroundand relatedwork from coding theory
and distributed storagesystemsin Section II. In Sec-
tion III we introduceour analysistechniqueand use it
to determinehow to optimally maintainMDS codesin
SectionIII-B. We introduceRegeneratingCodesin Sec-
tion IV. Finally, SectionV comparesHybrid, OMMDS,
and RC using measuredtracesof nodeavailability and
discussesqualitative tradeoffs betweenthe strategies.

I I . BACKGROUND AND RELATED WORK

A. Erasure codes

ErasureCoding is a generalizationof replicationthat
divides the initial data object into k fragments (or
blocks) which are then used to generaten encoded
fragments.MDS (Maximum-DistanceSeparable)erasure
codeshave the property that any k (or slightly more)
out of the n encodedfragmentssuf�ce to recover the
original k data fragments.Good (i.e MDS or nearly
MDS) erasurecodes yield much higher probabilities
of recovery comparedto replication schemesbut also
introducehighercomputationalcomplexity. Oneway to
theoreticallyquantify that bene�t is the couponcollec-
tor problem: It is necessaryto obtain k ln k randomly
selectedfragmentsto collect all k original data,and in
that senseerasurecodingsavesan ln k factor. Reducing
encoding and decoding complexity for erasurecodes
has beenstudiedextensively, and currently essentially
optimal erasurecodesexist with linear encodingand
decodingcomplexity [17], [23]. Fountain codes [16],
[23] (also called ratelesscodes)allow the creationof
eachencodedfragmentindependentlyandare therefore
useful for many scenarios,such as distributed storage
systems,which needto createnew fragmentscontinu-
ously asnodesjoin and leave the system.

B. NetworkCoding

Ahlswedeet al [1] introducedthe fundamentalidea
of Network Coding—combiningpackets insteadof just
routing—andshowedthatit achievestheminimumof the
min-cutsfor multicastingLater it wasshown that linear
operationsover �nite �elds aresuf�cient [15] to achieve
the network coding capacity. See[9] for an up-to-date
survey of the area.

For distributed storage,the idea of using network
coding was introducedin [8] in a sensornetwork sce-
nario. Many aspectsof coding for storagewere further
explored[14], [30], [26] for sensornetwork applications.

Network codingwasproposedfor peer-to-peercontent
distributionsystems[10] whererandomlinearoperations
over packets are performed to improve downloading.
Random network coding was also recently proposed
for P2P network diagnosis[29]. Our paper is based
on similar ideasbut the storagesystemshave different
performancemetricsthat needto be analyzed.

C. Distributedstorage systems

A numberof recentstudies[4], [18], [7], [21], [2], [27]
have designedand evaluated large-scale,peer-to-peer
distributed storagesystems.Redundancy management
strategies for suchsystemshave beenevaluatedin [28],
[3], [2], [20], [27], [5], [25], [11].

Among those, [28], [2], [20] comparedreplication
with erasurecodes in the bandwidth-reliability trade-
off space.The analysis of Weatherspoonand Kubia-
towicz [28] showed that erasurecodes could reduce
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bandwidth use by an order of magnitude compared
with replication. Bhagwan et al [2] cameto a similar
conclusionin a simulation of the Total Recall storage
system.

RodriguesandLiskov [20] arrivedat a differentresult:
in high-churn (i.e., high rate of node turnover) envi-
ronments,erasurecodesprovide a large bene�t but the
bandwidthcostis too high to be practicalfor a P2Pdis-
tributedstoragesystem.In low-churnenvironments,the
reductionin bandwidthis negligible. In moderate-churn
environments,there is some bene�t, but this may be
outweightedby the addedarchitecturalcomplexity that
erasurecodesintroduce(discussedfurther in SectionV-
E). Theseconclusionswerebasedon ananalyticalmodel
augmentedwith parametersestimatedfrom tracesof real
systems.Comparedwith [28], [20] useda muchsmaller
value of k (7 insteadof 32) and the Hybrid strategy to
addressthe coderegenerationproblem.

In SectionV, we repeattheevaluationof [20] to mea-
suretheperformanceof thetwo redundancy maintenance
schemesthat we introduce.

I I I . FUNDAMENTAL LIMITS ON BANDWIDTH

A. Information �ow graph

Our analysisis basedon a particulargraphicalrepre-
sentationof a distributedstoragesystem,which we refer
to asan information�ow graph G. This graphdescribes
how the information of the dataobject travels through
time andstoragenodesandreachesreconstructionpoints
at the data collectors.More precisely, it is a directed
acyclic graphconsistingof threekindsof nodes:a single
datasourceS, storagenodesxin

i ; xout
i anddatacollectors

DCi . ThesinglenodeS correspondsto thesourceof the
original data.Storagenodei in thesystemis represented
by a storageinput nodexin

i , anda storageoutputnode
xout ; thesetwo nodesare connectedby a directededge
xin

i ! xout
i with capacityequal to the amountof data

storedat nodei . SeeFigure III-A for an illustration.
Given the dynamicnatureof the storagesystemsthat

we consider, the information �o w graphalsoevolves in
time.At any giventime,eachvertex in thegraphis either
activeor inactive, dependingon whetherit is availablein
the network. At the initial time, only the sourcenodeS
is active; it thencontactsan initial setof storagenodes,
andconnectsto their inputs(xin) with directededgesof
in�nite capacity. From this point onwards, the original
sourcenode S becomesand remains inactive. At the
next time step,theinitially chosenstoragenodesbecome
now active; they representa distributed erasurecode,
correspondingto the desiredsteadystateof the system.
If anew nodej joins thesystem,it canonly beconnected
with active nodes.If thenewcomerj choosesto connect
with active storagenodei , thenwe adda directededge
from xout

i to xin
j , with capacityequalto the amountof

datathat the newcomerdownloadsnodei . Note that in
generalit is possiblefor nodesto download more data

thanthey store,as in the exampleof the (14; 7)-erasure
code.If a nodeleaves the system,it becomesinactive.
Finally, a datacollectorDC is a nodethatcorrespondsto
a requestto reconstructthedata.Datacollectorsconnect
to subsetsof active nodesthrough edgeswith in�nite
capacity.

Fig. 1. Illustration of an information �o w graph G.
Supposethat a particular distributed storagescheme
usesan (4; 3) erasurecodein which any 3 fragments
suf®ceto recover theoriginaldata.If nodex4 becomes
unavailable and a new node joins the system,then
we need to constructnew encodedfragment in x5 .
To do so, nodex5

in is connectedto the k = 3 active
storagenodes.Assumingthat it downloads® bits from
eachactive storagenode,of interestis the minimum
® required.The min-cut separatingthe sourceandthe
datacollectormustbe larger than3 for reconstruction
to be possible.For this graph, the min-cut value is
given by 2 + ®, implying that ® ¸ 1, so that the
newcomerhas to download the completedataobject
if he connectsto only k = 3 storagenodes.

An importantnotion associatedwith the information
�o w graphis that of minimum cuts:

De�nition 1: A cut in thegraphG betweenthesource
S and a �x ed datacollector nodeDC is a subsetC of
edgessuchthat, thereis no pathstartingfrom S to DC
thatdoesnothaveoneor moreedgesin C. Theminimum
cut is the cut betweenS andDC in which the total sum
of the edgecapactitiesis smallest.

B. Bounds

To obtainboundson thehow mucheachstoragenode
has to download, we start with the following simple
lemma.

Lemma1: A datacollectorDC cannever reconstruct
the initial dataobject if the minimum cut in G between
S andDC is smallerthan the initial objectsize.

Proof: The informationof the initial dataobject is
�o wing from the sourceto the particulardatacollector.
Every link in the information �o w graph can only be
usedat most once(sinceit correspondsto communica-
tion of nodesover time), and since the point-to-point
capacityis lessthanthe �le size,communicationof the
initial dataobject is impossible.
The next claim, which builds on known results from
network coding, shows that there exist linear network
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codeswhich canmatchthis boundfor all datacollectors
simultaneously, and also that simple linear mixing of
packets using random independentcoef�cients over a
�nite �eld (randomizednetwork coding [13]) will be
suf�cient with high probability.

Proposition1: Assumethat for somedistributedstor-
agescheme,we constructthe G graphandplaceall the
possible

¡ n
k

¢
data collectorswhere n is the numberof

active nodes.If the minimum of the min-cutsseparating
the sourcewith each data collector is larger or equal
to the data object size M , then there exists a linear
network code such that all data collectorscan recover
the data object. Further, randomizednetwork coding
guaranteesthat all collectorscanrecover the dataobject
with probability that can be driven arbitrarily high by
increasingthe �eld size.

Proof: The reconstructionproblem describedis
equivalent to the multicasting problem, with a single
source sending its data to all of the data collectors.
It is known [1] that network coding can achieve the
associatedmin-cut/max-�ow bound and from [15] we
know that a linear network code will exist (see also
SectionII).

Ho et al. [13] show that the use of random linear
network codesat all storagenodessuf�ces to achieve
theboundwith probability thatcanbepushedarbitrarily
high by increasing the �eld size. (See in particular
Theorem3 in the paper [13], which ensuresthat the
probability is at least(1 ¡ d

q )N , whered is the number
of datacollectorsandN is total numberof storagenodes
in G andq is the �eld size.)As in all the the work that
usesnetwork coding, the �eld size can be madevery
large easilysinceit is exponentialin the numberof bits
usedto represent�eld elements.

The above results allow us to provide a complete
characterizationof the bandwidthcost associatedwith
maintainingan MDS erasurecode:

Proposition2: Assumethe data object is divided in
k fragments,an (n; k)-MDS codeis generatedand one
encodedfragmentis storedat eachnode.Supposea new-
comercreatesa new encodedfragmentby downloading
® percentof a fragmentfrom eachof n¡ 1 active storage
nodes.Then ® ¸ 1

n ¡ k is necessaryand suf�cient for
successfulreconstruction.

Proof: Consider the information �o w graph G
for this storagesystem.Supposethat any newcomer
connectsto n ¡ 1 storagenodesanddownloadsa portion
® of the fragmentfrom eachstoragenode,where® is
to be determined.A data collector is connectedto the
newcomerandk ¡ 1 otherstoragenodes.The minimum
cut in thisnewly formedGis givenby k¡ 1+ (n¡ 1¡ (k¡
1))®; so using proposition1, successfulreconstruction
is possibleif and only if this cut is larger or equal to
k. So ® ¸ 1

n ¡ k is the minimum possiblebandwidthto
requiredmaintainan MDS code.

Note that the information�o w graphcanbeusedto �nd
the bandwidth requirementsin the more generalcase
wherethenewcomerconnectsto h · n ¡ 1 nodesandit
is nothardto verify thatwhenh = k thewhole�le needs
to be downloadedto createa new encodedfragment.In
the special caseof the (n; k) = (14; 7) erasurecode
consideredin our motivating example, Proposition 2
veri�es the earlier claim that the newcomer needsto
downloadonly 1

7 ¼ 0:14Mb from eachof then¡ 1 = 13
active storagenodes.We refer to MDS codesmaintained
in this procedurespeci�edby Proposition2 asOptimally
MaintainedMDS, or OMMDSfor short.

IV. REGENERATING CODES

The OMMDS scheme of the previous section is
a signi�cant improvement over the naive schemeof
downloadingthe entire �le to generatea new fragment.
However, theassociatedoverheadis still substantial,and
our experimentalevaluationin SectionV revealsthat the
Hybrid schemestill offers a betterreliability-bandwidth
tradeoff than the OMMDS. Moreover, as establishedin
Proposition2, an MDS codecannotbe maintainedwith
lessbandwidththan OMMDS. Therefore,we can only
hopeto uselessbandwidthwith a codingschemeother
thanan MDS code.

With this perspective in mind, this sectionintroduces
the notion of a Regenerating Code(RC). Subjectto the
restrictionsthat we preserve the “symmetry” of MDS
codes(detailedin SectionIV), we derive matchinglower
andupperboundson the minimal amountof datathat a
newcomer must download. In contrastwith OMMDS,
the RC approachhas very low bandwidth overhead,
even when newcomersconnectto just k nodes.At a
high level, the RC schemeimproves on OMMDS by
having a newcomerstoreall the datathat it downloads,
ratherthanthrowing someaway. As a consequence,RC
fragmentsare slightly larger than MDS fragments,by
a factor ¯ RC = k2=(k2 ¡ k + 1) (seeFigure 2 for an
illustration), andany datacollector that reconstructsthe
�le downloads¯ RC times the size of the �le. However,
note that ¯ RC ! 1 as k ! 1 . Notice that for MDS
codes,if we �x the rate of the code R = k=n, the
bandwidth overheadis ¯ MDS = n ¡ 1

n ¡ k ! 1
1¡ R (which

is constant)as k; n ! 1 . Therefore,MDS codeshave
a constantmultiplicative overheadin bandwidth,but are
optimalin storagefor any n; k. Thesurprisingfactis that
regeneratingcodes,by sacri�cing an (asymptotically)
negligible factor ¯ RC in storage,also achive asymptoti-
cally negliglible overheadin maintenancebandwidth.

Regeneratingcodesminimize the requiredbandwidth
under a “symmetry” requirementover storagenodes.
Speci�cally, we requirethat any k fragmentscanrecon-
structtheoriginal �le; all fragmentshaveequalsize®M ;
anda newcomerproducesa new fragmentby connecting
to any k nodesanddownloading®M =k bits from each
(In this paperwe �x the numberof nodeswhere the
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Fig. 2. The overhead¯ is the numberof bytesdown-
loadedto producea fragment,dividedby thesizeof an
MDS fragment.For the naive strategy, ¯ naive = k; for
OMMDS in which newcomersconnectto n ¡ 1 nodes,
¯ MDS = n ¡ 1

n ¡ k ; for RC in which newcomersconnectto
just k nodes,̄ RC = k2=(k2 ¡ k + 1). Moreover, RC
fragmentsare ¯ RC times larger than MDS fragments,
sothat thedatacollectormustdownload¯ RC timesthe
sizeof the original ®le.

newcomerconnectsto to be k (the minimum possible)
to simplify the scheme).The free parameter® will be
chosento minimize bandwidth.

Assumethat newcomersarrive sequentially, and that
eachone connectsto an arbitrary k-subsetof previous
nodes(including previous newcomers).The following
result characterizesthe bandwidthrequirementsof the
RC scheme:

Theorem1: Assumeall storagenodesstore®M bits
and newcomersconnectto k existing nodesand down-
load 1

k ®M bits from each.Then,de�ne

®c =
1
k

£
1

1 ¡ 1
k + 1

k 2

: (1)

If ® < ®c thenreconstructionat somedatacollectorwho
connectsto k storagenodesis information theoretically
impossible.

If ® ¸ ®c thereexistsa linearnetwork codesuchthat
any data collector can reconstruct.Moreover, random-
ized network coding at the storagenodeswill suf�ce
with high probability.

Proof: We will show that if ® < ®c the minimum
cut from somek subsetof storagenodesto thesourceS
will be lessthanM andthereforereconstructionwill be
impossible.In addition when ® ¸ ®c the minimum cut
will be greateror equalto M . Thenby Proposition1 a
linear network codeexists so that all datacollectorscan
recover. Further randomizednetwork coding will work
with probability that can be driven arbitrarily high by
increasingthe �eld size.

Thereforeit suf�ces to �nd theminimum®c suchthat
any k subsetof storagenodeshasa minimum cut from
the sourceequalto M . We proceedvia inductionon n,
the numberof storagenodes.We refer to any subgraph
of G with k inputsandj ¸ k outputsasa box; a box is

calledgoodif every k out of thej outputscansupportan
end-to-end�o w of M . The basecaseof the induction
is trivial if we assumethat there are k storagenodes
initially.

For the inductive step,assumewe have a good box
denotedB j ¡ 1 and a newcomer X i connectsto any k
outputsof B j ¡ 1 with edgesthathave capacity®M

k (see
�gure IV). One needsto show that the new graphwith
the outputsof B j ¡ 1 plus the outputof the storagenode
X i will bea goodbox B j . Let N (X i ) denotethestorage
nodeswhereX i connectedto. Considera datacollector
that connectsto y1 nodesin N (X i )c and y2 nodesin
N (X i ), andalsoto thenewcomer(all datacollectorsthat
do not connectto the newcomerreceive enough�o w by
the inductionhypothesis).We thereforehave y1 + y2 =
k ¡ 1 and also the minimum cut for this datacollector
is

y1®M + y2®M + (k ¡ y2)
®M

k
: (2)

To ensurerecovery this has to work for every data
collector, i.e.

y1®M + y2®M + (k ¡ y2)
®M

k
¸ M ; (3)

8y1; y2; y1 + y2 = k ¡ 1: (4)

It is easyto seethat y1 = 0 is the worst case,andfrom
thereoneobtainsthat

® ¸
1

k(1 ¡ 1
k + 1

k 2 )
=: ®c (5)

is necessaryandsuf�cient for reconstruction.

Fig. 3. Illustration of the inductive step.The internal
box is good and we want to show that the external
box is alsogoodif the newcomerdownloads1=k®M
from the existing nodesthe big box is alsogood.

V. EVALUATION

In this section,we compareRegeneratingCodeswith
other redundancy managementschemesin the context
of distributedstoragesystems.We follow the evaluation
methodologyof [20], which consistsof a simpleanalyt-
ical model whoseparametersare obtainedfrom traces
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of nodeavailability measuredin several real distributed
systems.

Webegin in SectionV-A with adiscussionof nodedy-
namicsandthe objectivesrelevant to distributedstorage
systems,namelyreliability, bandwidth,and disk space.
Weintroducethemodelin SectionV-B andestimatereal-
istic valuesfor its parametersin SectionV-C. SectionV-
D containsthe quantitative resultsof our evaluation.In
Section V-E, we discussqualitative tradeoffs between
RegeneratingCodesand other strategies, and how our
resultschangethe conclusionof [20] that erasurecodes
provide limited practicalbene�t.

A. Background: nodedynamicsand objectives

In this section we introduce some backgroundand
terminology which is common to most of the work
discussedin SectionII-C.

We draw a distinction betweenpermanentand tran-
sient node failures. A permanentfailure, such as the
permanentdepartureof a nodefrom thesystemor a disk
failure, resultsin lossof the datastoredon the node.In
contrast,datais preservedacrossa transientfailure,such
asa rebootor temporarynetwork disconnection.We say
that a node is available when its datacan be retrieved
acrossthe network.

Distributed storagesystemsattempt to provide two
typesof reliability: availability and durability. A �le is
available when it can be reconstructedfrom the data
storedon currently available nodes.A �le' s durability
is maintainedif it has not beenlost due to permanent
nodefailures:that is, it may be availableat somepoint
in the future. Both propertiesare desirable,but in this
paper(as in [20]) we report resultsfor availability only.
Speci�cally, we will show �le unavailability, thefraction
of time that the �le is not available.

As discussedin the introduction, achieving higher
availability (or durability) implies a greater amount
of redundancy, and henceusesmore disk space,and
more bandwidth to replaceredundancy as nodesfail.
Since bandwidthis generallyconsidereda much more
constrainedresourcethandisk spacein wide-areaenvi-
ronments,we do not show the disk spaceusedby the
schemeswe compare.However, disk usagewould be
proportionalto bandwidthfor all schemeswe evaluate
below, with the exceptionof OMMDS.

B. Model

We use a model which is intended to capture the
average-casebandwidthused to maintain a �le in the
system,andthe resultingaverageavailability of the �le.
With minor exceptions,1this model and the subsequent

1In addition to evaluating a larger set of strategies and using a
somewhat different set of traces,we count bandwidth cost due to
permanentnodefailure only, ratherthanboth failuresandjoins. Most
designs[2], [27], [5] can avoid reactingto node joins. Additionally,
we computeprobabilitiesdirectly ratherthanusingapproximationsto
the binomial.

estimationof its parametersareequivalentto thatof [20].
Although this evaluation methodologyis a signi�cant
simpli�cation of real storagesystems,it allows us to
comparedirectly with the conclusionsof [20] aswell as
to calculateprecisevaluesfor rareevents.

The model has two key parameters,f and a. First,
we assumethat in expectationa fraction f of the nodes
storing�le datafail per unit time, causingdatatransfers
to repair the lost redundancy. Second,we assumethat
at any given time while a node is storing data, the
nodeis availablewith someprobabilitya. Moreover, the
modelassumesthat the event that a nodeis available is
independentof the availability of all othernodes.

Under theseassumptions,we can compute the ex-
pectedavailability and maintenancebandwidthof var-
ious redundancy schemesto maintaina �le of M bytes.
We make use of the fact that for all schemesexcept
OMMDS (even Hybrid [20]), the amountof bandwidth
usedis equal to the amountof redundancy that had to
be replaced,which is in expectationf timesthe amount
of storageused.

Replication: If we storeR replicasof the �le, then
we storea total of R ¢M bytes,and in expectationwe
must replacef ¢R ¢M bytesper unit time. The �le is
unavailableif no replicais available,whichhappenswith
probability (1 ¡ a)R .

Ideal Erasure Codes: For comparison,we show
the bandwidthand availability of a hypothetical(n; k)
erasurecode strategy which can “magically” createa
new packet while transferringjust M =k bytes(i.e., the
sizeof thepacket). Settingn = k ¢R, this strategy sends
f ¢R ¢M bytes per unit time and has unavailability

probability Uideal(n; k) :=
P k ¡ 1

i =0

µ
n
i

¶
ai (1 ¡ a)n ¡ i .

Hybrid: If we store one full replica plus an (n; k)
erasurecodewheren = k ¢(R ¡ 1), thenwe again store
R ¢M bytesin total, so we transferf ¢R ¢M bytesper
unit time in expectation.The �le is unavailable if the
replica is unavailable and fewer than k erasure-coded
packets are available, which happenswith probability
(1 ¡ a) ¢Uideal(n; k).

OMMDS Codes: A (k; n) OMMDS Code with re-
dundancy R = n=k stores RM bytes in total, so
f ¢R ¢M bytes must be replacedper unit time. But
replacinga fragmentrequirestransferringover the net-
work ¯ OMMDS = (n ¡ 1)=(n ¡ k) times the size of the
fragment(seeSectionIII-B), even in the mostfavorable
casewhennewcomersconnectto n¡ 1 nodesto construct
a new fragment.This resultsin f ¢R ¢M ¢̄ OMMDS bytes
sentper unit time, andunavailability Uideal(n; k).

Regenerating Codes: A (k; n) RegeneratingCode
storesM ¢n ¢¯ RC bytes in total (seeSectionIV). So
in expectationf ¢M ¢n ¢¯ RC bytesare transferedper
unit time, and the unavailability is again Uideal(n; k).
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Trace Length Start Mean # f a
(days) date nodesup (fraction failed per day)

PlanetLab 527 Jan.2004 303 0.017 0.97
Microsoft PCs 35 Jul. 6, 1999 41970 0.038 0.91

Skype 25 Sept.12, 2005 710 0.12 0.65
Gnutella 2.5 May, 2001 1846 0.30 0.38

TABLE I: The availability tracesusedin this paper.

C. Estimatingf and a

In this sectionwe describehow we estimatef , the
fractionof nodesthatpermanentlyfail perunit time,and
a, the meannodeavailability, basedon tracesof node
availability in several distributedsystems.

We use four tracesof node availability with widely
varying characteristics,summarizedin Table I. The
PlanetLab All Pairs Ping [24] traceis basedon pings
sent every 15 minutes betweenall pairs of 200-400
nodesin PlanetLab,a stable,managednetwork research
testbed.We considera nodeto be up in one 15-minute
interval when at least half of the pings sent to it in
that interval succeeded.In a numberof periods,all or
nearly all PlanetLabnodeswere down, most likely due
to plannedsystemupgradesor measurementerrors.To
exclude thesecases,we “cleaned” the traceas follows:
for eachperiod of downtime at a particular node, we
remove that period(i.e. we considerthe nodeup during
that interval) when the average number of nodes up
during that period is lessthan half the averagenumber
of nodesup over all time. The Micr osoft PCs [4] trace
is derived from hourly pings to desktop PCs within
MicrosoftCorporation.TheSkypesuperpeers[12] trace
is basedon application-level pingsat 30-minuteintervals
to nodesin the Skype superpeernetwork, which may
approximatethe behavior of a set of well-provisioned
endhosts,sincesuperpeersmaybeselectedin partbased
on bandwidth availability [12]. Finally, the trace of
Gnutella peers [22] is basedon application-level pings
to ordinaryGnutellapeersat 7-minuteintervals.

We next describe how we derive f and a from
these traces. It is of key importancefor the storage
systemto distinguishbetweenpermanentand transient
failures(de�ned in SectionV-A), sinceonly the former
requiresbandwidth-intensive replacementof lost redun-
dancy. Most systemsuse a timeout heuristic: when a
node has not respondedto network-level probesafter
someperiod of time t, it is consideredto have failed
permanently. To approximatea storagesystem's behav-
ior, we use the sameheuristic. Node availability a is
then calculated as the mean (over time) fraction of
nodeswhich were available among those which were
not consideredpermanentlyfailed at that time.

The resulting valuesof f and a appearin Table I,
where we have �x ed the timeout t at 1 day. Longer
timeouts reduceoverall bandwidthcosts [20], [5], but
begin to impact durability [5] and are more likely to
producearti�cial effects in the short (2:5-day) Gnutella

trace.
Weemphasizethattheproceduredescribedaboveonly

provides an estimateof f and a which may be biased
in several ways.Somedesigns[5] reincorporatedataon
nodeswhich return after transientfailures which were
longer than the timeout t, which would reducef . Ad-
ditionally, even placing �les on uniform-randomnodes
results in selectingnodesthat are more available [25]
and less prone to failure [11] than the averagenode.
Finally, we have not accountedfor the time neededto
transferdataonto a node,during which it is effectively
unavailable.However, we considerit unlikely that these
biases would impact our main results since we are
primarily concernedwith therelativeperformanceof the
strategieswe compare.

D. Quantitativeresults

Figure 4 shows the tradeoff betweenmeanunavail-
ability andmeanmaintenancebandwidthin eachof the
strategies of SectionV-B using the valuesof f and a
from SectionV-C andk = 7. Figure5 shows thetradeoff
for k = 14. Pointsin the tradeoff spaceareproducedby
varying the redundancy factorR.

We show OMMDS in the two Skype plots where
the trends are clearly visible. To reduce clutter we
omit similar results for the other traces.In all cases,
OMMDS obtainsworsepointsin the tradeoff spacethan
Hybrid.

In the morestableenvironments,RegeneratingCodes
obtain a substatantialbene�t over Hybrid strategy. For
example, in the PlanetLabtrace with k = 7, RC has
about 25% lower bandwidth for the sameavailability,
or morethan3 ordersof magnitudelower unavailability
with the samebandwidth.The differenceis even greater
for k = 14.

RC's reductionin bandwidthcomparedwith Hybrid
diminishesas the environment becomesless stable; in
the most extreme caseof the Gnutella trace, RC can
actuallybe very slightly worse. The reasoncanbe seen
by comparingthetwo schemeswith IdealErasureCodes.
For �x ed k and n, both RC and Hybrid have roughly
the sameavailability (Hybrid is slightly better due to
the extra replica). However, in terms of bandwidthas
we scalen, RC has a small constantfactor overhead
comparedwith Ideal Erasurecodes,while Hybrid hasa
ratherlarge but only additiveoverheaddueto the single
extra replica. For large enoughn, suchas is necessary
in Gnutella,the additive overheadwins out.
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(a) PlanetLabtrace
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(b) Microsoft PCstrace
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(c) Skype superpeerstrace
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(d) Gnutellapeerstrace

Fig. 4: Availability-bandwidthtradeoff for k = 7 with parametersderived from eachof the traces.

This is unlikely to make Hybrid a lower-bandwidth
choice,for two reasons.First, as demonstratedby Fig-
ure 5, a larger value of k diminishesRC's overhead
suf�ciently that it is betterthanHybrid in all casesthat
we tested.Second,as discussedin [20], more stable
environmentsarethemorelikely deploymentscenarioin
any case.Takingnumbersfrom theGnutellatracewith a
target unavailability of 0:01, nodesareunlikely to want
to use20 KB/secof bandwidth(a signi�cant fraction of
typical endhostuplink bandwidth)just to reliably storea
1 GB �le (a very small fractionof today's harddisks).In
PlanetLab,thesame1 GB canbemaintainedwith 100£
lower unavailability usingabout58£ lessbandwidth.

E. Qualitativecomparison

In this sectionwe discusstwo questions:First, is RC
anoverall win over Hybrid?Second,do our resultsaffect
theconclusionof RodriguesandLiskov [20] thaterasure
codesoffer too little improvementin bandwidthuseto
clearly offset the addedcomplexity that they add to the
system?

The resultsof SectionV-D suggestthat in practical
scenariosRC provides a signi�cant reductionin main-
tenancebandwidthover Hybrid, as well as simplifying

systemarchitecturesinceonly one type of redundancy
needsto bemaintained.This addressesthe two principal
disadvantagesof usingerasurecodesdiscussedin [20].

However, RC still has some drawbacks.First, con-
structinga new packet, or reconstructingthe entire �le,
requirescommuncationwith k nodesratherthanone(in
Hybrid, the nodeholding the single replica).This adds
overheadthat could be signi�cant for suf�ciently small
�les or suf�ciently largek. Perhapsmoreimportantly, as
discussedin SectionIV, thereis a factor¯ RC increasein
total data transferredto read the �le, roughly 14% for
k = 7 but diminishing to 7:1% for k = 14 and 3:1%
for k = 32 (seeFigure 2). Thus, if the frequency that
a �le is read is suf�ciently high and k is suf�ciently
small, this inef�ciency could overwhelm the reduction
in maintenancebandwidth.

If the target applicationis archival storageor backup,
�les are likely to be large and infrequently read. We
believe this is one casein which RC is likely to be a
signi�cant win over both Hybrid andreplication.
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