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Abstract— Peer-to-peer distrib uted storage systemspro-
vide reliable accesgo data thr oughredundancyspreadover
nodes acrossthe Internet. A key goal is to minimize the
amount of bandwidth usedto maintain that redundancy
Storing a le using an erasure code, in fragments spread
across nodes, promises to require less redundancy and
hencelessmaintenancebandwidth than simple replication
to provide the same level of reliability. However, since
fragments must be periodically replacedasnodesfail, a key
questionis how to generatea new fragment in a distrib uted
way while transferring as little data as possibleacrossthe
network.

In this paper, we introduce a general technique to
analyze storage architectures that combine any form of
coding and replication, as well as presenting two new
schemesfor maintaining redundancy using erasure codes.
First, we show how to optimally generate MDS fragments
dir ectly from existing fragments in the system.Second,we
intr oduce a new schemecalled RegeneratingCodeswhich
use slightly larger fragments than MDS but have lower
overall bandwidth use. We also show through simulation
that in realistic ervironments, Regenerating Codes can
reducemaintenancebandwidth useby 25% or more com-
paredwith the bestprevious design—ahybrid of replication
and erasure codes—whilesimplifying systemarchitecture.

I. INTRODUCTION

The purposeof distributed le storagesystemssuch
as OceanStord19], Total Recall[2], and DHash++[6]
is to storedatareliably over long periodsof time using
a distributed collection of disks (say at various nodes
acrossthe Internet). Ensuring reliability requiresthe
introductionof redundanyg, the simplestform of which
is straightforvard replication.

Severaldesigngd18], [2], [6] useerasurecodesinstead
of replication. A Maximum-DistanceSepaable (MDS)
erasurecode storesa le of sizeM bytesin the form
of n fragmentseachof sizeM =k bytes,ary k of which
can be usedto reconstructhe original le.

However, a complicationarises:in distributed storage
systems,redundang must be continually refreshedas
nodeschooseto leave the systemand disks fail, which
involveslarge datatransfersacrosshe network. How do
we efciently createnew encodedragmentsn response
to failures?A new replicamay simply be copiedfrom
ary othernodestoringone,but traditionalerasurecodes
require accessto the original datato producea new

encodedfragment. How do we generatean erasure
encodedragmentwhenwe only have accesgo erasure
encodedragments?

In the naive strategy, the node which will storethe
newv fragment—whichwe will call the newvcomer
downloadsk fragmentsand reconstructghe le, from
which a new fragmentis produced.Thus,M bytesare
transferredo generatea fragmentof sizeonly M =k.

To reducebandwidthuse,one canadoptwhatwe call
the Hybrid strategy [20]: onefull replicais maintainedn
additionto multiple erasure-codeffagments.The node
storingthe replicacan producenew fragmentsand send
themto newcomersthustransferringustM =k bytesfor
a new fragment.However, maintainingan extra replica
on one nodedilutesthe bandwidth-etiency of erasure
codesandcomplicatesystemdesign.For example,if the
replicais lost, new fragmentscannotbe createduntil it is
restored.In fact, one study comparingthe Hybrid strat-
egy with replicationin distributed storagesystems[20]
amguedthatin practicalervironments,Hybrid's reduced
bandwidthis limited, and may be outweighedby its
drawbacks, in part due to the added complication of
maintainingtwo typesof redundang

It is thus natural to pose the following question:
is it possibleto maintain an erasurecode using less
bandwidththan the naive stratgyy, without resortingto
an asymmetricstrategyy like Hybrid? More deeply what
is the minimal amountof datathat mustbe dovnloaded
in orderto maintainan erasurecode?

In this paperwe shav how network coding can help
for such distributed storagescenariosWe introduce a
general graph-theoreticframevork through which we
obtainlower boundson the bandwidthrequiredto main-
tain ary distributed storagearchitectureand shav how
randomlinear network coding can achieve theselower
bounds.

More speci cally, we determinghe minimumamount
of datathata nevcomerhasto downloadto generatean
MDS or nearly-MDSfragment,a schemewhich we call
Optimally MaintainedMDS (OMMDS). In particulay we
prove thatif the nevcomercanonly connectto k nodes
to download data for its new fragment,then the M -
byte download of the naive stratay is the information-
theoretic minimum. Surprisingly if the newcomer is



allowed to connectto morethank nodes.thenthe total
download requirementcan be reducedsigni cantly. For
example, if k = 7 (the value usedin DHash++[6]),
n = 14, and a nevcomer connectsto n j 1 nodes,a
new fragmentcan be generatedvy transferring0:27M
bytes,or 73% lessthanthe naive stratgy. However, the
associatedverheadis still substantialandit turns out
that Hybrid offers a betterreliability-bandwidthtradeof
thanOMMDS. To improve on Hybrid, we musttherefore
look beyond MDS codes.

With this perspectie in mind, we introduceour sec-
ond schemeReaenerting Codes(RC), which minimize
amountof datathata newcomermustdownload subject
to the restriction that we presere the “symmetry” of
MDS codes.At a high level, the RC schemeimproves
on OMMDS by having a newcomer store all the data
that it downloads,ratherthanthroving someaway. As
a consequenceRC hasslightly larger fragmentsthan
MDS, but very low maintenancebandwidth overhead,
even when newcomers connectto just k nodes. For
example,if k = 7, a newcomerneedsto download only
0:16M bytes—3%% lessthan OMMDS and 84% less
thanthe naive stratgy. Moreover, our simulationresults
based on measurement®f node availability in real
distributed systemsshawv that RC canreducebandwidth
useby up to 25% comparedwith Hybrid whenk = 7.
RC improves even furtherask grows.

We emphasizethat there are still tradeofs between
RC and other strat@ies. For example,userswishing to
reconstructthe le pay a small overheaddue to RC's
larger fragments.Nevertheless RC offers a promising
alternatve due to its simplicity and low maintenance
bandwidth.

In summary the contritutions of this paper are as
follows.

> Weintroducea framevork to analyzethe bandwidth
requirement®f redundang schemedor distributed
storagesystems.

= We characterizeéhe minimum bandwidthnecessary
to producean MDS fragmentdirectly from frag-
mentson other nodes.

2 We introduce a non-MDS scheme,Regenerating
Codesandshav throughsimulationthatit requires
substantiallyjower maintenancéandwidththanthe
best previous erasurecode-basedcheme(Hybrid)
while preservingthe symmetryof MDS codes.

This paperis organizedas follows. We discussrele-
vant backgroundand relatedwork from coding theory
and distributed storagesystemsin Sectionll. In Sec-
tion 1l we introduceour analysistechniqueand useit
to determinehow to optimally maintainMDS codesin
Sectionlll-B. We introduceRegeneratingCodesin Sec-
tion IV. Finally, SectionV compareHybrid, OMMDS,
and RC using measuredracesof node availability and
discussegjualitatve tradeofs betweenthe strateies.

Il. BACKGROUND AND RELATED WORK
A. Erasue codes

ErasureCodingis a generalizatiorof replicationthat
divides the initial data object into k fragments (or
blocks) which are then used to generaten encoded
fragmentsMDS (Maximum-DistanceSeparablegrasure
codeshave the property that any k (or slightly more)
out of the n encodedfragmentssufce to recover the
original k data fragments.Good (i.e MDS or nearly
MDS) erasurecodesyield much higher probabilities
of recovery comparedto replication schemesbut also
introducehigher computationacomplity. Oneway to
theoreticallyquantify that bene t is the couponcollec-
tor problem: It is necessarnto obtain kIn k randomly
selectedfragmentsto collect all k original data,andin
that senseerasurecodingsavesan In k factor Reducing
encoding and decoding compleity for erasurecodes
has been studied extensvely, and currently essentially
optimal erasurecodesexist with linear encodingand
decoding compleity [17], [23]. Fountain codes[16],
[23] (also called ratelesscodes)allow the creation of
eachencodedragmentindependentlyand are therefore
useful for mary scenariossuch as distributed storage
systemswhich needto createnew fragmentscontinu-
ously as nodesjoin and leave the system.

B. NetworkCoding

Ahlswedeet al [1] introducedthe fundamentalidea
of Network Coding—combiningpacletsinsteadof just
routing—andshavedthatit achiezesthe minimumof the
min-cutsfor multicastingLater it wasshavn thatlinear
operationsover nite elds aresufcient [15] to achieve
the network coding capacity See[9] for an up-to-date
suney of the area.

For distributed storage,the idea of using network
coding was introducedin [8] in a sensornetwork sce-
nario. Marny aspectsof coding for storagewere further
explored[14], [30], [26] for sensometwork applications.

Network codingwasproposedor peerto-peercontent
distribution systemg10] whererandomlinearoperations
over paclets are performedto improve downloading.
Random network coding was also recently proposed
for P2P network diagnosis[29]. Our paperis based
on similar ideasbut the storagesystemshave different
performancemetricsthat needto be analyzed.

C. Distributed storage systems

A numberof recentstudieq4], [18], [7], [21], [2], [27]
have designedand evaluated large-scale,peerto-peer
distributed storage systems.Redundang management
stratgjies for suchsystemshave beenevaluatedin [28],
[31, [21, [20], [27], [5]. [25], [11].

Among those, [28], [2], [20] comparedreplication
with erasurecodesin the bandwidth-reliability trade-
off space.The analysisof Weatherspoorand Kubia-
towicz [28] shawved that erasurecodes could reduce



bandwidth use by an order of magnitude compared
with replication. Bhagwan et al [2] cameto a similar
conclusionin a simulation of the Total Recall storage
system.

RodriguesandLiskov [20] arrived ata differentresult:
in high-churn (i.e., high rate of node turnover) ervi-
ronments,erasurecodesprovide a large bene t but the
bandwidthcostis too high to be practicalfor a P2Pdis-
tributed storagesystem.In low-churnervironments the
reductionin bandwidthis negligible. In moderate-churn
ervironments,there is some bene t, but this may be
outweightedby the addedarchitecturalcompleity that
erasurecodesintroduce(discussedurtherin SectionV-
E). Theseconclusionsverebasedn ananalyticalmodel
augmentedvith parametergstimatedrom tracesof real
systemsComparedwith [28], [20] useda muchsmaller
value of k (7 insteadof 32) andthe Hybrid stratgy to
addresghe coderegenerationproblem.

In SectionV, we repeatthe evaluationof [20] to mea-
surethe performancef thetwo redundang maintenance
schemeghat we introduce.

I1l. FUNDAMENTAL LIMITS ON BANDWIDTH
A. Information ow graph

Our analysisis basedon a particulargraphicalrepre-
sentatiorof a distributed storagesystemwhich we refer
to asaninformation ow graph G. This graphdescribes
how the information of the data object travels through
time andstoragenodesandreacheseconstructiorpoints
at the data collectors. More precisely it is a directed
agyclic graphconsistingof threekinds of nodes:a single
datasourceS, storagenodesxi,'; Xout' anddatacollectors
DGC;. ThesinglenodeS correspondso the sourceof the
original data.Storagenodei in the systemis represented
by a storageinput nodex;,, and a storageoutput node
Xout; thesetwo nodesare connectecdby a directededge
Xn' | Xout' With capacityequalto the amountof data
storedat nodei. SeeFigurelll-A for an illustration.

Given the dynamicnatureof the storagesystemshat
we consider the information o w graphalso evolvesin
time. At ary giventime, eachvertex in thegraphis either
activeor inactiveg dependingon whetherit is availablein
the network. At the initial time, only the sourcenode S
is active; it thencontactsan initial setof storagenodes,
and connectdo their inputs (xi,) with directededgesof
in nite capacity From this point onwards, the original
sourcenode S becomesand remainsinactive. At the
next time step,theinitially choserstoragenodesbecome
now active; they representa distributed erasurecode,
correspondingo the desiredsteadystateof the system.
If anewv nodej joinsthesystemjt canonly beconnected
with active nodeslIf the nevcomerj choosego connect
with active storagenodei, thenwe add a directededge
from Xou' t0 Xin) , With capacityequalto the amountof
datathat the newcomerdownloadsnodei. Note thatin
generalit is possiblefor nodesto download more data

thanthey store,asin the exampleof the (14; 7)-erasure
code.If a nodeleaves the system,it becomesnactie.
Finally, a datacollectorDC is a nodethatcorrespond$o
arequesto reconstructhe data.Datacollectorsconnect
to subsetsof active nodesthrough edgeswith in nite
capacity

Fig. 1. lllustration of an information ow graph G.
Supposethat a particular distributed storagescheme
usesan (4; 3) erasurecodein which ary 3 fragments
suf®ceto recovertheoriginal data.If nodex* becomes
unavailable and a new node joins the system,then
we needto constructnen encodedfragmentin x>.
To do so, nodex, is connectedo thek = 3 active
storagenodes Assumingthatit downloads® bits from
eachactive storagenode, of interestis the minimum
® required.The min-cut separatinghe sourceandthe
datacollectormustbe larger than 3 for reconstruction
to be possible.For this graph, the min-cut value is
given by 2 + ®, implying that ® , 1, so that the
nevcomer hasto download the completedata object
if he connectgo only k = 3 storagenodes.

An importantnotion associatedvith the information
o w graphis that of minimum cuts:

De nition 1: A cutin thegraphG betweerthe source
S anda x ed datacollector nodeDC is a subsetC of
edgessuchthat, thereis no path startingfrom S to DC
thatdoesnothave oneor moreedgesn C. Theminimum
cutis the cut betweenS andDC in which the total sum
of the edgecapactitieds smallest.

B. Bounds

To obtainboundson the how mucheachstoragenode
has to download, we start with the following simple
lemma.

Lemmal: A datacollectorDC cannever reconstruct
the initial dataobjectif the minimum cutin G between
S and DC is smallerthanthe initial objectsize.

Proof: Theinformationof theinitial dataobjectis
o wing from the sourceto the particulardatacollector
Every link in the information ow graph can only be
usedat mostonce(sinceit corresponddo communica-
tion of nodesover time), and since the point-to-point
capacityis lessthanthe le size,communicationof the
initial dataobjectis impossible. [ ]
The next claim, which builds on known results from
network coding, shawvs that there exist linear network



codeswhich canmatchthis boundfor all datacollectors
simultaneously and also that simple linear mixing of
paclets using random independentcoefcients over a
nite eld (randomizednetwork coding [13]) will be
sufcient with high probability

Proposition1: Assumethatfor somedistributedstor
ageschemgwe constructthe G graphand placeall the
possible E datacollectorswhere n is the numberof
active nodesIf the minimum of the min-cutsseparating
the sourcewith each data collector is larger or equal
to the data object size M , then there exists a linear
network code suchthat all data collectorscan recover
the data object. Further randomizednetwork coding
guaranteesghatall collectorscanrecover the dataobject
with probability that can be driven arbitrarily high by
increasingthe eld size.

Proof: The reconstructionproblem describedis
equialent to the multicasting problem, with a single
source sendingits datato all of the data collectors.
It is known [1] that network coding can achieve the
associatednin-cut/max- ow bound and from [15] we
know that a linear network code will exist (see also
Sectionll).

Ho et al. [13] shav that the use of random linear
network codesat all storagenodessufces to achieve
the boundwith probability thatcanbe pushedarbitrarily
high by increasingthe eld size. (Seein particular
Theorem3 in the paper[13], which ensuresthat the
probability is at least(1 j %)N , Whered is the number
of datacollectorsandN is total numberof storagenodes
in G andq is the eld size.)As in all the the work that
usesnetwork coding, the eld size can be madevery
large easily sinceit is exponentialin the numberof bits
usedto representeld elements. ]

The above results allow us to provide a complete
characterizatiorof the bandwidth cost associatedvith
maintainingan MDS erasurecode:

Proposition2: Assumethe dataobjectis divided in
k fragments,an (n; k)-MDS codeis generatedand one
encodedragmentis storedat eachnode.Suppose new-
comercreatesa nev encodedragmentby downloading
® percenof afragmentfrom eachof nj 1 active storage
nodes.Then® , n%k is necessanand sufcient for
successfuteconstruction.

Proof: Considerthe information ow graph G
for this storage system.Supposethat ary newvcomer
connectgo nj 1 storagenodesanddownloadsa portion
® of the fragmentfrom eachstoragenode,where® is
to be determined A datacollectoris connectedo the
nevcomerandk j 1 otherstoragenodes.The minimum
cutin thisnewly formedGis givenby ki 1+ (nj 1j (kj
1))®; so using proposition1, successfureconstruction
is possibleif and only if this cut is larger or equalto
k. So® mLk is the minimum possiblebandwidthto
requiredmaintainan MDS code. ]

Note thatthe information o w graphcanbe usedto nd
the bandwidth requirementsin the more generalcase
wherethe nevcomerconnectdso h - nj 1 nodesandit
is nothardto verify thatwhenh = k thewhole le needs
to be downloadedto createa new encodedragment.in
the special caseof the (n; k) = (14;7) erasurecode
consideredin our motivating example, Proposition 2
veri es the earlier claim that the nevcomer needsto
downloadonly £ ¥4 0:14Mb from eachof thenj 1= 13
active storagenodesWe referto MDS codesmaintained
in this procedurespeci ed by Proposition2 asOptimally
MaintainedMDS, or OMMDS for short.

IV. REGENERATING CODES

The OMMDS schemeof the previous section is
a signi cant improvement over the nave schemeof
downloadingthe entire le to generatea new fragment.
However, the associatedverheads still substantialand
our experimentalevaluationin SectionV revealsthatthe
Hybrid schemestill offers a betterreliability-bandwidth
tradeof thanthe OMMDS. Moreover, as establishedn
Proposition2, an MDS code cannotbe maintainedwith
less bandwidththan OMMDS. Therefore,we can only
hopeto uselessbandwidthwith a coding schemeother
thanan MDS code.

With this perspectie in mind, this sectionintroduces
the notion of a Regenerting Code (RC). Subjectto the
restrictionsthat we presere the “symmetry” of MDS
codeg(detailedin SectionlV), we derive matchinglower
and upperboundson the minimal amountof datathata
nevcomer must download. In contrastwith OMMDS,
the RC approachhas very low bandwidth overhead,
even when newcomersconnectto just k nodes.At a
high level, the RC schemeimproves on OMMDS by
having a nevcomerstoreall the datathatit downloads,
ratherthanthrowing someaway. As a consequenceRC
fragmentsare slightly larger than MDS fragments,by
a factor rc = k?=(k? j k + 1) (seeFigure 2 for an
illustration), and ary datacollectorthat reconstructghe
le downloads™ rc timesthe size of the le. However,

notethat gc! 1 ask ! 1 . Notice thatfor MDS
codes,if we x the rate of the code R = k=n, the
bandwidth overheadis ~mps = %:—& = (which

is constantiask;n ! 1 . Therefore,MDS codeshave
a constantmultiplicative overheadn bandwidth,but are
optimalin storageor ary n; k. The surprisingfactis that
regeneratingcodes, by sacri cing an (asymptotically)
nggligible factor gc in storage,also achive asymptoti-
cally negliglible overheadin maintenancdandwidth.
Regeneratingcodesminimize the requiredbandwidth
under a “symmetry” requirementover storagenodes.
Speci cally, we requirethatary k fragmentscanrecon-
structtheoriginal le; all fragmentshave equalsize®M ;
anda newcomerproducesa new fragmentby connecting
to ary k nodesanddownloading®M =k bits from each
(In this paperwe x the numberof nodeswhere the



1.8 T T T T
Naive
17 OMMDS, n=2k 7
16 L OMMDS, n=4k |
: RC ——
T 15| g
(]
< 14} |
g
o 13} . =
12 g
1.1 H g
l 1 1 1 1
1 2 4 8 16 32

Fig. 2. The overhead  is the numberof bytesdown-
loadedto producea fragmentdivided by thesizeof an
MDS fragment.For the naive strat@y, —nave = k; for
OMMDS in which nevcomersconnecto nj 1 nodes,
“MDs = Q: &; for RC in which newcomersconnectto
justk nodes, rc = k?=(k? | k + 1). Moreover, RC
fragmentsare rc times larger than MDS fragments,
sothatthe datacollectormustdownload™ rc timesthe
size of the original ®le.

newcomerconnectsto to be k (the minimum possible)
to simplify the scheme).The free parameter® will be
chosento minimize bandwidth.

Assumethat nevcomersarrive sequentially and that
eachone connectsto an arbitrary k-subsetof previous
nodes (including previous newcomers).The following
result characterizeghe bandwidthrequirementsof the
RC scheme:

Theoem1: Assumeall storagenodesstore®M bits
and nevcomersconnectto k existing nodesand down-
load %®I\/I bits from each.Then,de ne

1 1
®=—-£ : 1
KET I L @)

If ® < ®, thenreconstructiorat somedatacollectorwho
connectso k storagenodesis information theoretically
impossible.

If ®, ® thereexistsalinearnetwork codesuchthat
ary data collector can reconstruct.Moreover, random-
ized network coding at the storagenodeswill sufce
with high probability

Proof: We will shav thatif ® < ®. the minimum
cut from somek subsebf storagenodesto the sourceS
will belessthanM andthereforereconstructiorwill be
impossible.In additionwhen® , ®, the minimum cut
will be greateror equalto M . Thenby Propositionl a
linear network codeexists sothat all datacollectorscan
recover. Furtherrandomizednetwork coding will work
with probability that can be driven arbitrarily high by
increasingthe eld size.

Thereforeit sufces to nd the minimum®; suchthat
ary k subsetof storagenodeshasa minimum cut from
the sourceequalto M . We proceedvia inductionon n,
the numberof storagenodes.We refer to ary subgraph
of G with k inputsandj , k outputsasabox aboxis

calledgoodif every k out of thej outputscansupportan
end-to-endow of M . The basecaseof the induction
is trivial if we assumethat there are k storagenodes
initially.

For the inductive step,assumewe have a good box
denotedBj; ; and a nevcomer X; connectsto ary k
outputsof B;; ;1 with edgesthat have capacity®'\"7 (see
gure 1V). Oneneedsto shav that the new graphwith
the outputsof Bj; 1 plusthe outputof the storagenode
X; will beagoodboxB; . LetN (X;) denotethestorage
nodeswhereX; connectedo. Considera datacollector
that connectsto y; nodesin N (X;)¢ andy, nodesin
N (X;), andalsoto thenewcomer(all datacollectorsthat
do not connectto the newcomerreceie enough o w by
the induction hypothesis) We thereforehave y; + y, =
ki 1 andalsothe minimum cut for this datacollector

is
®M
Yi®M + yo,®M + (K j YZ)T: 2

To ensurerecovery this has to work for every data
collector i.e.

®M
Vi®M + yo®M + (K j yz)T, M ;
8y, y2;y1+ y2=Kij L

®3)
(4)

It is easyto seethaty; = 0 is the worst case,andfrom
thereone obtainsthat

1 —_—
R T R ®

is necessanandsufcient for reconstruction.

Fig. 3. lllustration of the inductive step.The internal
box is good and we want to shav that the external
box is alsogoodif the nevcomerdownloadsl=k®W
from the existing nodesthe big box is alsogood.

V. EVALUATION

In this section,we compareRegeneratingCodeswith
other redundang managemenschemesn the contet
of distributed storagesystemsWe follow the evaluation
methodologyof [20], which consistsof a simpleanalyt-
ical model whose parametersare obtainedfrom traces



of nodeavailability measuredn several real distributed
systems.

We bggin in SectionV-A with adiscussiorof nodedy-
namicsandthe objectivesrelevant to distributed storage
systemsnamely reliability, bandwidth,and disk space.
Weintroducethemodelin SectionV-B andestimatereal-
istic valuesfor its parameter#n SectionV-C. SectionV-
D containsthe quantitatve resultsof our evaluation.In
Section V-E, we discussqualitatve tradeofs between
RegeneratingCodesand other stratgies, and howv our
resultschangethe conclusionof [20] that erasurecodes
provide limited practicalbene t.

A. Badground: nodedynamicsand objectives

In this sectionwe introduce some backgroundand
terminology which is common to most of the work
discussedn Sectionll-C.

We draw a distinction betweenpermanentand tran-
sient node failures. A permanentfailure, such as the
permanentlepartureof a nodefrom the systemor a disk
failure, resultsin lossof the datastoredon the node.In
contrastdatais presered acrossatransientfailure,such
asarebootor temporarynetwork disconnectionWe say
that a nodeis available whenits datacan be retrieved
acrossthe network.

Distributed storagesystemsattemptto provide two
typesof reliability: availability and durability. A le is
available when it can be reconstructedrom the data
storedon currently available nodes.A le' s durability
is maintainedif it hasnot beenlost due to permanent
nodefailures:thatis, it may be available at somepoint
in the future. Both propertiesare desirable,but in this
paper(asin [20]) we reportresultsfor availability only.
Speci cally, wewill shawv le unavailability, thefraction
of time thatthe le is not available.

As discussedin the introduction, achiezing higher
availability (or durability) implies a greater amount
of redundanyg, and henceusesmore disk space,and
more bandwidthto replaceredundang as nodesfail.
Since bandwidthis generally considereda much more
constrainedesourcethan disk spacein wide-areaervi-
ronments,we do not shav the disk spaceusedby the
schemeswe compare.However, disk usagewould be
proportionalto bandwidthfor all schemeswe evaluate
below, with the exceptionof OMMDS.

B. Model

We use a model which is intendedto capturethe
average-caséandwidthusedto maintaina le in the
system,andthe resultingaverageavailability of the le.
With minor exceptionstthis model and the subsequent

lin addition to evaluating a larger set of stratgies and using a
somavhat different set of traces,we count bandwidth cost due to
permanennodefailure only, ratherthanboth failuresandjoins. Most
designs[2], [27], [5] can avoid reactingto nodejoins. Additionally,
we computeprobabilitiesdirectly ratherthan using approximationdo
the binomial.

estimationof its parameterareequialentto thatof [20].
Although this evaluation methodologyis a signi cant
simpli cation of real storagesystems,it allows us to
comparedirectly with the conclusionof [20] aswell as
to calculateprecisevaluesfor rare events.

The model hastwo key parametersf anda. First,
we assumehatin expectationa fractionf of the nodes
storing le datafail perunit time, causingdatatransfers
to repair the lost redundang. Second,we assumethat
at ary given time while a node is storing data, the
nodeis availablewith someprobabilitya. Moreover, the
modelassumeshat the event that a nodeis availableis
independendf the availability of all othernodes.

Under these assumptionswe can computethe ex-
pectedavailability and maintenancebandwidth of var
ious redundang schemedo maintaina le of M bytes.
We male use of the fact that for all schemesexcept
OMMDS (even Hybrid [20]), the amountof bandwidth
usedis equalto the amountof redundang that had to
be replacedwhich is in expectationf timesthe amount
of storageused.

Replication: If we storeR replicasof the le, then
we storea total of R ¢M bytes,andin expectationwe
mustreplacef ¢R ¢M bytesper unit time. The le is
unavailableif noreplicais available,which happensvith
probability (1 a)R.

Ideal Erasure Codes: For comparison,we showv
the bandwidthand availability of a hypothetical (n; k)
erasurecode stratgy which can “magically” createa
newv paclet while transferringjust M =k bytes(i.e., the
sizeof the paclet). Settingn = k @R, this stratgy sends
f ¢R ¢M bytes per unit time gnd has unavailability

ki1 N i1 - P
i=0 : a(@i a"'.

probability Uigea(N; k) :=

Hybrid: If we store one full replica plus an (n; k)
erasurecodewheren = k¢(R j 1), thenwe again store
R ¢M bytesin total, so we transferf ¢R ¢M bytesper
unit time in expectation.The le is unavailable if the
replica is unavailable and fewer than k erasure-coded
paclets are available, which happenswith probability
(1§ a) CUigeal(n; k).

OMMDS Codes: A (k;n) OMMDS Code with re-
dundang R n=k storesRM bytesin total, so
f ¢R ¢M bytes must be replacedper unit time. But
replacinga fragmentrequirestransferringover the net-
work “ommps = (nj 1)=(nj k) timesthe size of the
fragment(seeSectionlll-B), evenin the mostfavorable
casewhennevcomersconnecto nj 1 nodego construct
anew fragment.This resultsin f ¢R ¢M ¢ oumps bytes
sentper unit time, and unavailability Uigea(n; K).

Regenerating Codes: A (k;n) RegeneratingCode
storesM ¢n ¢ rc bytesin total (see SectionlV). So
in expectationf ¢M ¢n ¢ rc bytesare transferedper
unit time, andthe unavailability is again Ujgea(n; k).



Trace Length Start Mean # f a
(days) date nodesup | (fraction failed per day)
PlanetLab 527 Jan.2004 303 0.017 0.97
Microsoft PCs 35 Jul. 6, 1999 41970 0.038 0.91
Skype 25 Sept.12, 2005 710 0.12 0.65
Gnutella 25 May, 2001 1846 0.30 0.38

TABLE I: The availability tracesusedin this paper

C. Estimatingf anda

In this sectionwe describehow we estimatef , the
fraction of nodesthat permanentiyfail perunit time, and
a, the meannode availability, basedon tracesof node
availability in several distributed systems.

We use four tracesof node availability with widely
varying characteristics,summarizedin Table I. The
PlanetLab All Pairs Ping [24] traceis basedon pings
sent every 15 minutes betweenall pairs of 200-400
nodesin PlanetLaba stable,managechetwork research
testbed.We considera nodeto be up in one 15-minute
interval when at least half of the pings sentto it in
that interval succeededin a numberof periods,all or
nearly all PlanetLabnodeswere down, mostlikely due
to plannedsystemupgradesor measuremengrrors. To
exclude thesecaseswe “cleaned” the trace as follows:
for eachperiod of downtime at a particular node, we
remove that period (i.e. we considerthe nodeup during
that intenval) when the average number of nodes up
during that periodis lessthan half the averagenumber
of nodesup over all time. The Micr osoft PCs [4] trace
is derived from hourly pings to desktop PCs within
Microsoft CorporationThe Skype supeipeers[12] trace
is basedbn application-leel pingsat 30-minuteintervals
to nodesin the Skype superpeemetwork, which may
approximatethe behaior of a set of well-provisioned
endhostssincesuperpeersay be selectedn partbased
on bandwidth availability [12]. Finally, the trace of
Gnutella peers[22] is basedon application-leel pings
to ordinary Gnutellapeersat 7-minuteintervals.

We next describehov we derive f and a from
thesetraces.It is of key importancefor the storage
systemto distinguishbetweenpermanentand transient
failures(de ned in SectionV-A), sinceonly the former
requiresbandwidth-intensie replacemenof lost redun-
dang. Most systemsuse a timeout heuristic: when a
node has not respondedio network-level probesafter
some period of time t, it is consideredto have failed
permanently To approximatea storagesystems beha-
ior, we use the sameheuristic. Node availability a is
then calculated as the mean (over time) fraction of
nodeswhich were available amongthose which were
not consideredbermanentlyfailed at that time.

The resulting valuesof f and a appearin Table I,
where we have x ed the timeoutt at 1 day Longer
timeouts reduceoverall bandwidth costs[20], [5], but
begin to impact durability [5] and are more likely to
producearti cial effectsin the short(2:5-day) Gnutella

trace.

We emphasiz¢hatthe proceduralescribedabore only
provides an estimateof f and a which may be biased
in several ways. Somedesigng5] reincorporatedataon
nodeswhich return after transientfailures which were
longer than the timeoutt, which would reducef . Ad-
ditionally, even placing les on uniform-randomnodes
resultsin selectingnodesthat are more available [25]
and less prone to failure [11] than the averagenode.
Finally, we have not accountedfor the time neededto
transferdataonto a node,during which it is effectively
unavailable.However, we considerit unlikely thatthese
biaseswould impact our main results since we are
primarily concernedvith therelative performanceof the
strat@ieswe compare.

D. Quantitativeresults

Figure 4 shaws the tradeof betweenmeanunavail-
ability and meanmaintenancédandwidthin eachof the
stratgies of SectionV-B using the valuesof f anda
from SectionV-C andk = 7. Figure5 shavs the tradeof
for k = 14. Pointsin the tradeof spaceareproducedby
varying the redundang factorR.

We shov OMMDS in the two Skype plots where
the trends are clearly visible. To reduce clutter we
omit similar resultsfor the other traces.In all cases,
OMMDS obtainsworsepointsin the tradeof spacethan
Hybrid.

In the more stableervironments,RegeneratingCodes
obtain a substatantiabene t over Hybrid stratey. For
example, in the PlanetLabtrace with k = 7, RC has
about 25% lower bandwidthfor the sameavailability,
or morethan3 ordersof magnitudelower unavailability
with the samebandwidth.The differenceis even greater
for k = 14.

RC's reductionin bandwidthcomparedwith Hybrid
diminishesas the ervironmentbecomesdess stable;in
the most extreme caseof the Gnutellatrace, RC can
actually be very slightly worse The reasoncanbe seen
by comparinghetwo schemesvith Ideal ErasureCodes.
For x ed k and n, both RC and Hybrid have roughly
the sameavailability (Hybrid is slightly better due to
the extra replica). However, in terms of bandwidthas
we scalen, RC has a small constantfactor overhead
comparedwith Ideal Erasurecodes,while Hybrid hasa
ratherlarge but only additive overheaddueto the single
extra replica. For large enoughn, suchasis necessary
in Gnutella,the additive overheadwins out.
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Fig. 4: Availability-bandwidthtradeof for k = 7 with parameterslerived from eachof the traces.

This is unlikely to make Hybrid a lowerbandwidth
choice,for two reasonsFirst, as demonstratedy Fig-
ure 5, a larger value of k diminishesRC's overhead
sufciently thatit is betterthanHybrid in all caseshat
we tested.Second,as discussedin [20], more stable
ernvironmentsarethe morelikely deploymentscenarian
ary case.Taking numbersfrom the Gnutellatracewith a
target unavailability of 0:01, nodesare unlikely to want
to use20 KB/secof bandwidth(a signi cant fraction of
typical endhostuplink bandwidth)just to reliably storea
1 GB le (averysmallfractionof today's harddisks).In
PlanetLabthe samel GB canbe maintainedwith 100
lower unavailability usingabout58E lessbandwidth.

E. Qualitative comparison

In this sectionwe discusstwo questionsFirst, is RC
anoverallwin over Hybrid? Seconddo our resultsaffect
the conclusionof RodriguesandLiskov [20] thaterasure
codesoffer too little improvementin bandwidthuseto
clearly offset the addedcompleity that they addto the
system?

The resultsof SectionV-D suggestthat in practical
scenariosRC provides a signi cant reductionin main-
tenancebandwidthover Hybrid, as well as simplifying

systemarchitecturesince only one type of redundang
needso be maintainedThis addressethe two principal
disadwantageof using erasurecodesdiscussedn [20].

However, RC still has some drawvbacks. First, con-
structinga new paclet, or reconstructinghe entire le,
requirescommuncatiorwith k nodesratherthanone (in
Hybrid, the node holding the single replica). This adds
overheadthat could be signi cant for sufciently small
les or sufciently largek. Perhapsnoreimportantly as
discussedn SectionlV, thereis afactor rc increasean
total datatransferredto read the le, roughly 14% for
k = 7 but diminishingto 7:1% for k = 14 and 3:1%
for k = 32 (seeFigure 2). Thus,if the frequeny that
a le is readis sufciently high and k is sufciently
small, this inefciency could overwhelm the reduction
in maintenancdandwidth.

If the target applicationis archival storageor backup,
les are likely to be large and infrequently read. We
believe this is one casein which RC is likely to be a
signi cant win over both Hybrid andreplication.
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