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1. Introduction.

Several computational applications, such as
randomizing algorithms [Ral, stochastic simu-
lation [Sc, KG] and cryptographic protocols
[Bit, GM, VV] assume a fast source of unbiased,
independent coin flips. Unfortunately, the avail-
able physical sources of randomness, such as
noise diodes and geiger counters are at best
imperfect [Mu]. Santha and Vazirani [SV] con-
sider a very general model for such imperfect
sources of randomness: the slightly random

source. A slightly random source is a black box
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which outputs 0's and 1's. The output of the
source is “slightly random' in that the next
output bit is O with probability at least §, and 1
with probability at least 6. Thus the output of
the source cannot be deterministic; it must
have '"some randomness' in it. On the other
hand, it is clear that the assumptions on the
source are not strong enough to obtain truly
random bits from its output. Santha & Vazirani
[SV] showed how to use ({lognlog®'n) slightly-
random sources working in parallel to produce
n-bit  quasi-random  sequences. Such
sequences have the property that they cannot
be distinguished from the flips of a fair coin in a
very strong sense. The strong indistinguishabil-
ity allows for the substitution of quasi-random
sequences in place of fair coin flips in computa-

tional applications.
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In this paper we show how to generate

quasi-random sequences using only two

slightly-random sources. This result is the best
possible in the sense that [SV] prove that no

algorithm can produce a better than 1-§6

biased bit given a single slightly-random .

source. To prove that two sources are enough,
we must allow the sources to follow “strategies”
of their choice in their attempt to make the
output of the algorithm look 'mon quasi-
random’. Thus, a slightly-random source may
be thought of as an adversary source. The
adversary in each source can see the sequence
generated by his source so far. The next bit
output is the flip of a coin whose bias is fixed by
the adversary. To ensure that the output is
"slightly random'’, the adversary is restricted
to picking a bias between 6 and 1—6, where 6§ is
a constant between Q0 and 1. This bias is the
conditional probability that the next bit is 1
given the sequence output so far.

The algo-

rithm for generating n-bit quasi-random
sequences from 2 slightly-random sources is
very simple: let z and y denote ({logn log'n)
bit outputs of the two sources. Then one bit of
the output is simply b(x, y) = £-3, where 2 and
'y are bit vectors corresponding to x and y, and

denotes GF(2) inner product (i.e. all additions
and multiplications are done mod 2). The sim-
plicity of this function meakes for efficient
it is

implementation in practice. Moreover,

economical in its use of slightly-random bits:
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the compression factor matches the lower
bound proved in [SV] to within a constant fac-
tor. This economy of slightly-random bits utili-
zation is also an important practical factor.
Proving that a function is good for extracting
quasi-random bits involves showing that for
every 4, strategy and for every A, strategy (4;
is the adversary associated with the itt
source), the bit b(x,y) is almost unbiased. For
this reason, even though the function f is very
simple, the proof that it works is not straight-

forward.

The extraction of almost unbiased bits from
2 slightly-random sources is intimately related
to distributional communication complexity
theory. In section 3, we show that the current
definition of distributional communication com-
plexity [Ya2] of a boolean function is not
We exhibit

robust.

functions whose

communication complexity is high under the
current definition, but whose communication
complexity is drastically reduced if the input
distribution is altered. On the other hand, the
inner product function (2-3) appears to have
high communication complexity despite such
alterations. We propose a stronger definition of
communication complexity which distinguishes
between the genuinely high communication
complexity functions such as the inner product
function, and the spurious examples. As a

consequence of a Hierarchy Theorem under

this definition, we prove that two communicat-



ing slightly-random sources can be used to

generate quasi-random sequences (i.e. the
"physical shielding” between the two sources
need not be perfect). Finally, as a corollary to
the above theorems, we answer an open ques-
tion of Yao [Ya2] about the distributional com-
munication complexity of the set intersection

function.

1.2 History and Practical Implications:

The simplest model of an imperfect source
of randomness is a biased coin. YVon Neumann
[vN] gave a very simple and fast algorithm Lo
generate unbiased bits from the flips of biased
coin, even if the bias is unknown. Blum [BI2]
models an imperfect random source as a deler-
ministic finite state Markov process. This
source may be regarded as a collection of a
finite number of biased coins, each correspond-
ing to a state of the Markov Process. Blum
shows that the obvious generalization of the von
Neumann procedure (i.e. apply the von Neu-
mann procedure to each state of the Markov
Process separately) does not work. He shows
that surprisingly enough, by changing the order
in

which the bits are output, independent

unbiased coin flipy can be obtained! The
method can be extended to gencrating bits in
lincar time at a rate almost achicving the
entropy of the source [El} Santha and Vazirani

ISV| proposed a very general model for an
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imperfect source of randomness: the slightly-
random source. This is the model which is
considered in this paper. They defined the
notion of quasi-random sequences and showed
how to obtain quasi-random sequences from the
outputs of slightly-random sources. However,
the number of slightly-random sources needed
by their procedure grows logarithmically in n,
the length of the

quasi-random output

sequence. Reducing the number of slightly-
random sources to just two is a very important

practical consideration.

Based on minimal assumptions about the
physical source of randomness, the method
proposed in this paper provably generates good
(quasi-random) sequences. What makes this
method even more exciting is that it may also
speed up the generation of random bits from
the physical source. This is because currently
the physical source is sampled very slowly in
the hope that successive bits sampled are
almost independent. Instead, using our method,
the physical source could be sampled more fre-
quently (it would still remain slightly-random).
This increased sampling frequency would make
up for the bit-compression done by the algo-

rithm.



2. Two Slightly-Random Sources are
Enough:

2.1 Statement of the Problem:

We are given two slightly-random sources,
with their associated adversaries A, and Aj.
Fach adversary knows the sequence of bits out-
put by his source so far, and can pick the con-
ditional probability that the next output bitis 1
to be any number between § and 1—-6. Neither
adversary can see the sequence generated by
the other source (this corresponds to "shield-
ing" the sources from each other. In the next
section we show that even if the shielding is not
periect, one can still extract quasi-random
sequences). By Theorem 3 of Santha & Vazirani
[SV], it suffices to convert the outputs of the
two sources into almost unbiased bits: they
show that if the bias of each bit in the sequence

Ly e(n)} and if

lies in the range [L—— e(n), 5

2
e(n) = 0(1/n?) for every t > 0, then the result-

ing n-bit sequence is quasi-random, even

though the adversary determines the exact

bias of each bit. Let x and y be k bit strings
produced by the two sources. We would like to
demonstrate a boolean function b(x, y) with the
property that for any £(n) > 0, there is a k

large enough so that the bit b(x, y) has bias in

the range [-é—-— e(n), %‘4' £(n))
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2.2 Xor Does not Work:

Let b(x, y) be Lthe xor of the bits of x and y.
Then A, and A, have strategies such that the
probability that the output b(x, y) is 0 is at
least 1~26 independent of k (recall that |x| = |y|
=k). Both adversaries follow the following sim-
ple strategy: the first k-1 bits are independent
and unbiased. The adversary computes the
xor, u, of the k-1 bits that he has generated so
far, and for the k®* bit he flips a coin which has
1—40 bias towards u. Each adversary succeeds
in setting the xor of his bits to 0 with probabil-
ity 1—~8. If both adversaries succeed then b(x,
y) is 0 and this happens with probability
exceeding 1—26.

Why did the xor function fail? The problem
was that the effect of x on the function can be
summed up in just one bit: the xor of the bits of
X. i.e. the communication complexity of the xor
function is just one bit. This relationship
between extracting good bits from two sources

and communication complexity is explored in

Section 3.

2.3 The Inner-Product Function Works:

Let b(x,y) = #-94, where # and ¥ are just x
and y represented as bit vectors, and denotes
GF(2) inner product. Let k be the lengths of x
and y. If the number of bit positions in which
both x and y have a 1 is even then b(x, y) is O,
and if it is odd then b{x, y) is 1. Intuitively, this

function is good because even though each



adversary knows the positions in which he has
generated 1's so far, he does not know how
many of them will pair up with 1's from the
other source and how many with 0's. Therefore,
as k gets large, the adversary loses track of

how the previously generated bits affect the

inner product function, and his control over the

next bit is useless.

The problem with formalizing this intuition
is the possibility that the adversaries can impli-
citly decrease their uncertainty about the
effect of the previously generated bits. For

exarnple, consider the modified scenario

in
which the first £/ 2 bits of each source are gen-
erated by the flips of a fair coin. The next k/2
bits are deterministically output by the adver-
sary, who can of course see the first £/ 2 bits.
In this setting, do the adversaries have a stra-
bias the function?

tegy to inner-product

Surprisingly, even though neither adversary
has any idea what the inner-product of the first
k/ 2 bits of x and y is, they have a strategy
which always sets b(x, y) to 0. Let u be the k/ 2
bits that were generated by the fair coin flips.

The adversary simply outputs the string u again

(deterministically).
Theorem 1: Let k = C(6) logl/ &, where C(6) =

( dl—zlog -é—). Then for every A, strategy and for

every A, strategy, b(x,y) has bias in the range

[1/2—¢, 1/ 2+¢].
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Proof: Fix any strategy S for A;. We show that
Az has no corresponding strategy that biases
the output more than £ away from 1/2.

Definition: Label(y) with respect to strategy S
is defined as Pr[b(x, y) = 1 | x was produced

using strategy S].

The proof is divided into two parts. In the
first part we prove that the labels of "most”
strings lie in the range [1/2—¢/2, 1/2+&/2].
Call the strings with labels outside the
[1/2—-e/2, 1/2+¢&/ 2] range, the "bad strings".
In the second part of the proof, we show that
that the bound proved in first part is strong
enough that even if the adversary A; were
allowed to decide which strings are bad, his

&

probability of hitting a bad string is at most >

The first assertion is proved by induction on k.

Let ¥ denote the probability that the first bit
output by 4,is 1, d sy =< 1-4.

Let 5, denote the k-1 bit strategy used if the
first bitis 1,

and S, denote the k-1 bit strategy used if the
first bit is 0.

Consider the strings x = 0z & x’ = 132, where z is
a k-1 bit string.

Let the label of z with respect to the strategy
Sgbe 1/2+4,,

and let the label of z with respect to the stra-

tegy S, be 1/2+A,.



Then the label of 0z w.r.t. S is
(—7)(172+4g) + 7(1/2+4,).
=1/ 2+{1—y)Ag+74A,.

And the label of 1zw.r.t. Sis
(1~7)(1/244;) + v(1/2-4,).
=1/ 2+(1—)Ag—74,.

Notice the averaging in the deviation of the
labels from 1/2 in going from k-1 bit strategies
to a k-bit strategy. To capitalize on this averag-
ing, we introduce a potential function of a k-bit

strategy S. The potential function is a measure

-;—of the labels of k-bit

strings with respect to S. This potential func-

of the spread away from

tion has two useful properties:
1) There is an upper bound on the poten-
tial function that decreases exponentially
with k.
2) We prove that if the potential function
of strategy S is sufficiently small, there
are very few "bad strings"” with respect to

strategy S.

Definition: Let m be the minimum positive,
even, integer such that (1-8)™ < 2#(6/2) where
H is the entropy function. The potential of a k-

bit strategy S is defined to be ¥, A(y)™ where

ly =k
A(y) is such that the label of the string y with

respect to Sis 1/ 2+A(y).

We express below the the potential of the A4,
strategy S in terms of the sub-strategies S,

and S:

potential(S) =
Y ((1=7)8g + 78)™ + ((1=7)8g — 78)™.
lz|=k-1
=2 % [-nmag e [F)i-ym-2r2ag-2az + - -
Zz|=k-1

+ 7"‘A{"')

=2(1-7)™ 3 A&+
|z |=k—-1

2['3](1-7)""272| le 1A6"'2'312 + .

z =k~

+ 2™ 3 A
|z |=k—1

The previous step ig justified since 7 is

independent of z. In the two extreme terms,

L A%

|z{=k—1

the factors and A are the

|z f=k-1
potentials of the k-1 bit strategies Sy and S,

respectively. However, the factors in the mid-

2 Aén-ZiAlZi

|z |=k~1

dle terms have no nice

interpretation. We use the following generaliza-

tion of Schwartz's Inequality [Ru]: if m is even,

then Ya"~!b} < max[}Y e T b/}
i i 4

Thus potential(S) = 2[(1—7)'"' + [?](1_7)771—272
)

+ o+ YT X .

DI AR M S )

|z |=k=-1 |z |=k~1

max (

= [(a=n+nm +((1=n-nm] x

DYDY

|z |=k=~1 |z |=k~1

maz ( ATY)

Let potential(k) denote the maximum over
all k-bit strategies of potential(S).
Then potential(S) = [1+(1-27)"‘] potential(k-1)
< 2H(¢/2) potential (k-1)

The previous step follows from the definition of

m, and the fact that 7 lies between 6 and 1-6.



Since the above inequality holds for every k-bit

strategy S, it follows that

é

2" potential(k-1).

k
H(g—)]

Hi(
potential{k) = 2

Hence potential(k) < |2

Recall that a k bit sequence is bad if it has a

label which differs from 1/2 by more than £/2.
m
Each bad sequence contributes atleast [% to

the potential function.

Therefore the number of bad sequences

potential (k;
= m
£
lE]

k
8
2”(5‘)]

m
&
£

This completes the first part of the proof of

=

the theorem. For the second part, we must
show the following:

If the adversary A chooses any set, B, of (bad)

k-bit strings of cardinality = and any

m
<
£

strategy for generating a string from the set B,

£

then he has probability at most 5

of generat-
ing a string from B.

Call a strategy extreme if each bit is output by

the flip of a 6 or 14§ biased coin.

Lemma 1: For every set B, the adversary A, has
an optimal (maximizing his chance of generat-

ing a string from B) strategy which is extreme.

lLemma 2: Let S and S' be any extreme stra-
tegies. Let B be any set of strings. Then there is
a set B’ such that |B| = [B'|, and the probability
that S’ hits B’ is equal to the probability that S

hits B.

By the above lemmas, we may fix 4,'s strategy
to be any extreme strategy, without loss of gen-
erality. Fix Ag's strategy be "always bias 1-6
towards 1. Then the source is simply a biased
coin. It remains to show that the [B| most likely

k bit sequences produced by flips of this biased

coin have total probability at most -g— The

proof is by standard probabilistic methods and
uses the strong bound on binomial tails due to
Bernstein [Re], and will be presented in the
final paper.

ged Theorem 1.

3. Strong Communication Complexity

and Two Communicating Sources:

3.1 Distributional Communication Complexity:

Suppose that two distant computers must
compute a boolean function f(x, y). The first
cormnputer receives X, and the second y, each an
is the minimum

n-bit binary string. What

number of bits that they must exchange if they

alternately send each other information a bit at
a time? This question was raised by Yao [Yal],
and later studied by Lipton and Sedgewick [Ls].

Mecthorn and Schmidt [MS], and Papadimitriou



and Sipser |PS]. The strongest model for com-
munication complexity was defined by Yao
[Ya2]: Suppose that the n-bit sequences x and y
were generated by the flips of a fair coin. More-
over, the boolean funclion need be correctly
computed with probability at least 1/2+z. Then
the minimum number of bits that must be
exchanged is the distributional two-way com-
munication complexity of f and is denoted by
D.(f). In the same paper, Yao exhibited a
function that has provably high distributional
communication complexity: the multiplication
function L, (z,y). This function is defined to be
the least significant bit of (xxy) mod p, where
p is an n-bit prime number. Yao proved that if ¢
is sufficiently large, the multiplication function
has a linear lower bound in communication
complexity; i.e. a non-zero fraction of all the
bits have to be exchanged to get the correct

answer on even 1/ 2+¢ of inputs.

3.2 Relating Communication Complexity and
the Extraction of Good Bils From Two Non-
Communicating Slightly-random Sources:
Distributional communication complexity
asks for the minimum number of bits that must
be exchanged to know f(x, y) with probability
1/ 2+¢. In extracting bits from two sources, the
two source adversaries attempt to set f(x, y) to
be 1 (or 0) with probability at least 1/2+¢. The

following theorem establishes a relationship
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between the hardness of knowing and setting:

Theorem 2: If D ,(f)=k, for any k = 2, then
two slightly-random source adversaries have

strategies to set f(x, y) to be 1 (or 0) with pro-

bability at least é——fe“c(")"“’g", where ¢ (6) is a

positive constant depending on the source

parameter &.

Theorem 2 shows that high distributional
comrmunication complexity is a necessary con-
dition for any function that extracts good ran-
from tiwo

dom bits {(non-communicating)

sources. The proof is along similar lines as that

of Theorem 3 in section 3.4.

Corollary: F = Q-2
orollary: For every £>0, D,(f) 91 logn)'
when f is the inner-product function.

The corollary follows immediately from

Theorems 1 and 2. This is within a logn factor of

the lower bound conjectured in an open prob-

lem of [Ya2]:

3.3 Pathological Functions:

Next, we exhibit a function g(x, y) that has
high communication complexity in the distribu-
tional model, but whose communication com-
plexity drops drastically if the distribution on x
and y is changed.
let n=2m. Lel x = ¥’'x"" and y = y'y" where |x'| =
x1 =]yl = ly"l = m. x’ and y’ are used to deter-
mine a logm bit pointer, which picks out a bit

of x. g(x, y) is defined to be this bit. More pre-



cisely, divide x' and y' into logm blocks, each of

length Let Ty, - - Tlogm and

logm’
Y1, - - - Ygm denote these blocks. Let 1(u, v) be

a high communication complexity function in

m

the distributional sense, which takes bit
logm

inputs u and v.

Let bl = l(xl, yl)

biogm = l(xlogm- ylogm)-

Let i denote the logm bit numberi=b, ...

blogm :

Definition: g(x, y) = (m +1)® bit of x.

The function g(x, y) has high communica-

tion complexity in the distributional sense.

m

Intuitively, this is because at least
logm

bits
must be exchanged to know even one bit of the
address i with 1/2+4£ certainty. On the other
hand since x is picked from the uniform distri-
bution, roughly half the bits of x" are 0 and
roughly half are 1. So the chance of correctly

guessing g(x, y) is less than 1/2+¢ for n

sufficiently large.

However, the high communication complex-
ity of g(x, y) relies critically on x and y being
generated by a fair coin. If instead x and y were

generated by a biased coin, the communication
complexity falls to 0: the computers simply
guess the bit towards which the coin is biased,

without exchanging any messages, and on the
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average, they will be correct more often than
not. This drastic dependence on the input dis-
tribution contrasts sharply with the inner pro-
duct function, whose communication complex-
ity appears insensitive to the input distribu-

tion.

Of course, more general distributions on x
and y may be considered, in which the succes-
sive bits of x (and y) are not independent. The
construction of g(x, y) can be modified to exhi-
bit pathological functions: for example, in the
final paper, we shall exhibit a function h(x, y)
whose communication complexity is high if x
and y are generated by any biased coin. How-
ever, if x is generated by a 2 state Markov Pro-
cess, the communication complexity falls to 0.
Once again the communication complexity of
the inner product function seems insensitive to

this change in distribution.

3.4 A Strong Definition of Communication
Complexity:

We would like to say that a function has
high communication complexity in a strong
sense, if the number of bit exchanges required
to compute it remains high under any input
distribution. We propose the f{ollowing strong
definition of communication complexity: x and
y are generated by two slightly-random sources
Ay and A,. They would like to set the function

f(x, y) to 1 (or 0) with probability at least



1/ 2+¢. The Strong Commmunication complexity
of the function {(x, y) is the minimum number
of bits, k, that the two adversaries must
exchange to bias f(x, y) by this amount. We
shall denote this strong communication com-
plexity of f(x, y) by S, 4(f) = k, where & is the

parameter associated with the slightly-random

sources.

In the above terms, Theorem 1 simply says
the following:
Restatement of Theorem 1: Sz, q(4),4(f) > O,

when { is the inner product function.

Theorem 3: If S, ; (f) = k, then S(3_,), ac(f) =<
-L—L—4 S

k-1, where0<a<land k= 1.

Sketch of Proof: Consider a pair of strategies
for the two adversaries that achieves the ¢ bias
in the value of f, using just k bits of communi-
cation. Suppose A, sends the first bit in the
protocol. We shall show that this first bit of
communication can be dispensed with, if the
adversaries are given more power, to achieve a
(smaller) bias in the value of f. Let T, be the
set of (n-bit) strings on which the first adver-
sary communicates a 0 and let T, be the set of
strings on which he communicates ‘1. Clearly,
As can start generating his sequence after he
receives the first communicated bit. Let S4 be
Az's strategy if he receives a 0 from 4, and 5,

if he receives a 1. Let & be the probability that
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A, generates a Ty string (i.e. sends O for the
first communicated bit), and 1—a, the probabil-
ity that he generates a T, string. Let p; ; be the
probability that the value of f is 1 given that 4,
generated a T; string and A, followed strategy

5;.

Then the bias in the value of f is
lapgo + (1—a)p; 1} = 1/2 + z. By an averaging
argument, either the Ty, Sy case contributes
e/ 2 to the bias in the value of f, or 7y, S does.
Suppose Ty, Sg does. Then 4, does not send 4,
the first bit called for by his protocol, and 4,

follows strategy S,

The bias in the value of f is now
|lapgo + (1—a)pyol. This number may be 1/2,
even though the first term contributes at least
an ¢/ 2 bias. However, A, can use his increased
power to overcome this difficulty. He can use
this increased power to vary the relative proba-
bilities of the sets Ty and T4, while keeping the
distributions within each set the same. Then, if
the second term cancelled out the bias induced
by the first term in the above expression, then
after this change in relative probabilities, the

biases no longer cancel.

The above theorem trades off the number
of bits communicated by making the adver-
saries (of the slightly-random sources) more
powerful (smaller §), but setting the output
with smaller probability of success. This tra-
deoff, combined with Theorem 1 imply the fol-

lowing lower bound for the strong communica-



tion complexity of the inner product function.

Corollary: For every fixed 0<e<1/2, S, 4(2-9) =
Q(n/logn).

In other words the inner product function
extracts good bits even from two communicat-
ing slightly-random sources. This is important
from a practical point of view, because it says
that even if the shielding between the two phy-
sical noise sources is not perfectly designed,
the inner-product function will still extract

good sequences from their output.

4. Open Questions.

Several interesting questions remain open:

a) Our proof that two sources are enough was
tailored to the particular function, the inner
product function. Is there a general characteri-
zation of functions that are good extractors?

b) Our algorithm for extracting quasi-random
bits uses each block of k(n) bit sequence from
each source to produce one quasi-random out-
put bit. Consider the following scheme for reus-
ing the blocks of slightly-random bits: denote
by ¢(x) the cyclic shift of the bits of x by one
position. We conjecture that the sequence of
bits by = f(x, y), by = f(c(x), y), by = f(c?(x), y).

.., is quasi-random.
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c) We prove that the strong communication

complexity of the inner product function is

n

] }. We conjecture that the communica-
ogn

Q(

tion complexity is ((n). One approach towards
improving the lower bound might be to prove a
sharper hierarchy theorem.

The Bit Extraction Problem:

Consider the following question:

Input: n-bit sequence generated as follows: m
of the bits are picked deterministi-
cally. The rest of the n - m bits are
generated by the flips of a fair coin.

Output: Without knowing which bits were

deterministically fixed, gererate n - m
independent, unbiased bits from the

sequence.

A solution to the problem in general would
entail outputting &,(zq,....2,), ba(zq,.... 20 ), ...,
bn m(zq,....¥y), where the b;'s are boolean
predicates. The core of the problem lies in
showing that no subset of m bits can be fixed so

that the n-rm output bits become correlated.

The case m = 1 is easy. Let b; be z; xor z,.
Then the b;'s are independent, unbiased bits.
However, for general m, such xor schemes per-
form poorly. If m = 2n/3, then we can prove

that there is no xor scheme for extracting even

2 bits; this is independent of the value of n.

What about general boolean functions b;? We

conjecture that there is always an xor scheme



which is optimal for the problem; thus in par-
ticular there is no scheme for extracling even
two good bits if a third of the input bits are ran-

dom!
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