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ne of the main a lications of modeling formalisms is to ca ture designs. e
resent that are s eci cally geared to su ort the com onent
based a roach to design. nterface models describe both the in uts that can
be acce ted by a com onent, and the out uts it can generate. As an interface
constrains the acce table in uts, the underlying com onent ts into some design
conte ts  hich meet the constraints , but not into others. nterface models ro
ide a means for ans ering four uestions that arise in com onent based design
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the can a com onent be used in some design, i.e., are
the in ut constraints satis able , the does a com onent
satisfy a gi en ro erty in all designs , the dot ocom
onents interact in com atible ays in a design , and the

can a com onent be substituted for another one in e ery design conte t ithout
iolating com atibility

For each of the wuestions of ell formedness, eri cation, com atibility, and

re nement, there are t o basic choices for treating in uts and out uts. The

ie  uanti esin uts and out uts ith the same olarity the ie  uan
ti esin uts and out uts itho osite olarities. nthe gra h ie , bothin uts
and out uts can be seen as labels in a nondeterministic state transition gra h in
the game ie ,in uts and out uts are chosen by di erent layers and the result
of each combination of choices determines the state transition. For e am le, the
gra h ie isa ro riate for the eri cation uestion does a com onent satisfy
agi en ro erty for all acce table in uts and all ossible out uts  n the other
hand, the game ie is necessary for the ell formedness uestion are
there acce table in uts for all ossible choices of out uts e argue that also
for com atibility and re nement, the game ie isthe a ro riate one.

The gra h ie is taken by many rocess algebras e.g., , and state
based models e.g., ., , . These frame orks are aimed at eri cation.
ndeed, also re nement is ty ically ie ed asa eri cation uestion does a more
detailed descri tion of a com onent generate only beha iors that are ermitted
by a more abstract descri tion e nement is usually de ned as a form of trace
containment or simulation hen uantifying uni ersally o er both in uts and
out uts, e say that a com onent re nes a com onent ritten

if, for all in ut and out ut choices, the beha iors of  are a subset of those
of . n articular, can only roduce out uts that are also roduced by ,
and  can only acce t in uts that are also acce ted by . This ensures that
e ery language theoretic ro erty such as safety that holds for also holds
for . The gra h ie of re nement, ho e er, becomes roblematic hen e
inter ret re nement as substituti ity. The out ut clause is still a ro riate by
re uiring that the out ut beha ior of is a subset of that of | it ensures that
if the out uts of can be acce ted by the other com onents of the design,

so can those of . The in ut clause instead is uestionable it states that the
im lementation  should be able to acce t a of the in uts acce ted by
the s eci cation . This raises the ossibility that, hen is substituted for
in a design,  cannot acce t some in uts from other com onents that could
be acce ted by . Hence, does not hold in the gra h
ie . ndeed, in rocess algebras and the modeling language M , if
and is deadlock free, it is ossible that deadlocks . To remedy
this situation, some models, such as and
, re uire that com onents be able to acce t ossible in uts this condition

is kno n as or . This re uirement forces models to



s ecify the out uts generated in res onse to ossible in uts, including in uts
that the designers kno cannot occur in the actual design.
The gra h ie is also limited in its ca ability to analyze com onent com
atibility. f models s ecify e licitly hich in uts can be acce ted, and hich
ones are , then it is ossible to ask the com atibility uestion generically
do illegal in uts occur f e wuantify uni ersally o er both in uts and out uts,
e obtain a eri cation wuestion t o com onents and  are com atible if,
once com osed, they acce t all in uts. This is not a natural hrasing of the com

atibility uestion it re uires to acce t all in uts, e en though  and
could ha e illegal in uts. A more com ositional de nition is to call and
com atible if there are in ut se uences that ensure that all illegal in uts

of and  are a oided, and to label all other se uences as illegal for
This de nition of com atibility leads to a dual treatment of in uts uanti ed
e istentially and out uts uanti ed uni ersally , and to the game ie

According to the game ie ,in uts and out uts lay dual roles. n trace theory

, a trace model consists in t o sets, of acce ted and re ected traces, and
games are used to sol e the realizability and com atibility uestions. n the game
semantics of , and the interface models of , , com onents are e licitly
modeled as games bet eent o layers, n ut and ut ut. The mo es of n ut
re resent the in uts that can be acce ted, and the mo es of ut ut the out uts
that can be generated. To model the fact that these sets can change in time,
after the in ut and out ut mo es are chosen, the game mo es to a ne state,

ith ossibly di erent sets of acce ted in uts and ossible out uts.

n the study of com atibility, game based a roaches uantifyin utse isten
tially, and out uts uni ersally. hen t o com onents and  are com osed,
their com osition may ha e illegal states, here one com onent emits out uts

that are illegal in uts for the other one. Yet, and are considered
as long as there is in ut beha ior that ensures that, for all out ut beha
iors, the illegal states are a oided in other ords, and are com atible if

there is some en ironment in hich they can be used correctly together. n turn,
the in ut beha iors that ensure com atibility constitute the legal beha iors for

the com osition hen com osing com onent models, both the ossible
out ut beha iors, and the legal in ut beha iors, are com osed.
The game ie leadsto an ie of re nement a more detailed

com onent re nes an abstract com onent if all legal in uts of  are also
legal for  and if, hen and aresub ect to the same legal in uts, gen
erates out ut beha iors that are a subset of those of . This de nition ensures
that, hene er , ecan substitute for ine ery design ithout cre
ating any incom atibility in the game ie , substituti ity of re nement holds.
The alternating de nition of re nement also mirrors the contra ariant de nition
of subty ing in rogramming languages, hich also su orts substituti ity
ndeed, the game frame ork can be ie ed as a generalization of ty e theory to
beha iors.



n this a er, e ado t the game ie to modeling, and e introduce t o in
terface models for com onents. e begin ith the sim le model of
in addition to the usual transition relation of a synchronous
system, hich describes the u date rules for the out uts, a Moore interface has
a symmetrically de ned transition relation for the in uts, hich s eci es hich
in ut transitions are acce table. ur second model, , illus
trate ho game based models can be richer than their gra h based counter arts.
idirectional connections cannot be modeled in the in ut enabled setting there
are al ays en ironments that use such connections as in ut, and en ironments
that use them as out ut, so that no com onent can ork in all en ironments.
idirectional connections, ho e er, can be naturally modeled as a game bet een
n utand wut ut layers. Asan e am le, e encode the access rotocol to the
C bus, in hich se eral com onents share access to a multi directional bus.
y checking the com atibility of the com onent models, e can ensure that
no con icts for bus access arise. e ha e im lemented tools for symbolic com
atibility and re nement checking for both Moore and bidirectional interfaces,
and e discuss ho the game based algorithms can be im lemented ith minor
modi cations to the usual symbolic machinery for gra h based algorithms, and
yield a similar e ciency.

Moore interfaces model both the beha ior of a system com onent, and the in
terface bet een the com onent and its en ironment. The state of a module is
described by a set of artitioned into sets of and

ariables. The ossible changes of out ut ariables are described by an

hile the legal changes of in ut ariables are described by

an Hence, the out ut transition relation describes the
module s beha ior, and the in ut transition relation describes the in ut assum
tions of the interface.

e illustrate the features of Moore interfaces by modeling a

adder dri en by a binary counter. The adder hast ocontrolin uts and
1, data in uts , and data out uts . hen 1 , the adder
lea es the in ut unchanged the ne t alue of is e ual to . hen
and 1 ,thene tout utsaregi en by mod
here rimed ariables denote the alues at the ne t clock cycle, and is
the integer encoded in binary by . imilarly, hen i and , e
ha e mod . The adder is designed ith the assum tion
that ; and arenot both hence, the in ut transition relation of states
that . norder to cycle bet een adding , the control in uts

and i are connected to the out uts ; and ofat o bit count to zero counter



. The counter has only one in ut, hen , then
other ise, 1 mod
hen e com ose and , e synthesize for their com osition
a ne in ut assum tion, that ensures that the in ut assum
tions of both and are satis ed. To determine the ne in ut
assum tion, esol e a game bet een n ut, hich chooses the ne t alues of
and ,and ut ut, hich chooses the ne t alues of 1, and
The goal of n ut is to a oid a transition to 1 . At the states here
1 , n utcan in if ,since e illhae ; but n ut can
not in if .y choosing , n ut can also in from the states here
1 . Finally, n ut can al ays in from 1 ,forall . Thus, eas
sociate ith ane in ut assum tion encoded by the transition
relation re uiring that hene er 1 , then . The in ut re uirement
1 of the adder gi es rise, in the com osite system, to the re uirement
that the reset to occurs early in the count to zero cycle of the counter. B

ien a set of ty ed ariables ith nite domain, a state o er is a
function that assigns to each a alue of the a ro riate ty e e
rite for the set of all states o er . e denote by
the set obtained by riming each ariable in gi en a redicate on , e
denote by  the redicate on obtained by re lacing in e ery ith
i en a state and a redicate on , e rite if
is satis ed under the ariable inter retation s eci ed by . 1 ent o states
and a redicate on , e rite if  is satis ed
by the inter retation that assigns to the alue , and to the
alue . Moore interfaces are de ned as follo s.
A
consists of the follo ing com onents
A nite set of and a nite set of
The t o sets must be dis oint e de ne .
A satis able redicate on de ning the legal initial alues for the
in ut ariables, and a satis able redicate on de ning the initial
alues for the out ut ariables.
An on , s ecifying the legal u dates
for the in ut ariables, and an on ,
s ecifying ho the module can u date the alues of the out ut ariables.
e re uire that the formulas and hold. B
The abo e interfaces are called because the ne t alue of the out ut

ariables can de end on the current state, but not on the ne t alue of the in ut
ariables, as in Moore machines. The re uirements on the in ut and out ut
transition relations ensure that the interface is non blocking from e ery state
there is some legal in ut and ossible out ut. i en a Moore interface
, elet be the set of
of , consisting of all the in nite se uences 1 2 of states of
such that , and 1 for all



T o Moore interfaces and are

if . f and are com osable, e merge them into a

single interface  as follo s. e let and
The out ut beha ior of is sim ly the oint out ut beha ior of and
since each interface is free to choose ho to u date its out ut ariables hence,
and . n the other hand, e cannot sim ly ado t
the symmetrical de nition for the in ut assum tions. A syntactic reason is that
and may contain ariables in . ut a dee er reason is
that e may need to strengthen the in ut assum tions of  further, in order
to ensure that the in ut assum tions of and  hold. f e can nd such a

further strengthening and , then and  are said to be and
ith  and  being the eakest such strengthenings other ise, e
say that and  are incom atible, and is unde ned. Hence, informally,

and are com atible if they can be used together under some assum tions.

For
any t o Moore interfaces and , e say that and are
if . f and are com osable, let ,
, , , and .
The interfaces and are ritten if they are com
osable, and if there are redicates on and on such
that i is satis able ii holds iii for all 1 9
e ha e and, for all ,
1 .
The is de ned if and only if , in  hich case

is obtained by taking for the in ut redicate and for the in ut transition
relation the eakest redicates such that the abo e condition holds. B

To com ute , e consider a game bet een n ut and ut ut. At each
round of the game, ut ut chooses ne  alues for the out ut ariables ac
cording to simultaneously and inde endently, n ut chooses unconstrained
ne alues for the in ut ariables . The goal of n ut is to ensure that the
resulting beha ior satis es at the initial state, and at all state
transitions. f n ut can in the game, then and are com atible, and the
most general strategy for n ut ill gi e rise to and other ise, and
are incom atible. The algorithm for com uting and roceeds by com ut
ing iterati e a ro imations to , and to the set of states from hich n ut
can in the game. e let and, for

B! ( ) 1 T
ote that =~ 1 is a redicate on . Hence, © 1 ensures that,
regardless of ho are chosen, from 1 e ha ethat i for one ste ,
and are satis ed and ii the ste leads to . Thus, indicating by
lim and ~  lim ~ the oints of e ha e that re resents
the set of states from hich n ut can in the game, and = re resents the most
liberal n ut strategy for inning the game. This suggests us to take -



Ho e er, this is not al ays the eakest choice, as re uired by e nition a

eaker choice is T, or e ui alently . Contrary to
", this eaker choice ensures that the interface  is non blocking. e
remark that the choices ~ and ~ di er only at non reachable
states. ince the state s ace of is nite, by monotonicity of e can com ute
the oint and ~ in a nite number of iterations. Finally, e de ne the
in ut initial condition of by . The follo ing

algorithm summarizes these results.

i ent ocom osable Moore interfaces and , let ,
and for , let the redicates and = be as de ned by . Let

lim ~ and lim the limits can be com uted ith a nite
number of iterations, and let ( ) Then the inter
faces and are i is satis able in this case their com osition

is gi en by
- [ |

e ha e im lemented com osition and com
atibility checking for Moore interfaces by e tending the Mocha model checker
to interfaces. To obtain an e cient im lementation, e re resent both the
in ut and the out ut transition relations using a con uncti ely decom osed re
resentation, here a relation is re resented by a list of S 1 2
such that ; . hen com uting , the list for can be
readily obtained by concatenating the lists for and . Moreo er, assume

that is re resented as /\ ; , and that is re resented as A\

. . . s 1~
ien , from e obtain the con uncti e decom osition A\ 1 for

1 by taking = {4 and, for , by taking
oy . e also obtain 1 A 11 - . Al
these o erations can be erformed using image com utation techni ues. nce

e reach such that 1, the s 1 - 1 form a con uncti e
decom osition for . ince the t o transition relations = and T di er
only for the beha ior at non reachable states, in our im lementation e take
directly ", obtaining again a con uncti e decom osition. ith these tech
ni ues, the size number of ariables of the interfaces that our tool is able
to check for com atibility, and com ose, is roughly e ui alent to the size of the
models that Mocha  can erify ith res ect to safety ro erties.

model com onents that ha e bidirectional connections.

To model bidirectionality e nd it con enient to add to the Moore model a set
of . nformally, each location artitions the interface ariables
into in uts and out uts, and determines hat alues are legal for the in uts,
and hat alues can be assigned to the out uts. At each location , a



articular choice of out ut and in ut alues determines the successor location
. The recise de nition is as follo s.

A is a tu
le consisting of the follo ing com onents
A nite set of in ut or out ut ariables.
A nite set of locations, including an initial location .
A function , that associates ith all the set
of ariables that are used as out uts at location . For all , edenote
by the set of ariables that are used as in uts.
T o labelings and , hich associate ith each location a
redicate on , called the in ut assum tion, and a redicate
on , called the out ut guarantee. For all , both
and should be satis able.
A labeling , hich associates ith each air of locations a
redicate on , called the e re uire that for
e ery location , 1 the dis unction V/ is alid and
ii , . Condition i ensures
that the interface is non blocking, and condition ii ensures determinism. i
e let U and U be the sets of all ariables
that are e er used as in uts or out uts note that e do not re uire
e de ne the set of
to be the set of in nite se uences 1 1, here , and for all
, ehae , , and 1
For 11 and , e say
that is in

Com osition of bidirectional interfaces is de ned along the same lines as for
Moore interfaces. Local incom atibilities arise not only hen one interface out

ut alues do not satisfy the in ut assum tions of the other, but also hen the
same ariable is used as out ut by both interfaces. The formal de nition follo s.

i ent o bidirectional interfaces and ,let , ,

and . For all , let ,

and for all , let

The interfaces  and  are ritten if there is a labeling

associating ith all a redicate on

such that i is satis able at all , and i all traces
1 1 1 2 2 2 satisfy, for

all , the conditions a and b .

The com osition is de ned if and only if ~and  are com atible

if they are, then is obtained by taking for the eakest redicate

such that the abo e conditions a and b on traces hold, by taking for
the subset of locations of that are reachable in ,
by taking and , and by taking for , and the

restrictions of , and to N |



i ent o bidirectional interfaces and , let ,

, and . For all , let
, and for all , let
. The in ut labeling is com uted by re eating the follo ing
ste s, that rogressi ely strengthen the in ut assertions

te For all , if , then
initialize to other ise initialize to the redicate

te For all and in , if is un
satis able, then re lace ith

e eat te until all in ut assum tions are re laced by e ui alent

redicates, i.e., are not strengthened.

e ha e that i is satis able. f then their com osition

is de ned by taking to be the subset of locations of that are reachable
in , by taking and , and by taking
for , and the restrictions of , and to .1

e ha e de elo ed and im lemented symbolic algorithms for com osition and
com atibility and re nement checking of bidirectional interfaces. The tool, rit
tenin a a,is based on the C ackage used in Mocha . nourim lemen
tation, the locations are re resented e licitly, hile the in ut assum tions and
out ut guarantees at each location are re resented and mani ulated symboli
cally. This hybrid re resentation is ell suited to the modeling of bidirectional
interfaces, here the set of in ut and out ut ariables de ends on the location.

e consider a C bus con guration itht o C
com liant master de ices and a C arbiter as sho n in Figure a . ach C
master de ice has an in ut and a out ut to communicate ith the ar
biter, and a set of shared read rite signals, the and the , hich are
used to communicate ith target de ices. The arbiter ensures that at most one
master de ice can rite to the shared signals. Figure b sho s a gra hical de
scri tion of the interface re resenting a master de ice. The gure sho s for each
location, the assum tion a , the guarantee g , the set of inout ariables
that the interface rites to, and guarded transitions bet een locations. Com os
ing t o such interfaces e obtain the interface sho n in Figure ¢ . Location

isillegal because both com onents rite the shared ariables
and . n ut assum tions of locations , and
are strengthened to make the illegal location unreachable. ote that this ro
agates the C master s assum tions about its en ironment to an assum tion
on the beha ior of the arbiter  hich is the en ironment of the com osite mod
ule the arbiter should ne er assert during or after asserting
, until is de asserted at least once. il
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f and  are com osable Moore interfaces, e de ne their

by and , and by letting

, , ,and . ntuiti ely,
an for a Moore interface  is an interface that dri es all free in uts
of , ensuring that all the in ut assum tions are met. recisely, e say that a
Moore interface  is an en ironment for a Moore interface if and are
com osable and closed i.e., , and , and if the follo ing

conditions hold

is satis able, and holds.
for all se uences 1 2 of states in ith
and 1 for all , e ha e also that and
1 for all



Analogous de nitions for roduct and en ironment can be gi en for bidirectional
interfaces. The follo ing theorem states the main ro erties of com atibility
and com osition of Moore interfaces an analogous result holds for bidirectional
interfaces.

The second assertion makes recise our statement that t o interfaces are com
atible i there is some en ironment in hich they can ork correctly together.
The third assertion states that com osition does not unduly restrict the in
ut assum tions checking com atibility ith the com osition amounts
to checking com atibility ith  and

e de ne re nement as alternating simulation roughly, a com onent
re nes ritten if  can simulate all in uts of , and if can
simulate all out uts of . ncoding the relation bet een the states of t o Moore
interfaces and by a redicate , e can state the de nition of re nement
as follo s.

i ent o Moore inter

faces and , e ha e that if and ,
and if there is a redicate on such that the follo ing formulas are
alid

As for normal simulation, there is a uni ue largest re nement relation bet een

any t o Moore interfaces. Hence, e nition ro ides an iterati e algorithm
for deciding re nement let , and for , let
! ( )
enoting ith lim the oint that again can be com uted in a

nite number of iterations , e ha e that if and only if i



and ,and ii . n
order to obtain an e cient im lementation, e can again take ad antage for the
com utation of of list re resentations for the transition relations, and a ly
image com utation techni ues.

e nement of bidirectional interfaces is de ned similarly, e ce t that the
re nement relation relates the locations of the t o interfaces, rather than the
states. The de nition is as follo s.

i ent o bidirec

tional interfaces and , re nes i there is a binary relation
such that , and such that for all eha e i
, i , il , i , for
all and all , if and , then
.1

e can check hether by ada ting the classical iterati e re nement

check . e start ith the total relation , and for , e

let 1 be the subset of such that conditions i hold, ith in lace

of  in condition . nce e reach such that 1 , ehae

that i . ince bidirectional interfaces are deterministic e can

reduce the re nement checking roblem to gra h reachability on the roduct
interface and hence can be decided in time.

The . Token ing is a idely used

deterministic LA rotocol. Figure e sho s an interface modeling a node that
initially does not ha e the token. The same diagram ith as initial state ould
re resent a node that initially has the token. e call these t o interfaces and
, res ecti ely. The token ring com onents are connected in a cyclic net ork
each air of ad acent nodes communicate by and signals Figure d
The signal o s clock ise, and is used to re uest the token the signal
o s counterclock ise, and is used to grant the token. The rotocol fails if more
than one node has the token simultaneously indeed, e can erify that t o
interfaces are not com atible, hile an interface is com atible ith a
interface. Moreo er, the rotocol orks for any number of artici ating nodes. To
erify this, e checkt ore nements rst, an o en ring con guration consisting
entirely of nodes is a re nement of the con guration consisting in ust one
node second, an o en ring con guration ith any number of nodes
and one  node is a re nement of a con guration consisting in a single  node.
ur im lementation is able to erform the abo e com atibility and re nement
checks in a fraction of a second. i

The notion of re nement, in addition to im lementation, ca tures also substitu
ti ity if re nes ,and is com atible ith the remainder of the design,
then is also com atible ith



The result has a ro iso all the ariables that are out ut by and in ut by
should also be out ut by . fthis ere not the case, it ould be ossible for
the additional out uts of to iolate the in ut assum tions of
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