Schedule-Carrying Code?

Thomas A. Henzinger, Christoph M. Kirsch, and Slobodan Matic

EECS, University of California, Berkeley

Abstract.  Weintro duce the paradigm of schelule-carrying code (SCC).
A hard real-time program can be executed on a given platform only if
there exists a feasible schedule for the real-time tasks of the program.
Traditionally , a scheduler determines the existence of a feasible sched-
ule according to somesdeduling strategy. With SCC, a compiler proves
the existence of a feasible schedule by generating executable code that
is attached to the program and represeris its schedule. An SCC exe-
cutable is a real-time program that carries its schedule as code, which is
produced once and can be revalidated and executed with eact use. We
evaluate SCC both in theory and practice. In theory, we give two scenar-
ios, of nonpreemptive and distributed sdheduling for Giotto programs,
where the generation of a feasible schedule is hard, while the validation
of scheduling instructions that are attached to the programs is easy In
practice, we implement SCC and show that explicit scheduling instruc-
tions can reduce the scheduling overhead up to 35% and can provide an
ezcient, °exible, and veri able meansfor compiling Giotto programs on
complex architectures, such asthe TTA.

1 Intro duction

Giotto is a high-level programming languagefor hard real-time applications [4].
A Giotto program consistsof a collection of modes, eat specifying the release
times and deadlinesof a set of periodic tasks. In Giotto, the semartics of value
propagation betweentasks is de ned independert of the system scheduler, and
therefore deterministic: as long as the scheduler maintains all deadlines, the
outputs of all task invocations are determined by the sensorinputs, and do
not depend on the task ordering, distribution, or preemption medanism of a
particular RTOS. A Giotto program is executableonly if there exists a schedule
that meets all deadlineson a given hardware platform, with given resources
and performance. An executable combination of Giotto program and platform
data (primarily worst-caseexecution times for all tasks) is called time-safe [5].
The Giotto compiler must, in addition to generating code, prove time safety [6].
The proof of time safety establishesthe existenceof a feasible schedule, and in
doing so, producesthe schedule. We intro duce the idea of schalule-arrying code
(SCC): oncea feasibleschedulehasbeenproduced,it canbe attachedto the code
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to serne asa witnessfor time safety, in casethe code sourceis untrusted, or if the
code is moved to multiple targets. Thus, SCC is the paradigm of proof-carrying
code [10] extended from traditional safety properties, such as memory safety,
to real-time properties. SCC, however, o®ersan even more important capability
than the reuseof time-safety proofs. If the scheduleitself is provided in the form
of executableinstructions, properly attached to the code generatedfrom Giotto,
then SCC renders the system scheduler of the target platform obsolete. This
leadsto dramatic performanceimprovemerts in executing Giotto programs[7].

Let us be more precise. We de ne two virtual execution enginescalled the
E(mbedded) machine and the S(chealuling) machine The E machine executes
E code generatedfrom a Giotto program [5]. E code is reactive code: it manages
the releasetimes and deadlines of software tasks in reaction to ervironment
everts, sud as clock ticks. When an ervironment interrupt occurs, E code may
call a driver that readsa sensorport, or writes an actuator port, or transfers a
value betweenports, and it may releasea task to the system.If an RTOS is used,
the releasedtask enters the ready queue,and can be dispatched by the system
scheduler. A Giotto compiler that provestime safety is a schalule-geneating
compiler: it generates,in addition to E code, also S code, which represeits a
feasibleschedule for the generatedE code. S code is executedby the S machine,
which replacesthe system scheduler. S code is proactive code: it managesthe
executionof releasedtasks on the available CPUs. S code may dispatch a task for
acertain amournt of time (time-slice preemptive scheduling), or until another task
is released(priorit y preemptive), or until the task completes (honpreemptive).
In other words, the S languageis an expressiwe, executablesdedule description
language.Our implementation executesintertwined E and S code produced by
the Giotto compiler, and thus provides the kernel functionality of an RTOS.

The usefulnessof SCC rests on two premises.First, the execution of S code
is more excient, and at least as °exible, as the use of the scheduler provided
by an RTOS. This is substartiated by our experiments, where we achieve up
to 35% overhead reduction and demonstrate the ability to change scheduling
strategieswhen switching Giotto modes|[7]. Second,it is often more excient to
ched the feasibility of a schedulethan to generatethe schedule (\pro of chedking
is easierthan proof generation"). Whenever this is the case,then it is bene cial
to have the Giotto compiler generatea feasible schedule once, and attach it to
the generatedE code in the form of S code. Then, before execution, the target
platform may ched the sdedule in order to be sure that it can execute the
code without time-safety violations (i.e., without missingany deadlinesspeci ed
by the original Giotto program). While preemptive single-CPU scheduling for
Giotto is simple [6], it is NP-hard to generate nonpreemptive or distributed
schedulesfor Giotto programs, even if the program has only a single mode. We
show that these schedules, once expressedin S code, can be cheded in time
linear in the size of the E code and the frequency of everts. More generally,
SCC provides an excient implemertation of Giotto in the presenceof many
scheduling constraints. In particular, in Section 4 we shav how Giotto can be
compiled onto a time-triggered architecture using SCC.
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Fig. 1. The E machine and the S machine

2 SCC:. Embedded Code plus Scheduling Code

The E machine [5]is a virtual machine that interpretes E code, which supervises
the execution of software tasks in responseto physical events. The S machine
is a virtual machine that interpretes S code, which speci es the temporal or-
der of task execution. Figure 1 shavs how E and S machine interact with the
physical ervironment, software tasks, and hardware platform. We rst review
the E machine and then introduce the S machine.

2.1 The Embedded Mac hine

Interface. Physical ervironment processesommunicate information to the E ma-
chine through environment ports, sud as clocks and sensors,and application
software processes,called tasks communicate information to the E machine
through task ports. The E machine communicates information to the ernviron-
ment and the tasks by calling system software processescalled drivers, which
write to driver ports, for instance actuators. The E machine releasestasks for
execution to the task scheduler (the S machine, or the scheduler of an RTOS)
by writing to release ports, and the scheduler signals the completion of tasks
to the E machine through completion ports. Hence,the ervironment, task, and
completion ports are the input ports of the E machine. A changeof value at an
input port is an input event and causesan interrupt. The E machine monitors
the occurrenceof input events through triggers. In this paper, we consideronly
time triggers. A time trigger canbe speci ed asa positive integer %; it watchesan
ernvironment clock and becomesenabled = clock ticks after its activation. Tasks,
drivers, and triggers are external to the E machine and must be implemented in
someprogramming languagelike C. Tasksare preemptive, user-lewel code with-
out internal syndhronization points; drivers are system-lewel code during whose
execution all interrupts that correspond to input events are disabled. The task
idle is a special task that never completes.

E code. There are three non-cortrol-°0o w E code instructions. The call (d) in-
struction initiates the execution of a driver d, and the E machine waits until d



while ProgramCounter 6 ? do
i := Instruction (ProgramCounter)
if call (d) =i then
if driver d accesses port of a task t that has beenreleasedbut not completed
then throw a time-safety exception else execute d
else if schedule (t) = i then
if task t has already beenreleasedbut not yet completed
then throw a time-safety exception else emit a signal on the releaseport of t
else if future (g;a) = i then
append the trigger binding (g; a; s) to TriggerQueue, where s is the current state
of the input ports that occur in g
end if
ProgramCounter := Next(ProgramCounter)
end while

Algorithm  1: The E code interpreter

is nished before proceedingto the next E code instruction. The schedule (t)
instruction releasesa task t to be executed, concurrertly with other released
tasks, and then the E machine proceedsimmediately to the next E code instruc-
tion. The schedule instruction doesnot order the execution of tasks, nor does
it relinquish cortrol of the CPU to the scheduler. The future (g;a) instruction
activates the trigger g and marks the E code at addressa for execution at the
future time instant when g becomesenabled.In order to handle multiple active
triggers, the E machine maintains a queueof trigger bindings (g; a;s), wheres is
the current state of the input ports watched by the trigger g, which is required
for ewvaluating g in the future. E code has also cortrol-°0 w instructions such
asif (c;a) and return . In the former case,if the condition c (a predicate on
input ports) evaluatesto true, then the E machine proceedsto addressa; other-
wise it proceedsto the next instruction. The return instruction terminates the
execution of E code.

Algorithm 1 summarizesthe E code interpreter. For ead input event, the
E machine cheds the trigger bindings in TriggerQueue The rst trigger binding
(g; a;s) in the queuewith an enabledtrigger g is removed from the queueand the
interpreter is invoked with ProgramCounter set to addressa. This is repeated
until the queuecortains no trigger binding with an enabledtrigger. Then, the
E machine relinquishescortrol of the CPU to the task scheduler, which is either
provided by an RTOS [5] or implemented as S machine (seebelow). The goal
of the scheduler is to execute the releasedtasks so that they complete before
their deadlines.E code speci estask deadlinesin two ways: oncereleased,a task
t must complete (1) before any driver accesses port of t, and (2) beforet is
releasedagain. If a task violates one of these conditions, then the E machine
throws a time-safety exaption; otherwise the execution is time-safe.

Example. Figure 2 shaws a Giotto program [4] in the left column and, in the
middle and right column, E code generated by the Giotto compiler [6]. The
Giotto program is a simpli ed version of a program that implemerts the °ight



start hover f HQ if (switch ; CO+ 1) Ca if (switch ; HO+ 1)

modehover () period 120ms f schedule (pilot ) schedule (pilot )
exitfreq 3 do cruise (switch ); schedule (contr ol) schedule (contr ol)
taskfreq 1 do pilot (); schedule (lieu ) schedule (move )
taskfreq 2 do contr ol (); future (40ms; H4039 future (30ms; C30
taskfreq 3 dolieu (); g return [hO] return [cO]
modecruise () period 120ms f H40a if (switch ; H40H C30Q schedule (move )
exitfreq 2 do hover (switch ); schedule (lieu ) future (30ms; C60
taskfreq 1 do pilot (); future (20ms; H60 return [c30]
taskfreq 2 do contr ol (); return [h40] C6Q if (switch ; H6Q
taskfreq 4 do move (); g H40b future (20ms; C60 schedule (contr ol)
return schedule (move )
H6Q schedule (contr ol) future (30ms; C90
future (20ms; H803 return [c60]
return [h60] C9Q schedule (move )
H80a if (switch ; H80H future (30ms; CO
schedule (lieu ) return [c90]

future (40ms; HO
return [h80]

H80b future (10ms; C90
return

Fig. 2. A Giotto program with two modes, and the generated E code

controller of a model helicopter [8]. The program consistsof a hover mode, in
which the helicopter maintains its airborne position, and a cruise mode. A Giotto
mode speci es a set of periodic tasks. The task periods are speci ed through
frequenciesrelative to the mode period, which is 120msfor both modes shovn
here. The pilot task is invoked, in both modes, every 120msto perform path
planning. The task outputs °ight directions to the control task, which cortrols
the serws and is invoked every 60msin both modes. In the hover mode, the
control task reads the current position estimation from the lieu task, which
is invoked every 40ms. In the cruise mode, the control task receives position
and velocity information from the move task, which is invoked every 30ms. The
systemcan switch mode every 40msfrom hover to cruise, and every 60msfrom
cruise to hover. A mode switch is initiated when the switch condition evaluates
to true. For simplicity, we omitted all sensorand actuator code.

The E code in the middle column of Figure 2 implements the hover mode,
and the right column implemerts the cruise mode. The execution of the pro-
gram starts in the hover mode, thus the E code execution starts with the
if (switch; CO+ 1) instruction at addressHQ If switch evaluates to true, then
the E machine proceedsto the schedule (pilot) instruction that follows the in-
struction at addressCQ This correspnds to a switch to the cruise mode. If
switch evaluatesto false,then the E machine proceedsto the schedule (pilot) in-
struction that follows the if instruction. The subsequeh schedule instructions
releasethe control and lieu tasks for execution. Then, the future (40ms; H403
instruction makesthe E machine executethe E code at addressH40aafter 40ms
elapse.For now, the return [hQ] instruction terminates the E code executionand
relinquishescortrol of the CPU to the task scheduler. The expression[h0] is an
E code annotation, which will be explained later.



while ProgramCounter 6 ? do
i := Instruction (ProgramCounter)
ProgramCounter := Next(ProgramCounter)
if call (d) =i then
if driver d accesses port of atask t that has beenreleasedbut not completed
then throw a time-safety exception else executed
else if dispatch (t; h;a) = i then
if there is a thread instance in ThreadSet with a non-idle task then
throw a time-sharing exception
else
insert the thread instance (t; ProgramCounter;h; a; ReferenceTime) into
ThreadSet and set ProgramCounter to ?
end if
else if idle (h) = i then
insert the thread instance (idle;? ;h; ProgramCounter; ReferenceTime) into
ThreadSet and set ProgramCounter to ?
else if fork (a) = i then
insert the thread instance (idle; ? ; true; a;s) into ThreadSet, where s is the cur-
rent value of the system clock
end if
end while

Algorithm  2: The S code interpreter

2.2 The Scheduling Mac hine

Interface. The hardware on which the S machine runs comnmunicatesinformation
to the S machine through hardware ports, sud as clocks and messagebu®ers,
and the tasks communicate information to the S machine through task ports.
The S machine communicates information to the hardware and the tasks by
calling drivers. An external task handler (in our case,the E machine) signals
the releaseof tasks to the S macdine through releaseports, and the S machine
signals the completion of tasks to the task handler by writing to completion
ports. Hardware, task, and releaseports are input ports for the S machine, and
changesin their valuesare input everts. The S machine monitors input everts
through timeouts. In this paper, we consider two kinds of timeouts. A clock
timeout is speci ed by a nonnegative integer #; it watches a system clock and
expires+ clock ticks into the S codethread that contains the timeout. The release
timeout £ expiresassoon as any task is released.

S code. There are four non-cortrol-°0 w S code instructions. The call (d) instruc-
tion initiates the executionof a driver d. Similar to the E machine, the S machine
waits until d is nished before proceedingto the next S code instruction. The
dispatch (t; h; a) instruction beginsor resumesthe executionof atask t until the
timeout h expires. There are two possibleoutcomes:(1) the S machine proceeds
to the next instruction whent completes,in casethis happensbeforethe timeout
h expires,or (2) the S machine proceedsto the instruction at addressa whenthe
timeout h expires,in casethis happensbeforet completes.Case(1) appliesalsoif




RM dispatch (lieu ; +4) EDF&60: dispatch (lieu ; +4) EDF4680: dispatch (contr ol ; +4)
dispatch (contr ol ; +3) dispatch (contr ol ; +3) dispatch (lieu ; +3)

dispatch (pilot ; +2) dispatch (pilot ; +2) dispatch (pilot ; +2)
idle () idle () idle ()

fork (RMI fork (EDF4&80) fork (EDF&60)
return return return

Fig. 3. Rate-monotonic (RM) and earliest-deadline-rst (EDF) S programs for the
hover mode of the Giotto program from Figure 2

t hasnot beenreleasedor hasalready completedwhen the dispatch instruction
is encourtered. The idle (h) instruction makesthe S machine idle until the time-
out h expireseven when there are releasedtasks that have not beencompleted.
The Smacdhine proceedsto the subsequenh instruction whenthe timeout expires.
The fork (@) instruction marks the S code at addressa for executionin parallel
to the S code that follows the instruction. The S code at a is a new thread of
execution. In order to handle multiple threads, the S machine maintains a set of
thread instances.S code may also have cortrol-°0 w instructions, but we do not
considerthem here. The call , fork , and cortrol-°0 w instructions of S code are
transient instructions, asthey execute,like E code instructions, in logical zero
time. In cortrast, the dispatch and idle instructions are timed instructions, as
they causea passageof time.

Algorithm 2 summarizesthe S code interpreter, which maintains the set
ThreadSetof thread instances.A thread instance hasthe form (t; b;h; a; s), where
either t is the idle task and b= ?, or t is a regular task and b is the addressat
which the S machine continuesexecutingwhent completesbeforethe timeout h
expires. When h expiresbeforet completes,the S machine contin uesexecuting,
instead, the S code at addressa. The referenee time s is the time when the
thread instance was created by a fork instruction, which is required for evalu-
ating clock timeouts. The S machine is woken up by an input event: a hardware
port may signal the completion of a task or the expiration of a clock timeout,
or a releaseport may signal the releaseof a task. If a task t completes,then the
thread instancesof the form (t; b;¢ ¢ s) becomeenablal, with ProgramCounter
setto b, and RefereneTime setto s. If atimeout h expires,then the thread in-
stancesof the form (¢ ¢ h; a;s) becomeenablel, with ProgramCounter = a and
RefereneTime = s. With ead input evert, every enabled thread instance is
removed from ThreadSet and executeduntil a timed instruction is encountered
(at that time, ProgramCounter is setto ? by the interpreter). The execution
order for the enabledthread instancesin ThreadSetis chosennondeterministi-
cally. If control endsat dispatch instructions in more than one thread, then a
time-sharing exeption occurs, becauseonly one task can be dispatched on the
CPU; otherwise the execution is time-sharing.

Examples. The left column of Figure 3 shons an S program with the initial
addressRMvhich implemerts rate-monotonic (RM) sceduling of the tasksin the
hover mode of the Giotto program from Figure 2. The S program only works if
no mode switching occurs; S code that supports mode switching will be discussed
below. We useidle () to abbreviateidle (£) and dispatch (t; +n) to abbreviate



NPO dispatch (move) NP30 dispatch (move ) NP60 dispatch (pilot ) NP90 dispatch (contr ol)

dispatch (contr ol) dispatch (pilot ; NP6 dispatch (move ) dispatch (move )
idle () idle () idle () idle ()

fork (NP30Q fork (NP60Q fork (NP9Q fork (NPQ

return return return return

Fig. 4. Nonpreemptive (NP) S program for the cruise mode

dispatch (t; £;a+ n), where a is the addressof the instruction itself and n is a
relative o®set.In the example,the o®setsin dispatch instructions always point

to fork instructions. The S program dispatchesthe tasksin a xed, RM order
starting with the task that has the highest frequency Supposethat the tasks
in the hover mode have beenreleasedby the E machine. Now, the S machine
starts executingthe dispatch (lieu;+4) instruction. The lieu task executesuntil

it either completesor is preempted by the releaseof someother task. If the lieu

task completes rst, then the S machine proceedsto the dispatch (control;+3)

instruction and executesthe control task. Otherwise, if sometask is released
before lieu completes,the S macdhine proceedsto the fork (RN!instruction and
forks a newthread starting againat addressRMThe following return instruction

terminates the current thread. If all tasks complete during the execution of a
thread, then the idle () instruction is reached and the S machine waits until some
task is releasedto start a new thread. Note that the execution of the S code is
time sharing, and if there exists a feasibleRM sdedulefor the tasks of the hover
mode, then the S code guaranteesthe time-safe execution of the E code for the
hover mode.

As an alternative to RM sdieduling, the S code in the middle and right
column implemerts earliest-deadline- rst (EDF) scheduling of the tasks in the
hover mode. The initial addressof the EDF S program is EDF&60. The thread
at EDFB60 initially dispatchesthe lieu task followed by the control and pilot
tasks. Howewer, unlike the RM S program, as soon as the lieu task is released
again, the Smadine forks a newthread at addressEDF4680 and terminates the
current thread. Now, at the 40msinstant, the control task is dispatched before
the lieu task, becausethe control task hasan earlier absolute deadline than the
lieu task. If the control task already completed before the 40msinstant, then
the S machine immediately proceedsto the next instruction and dispatchesthe
lieu task. At the 60msinstant, the situation is the sameas at Oms. So, we fork
again a thread at EDF860. At the 80ms instant, the absolute deadlines of all
tasks are the same.Thus we can usethe thread at EDF4880 again.

The S code of Figure 4 implements nonpreemptive (NP) scheduling of the
tasksin the cruise mode. The initial addressof the NP S program is NPO We use
dispatch (t) to abbreviate dispatch (t; false a), wherea is the addressof the next
instruction. Thusadispatch (t) instruction executesthe task t until completion.
Given the worst-caseexecutiontime w(t) of eat task t, the S program guaran-
teestime safety if w(move) + w(control) - 30ms and 2 ¢w(move) + w(pilot) -
60ms. Time sharing is ensuredbecausethe S program dispatchesall tasks non-
preemptively, i.e., ead task completesbefore another task is dispatched. Tasks
may still be preemptedby E code and S code, but not by other tasks.



hO=h60: h40=h80: c0=c30=c60=c90:

dispatch (lieu ; +3) dispatch (contr ol ; +3) dispatch (move ; +3)
dispatch (contr ol ; +2) dispatch (lieu ; +2) dispatch (contr ol ; +2)
dispatch (pilot ; +1) dispatch (pilot ; +1) dispatch (pilot ; +1)
return return return

Fig. 5. Earliest-deadline- rst (EDF) S program for both modes

Figure 5 shavs an S program that EDF schedulesthe tasks of both modes.In
order to facilitate the interaction of E and S code in the presenceof conditional-
branch instructions (mode switching) in E code, we allow the E code to fork a
new thread instance of S code through E code annotations. Recall the E code of
Figure 2. The return [hQ] instruction of the code block at addressHOterminates
the execution of the code block and, in addition, forks a new thread of S code
at addressh0. We start running the E program and S program by executing the
E code at the initial addressHQ Now the initial addressof the S program is
not required and thus ? . The E code releasesall three tasks of the hover mode
and then createsa new S code thread starting at hO. The thread dispatches
the three tasks in EDF order. Supposethat the lieu task completesbefore the
40msinstant, but not the control task. Thus, at the 40msinstant, the E code at
H40apreemptsthe control task. Now, supposethat we switch from the hover to
the cruise mode. We branch to the E code at H40h which doesnot releaseany
tasks but only jumps to the E code at C60after another 20mselapse.Therefore,
after executingthe E code at H40h the current S code thread corntinueswhereit
was preempted by resuming the execution of the control task. No new thread is
created. Now, supposethat the control task completesbefore the 60msinstant,
but not the pilot task. Now, at the 60msinstant, the E code at C60preemptsthe
pilot task. Unlik e before,the control task is releasednow, no matter if we switch
mode or not. Sincethe current S code thread becomesenabledupon the release
of a task, the thread is terminated by jumping to the return instruction of the
code block at hO. Supposethat we stay in the cruise mode, i.e., the code block
at C60is executed. In addition to the control task, the move task is released
and a new S code thread at c60 is created, which dispatches now the tasks of
the cruise mode in EDF order. Note that the S code for the cruise mode is
equivalent to RM S code, becausethe task frequenciesin the cruise mode are
harmonic. The execution of the remaining E and S code works in a similar way.
The S program is time sharing, and since EDF is optimal for Giotto programs
with multiple modes [6], if there exists a feasible, preemptive schedule for the
tasks of the hover and cruise modes, then the EDF S program guararteesthe
time-safe execution of the E program regardlessof any mode switching.

2.3 Schedule-Carrying Code

An SCC program is a pair (E; S) consisting of an E program E that sharesa set
of taskswith an S program S. If E cortains conditional-branch instructions, then
its return instructions may be annotated with S code addressesasshown in the
example above. The runtime systemfor SCC is the E machine interacting with



the S macdine through releaseand completion ports. The macdhines are invoked
as follows: (1) if there is an enabledthread instance that contains a completed
task, then the S machine must handle that thread instance beforethe E machine
handles any enabled triggers; (2) if there is an enabled trigger binding, then
the E machine must handle that trigger binding before the S machine handles
any expired timeouts. The reasonfor (1) is that, when a task completes, the
dispatching thread must be processedefore any E code is executedin order to
enablethe prompt handling of output data upon task completion, say through
driver callsin S code. The reasonfor (2) is that the E machine must be invoked
beforethe S machine when an E code trigger is enabledat the sametime when
an S code timeout expires, becausethe E code may releasetasks that require
scheduling servicefrom the S code. This will be formalized in the next section.

Implementation. With the help of Marco Sarvido, we have deweloped a mi-
crokernel on a StrongARM SA-1110 processorwith 206MHz which executes
SCC programs using an integrated implementation of the E and S machine [7].
The microkernel has a footprint of 8kB. We have tested the microkernel with
SCC programs that implement four periodic, honharmonic task sets with 4,
10, 50, and 100 tasks. Each set consistsof four equally large task groups with
16.66Hz,33.33Hz,50Hz, and 100Hztasks. The microkernelis invoked every 1ms
by a timer. The periodic releaseof the tasks is described by E code. We have
comparedthe performanceof an EDF sceduler with S code that speci es EDF
scheduling. The averagetime spernt in the EDF scheduler is 1:4' s to schedule
4 tasksand 35 sto schedule 100tasks. The averagetime to execute,instead, the
EDF S code grows from 2:2t s for scheduling 4 tasks to only 3:9! s for schedul-
ing 100tasks. With 100tasks, EDF S code performs 35% better than the EDF
scheduler (51%vs. 78% CPU utilization). For details, the readeris referredto [7].

3 Generating SCC vs. Checking SCC

We show that cheding the time safety of given S code can be exponertially
simpler than generating time-safe S code. Cheding the time safety of SCCis a
program-analysis problem. Following the tradition of path-insensitive program
analysis, we de ne the abstract semariics of SCC, which ignoresall port values
and assumesghat both branchesof conditionals can be taken. On this abstract
semarics, we present an excient algorithm that provides a su+cient ched for
the time safety of SCC generatedfrom single-made Giotto, which speci es a set
of periodic tasks.

3.1 Abstract Semantics of SCC
An abstract E program E = (V;E;-; ,; ¢) over a set T of tasks consists of a
cortrol-°0 w graph (V; E) which is a binary?® digraph, two edge-lakeling functions
- and, ,and aninitial node¥ 2 V. Each edgee 2 E islabeledwith an instruction
- (e) and an argumernt |, (e) as follows:

! Each node has at most two successors.



{ -(e) = call and, (e) p T. The execution of e calls a driver that accesses
ports of the tasksin , (e).

{ -(e) = schedule and , (€) 2 T. The execution of e releaseghe task , (e).

{ -(e) = future and, (e) 2 N>o£ V. The execution of e activatesthe trigger
with the binding , (e) = (£ u), which meansthat after + time units, E code
will be executedstarting from cortrol location u.

We require that the initial node ¢ has a single successort® 2 V sud that
- (0;09 = future and ¢¥Cis a leaf. We assumethat a driver can accessthe ports
of at most two (or any "xed number) of tasks, and that all integers = can be
stored in constart space;hencethe sizeof E is jV]. A state q= (v;r;s;¢) of E
consistsof a program counter v2 V, astatuss: T! N[ f>;?g for eat task,
and a queue¢, 1 (N £ V)* of trigger bindings. For eat task t 2 T, the status
s(t) = > indicates that t has beenreleasedat the current time instant and not
yet executed;the status s(t) 2 N indicates that t hasbeenreleasedat a previous
time instant and executedfor s(t) , 0 time units; the status s(t) = ? indicates
that t hasbeencompleted(or not yet released).Note that the number of di®erert
status functions, and hencethe number of states, is exponertial in jTj.

An abstract S program S = (V;E;?; ;- ,) overasetT of tasks consistsof a
control-°0 w graph (V; E) which is a binary digraph, two node-labeling functions
1 and °, and two edge-lakeling functions - and , . Each cortrol location v 2 V
is labeled by one of the following:

{ 1(v) = dispatch and®°(v) 2 T andv hasa successowr; such that , (v;v;) =
?, and possibly a second successorv, such that either | (v;vy) = © or
, (v;v2) 2 N. The execution of v dispatchesthe task ° (v). If , (v;v,) = @ and
ataskis releasedefore® (v) completes,cortrol proceedgo vy; if | (v;v2) 2 N
and ° (v) doesnot completewithin the “rst , (v;v;) time units from the time
at which the current thread was created, control proceedsto v,; otherwise,
cortrol proceedsto v; when °(v) completes.

{ t(v) = idle and v hasa single successon® suc that either , (v;v® = = or
., (v;v9 2 N. The execution of v idles the processoruntil a task is released
(if , (v;v9 = o), or until , (v;v% 2 N time units passfrom the time at which
the current thread was created.

{ *(v) = O. This indicates that cortrol is at a transient instruction.

If e= (v;v® and? (v) = O, then the edgee 2 E is labeledby one of the following:

{ -(e) = call and, (e) p T. The execution of e calls a driver that accesses
ports of the tasksin , (e).

{ -(e) = fork and,(e) 2 V. If ,(e) = u, then the execution of e createsa
new thread, which starts at cortrol location u.

By our assumptions,the sizeof S is jVj. A state g = (s;l) of S consistsof the
statuss: T! N[ f>;?g for eah task, and a set u of threads. Each thread
(u; £) consistsof a program courter u 2 V and a number £ 2 N of time units
for which the thread hasbeenexecuted.If u is a leaf, then the thread (u; ) has

terminated and may be removed from L



An abstract single-processorSCC program | = (E; S;©) overasetT of tasks
consistsof an abstract E program E over T, an abstract S program S over T, and
an annotation function © that mapsead leafin the control graph of E to a node
in the cortrol graph of S. When the E code execution arrives at a leaf v, this
createsa newthread of S code which starts at cortrol location ©(v). A state of |
isatuple g= (v;s;¢; M) sud that (v;s;¢) is astate of E, and (s; 1) is a state of S.
The state q violates nonpreemption if there exist two di®erert tasksty;t; 2 T
such that s(t;); s(t2) 64> ;0;?g. The state g violates time sharing if there exist
two di®eren threads (uy; §; (uz; ® 2 psud that * (uy) = 1 (up) = dispatch and
s(°(uy)) 6 ? and s(°(up)) 6 ?. The state q violates time safety if there exists
atask t 2 T with s(t) 6 ? and one of the following: (1) v has a successon®
in E with either - (v;v® = call andt 2 , (v;v9, or - (v;v9 = schedule and
t =, (v;v9; or (2) there exists a thread (u;9 2 p such that *(u) = O and u
hasa successou®in S with - (u;u® = call andt 2 , (u;u%. The state q hasa
transition to the state g®= (v%s% ¢% 19 if one of the following:

Completion S transition The state q is completion enabling that is, there
exist a thread (u;2) 2 p and a successoru® of u in S sud that (u) =
dispatch and s(®°(u)) = ? and, (u;u® = 2. Then (v%s%¢9 = (v;s;¢) and
W= (unf(u;5)g) [ f(u%Hg.

Transient S transition The state g is transient enabling that is, there exist
a thread (u; %) 2 p and a successomu® of u in S suc that  (u) = O. Then
(v®s%¢9 = (v;s;¢) and one of the following:

{ ~(uu9) =cal and W= (unf(u;Hg) [ f(u%Hg.
{ - (u;u9 = fork and , (u;u® = 0 and 0= (unf(u;Hg) [ f(u%H);(0;0)g.

E transition g is neither completion nor transient enabling but E enabling
that is, either (1) v has no successoiand (0;u) 2 ¢ for someu, or (2) v has
a successon?in E. If (1) let (0;u% bethe rst sud pair in ¢. Then v0= u°
and s°= sand ¢°= ¢nf(0;u9)g and °= . If (2) then one of the following:

{ - (v;v9) =cal ands’= sand %= ¢.
{ - (v;Vv9 = schedule and , (v;v% = t and sqt) = > and sYt% = s(t9 for
all taskst®2 Tnftg, and ¢°= ¢.
{ - (v;v9) = future ands’= sand ¢°= ¢ +f, (v;v9g.
In all three cases,if V0is a leaf, then 0= p[ f(©(v9;0)g; otherwise |10 = L.

Timeout S transition The state g is neither completion nor transient nor E
enabling but timeout enabling that is, there exist a thread (u;+) 2 p and
a successoru® of u in S suc that t(u) 2 fdispatch ;idle g and either
(D) ,(u;u) 2 Nand, (u;u9) - + or (2), (u;u® = = and s(t) = > for some
taskt 2 T. Then (v%s%¢9 = (v;s;¢) and 0= (unf(u; H)g) [ f(u®Hog.

Time transition The state q is neither completion nor transient nor timeout
nor E enabling. Then v® = v. For all taskst 2 T, if there exists a thread
(u;+) 2 pwith t(u) = dispatch and °(u) = t, then either s(t) = > and
sqt) = 1, or s(t) 2 N and sYt) = s(t) + 1, or s{t) = ?; if no sud thread
exists, then either s(t) = > and sqt) = 0, or s{t) 6 > and sqt) = s(t). In
cases{(t) = ?, we sa that on the transition (q;q%, task t completes after
executiontime s(t) + 1. The queue¢ results from ¢ by replacing eac trigger



binding (% u) by (% 1;u). The setresults from p by replacing ead thread
(u; ) by (u; =+ 1).

Note the priorities implied by this de nition: transient S code that is enabled
by the completion of tasks has priority over E code, which has priority over
all remaining S code. A trace of the abstract single-processorSCC program |
is a sequence® = (p;h;:::; 0 of statesof | sudch that (1) g = (¢;8;;;;),
where ¢ is the initial node of E, and §(t) = ? for all taskst 2 T, and (2) for
all i , 0, there is a transition from ¢ to g.1. The trace ° is time-safe (resp.
time-sharing; nonpreemptive) if no state of ° violates time safety (time sharing;
nonpreemption).

An abstract multiprocessor SCC program | over a set P of processorsaand a
set T of tasksis a function that assignsto ead processomp 2 P a pair (Tp;| p).
where T, i T sudh that T, j p2 Pgis a partition of the task set T, and |
is an abstract single-processorSCC program over the set T, of tasks. A trace °
of | is a function that assignsto ead processorp 2 P atrace °, of | , such
that all single-processortraces °, cortain the samenumber of time transitions.
The trace ° is time-safe (resp. time-sharing; nonpreemptive) if °, is time-safe
(time-sharing; nonpreemptive) for all p2 P. A weet mapw: P£ T ! N assigns
to every processorm and task t a worst-caseexecutiontime w(p;t) > 0. There are
a number of techniquesfor obtaining wcet maps, e.g.[2]. If P is a set of identical
processorsthen w(py;t) = w(pe;t) for all processorgs;p, 2 P andtaskst 2 T.
The trace ° of | isanw-trace if for all processorp 2 P, taskst 2 T,andi, O,
if t completeson the transition (¢;g+1) of °p, then it completeswith execution
time at most w(p;t). The abstract (single- or multipro cessor)SCC program | is
time-safe (resp. time-sharing; nonpreemptive) for wcet map w if all w-traces of
| are time-safe (time-sharing; nonpreemptive). The time safety (time sharing;
nonpreemption) of an abstract SCC program can be cheded by searting the
state space,but the number of statesis exponertial in the number of tasks. We
will seethat the ched is simpler for SCC programs of a special form.

3.2 Giotto-generated SCC

The E programs generatedfrom Giotto programs have a special form [6]. Let G
bea Giotto program [4] with task setT and a singlemode m, let ¥, bethe period
of m, let f; bethe frequencyin mode m of task t, and let f ,, bethe leastcommon
multiple of all task and actuator frequenciesin m. Then d,, = Y%, =f,, denotes
the time interval between consecutive input events. The abstract E program
E=(V;E;- ;¢ overasetTOu T of tasksis G-genemted if the cortrol graph
(V;E) consists,in addition to the initial location ¢ and its successor?, of a set
of f, acyclicdigraphsE, for 0- i < f,, such that every node in E hasat most
one successorand E consistsof a sourcenode v; followed by (1) a sequenceof
O(jGj) edges(v;Vv9) with - (v;v9 = call , followed by (2) a sequenceof edges
(v;v9 with - (v;v9) = schedule and , (v;v% = t for ead task t 2 TO for which
(i ¢f¢=fn) 2 N, followed by (3) a single edge (v;v® with - (v;v% = future

and , (v; V9 = (dm; V(i+1) mod,, )- Moreover,  (%;99 = (0; Vo). If all numbersin G



(mode period aswell astask and actuator frequencies)are boundedby n, we have
jVj = O(jGj ¢n). An abstract single-processorSCC program | = (E;¢9 is G-
geneated if E is a G-generatedabstract E program over the set T of all Giotto
tasks. An abstract multipro cessorSCC program | is G-geneiated if for eah
processorp 2 P, if | , = (E; ¢ 9, then E, is a G-generatedabstract E program
over the set T, of tasks that are assignedto processorp.

Prop osition 1. Let P be a set of identical processors,let G be a single-male
Giotto program with task setT, and let w be a weet map for P and T. It is NP-
hard in the strong senseto decide if there is a G-geneited abstract multipr ocessor
SCC program over P and T which is time-safe and time-sharing for w.

Proof. Reduction from bin packing [3]. Given an instance of bin packing , we
chooseas many processorsasthere are bins, and construct a single-madle Giotto
program whosetasks have periods equal to the bin capacity. 2

Prop osition 2. Let G be a single-male Giotto program with task setT, and let
w be a woet map for T. It is NP-hard in the strong senseto decide if there is a G-
geneated abstract single-processorSCC program over T which is nonpreemptive,
time-safe, and time-sharing for w.

Proof. Reduction from nspt (nonpreemptive scheduling of periodic tasks) [1]. 2

Cheding time safety becomessimpler if we restrict also the shape of S code.
Let G be a Giotto program with task set T and numbers bounded by n, as
above. The abstract S program S = (V;E;%; ©;+; ) is simple if the cortrol
graph (V;E) is acyclic and for every nodev 2 V, (1) if * (v) = O, then v has
at most one successor,and (2) if 1 (v) = O and v° is a successorof v with
- (v;v9 = fork , then V% is a leaf. Condition (1) ensuresthat the S code does
not contain conditional branching. Condition (2) ensuresthat the S code is
single-threaded, i.e., during execution, there is always at most one thread in
the thread set. Single-threadednessin turn, implies time sharing. An abstract
single-pracessorSCC program | = (E; S;©) is simple G-geneited if (1) E is a
G-generatedabstract E program over T, (2) S is a simple abstract S program of
size O(jGj ¢n) which doesnot cortain numbers (clock timeouts) larger than the
time step dn, and (3) for eat leaf v of E, if v is not the successoiof the initial
node of E, then ©(v) is a leaf of S. An abstract multipro cessorSCC program |
is simple G-geneted if for eadh processorp 2 P, the single-processorprogram
| p over T, satis es conditions (1){(3). Note that for the Giotto program G
from Figure 2, the E code from Figure 2 together with the S code samplesfrom
Figures 3 and 4 yields simple G-generated SCC programs.

Prop osition 3. Let P be a set of (nonidentical) processors,let G be a single-
mode Giotto program with task set T and numkbkers bounded by n, and let w be
aweet map for P and T. It can be checked in time O(jGj ¢n) if a given simple
G-geneted abstract multipr ocessorSCC program is time-safe (resp.nonpreemp-
tive) for w.



ho: h40: h60: h80:

dispatch (lieu ; 10; +2) dispatch (contr ol; +2) dispatch (lieu ; +2) dispatch (lieu ; 30; +4)
idle (10) dispatch (lieu ; +1) dispatch (contr ol ; +1) dispatch (contr ol ; 30; +2)
call (ctrl _in) return return idle (30)

dispatch (lieu ; +2) call (lieu _out)

dispatch (contr ol ; +1) dispatch (contr ol ; +1)
return return

c0: c30=c60: c90: pO:

dispatch (move ; 10; +2) dispatch (move ; +2) dispatch (move ; 20; +4) call (pilot _in)

idle (10) dispatch (contr ol ; +1) dispatch (contr ol; 20; +2) dispatch (pilot ; +3)
call (ctrl _in) return idle (20) idle (120)

dispatch (move ; +2) call (move _out) call (pilot _out)
dispatch (contr ol ; +1) dispatch (contr ol ; +1) return

return return

Fig. 6. Distributed, TDMA-based S code for a two-processorTT A

Proof. For unconditional single-threadedS code, if all tracesin which ead task
completeswith an execution time equal to the time given by the wcet map w
is time-safe, than all w-traces are time-safe. Therefore all transitions are deter-
ministic, and it suxcesto ched the time-safety of a trace whoseduration corre-
spondsto one mode period. The number of states thus exploredis O(jGj ¢n). 2

For multimo de Giotto programs, we know that if ead mode in isolation is time-
safeunder EDF sceduling, then the whole program is time-safeunder EDF [6].
Furthermore, we can ched the EDF sdedulability of a single mode by solving
a utilization equation [6]. Hence,for SCC, it remains to be cheded if a given
abstract SCC program represenis an EDF sdedule, such as the example from
Figure 5. This can be donein time linear in the size of the Giotto program.

4 SCC for Time-T riggered Networks

We illustrate how to generatedistributed SCC programs that run on a time-
triggered architecture (TT A) [9], whosenodes are connectedby a bus on which
all communication is scheduled according to a collision-free TDMA protocol.
Each time slot assignsexclusive network accesgo one of the nodesto senddata.
Each node hasa host and a network processorconnectedby a sendand a receive
bu®er. Thus the host processorcan executeprogramswhile data is being sent or
received. To senddata, the host processorloads the send bu®er beforeits time
slot arrives. Similarly, to receive data, the host readsthe receive bu®er after a
time slot ends. There are an E machine and an S machine running on ead host
processor.The E code portion of a distributed SCC program may be generated
from Giotto. The S code portion speci es the execution order of releasedtasks,
and also calls drivers that transport data between messagebu®ersand tasks
before and after the appropriate time slots. Thus the TDMA protocol imposes
additional timing constraints on the tasks.

Example. Figure 6 shaws distributed, TDMA-based S code for two host proces-
sors, po and p;, which executethe Giotto program from Figure 2. Supposethat



po executesthe pilot task, while p; takes care of the other tasks by executing
the E code in Figure 2 with the schedule (pilot) instructions removed. For p1,
we use the E code PG schedule (pilot); future (120; PO); return [p0]. Suppose
that the output of the pilot task is read by the control task, while the outputs
of the lieu and move tasks are read by the pilot task. For this purpose,we usea
TDMA-sc hedulewith two time slots, Ig and |, wherelg is from Omsto 10ms,and
I; is from 110msto 120ms.Processormpy sendsduring lg, and p; sendsduring I;.
The pilot _out driver writes the output of the pilot task into the sendbu®erof pg.
Similarly, the pilot _in driver readsthe input for the pilot task from the receive
bu®er of pg. On processorp;, the ctrl _in driver readsthe input for the control
task from the receive bu®er. The lieu_out and move_out drivers write the out-
puts of the lieu and move tasks, respectively, to the sendbu®er. Note that tasks
may be executedduring the time slotsly and |1, becausein a TT A ead host has
a separatenetwork processorthat handlesthe network tratc. For example,the
pilot task may run for its full period of 120ms.The control task, on the other
hand, cannot start before 10ms elapsefrom the beginning of the mode period,
becauseits inputs depend on valuesreceived during the time slot Io. Likewise,
the lieu and move tasks must complete before 110ms.The S code represerts an
EDF sdedule under the constraints imposedby the TDMA protocol. As the
constraints are the samefor all modes of the Giotto program, it can be shaovn
that this scheduleis optimal.
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