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Abstract

In 2-player non-zeo-sumgames,Nashequilibria cap-
ture the optionsfor rational behaviorif ead player at-
temptsto maximizeher payof. In contrast to classical
gametheory we considerlexicographic objectives: r st,
ead playertries to maximizener ownpayof, andthen,the
playertries to minimizethe opponents payof. Sud objec-
tivesarisenaturally in theveri cation of systemsvith multi-
ple componentsTherg, insteadof provingthatead compo-
nentsatis esits speci cationno matterhowthe othercom-
ponentsbehaveit oftensufces to prove that eadh compo-
nentsatis esits speci cation providedthat the other com-
ponentssatisfy their speci cations. We say that a Nash
equilibrium is secureif it is an equilibrium with respect
to the lexicographic objectivesof both players. e prove
that in graph gameswith Borel objectives,which include
the gamesthat arise in veri cation, there may be several
Nashequilibria, but thereis alwaysa uniquemaximalpay-
off pro le of secue equilibria. We showhow this equilib-
rium can be computedn the caseof -regular objectives,
andwe characterizethe memoryrequirementof strategies
thatachievethe equilibrium.

1. Intr oduction

We consider2-player non-zero-sumgames,i.e., hon-
strictly competitve games.A possiblebehaior of the two
playersis capturedby a stratgy pro le , Where
is a stratgy of playerl, and is a stratgy of player2.
Classicallythe behavior is consideredationalif the
stratgy pro le is a Nashequilibrium [7] —thatis, if nei-
therplayercanincreaséherpayof by unilaterallychanging
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her strategyy. Formally, let be the payof of playerl if
the stratgjies are played,andlet be the corre-
spondingpayof of player2. Then is a Nashequi-
librium if (1) for all player1 stratgies
and (2) for all player2 stratgyies . Nash
equilibriaformalizea notion of rationality which is strictly
internal: eachplayercaresabouther own payof but does
not in the leastcare(cooperatiely or adwersarially)about
theotherplayer's payof.

Choosingamong Nashequilibria. A classicalproblemis

that mary gameshave multiple Nashequilibria,and some
of them may be preferableto others. For example, one
might partially orderthe equilibria by if

both and . If auniquemaximal
Nashequilibriumexistsin thisorder, thenit is preferabldor

both players. However, maximal Nashequilibria may not
be unique. In thesecasesxternal criteria, suchasthe sum
of the payofs for both players,have beenusedto evaluate
differentrationalbehaiors [9, 14]. Theseexternalcriteria,
which are basedon a single preferenceorder on strateyy

pro les, areusuallycoopeastive, in thatthey capturesocial
aspectf rationalbehaior. We de ne andstudy instead,
an advesarial externalcriterion for rationalbehaior. Put
simply, we assumehat eachplayer attemptsto minimize
the otherplayer's payof aslong as,by doing so, shedoes
notdecreaséerown payof. Thisyieldstwo differentpref-
erenceorderson strateyy pro les, onefor eachplayer and
givesriseto a new notionof equilibrium.

Adversarial external choice. Accordingto our notion of
rationality, amongtwo strateyy pro les and ,
playerl prefers , denoted , if either

, or both and .
In otherwords,the prefeenceorder  of playerl is lexi-
cographic:the primary goal of player1 is to maximizeher
own payof; the secondarygoal is to minimize the oppo-
nents payof. The preferenceorder  of player2 is de-
ned symmetrically It shouldbe notedthat,de ned in this



way, adwersarialexternalchoicecannotbeinternalizeduni-
formly overall gamesby rst changinghepayof functions
of thetwo players,andthenusingtraditionalNashequilib-
ria: if and , thenuniforminter-
nalizationwould requireto increase by an arbitrarily
small

Secur equilibria. The two orders  and on strat-
egy pro les, which expressthe preferencesof the two
players, induce the following re nement of the Nash
equilibrium notion: is a secue equilibrium if
(1) for all player1 strate-
gies , and (2) for all
player2 stratgies . Notethatevery secureequilibrium
is a Nashequilibrium, but a Nashequilibrium neednot be
secureThenamé'secure”equilibriumderivesfrom thefol-
lowing equialentcharacterizationWe saythat a strateyy
pro le is secue if ary rationaldeviation of player2
—i.e., adeviation thatdoesnot decreaséer payof— will
notdecreasé¢he payof of playerl, andsymmetrically ary
rationaldeviation of player1 will not decreasehe payof
of player2. Formally, is secureif for all player2

stratgyies |, if then , andfor all

playerl stratgies , if then .
The securepro le canthusbe interpretedasa con-
tract betweenthe two playerswhich enforcescooperation:
ary unilateralsel sh deviation by oneplayercannotputthe
otherplayerata disadantagef shefollowsthe contract.It
is not dif cult to showv (seeSection2) that a strateyy pro-
le is asecureequilibriumiff it is botha securepro le and
a Nashequilibrium. Thus,the secureequilibria are those
Nashequilibria which represenenforceablecontractsbe-

tweenthetwo players.

Motivation: veri cation of component-basedsystems.
Themotivationfor our de nitions comesfrom veri cation.
There,onewouldlik eto provethatacomponenbf asystem
(playerl) cansatisfyaspeci cationno matterhow theenvi-
ronment(player2) behares[3]. Classicallythisis modeled
asa strictly competitive (zero-sum)game,wherethe envi-
ronments objective is the complemenbf the componens
objectve. However, the zero-summodel is often naive,
asthe ervironmentitself typically consistsof components,
eachwith its own speci cation (i.e., objectve). More-
over, the individual componentspeci cationsare usually
notcomplementaryacommonexampleis thateachcompo-
nentmustmaintainalocal invariant. Soa moreappropriate
approachs to prove thatplayerl canmeetherobjectve no
matterhow player2 behaesaslong as player2 doesnot
sabotagéher own objective. In otherwords, classicalcor-
rectnesgproofsof acomponenassumebsolutevorst-case
behaior of the ervironment,while it would sufce to as-
sumeonly relativeworst-casébehavior of the ervironment
—namely relative to the assumptiorthat the ervironment
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Figure 1. A reachability graph game.

itself is correct(i.e., meetsits speci cation). Suchrelative

worst-casgeasonings calledassume-guarante@easoning
[1, 2, 13], but sofar hasnot beenstudiedin the naturalset-

ting offeredby gametheory

Existenceand uniquenessof maximal secure equilibria.
We will seethatin generalgamesssuchasmatrix games,
theremay be multiple secureequilibrium payof pro les,
even several incomparablemaximal ones. However, the
gamesghatoccurin veri cation have a specialform. They
are playedon directedgraphswhosenodesrepresensys-
tem states,and whoseedgesrepresensystemtransitions.
The nodesare partitionedinto two sets:in playerl nodes,
the rst playerchoosesan outgoingedge,andin player?2
nodesthe secondplayerchoosesinoutgoingedge.By re-
peatingthesechoicesadin nitum, anin nite paththrough
the graphis formed, which represents systemtrace. The
objectve  of eachplayer is asetof in nite paths;for
example,an invariant (or “safety”) objective is the set of
in nite pathsthatdo not visit unsafestates.Eachplayer
attemptsto satisfyherobjectve by choosinga stratey
thatensureshatthe outcomeof thegameliesin the set
The objective s typically an -regular set (speci ed,
e.g.,in temporallogic), or more generally a Borel set[8]
in the Cantortopology on in nite paths. We call these
games2-playernon-zero-sungraph gameswith Borel ob-
jectives Our mainresultshavs thatfor thesegameswhich
may have multiple maximal Nashequilibria, therealways
exists a uniquemaximalsecureequilibrium payof pro le.
In otherwords,in graphgameswith Borel objectivesthere
is a compellingnotion of rationalbehaior for eachplayer,
whichis (1) aclassicaNashequilibrium,(2) anenforceable
contract(“secure”),and(3) a guarante®f maximalpayof
for eachplayeramongall behaiorsthatachieve (1) and(2).

Examples. Considerthe gamegraphshown in Fig. 1. In
all our gures weuse to denoteplayerl stateq(i.e., at
stategplayerl chooseghe successostate),and denotes
player2 states Theobjective of playerl is to reachthetar
get ,areachability(co-safetypbjective,andtheobjective
of player2 is to reacheither or , alsoa reachability

objectve. Therearetwo player1 stratgies: chooses
the move ,and chooses . Thereare
alsotwo player?2 stratgies:  chooses , and

chooses . The stratgy pro le leadsthe
gameinto  andthereforegivesthe payof pro le (0,1),

meaningplayerl losesandplayer2 wins(i.e.,only player2
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Figure 2. A graph game with Blchi objectives.

reachesertarget). The stratgy pro les , ,
and givethepayofs (1,1),(0,0),and(0,0),respec-
tively. All four strateyy pro les areNashequilibria; for ex-
ample,in player1 doesnot have an incentive to
switchto stratggy  (whichwould still give her payof 0),
andneitherdoesplayer2 have anincentive to switchto
(sheis alreadygettingpayof 1). However, the stratgyy pro-
le is not a secureequilibrium, becauseplayer 2
canlower playerl's payof (from 1 to 0) without changing
herown payof, namely by switchingto stratgyy . Sim-
ilarly, the stratgy pro le is not secure,because
playerl canlower player2's payof without changingher
own payof, by switchingto . Soif both players,in ad-
dition to maximizingtheir own payof, alsoattemptto min-
imize the opponentgayof, thenthe resultingpayof pro-
le is unique,namely (0,0). In otherwords,in this game,
the only rationalbehaior for both playersis to dery each
other'sobjectves.

This is not always the case: sometimest is bene cial
for both playersto cooperateo achiese their own objec-
tives, with the resultthat both playerswin. Considerthe
gamegraphshaowvn in Fig. 2. Both playershave Biichi ob-
jectives: player1 (square)wantsto visit  in nitely of-
ten, andplayer2 (diamond)wantsto visit  in nitely of-
ten. If player2 alwayschooses andplayerl al-
wayschooses , thenboth playerswin. This Nash
equilibriumis alsosecureif playerl deviatesby choosing

, thenplayer2 can“retaliate” by choosing ;
similarly, if player2 deviatesby choosing , then
player2 canretaliateby . It follows thatfor purely
sel sh motives (and not somesocialreason) both players
have anincentive to cooperatdo achieve the maximal se-
cureequilibriumpayof (1,1).

Outline and results. In Section2, we introducethe no-
tion of secureequilibrium and provide two interpretations
throughalternatie de nitions. In Section3 we prove the
existenceand uniquenes®f maximal secureequilibria in
graphgameswith Borel objectives. The proof is basedon
the following classi cation of stratejies. A player1 strat-
egy is calledstronglywinningif it ensureshatplayerl wins
andplayer? loses(i.e., the outcomeof the gamesatis es
). A player1 strateyy is retaliatingif it ensures
that player 1 wins if player2 wins (i.e., the outcomesat-

is es ). In otherwords, a retaliatingstrateyy for
player 1 ensureghat if player2 causesplayer1 to lose,
thenplayer2 will losetoo. If bothplayersfollow retaliating
stratgies , they maybothwin —in this case we say
that is a winning pair of retaliating strategies— or
they maybothlose. We shav thatat every nodeof a graph
gamewith Borel objecties, eitherone of the two players
hasa stronglywinning strateyy, or thereis a pair of retali-
ating strateyies. In all four cases—existenceof a strongly
winning strateyy for player1, or for player2, or existence
of awinning or losing pair of retaliatingstratgjies—these
stratgies specify a unique maximal securepayof pro le.
Basedon this insight, we give an algorithmfor computing
the secureequilibria in graphgamesin the casethat both
players'objectvesare -regular In Section4, we analyze
the memoryrequirementsof strongly winning and retali-
ating stratgjiesin graphgameswith -regular objecties.
Our results(in Tables1 and 2) considersafety reacha-
bility, Buichi, co-Bichi, and generalparity objectves. We
shav that stronglywinning andretaliatingstratgies often
requirememory evenin the simple casethata playerpur
suesareachabilityobjective. In Sections, wegeneralizeéhe
notionof securesquilibriafrom 2-playerto -playergames.
We show thattherecanbe multiple maximalsecuresquilib-
riain 3-playergraphgameswith reachabilityobjectives.

2. Secue Equilibria

In asecurggametheobjective of playerl is to maximize
her own payof andthenminimize the payof of player2.
Similarly, player2 maximizesherown payof andthenmin-
imizesthe payof of playerl. We wantto determinethe
bestpayof that eachplayer can ensurewhen both play-
ersplay accordingto thesepreferencesWe formalize this
asfollows. A strategy pro le is a pair of strate-
gies,where is a player 1 stratggy and is a player?2
stratgy. The stratey pro le givesrise to a payof
pro le , Where is the payof of player 1
if the two playersfollow the stratgies and , respec-
tively, and is thecorrespondingpayof of player2. We

de ne the player 1 preferenceorder  andthe player2
preferenceorder  on payof pro les lexicographically:
iff , that

is, playerl prefersa payof pro le thatgiveshera greater
payof, andif two payof pro les give her the samepay-
off, thensheprefersthe payof pro le in which player2's

payof is lower; symmetrically iff
. Giventwo payof pro les
and , We write iff both
and , andwe write
iff either or , for

De nition 1 (Securestrategypro les). A stratgy pro le



is secueif thefollowing two conditionshold:

A securestratgy for playerl ensureshatif player2 triesto
decreasglayerl's payof, thenplayer2's payof decreases
aswell, andvice versa.

De nition 2 (Securequilibria). A stratey pro le
is asecue equilibriumif thestratgy pro le is aNashequi-
librium andit is secure.ll

Lemmal (Equivalent characterization). The strategy
pro le is a secue equilibrium iff the following two
conditionshold:

Hence,in a secureequilibrium , heitherplayer
hasan incentive to switch from the strateyy pro le
to increasethe payof pro le accordingto herindi-

vidual payof pro le ordering

Example 1 (Matrix games). A secureequilibrium need
not exist in amatrix game.We give anexampleof a matrix
gamewhereno Nashequilibrium is secure. Considerthe
game belown, wherethe row player canchooserow 1
or row 2 (denoted and , respectiely), and the col-
umn playerchoosedetweenthe two columns(denoted
and ). The rst componenbf thepayof is therow player
payof, andtheseconccomponents thecolumnplayerpay-
off.

In this gamethe stratey pro le is the only Nash
equilibrium. But is notasecurestratey pro le, be-
causeif the row playerplays , thenthe column player
playing  can still get payof 3 and decreasehe row
player'spayof to 1.

Also multiple secureequilibriacanexist, asis the case,
for example,in a matrix gamewhereall entriesof the ma-
trix arethe same. Third, below is an exampleof a matrix
gamewith multiple secureequilibria but without a unique
maximalsecurepayof pro le.

are both secure
andthe

The strateyy pro les and
equilibria. Theformerhasthe payof pro le
latter hasthe payof pro le .

3. 2-Player Non-Zero-Sum Gameson Graphs

We consider2-playerin nite path-forminggamegplayed

on graphs.A gamegraph consists
of adirectedgraph ,where isthesetof stateqver-
tices)and is thesetof edgesanda partition of

the states. For technicalcorveniencewe assumethat ev-
ery statehasat leastone outgoingedge. The two players,
playerl andplayer2, keepmoving atokenalongtheedges
of the gamegraph: player 1 movesthe token from states
in , andplayer2 movesthetokenfrom statesin . A
play is anin nite path throughthe
gamegraph, that is, for all . A
stratgyy for player 1, givena pre x of a play (i.e., a -
nite sequenceof states),speci es a next stateto extend
the play. Formally, a strategy for player1 is a function
suchthatfor all and , we have
. A stratggy for player2 is de ned sym-
metrically Wewrite and todenotethesetsof stratgjies
for player1 andplayer2, respectiely. A stratgy is mem-
orylessif it is independenof the history of play. Formally,
astratgy of player , where , is memoryless

for all andall ; hence
a memorylessstratgy of player canbe representedsa
function : . A play is consis-
tentwith astratgy of player if for all , if ,
then . Givenastate , astrat-

egy of playerl, andastratgyy of player2, thereis a
uniqueplay , the outcomenf thegame which starts
from andis consistentvith both and .

Objectivesof the playersarespeci ed generallyassets

of in nite paths.Wewrite insteadbf

for in nite paths andobjectves . We usebooleanoper
atorssuchas , ,and onobjectvesto denotesetunion,
intersectionandcomplement A Borel objectiveis a Borel
set in the Cantortopologyon . Thefollowing
celebratedesultof Martin establisheshat all gameswith
Borel objectvesaredetermined.

Theorem 1 (Borel determinacy) [11]. For every2-player
graphgame , everystate , andeveryBorel objective ,
either (1) theris a strategy  of player 1 sud that for all
strategies  of player2, wehave ,or (2)there
is a strategy  of player 2 sudh that for all strategies  of
playerl, wehave .

In veri cation, objectvesareusually -regular sets. The
-regular setsoccurin the low levels of the Borel hierar
chy(in ) andform arobustandexpressve classfor
determiningthe payofs of commonlyusedsystemspeci -
cations[10, 16].
We considernon-zero-sungameson graphs. For our
purposesa graph game consistsof a game
graph , saywith stateset , togetherwith a startstate



andtwo Borel objectives . Thegame
startsat state , player 1 pursuesthe objectve , and
player2 pursuegheobjectve  (in general, is notthe
complemenbf ). Player getspayof if the
outcomeof the gameis a memberof , andshegetspay-
off otherwise.In thefollowing, we x thegamegraph
andtheobjectves and , but we vary the startstate
of thegame.Thuswe parameteriz¢he payofs by : given
stratgies and for thetwo playerswe write
if ,and otherwisefor .
Similarly, we sometimeseferto Nashequilibriaandsecur

stratgyy pro les of the graphgame asequi-
libria andsecurepro les at thestate .
Unigue maximal secure equilibria

Considera gamegraph  with stateset , andBorel

objectves and for thetwo players.

De nition 3 (Maximal secure equilibria).  For

, We write to denotethe set of states
such that a secure equilibrium with the payof pro le
existsin the game , thatis,
iff there is a secureequilibrium at  such that
. Similarly, de-

notesthe setof states suchthatthe payof pro le
is a maximalsecue equilibrium payof pro le at , thatis,
iff (1) and(2) for all Jf
, then and
|

We now de ne thenotionsof stronglywinning andretaliat-
ing stratgies,which capturethe essencef secureequilib-
ria. A stratgy for playerl is stronglywinning if it ensures
thatthe objective of player1 is satis ed andthe objectie
of player2 is not. A retaliatingstrateyy for playerl en-
suresthatfor every strateyy of player2, if the objectie of
player2is satis ed,thentheobjectiveof playerlis satis ed
aswell. We will shav thatevery secureequilibriumeither
containsa stronglywinning strateyy for oneof the players,
or it consistf a pair of retaliatingstrateyies.

De nition 4 (Strongly winning strategies). A stratgy
is strongly winning for player1 from a state if shecan
ensurghepayof pro le inthegame by
playingthestratggy . Formally, is stronglywinning for
playerl if for all player2 stratgies , we have

. The stronglywinning stratgiesfor player2
arede ned symmetrically

De nition 5 (Retaliating strategies). A stratgy isare-
taliating stratgy for playerl from astate if for all player2
stratgies , we have . Similarly, a
stratgy is aretaliatingstratayy for player2 from if for
all player1 stratggies , we have

We write and to denotethe setsof retaliat-
ing stratgiesfor playerl andplayer2 from . A stratgy
pro le is a retaliation strategy pro le at a state if
both and areretaliatingstratgiesfrom . 1

Example 2 (Biichi-Biichi game). Recallthe gameshovn
in Fig. 2. Consideithe memorylesstratgyiesof player2 at
state . If player2 chooses , thenplayer2 does
not satisfy her Biichi objectve. If player2 chooses

, thenat state  player1 chooses , andhence
player1's objectie is satis ed, but player2's objectve is
notsatis ed. Thus,nomemorylesstratayy for player2 can
beawinning retaliatingstrateyy at

Now considetthestrategyy  for player2 whichchooses

if betweenthe lasttwo consecutie visits to

thestate wasvisited, andotherwiseit choses
Giventhis stratey, for every stratgy of player1 that sat-
is es playerl's objectie, player2's objectiveis alsosatis-
ed. Let betheplayerl stratgy thatchooses
if betweerthe lasttwo consecutie visitsto  the state
was visited, and otherwisechooses . The strat-
egy prole consistsof a pair of winning retaliat-
ing stratgies, asit satis es the Biichi objectives of both
players.If instead player2 alwayschooses , and
player1 always chooses , we obtaina memory-
lessretaliation stratgy pro le, which is not winning for
eitherplayer: it is a Nashequilibrium at state  with the
payof pro le . Finally, supposethatat player?2
alwayschooses , andat playerl alwayschooses .
This stratgy pro le is againa Nashequilibrium, with the
payof pro le at , butnotaretaliationstrateyy pro-
le. Thisshavsthatatstate theNashequilibriumpayof
pro les , , and arepossibleput only
and aresecure.l

De nition 6 (Winning sets). We de ne the following
statesetsin termsof stronglywinning andretaliatingstrate-
gies.
The setsof stateswhereplayer1 or player?2 have a
stronglywinning strateyy, denotedby and ,
respectiely:

The setof stateswhereboth playershave retaliating
stratgiesandthereexists a retaliationstratayy pro le
whosestratgiessatisfythe objectivesof bothplayers:

The set of stateswhere both players have retaliat-
ing stratgyiesandfor every retaliationstrateyy pro le,



neitherthe objective of player 1 nor the objective of
player2 is satis ed:

and
and
[ |

We shaw thatthefour sets , ,and form
a partition of the statespace. This resultfully character
izeseachstateof a 2-playernon-zero-sungraphgamewith
Borel objectves, just like the determinag result (Theo-
rem 1) fully characterizeshe zero-sumcase. In the zero-
sumcasewhere , thesets and specify
thewinning statedor playersl and2, respectiely,

by de nition, and by determinag. We alsoshav
thatfor all , we have . It fol-
lows thatfor 2-playergraphgameq1) securesquilibriaal-
waysexist, andmoreaver, (2) thereis alwaysa uniquemax-
imal securesquilibriumpayof pro le. (Example2 shoved
that there can be multiple secureequilibria with different
payof pro les). Theproof proceedsn severalsteps.

Lemma2 and

Lemma3 Considerthefollowingsets:

Then

It follows from Lemmas2 and 3 that
. It alsofollows from Lemma2 that the sets
, , and aredisjoint. This givesthe following
result.

Theorem 2 (State space partition). For all 2-player
graphgameswith Borel objectivesthefour sets ,
, and forma partition of the stateset.

Lemma4 Thefollowingequalitieshold:
Lemma5 Thefollowingequalitieshold:

Lemma6 ; ;

Proof. Considera state and a secureequilib-
rium at . Sinceplayer?2 getsthe leastpossiblepay-
off and is asecurestratgy pro le, it followsthatfor
all stratggies  of player2, we have . Since

is aNashequilibrium,for all stratggies  of player2,

we have . Thuswe have .
Now considera state andlet bea stronglywin-
ning strategy of playerl at , thatis, for all stratgjies of
player2, we have . Forall stratgyies

of player2, the stratgy pro le is asecureequilib-
rium. Hence, . Since is the greatespayof
pro le in the preferenceorderingof the payof pro les for

player1, we have . Therefore
Symmetrically
Considera state and let be a se-
cure equilibrium at . We prove that and
Since is a securestratgy pro le,
for all stratgies of player2, if , then
. In otherwords, for all stratgjies of
player 2, we have . Hence
. Symmetrically . Thus .
Now considera state and let and
suchthat . A retaliation

stratgy pro le is, by de nition, a securestrateyy pro le.
Sincethe stratgy pro le assignghe greatespossi-
ble payof to eachplayer it is a Nashequilibrium. There-
fore .

Lemma?

Theoren? togethemwith Lemmass and? yieldsthefollow-
ing result.

Theorem 3 (Unique maximal secure equilibrium). At
everystateof a 2-playergraphgamewith Borel objectives,
there exists a unique maximal secue equilibrium payof
pro le.

Algorithmic characterization

We now give an alternatie characterizatiorof the sets

, , ,and . Thenew characterizatiois use-

ful to derive computationatomplexity resultsfor comput-

ing thefour setswhenplayerl andplayer2 have -regular

objectves. The characterizatioritself, however, is general
andappliesto all objectivesspeci edasBorel sets.

De nition 7 (Cooperative strategy proles). Given a
gamegraph with stateset , andanobjective ,
we de ne thefollowing sets:

We omitthesubscript if it is clearfrom thecontext. Let
be a statein and let be a stratgy pro le



suchthat . We referto asacoopestive
stratgy pro le at , andinformally saythatthetwo players
arecooperatingo satisfy . i

It follows from thede nitions that

and . De ne ,

the set of “ambiguous” statesfrom which neither player

has a strongly winning strateyy. Let , for
, the winning setsof the two players,and let

and , the setsof “weakly
winning” statesfor players1 and 2, respectiely. De ne
. Notethat

Lemma8

Example 2 shaws that in generalwe have
Given a gamegraph
of the stateswe write
graphinducedby , thatis,
. Thefollowing lemmacharacter

anda subset
to denotethe sub-

izesthe set

Lemma?9

Proof. Let . Thecase is
coveredby Lemmas, solet . Let bea

cooperatrestratgy pro le atthestate , thatis,
. Obsere thatif then
and . Hence,by the determinag of the zero-
sumgames,from every state , player1 (resp.
player?) hasa stratgy — (resp.™) to satisfythe objective
(resp. ) from the state . We de ne a pair

- — of stratgiesfrom asfollows. Let bea
pre x of aplay.

As soonasthe play reaches state , the players
follow their winning retaliating strat@ies from . It
followsfrom Lemma8 that

If , thatis, if theplay hasnotyetreached
theset ,thenplayerl useghestratgy andplayer2
usesthe strat@y If, however, player2 deviates
fromthestratgy ,thenplayerl switchego thestrat-
egy — from the rst stateafterthe deviation,andsym-

metrically, if playerl deviatesfrom , thenplayer2

switchego the ™.
It isnothardto arguethatbothstratgies  — and -
areretaliatingstratgies and - - ,
because - - . Hence .

Now let . Then ,
becausefor every stratgy pro le we have either
or A |

We now de ne two forms of -regular objectives, Ra-
bin and parity objectves. For an in nite path
, we dene
for in nitely mary

Rabin: We are given a set of pairssuch

that , Where
for all . A Rabinobjectivehas
theform thereexists
suchthatInf andInf
Parity: For , we write to denotethe set
, and We are
given a function that assignsa prior-
ity to every state . A parity (or Rabin
chain) objectivehasthe form
Inf iseven .

Every -regularsetcanbede nedasaparityobjective[17].
It follows from Lemma9 that in order to computethe
sets , , , and , it sufces to solve two
gameswith conjunctive objectves and a model-checking
(1-player)problemfor a conjunctve objectie. If the ob-
jectives and are -regularsetsspeci edasparity ob-
jectives,thentheconjunctionscanbeexpressedsthecom-
plementof a Rabinobjective[17]. This givesthefollowing
result.(Thesizeof agamegraph is ).

Theorem4 (Complexity of computing secure equilib-
ria). Considera gamegraph of size , andtwo Borel
objectives and for thetwoplayers.

Thefour sets , , and can be com-
putedas ;
; , whee
; and
If and are -regularobjectivespeci edasLTL

formulas,thendeciding , , , and is
2EXPTIME-completeThefour setscan be computed

in time , whee [15].
If and  are parity objectives,then , ,
,and canbedecidedin co-NP Thefour sets

can be computedn time , whee s the
maximalnumberof priorities in the priority functions
for and [5,4].

4. -Regular Objectives

In this sectionwe considerspecialcase®f graphgames,
wherethe two playershave reachability safety Biichi, co-
Biichi, and parity objectves. We x agamegraph with
statespace . Givenstatesets , theseob-
jectivesarede ned asfollows.

Readability:
Safety:
Buchi:
co-Buchi:



+ +| +| +

+| | |+ +

Table 1. Strongly winning strategies.

+| +| +| +| +

Table 2. Winning retaliating strategies.

Parity objectveswerede ned in the previoussection.Note
thatBuchiandco-Bichiobjectvesarespecialcasef par
ity objectiveswith two priorities: in theBiichicasetake the

priority function : suchthat if ,
and otherwise;in the co-Biichi case take the pri-
ority function : suchthat if ,

and otherwise.
We characterizéhe memoryrequirementdor strongly
winning and retaliating stratgiesif both playershave -

regular objectves. A retaliationstrateyy pro le is
calledwinning at a state if .
A stratgy is awinningretaliatingstratey for playerl at
state if thereisastratgyy for player2 suchthat is

awinning retaliationstratgy pro le at . Until the endof

thissectionlet  beareachabilityobjectve,  asafety
objectie, a Biichi objectve, a co-Buchi objectie,

and aparity objective. Notethat is a safetyobjec-
tive; is a reachabilityobjectie; is a Buchi ob-

jective; and is a co-Bichi objective. Moreover,

and and areall parity objectves.While

in zero-sumgamegplayedon graphsmemorylessvinning

stratgyiesexists for all parity objectives[6], thisis not the

casefor non-zero-sungames.Thefollowing two theorems
give acompletecharacterization.

Theorem5 If player 1 hasa strongly winning strategy
in a graph game whele both players have readability,
safetyBuchi, co-Buchi, or parity objectives and ,then
player1 hasa memorylesstrongly winning strategy if and
onlyif thereisa“ " symbolin thecorrespondingentry of
theTablel.

Proof.
gamewith objectves  and
azero-sungamewith the objective
obsenethattheobjective

For player 1, strongly winning a hon-zero-sum

is equivalentto winning
. It is easyto

is equivalentto a parity

CONS?

Figure 3. A countere xample for memor yless
strongly winning strategies.

objectve for all “ " entriesin Table 1, exceptfor safety—
reachability safety—safety and reachability—reachability
games.For thesethreecasesit is easyto arguethatmem-
orylessstrongly winning strateyies exist. The other* ”
entriesfollow from the existenceof memorylesswinning
stratgyiesfor zero-sunparity gameg6].

We now show that player 1 doesnot necessarilyhave
a memorylessstrongly winning strat@y in non-zero-sum
gameswith “ ” entriesin Table 1. It sufces to give
countergamplesfor the following four cases:co-Biichi—
safety Buchi—safety reachability—safetyand Buchi—co-
Bichi games. The casesof reachability—RBichi and
reachability—co-Bichi gamesfollow from the former two
casestespectiely, by symmetry Thecase®f Buchi—parity
and parity—parity gamesfollow trivially from the Biichi—
co-Biichi caseandthe caseof parity—safetygamedollows
trivially from the Biichi—safetycase. The gamegraph of
Fig. 3 senesasa countergamplefor all four casesFor all
thecaseslet and .

For the co-Bichi—safetycase the player1 stratgy that
chooses for the rst time andthenalwayschooses

is stronglywinning atthestate , butthetwo pos-

sible memorylesstratgies are not stronglywinning. For
all othercasestheplayer1 stratgyy thatalternatedetween
thetwo movesavailableat  is stronglywinning, but again
thetwo memorylesstratgiesarenot. i

Theorem6 If player 1 hasa winning retaliating strat-
egy in a graph gamewhetle both players havereadability,
safetyBuchi, co-Buchi, or parity objectives and ,then
player 1 hasa memorylessvinning retaliating strategy if
andonlyif thereisa“ " symbolin the correspondingen-
try of the Table 2.

Proof. Firstwe shav that player1 hasmemorylesswin-
ning retaliatingstratgiesin parity—reachabilityandsafety—
parity games.Recallthe weakly winning sets

and , Where for
.In playerl useshermemorylessvinning
stratgy in the zero-sumgamewith the objectve . In

playerl usesamemorylesstratgy thatshortens

the distancein the gamegraphto theset . This stratey
is awinning retaliatingstratey for playerlin , because
it satis estheobjectve . We provethatit is alsoawin-
ning retaliatingstrateyy for player1 in , thatis,
satishctionof the objective implies satisfction of the
objectve . Obsenethat . Otherwise
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Figure 4. A countere xample for memor yless
winning retaliating strategies.

V] ]

therewould be a statein in which the objective
of player 2 is satis ed and player 2 hasa strategy to

satisfy , andhencethe statebelongsto ; this how-
ever contradicts . Therefore,aslong asa
play staysin ,theobjectve  cannotbesatis ed.

On the otherhand,if player2 cooperatesvith player1 in
reaching ,thenplayerl playshermemorylessetaliating
stratgyin . Theprooffor safety—paritygamess similar.
There thekey obsenationis that , Wwhere

is the safetyobjective of playerl.

We now arguethat player1 doesnot have memoryless
winning retaliatingstratgiesin gameswith “ " entriesin
Table 2. It sufces to give countergamplesfor the nine
caseghatresultfrom co-Biichi, Biichi, or reachabilityob-
jectives for player 1, and Buichi, co-Biichi, or safety ob-
jectives for player2. The remainingseven casesinvolv-
ing parity objectvesfollow as corollaries,becauseBiichi
and co-Biichi objectives are specialcasesof parity objec-
tives. The gamegraphof Fig. 4 senesasa countergam-
ple for all nine cases:take and

,where , ,and are
theco-Buchi,Biichi,andreachabilityobjectivesof playerl,
respectiely, and , ,and aretheBichi, co-Bichi,
and safety objectives of player?2. It canbe veri ed that
in eachof the nine gamesneitherof the two memoryless
stratgiesfor playerlis awinningretaliatingstratey atthe
state , butthestratgythat rst chooseshemove
andthenchooses if player2 chooses
winning retaliatingstratey for playerl.

,isa

Notethatif both playershave parity objectves,thenat all
statesin memorylesgetaliation stratgyy pro les ex-
ist. To seethis, considera state Thereare
a player1 stratgy — and a player 2 stratgy — suchthat
for all stratgies of playerl and of player2, we have
- and - . The stratgy pro-
le — — isaretaliationstrategy pro le. If the objectves
and areboth parity objectves, then and
areparity objectvesaswell. Hencethereare memoryless
stratgies™ and— thatsatisfythe above condition.

5. -Player Games

We generalizethe de nition of secureequilibria to the
caseof players. We show thatin -playergames
on graphs,in contrastto the 2-playercase,theremay not

be a uniquemaximal secureequilibrium. The preference

ordering  for player , where , is de ned

asfollows: giventwo payof pro les and
, we have iff

. In other

words,player prefers over iff shegetsagreatemay-

off in , or (1) shegetsequalpayof in and , (2) the

payof of every otherplayeris nomorein  thanin , and

(3) thereis atleastoneplayerwho getsa lower payof in
thanin . Givenastratgy pro le , wede-
ne thecorrespondingayof pro le as ,
where is thepayof for player whenall playerschoos
their stratgjiesfrom the stratgyy pro le . Givenastratey
for player , we write for the stratgy pro le
whereeachplayer playsthe stratgry , andplayer
playsthe strategy . An -playerstratgyy prole is
Nashequilibriumif for all players andall stratgjies of
player , if , then

De nition 8 (Secure -player pro le). An -player
stratgy prole is secueif for all players and ,
andfor all stratgies of player , if , then

Obsere thatif a secureprole s interpretedasa con-
tractbetweerthe players,thenary unilateralsel sh devia-
tion from mustbe cooperatie in the following sense:if
player deviatesfrom thecontract by playinga stratgy

(i.e., the new stratey pro le is ) which

gives her an adwvantage(i.e., ), thenevery other
player is not put at a disadantagef shefollows the
contract(i.e., ). By symmetry the player en-
joys the samesecurityagainstunilateralsel sh deviations
of otherplayers.

De nition 9 (Secure -player equilibrium).
stratgyy pro le isasecueequilibriumif
equilibriumandsecure.l

A -player
is bothaNash

Similarto Lemmal we have thefollowing result.

Lemma 10 (Equivalent characterization). An -player

strategy pro le  is asecureequilibriumiff for all players ,

there doesnotexista strategy ~ of player sud that
and

We give anexampleof a 3-playergraphgamewherethe
maximal secureequilibrium payof pro le is not unique.
Recallthe gamegraphfrom Fig. 3, andconsidera 3-player
gameonthis graphwhereeachplayerhasareachabilityob-
jective. Thetargetsetfor playerl is ; for player2
it is ; andfor player3 it is . In state playerl
canchosebetweerthetwo successors and . If playerl
chooses , thenthe payof pro le is , and
if player1 chooses , thenthe payof prole is

. Both are secureequilibria and maximal, but in-
comparable.



6. Conclusion

We considerechon-zero-sungraphgameswith lexico-
graphically orderedobjectves for the playersin orderto
captureadwersarialexternalchoice,whereeachplayertries
to minimizethe otherplayer's payof aslong asit doesnot
decreas@erown payof. We shavedthatthesegameshave
auniqguemaximalequilibriumfor all Borel winning condi-
tions. This con rms that secureequilibria provide a good
formalizationof rationalbehaior in the context of verify-
ing component-baseslystems.

Concretelysupposéhetwo playersrepresentwo com-
ponentsof a systemwith the speci cations and , re-
spectvely. Classically componentwisereri cation would
prove thatfor aninitial state , player1 cansatisfythe ob-
jective  no matterwhatplayer2 does(i.e., ),
and player 2 can satisfythe objectve ~ no matterwhat
playerl does(i.e., ). Togetherthesetwo proof
obligationsimply that the compositesystemsatis es both
speci cations  and The computationalgain from
this methodtypically arisesfrom abstractinghe opposing
players(i.e.,theenvironments) movesfor eachproof obli-
gation. Our frameawork providestwo wealer proof obli-
gationsthat supportthe sameconclusion. We rst shav
that player 1 cansatisfy  provided that player 2 does
not sabotagéner ability to satisfy , thatis, we shav that

. either player 1 hasa strongly win-
ning stratayy, or thereis awinning pair of retaliationstrate-
gies. This conditionis strictly wealer thanthe condition
that player 1 has a winning strat@y, and thereforeit is
satis ed by more states. Secondwe shav the symmetric
proof obligationthat player2 cansatisfy  providedthat
playerl doesnot sabotagénerability to satisfy , thatis,

. While they arewealerthantheirclassical
counterpartsboth new proof obligationstogetherstill suf-
ce to establistthat , thatis, the compositesystem
satis es assuminghat both playersbehave ratio-
nally andfollow thewinning pair of retaliationstrateies.

It shouldbe notedthat the otherpossiblelexicographic
orderingof objectvescapturesoopeativeexternalchoice,
whereeachplayertriesto maximizethe otherplayer's pay-
off aslong asit doesnot decreasdner own payof. How-
ever, cooperationdoesnot uniquely determinea prefer
ablebehaior: theremay be multiple maximalpayof pro-
les for cooperatie external choice,evenfor reachability
objectves. To seethis, de ne iff

,and
iff or . A symmet-
ric de nition yields . A coopeative equilibriumis a
Nashequilibriumwith respecto the precedencerderings
and on payof pro les. Considerthe gameshavn
in Fig. 4, whereeachplayer hasa reachabilityobjectie.
The target for player1 is , andthe tamget for player2

10

is . Thepossiblecooperatie equilibriaat state areas
follows: player1 chooses andplayer?2 chooses
, or playerl chooses andplayer2 chooses
. The former equilibrium hasthe payof pro le
, andthe latterhasthe payof pro le . Theseare
the only cooperatie equilibriaand,therefore the maximal
payof pro le for cooperatie equilibriais notunique.

Acknowledgment. We thank ChristosPapadimitrioufor discus-
sionsaboutthe formalizationof rationalbehaior in gametheory
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