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I ntroduction

Computernetworkshaveexperiencedin explosivegrowth
overthepastfewyearsandwith thatgrowthhavecomesevere
congestiorproblems.For examplejt is now commonto see
internetgatewaysirop10%of theincomingpacketdecause
of local buffer overflows. Ourinvestigatiornof someof these
problemshasshownthat muchof the causdies in transport
protocolimplementationgnot in the protocolsthemselves):
The‘obvious’ waysto implementa window-basedransport
protocolcanresultin exactlythewrongbehaviorin response
to networkcongestion We give examplef ‘wrong’ behav-
ior anddescribesomesimplealgorithmsthat canbe usedto
makeright thingshappen.The algorithmsarerootedin the
ideaof achievingnetworkstability by forcing the transport
connectionto obey a ‘packet conservation’principle. We
showhowthealgorithmsderivefrom this principleandwhat
effecttheyhaveon traffic overcongestedetworks.

In Octoberof’86, thelnternethadthefirst of whatbecame
a seriesof ‘congestioncollapses’. During this period, the
datathroughputfrom LBL to UC Berkeley(sitesseparated
by 400yardsandtwo IMP hops)droppedrom 32Kbpsto 40
bps. We werefascinatedy this suddenfactor-of-thousand
dropin bandwidthandembarkedn aninvestigationof why
thingshadgottenso bad. In particular we wonderedf the
4.38sD (BerkeleyUNix) Tcpwasmis-behavingpr if it could
be tunedto work betterunderabysmalnetwork conditions.
Theanswerto both of thesequestionsvas“yes”.

*Note: Thisis a very slightly revisedversionof a paperoriginally pre-
sentedat SIGCOMM 88 [11]. If you wish to referencethis work, please
cite[11].

t This work was supportedin part by the U.S. Departmentof Enegy
underContractNumberDE-AC03-76SF00098.

4 This work was supportedby the U.S. Departmenbf Commerce Na-
tional Bureauof StandardsyinderGrantNumber60NANB8D0830.

Sincethattime, we haveput sevennew algorithmsinto
the4BsD TCP:

(i) round-trip-timevarianceestimation
(ii) exponentiaretransmitimer backof
(i) slow-start

(iv) moreaggressiveeceiverackpolicy
(v) dynamicwindow sizingon congestion
(vi) Karn’sclampedetransmitackof

(vii) fastretransmit

Ourmeasurementndthereportsof betatestersuggesthat
thefinal productis fairly goodatdealingwith congestedon-
ditionsonthelnternet.

This paperis a brief descriptionof (i) — (v) andthe ra-
tionalebehindthem. (vi) is analgorithmrecentlydeveloped
by Phil Karn of Bell Communication®Researchdescribed
in [15]. (vii) is describedin a soon-to-be-publishe®RFC
(ARPANET “Requestfor Comments”).

Algorithms (i) — (v) spring from one observation: The
flow ona TCP connection(or 1SO TP-4 or Xerox NS SpP con-
nection)shouldobeya ‘conservationof packets’principle.
And, if thisprinciplewereobeyedcongestiorcollapsevould
becomethe exceptionratherthantherule. Thuscongestion
controlinvolvesfinding placesthatviolate conservatiorand
fixing them.

By ‘conservatiorof packets'we meanthatfor a connec-
tion ‘in equilibrium’, i.e., runningstablywith a full window
of datain transit,the packetflow is what a physicistwould
call ‘conservative’: A newpacketisn’t putinto the network
until anold packetleaves.The physicsof flow predictsthat
systemswith this propertyshouldbe robustin the face of
congestiont Observatiorof theInternetsuggestshatit was
not particularlyrobust. Why thediscrepancy?

1A conservativeéllow meansthatfor any giventime, the integralof the
packetdensityaroundthe senderreceiversendetoop is a constant.Since
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Thereareonly threewaysfor packetconservatioro fail:

1. Theconnectiordoesnt getto equilibrium,or

2. A sendeinjectsanewpacketbeforeanold packethas
exited,or

3. Theequilibriumcant bereachedecausef resource
limits alongthe path.

In thefollowing sectionswe treateachof thesein turn.

1 Gettingto Equilibrium: Slow-start

Failure(1) hasto befrom aconnectiorthatis eitherstarting
or restartingafter a packetloss. Anotherway to look at the
conservatiorpropertyis to saythatthe sendemusesacksas
a‘clock’ to strobenew packetsinto the network. Sincethe
receivercangeneratecksnofasterthandatapacketsanget
throughthe network, the protocolis ‘self clocking’ (fig. 1).
Selfclockingsystemsautomaticallyadjustto bandwidthand
delayvariationsand havea wide dynamicrange(important
consideringhattcpspansarangerom 800MbpsCraychan-
nelsto 1200bpspacketradiolinks). But the samething that
makesa self-clockedsystemstablewhenit’ s runningmakes
it hardto start— to getdataflowing theremustbe acksto
clock out packetdut to getackstheremustbe dataflowing.
To startthe‘clock’, we developed slow-startalgorithm
to gradually increasethe amountof datain-transit? Al-
thoughwe flatter ourselveghatthe designof this algorithm
israthersubtle theimplementations trivial — onenewstate
variableandthreelines of codein thesender:

e Addacongestiowindow cwnd,to theperconnection
state.

e Whenstartingor restartingafteraloss,setcwndto one
packet.

e Oneachackfor newdatajncreasewndby onepacket.

packetsaveto ‘dif fuse’aroundthis loop, theintegralis sufficiently contin-
uousto beal yapunovfunctionfor thesystem.A constanfunctiontrivially
meetsthe conditionsfor Lyapunovstability sothe systemis stableandany
superpositiomf suchsystemgs stable.(Se€2], chap.11-120or[20], chap9
for excellentintroductiongto systemstability theory)

2 Slow-startis quite similarto the cuTe algorithmdescribedn [13]. We
didn’t know aboutcuTE at the time we weredevelopingslow-startbut we
shouldhave—euTE precedeaur work by severaimonths.

Whendescribingour algorithm at the Feb.,1987, InternetEngineering
TaskForce(IETF) meeting,we calledit soft-start a referenceto an elec-
tronicsengineets techniqueto limit in-rushcurrent. The nameslow-start
wascoinedby JohnNaglein a messagéeo the IETF mailing list in March,
'87. This namewasclearly superiorto oursandwe promptly adoptedt.

e When sending,sendthe minimum of the receivers
advertisedvindow andcwnd.

Actually, the slow-startwindow increasdsn’t thatslow:
it takestime Rlog, W where R is the round-trip-timeand
W is the window sizein packets(fig. 2). This meansthe
window opensquickly enoughto have a negligible effect
on performancegvenonlinks with alargebandwidth—delay
product. And thealgorithmguaranteethata connectiorwill
sourcedataat a rate at most twice the maximum possible
on the path. Without slow-start,by contrastwhen 10 Mbps
Ethernetostdalk overthe56 KbpsArpanetvia P gateways,
thefirst-hopgatewayseesaburstof eightpacketsieliveredat
200timesthepathbandwidth.Thisburstof packetoftenputs
the connectioninto a persistenfailure modeof continuous
retransmissionffigures3 and4).

2 Conservation at equilibrium:
round-trip timing

Oncedatais flowing reliably, problems(2) and (3) should
be addressed.Assumingthat the protocolimplementation
is correct,(2) mustrepresena failure of sendersretransmit
timer. A good round trip time estimator the core of the
retransmittimer, is the singlemostimportantfeatureof any
protocolimplementatiorthatexpectso surviveheavyload.
And it is frequentlybotched([26] and[12] describetypical
problems).

Onemistakeis not estimatingthe variation, o, of the
roundtrip time, R. Fromqueuingheoryweknowthat  and
thevariationin R increaseaquickly with load. If theloadis
p (theratio of averagearrivalrateto averagalepartureate),
R andog scaldike (1— p)~1. Tomakethisconcretejf the
networkis runningat 75% of capacity asthe Arpanetwas
in lastApril’ s collapse pneshouldexpectround-trip-timeto
vary by afactor of sixteen(—2o to +2).

The TcP protocol specification?3] suggestsestimating
meanroundtrip time via thelow-pasdfilter

R—aR+(1—a)M

where R is theaveragerTT estimate M is aroundtrip time
measuremerftom the mostrecentlyackeddatapacket,and
« is afilter gainconstantvith asuggestedalueof 0.9. Once
the R estimateis updated the retransmittimeoutinterval,
rto, for thenextpacketsentis setto SR.

Theparametep accountdor RTT variation(se€[4], sec-
tion 5). Thesuggested? = 2 canadaptto loadsof at most
30%. Above this point, a connectionwill respondto load
increasedy retransmittingpacketsthat haveonly beende-
layedin transit. This forcesthe networkto do uselessvork,
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Figurel: Window Flow Control ‘Self-clocking’
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This is a schematiaepresentationf a senderand receiveron high bandwidthnetworksconnected
by aslower, long-haulnet. The sendeis just startingandhasshippedawindow’s worth of packets,
back-to-back Theackfor thefirst of thosepacketds aboutto arrive backat the sender(thevertical
line atthemouthof thelower left funnel).

Theverticaldimensionis bandwidth the horizontaldimensionis time. Eachof the shadedoxesis
apacket.Bandwidth x Time = Bits sothe areaof eachbox is the packetsize. The numberof bits
doesnt changeasa packetgoesthroughthe networksoa packetsqueezeihto the smallerlong-haul
bandwidthmustspreadout in time. Thetime P representshe minimum packetspacingon the
slowestlink in the path(thebottleneclk. As the packetdeavethe bottleneckfor the destinatiomet,
nothingchangeghe inter-packetinterval so on the receivers net packetspacing P, = P,. If the
receiverprocessingime is the samefor all packetsthe spacingbetweenackson the receivets net
A, = P, = P,. If thetime slot P, wasbhig enoughfor a packet,it's big enoughfor anacksothe
ackspacings preservedlongthereturnpath. Thustheack spacingonthesendersnet A, = Ps.
So,if packetsafterthefirst burstaresentonly in responséo anack,the sendetspacketspacingwill

exactlymatchthe packettime onthe slowestiink in the path.

wastingbandwidthon duplicatesof packetsthat will even-
tually be delivered,at a time whenit’' s knownto be having
troublewith usefulwork. l.e.,this is the networkequivalent
of pouringgasolineon afire.

We developeda cheapmethodfor estimatingvariation
(seeappendixA)? andthe resultingretransmittimer essen-
tially eliminatesspuriousretransmissions.A pleasanside
effect of estimating3 ratherthanusinga fixed valueis that
low load aswell ashigh load performancemproves partic-
ularly overhigh delaypathssuchassatellitelinks (figures5
and6).

Anothertimer mistakeis in the backof after a retrans-
mit: If apackethasto beretransmittednorethanonce,how
shouldthe retransmitsbe spaced?For a transportendpoint
embeddedn a network of unknowntopology andwith an

3Wearefar fromthefirsttorecognizehattransporheedso estimateoth
meanandvariation. See for example[5]. But we dothink our estimatoris
simplerthanmost.

unknown,unknowableand constantlychangingpopulation
of competingconversationspnly oneschemehasany hope
of working—exponentiabackof—but a proof of thisis be-

yond the scopeof this paper* To finessea proof, notethat
anetworkis, to avery goodapproximationa linearsystem.
Thatis, it iscomposeaf elementshatbehavdike linearop-

erators— integratorsdelaysgainstagesetc. Linearsystem
theorysaysthatif asystenis stable thestabilityis exponen-
tial. Thissuggestshatanunstablesystem(anetworksubject

4See[7]. Severalauthorshaveshownthat backofs ‘slower than ex-
ponentialare stablegiven finite populationsand knowledgeof the global
traffic. However [16] showsthat nothingslowerthanexponentiabehav-
ior will work in thegenerakase.To feedyour intuition, considerthatan P
gatewayhasessentiallfhesamebehaviorasthe‘ether in anALOHA netor
Ethernet.Justifyingexponentiatetransmitbackof is the sameasshowing
thatno collision backof slowerthananexponentialvill guarantestability
on an Ethernet. Unfortunately with an infinite userpopulationevenex-
ponentialbackof won’t guaranteestability (althoughit ‘almost’ does—see
[1]). Fortunatelywedon't (yet) haveto dealwith aninfinite usempopulation.
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Figure2: The Chronology of a Slow-start
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Thehorizontaldirectionis time. Thecontinuougime line hasbeenchoppednto one-round-trip-time
piecesstackedvertically with increasingime going downthe page. The grey, numberedoxesare
packets. The white numberedoxesarethe correspondingicks. As eachack arrives,two packets
aregeneratedonefor the ack (the ack saysa packethasleft the systemsoa new packetis addecdto
takeits place)andonebecausenack openghe congestiorwindow by onepacket. It maybe clear
from thefigurewhy anadd-one-packet-to-windopolicy opensthewindow exponentiallyin time.

If thelocal netis muchfasterthanthe long haul net,the ack’s two packetsarrive at the bottleneck
atessentialljthe sametime. Thesetwo packetsareshownstackedn top of oneanother(indicating
thatoneof themwould haveto occupyspacen the gatewaysoutboundqueue).Thusthe short-term
gueuedemandn thegatewayis increasingexponentiallyandopeningawindow of size W packets
will requireV/2 packetsof buffer capacityat thebottleneck.

to randomload shocksand proneto congestivecollapse)
canbe stabilizedby addingsomeexponentiadamping(ex-
ponentialtimer backof) to its primary excitation(senders,
traffic sources).

3 Adaptingtothe path: congestion
avoidance

If the timersarein good shape,it is possibleto statewith
someconfidencehatatimeoutindicatesalostpacketandnot

5The phrasecongestiorcollapse(describinga positive feedbackinsta-
bility dueto poorretransmitimers)is againthe coinageof JohnNagle,this
timefrom [22].

a brokentimer. At this point, somethingcanbe doneabout
(3). Packetgyetlost for two reasons:they are damagedn

transit, or the networkis congestecand somewhereon the
paththerewasinsufiicientbuffer capacity On mostnetwork
pathsJossdueto damages rare(<1%) soit is probablehat
apacketlossis dueto congestiorin the network®

6Because packetlossemptiesthewindow, the throughputof anywin-
dow flow controlprotocolis quite sensitiveto damagéoss. ForanRFC793
standardl CP runningwith window w (wherew is atmostthe bandwidth-
delay product),a lossprobability of p degradeghroughputby a factor of
(14 2pw)~'. E.g.,a1% damagdossrate on an Arpanetpath (8 packet
window) degradegcp throughputby 14%.

The congestiorcontrol schemewe proposes insensitiveto damagdoss
until the lossrateis on the order of the window equilibrationlength (the
numberof packetst takesthewindowto regainits original sizeafteraloss).
If thepre-losssizeis w, equilibrationtakesroughly w2 /3 packetso,for the
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A ‘congestionavoidance’strategy suchasthe one pro-
posedn [14], will havetwo componentsThenetworkmust
be ableto signalthe transportendpointsthat congestionis
occurring(or aboutto occur). And theendpointanusthavea
policy thatdecreasestilizationif this signalis receivedand
increasesitilization if the signalisn’t received.

If packetlossis (almost)alwaysdueto congestiorand
if atimeoutis (almost)alwaysdueto alost packet,we have
agoodcandidatdor the ‘network is congestedsignal. Par-
ticularly sincethis signalis deliveredautomaticallyby all
existingnetworks,without specialmodification(asopposed
to [14] which requiresa newbit in the packetheadersanda
modificationto all existinggateway4go setthis bit).

The other part of a congestionavoidancestrategy the
endnodeaction,isalmostidenticalin theDeC/ISo schemeand
our Tcp’ andfollows directly from a first-ordertime-series
modelof the network® Say networkload is measuredy
averagejueudengthoverfixedintervalsof someappropriate
length(somethingheartheroundtrip time). If L; istheload
at interval i, an uncongestechetwork can be modeledby
saying L; changesslowly comparedo the samplingtime.
l.e.,

L;=N

(N constant).If the networkis subjectto congestionthis
zerothordermodelbreaksdown. The averagequeueength
becomeghe sumof two terms,the N abovethat accounts
for theaverageaarrival rateof newtraffic andintrinsic delay
anda new term that accountdor the fraction of traffic left
overfromthelasttimeintervalandtheeffectof thisleft-over
traffic (e.g.,inducedretransmits):

Li=N+~L;_4

(Thesearethefirst two termsin a Taylor seriesexpansiorof
L(t). Thereis reasorto believeonemighteventuallyneeda
threeterm,secondrdermodel,but not until the Internethas
grownsubstantially)

Arpanetthelosssensitivitythresholds about5%. At thishighlossrate,the
emptywindow effect describedabovehasalreadydegradedhroughputby
44%andtheadditionaldegradatiorirom the congestioravoidancevindow
shrinkingis theleastof one’sproblems.

Weareconcernedhatthecongestiorcontrolnoisesensitivityis quadratic
in w butit will take at leastanothergenerationof network evolution to
reachwindow sizeswherethis will be significant. If experienceshowsthis
sensitivityto be a liability, a trivial modificationto the algorithm makesit
linearin w. An in-progresaperexploresthis subjectin detail.

7This is not an accident: We copied Jain's schemeafter hearinghis
presentatiomt [9] andrealizingthatthe schemewas,in a senseuniversal.

8 Seeany goodcontroltheorytext for the relationshipbetweera system
modelandadmissiblecontrolsfor thatsystem.A niceintroductionappears
in[20], chap.8.

When the network is congested;y must be large and
the queuelengthswill startincreasingexponentially’ The
systemwill stabilizeonly if the traffic sourceghrottle back
atleastasquickly asthe queuesaregrowing. Sincea source
controlsload in a window-basedprotocol by adjustingthe
sizeof thewindow, W, we endup with the sendeipolicy

On congestion

W, =dW;_1 (Cl < 1)
l.e.,amultiplicative decreasef thewindow size (which be-
comesan exponentialdecreas@ver time if the congestion
persists).

If theres no congestion,y mustbe nearzero and the
load approximatelyconstant.The networkannouncesyia a
droppedpacketwhendemands excessivébut saysnothing
if aconnectioris usinglessthanits fair share(sincethe net-
workis statelesst cannotknowthis). Thusaconnectiorhas
to increaseits bandwidthutilization to find out the current
limit. E.g.,youcouldhavebeensharingthe pathwith some-
oneelseandconvegedto awindow thatgivesyou eachhalf
theavailablebandwidth.If sheshutsdown,50%of theband-
width will be wastedunlessyour window sizeis increased.
Whatshouldtheincreasepolicy be?

Thefirst thoughtis to usea symmetricmultiplicativein-
creasepossiblywith alongertime constant,W; = bW;_1,
1 < b < 1/d. Thisis a mistake. The resultwill oscillate
wildly and,ontheaveragedeliverpoorthroughput.Thean-
alytic reasonfor this hasto do with that fact thatit is easy
to drive thenetinto saturatiorbut hardfor thenetto recover
(what[17], chap.2.1, calls the rush-houreffec).’® Thus

9].e.,the systembehavedike L; ~ vL;_1, adifferenceequationwith
thesolution
L, =~"Lo
which goesexponentiallyto infinity for any~y > 1.

10In fig. 1, notethatthe ‘pipesize’is 16 packets 8 in eachpath,but the
sendelis usinga window of 22 packets. The six excespacketswill form
a queueat the entry to the bottleneckandthat queuecannotshrink even
thoughthe sendercarefully clocks out packetsat the bottlenecklink rate.
This stablequeuds anotherunfortunateaspecof conservationThequeue
would shrinkonly if the gatewaycould move packetsnto the skinny pipe
fasterthanthesendedumpedpacketsnto thefat pipe. But thesystemtunes
itself so eachtime the gatewaypulls a packetoff the front of its queue the
sendetaysanewpacketontheend.

A gatewayneedexcesutputcapacity(i.e., p < 1) to dissipateaqueue
andtheclearingtimewill scaldlike (1 — p)~2 ([17], chap2 is anexcellent
discussiorof this). Sinceat equilibriumour transportonnectioriwants’ to
runthebottleneckink at 100%(p = 1), we haveto besurethatduringthe
non-equilibriumwindow adjustmentpur controlpolicy allowsthe gateway
enoughfree bandwidthto dissipatequeueghatinevitably form dueto path
testingandtraffic fluctuations. By anargumentsimilar to the oneusedto
showexponentiatimer backof is necessaryit’s possibleto showthatan
exponentia{multiplicative)windowincreasepolicy will be‘faster thanthe
dissipatiortimefor sometraffic mix and thus,leadso anunboundedjrowth
of the bottleneclkqueue.
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overestimatinghe availablebandwidthis costly But anex-
ponentialalmostregardlessf its time constantincreaseso
quickly thatoverestimateareinevitable.

Withoutjustification,we’ll statethatthebestincreaseol-
icy is to makesmall,constanthangeso thewindowsize:*!

Onnocongestion

Wi=Wi_1+u (U <K "Vmax)
whereW,, ... isthepipesizgthedelay-bandwidtiproductof
thepathminusprotocoloverhead— i.e.,thelargestsensible
windowfor theunloadedpath). Thisis the additiveincrease
/ multiplicative decreasepolicy suggestedn [14] and the
policy we've implementedn Tcp. The only differencebe-
tweenthe two implementationss the choiceof constant$or
d andu. We used0.5and1 for reasongartially explained
in appendixD. A morecompleteanalysisis in yet another
in-progrespaper

Theprecedinghasprobablymadethe congestiorcontrol
algorithmsoundhairy butit’ snot. Like slow-start,it’ sthree
linesof code:

e Onanytimeout,setcwndto half the currentwindow
size(this is themultiplicative decrease).

e On eachack for new data,increasecwndby 1/cwnd
(thisis theadditiveincrease)-

e When sending,sendthe minimum of the receivets
advertisedvindow andcwnd

Note that this algorithm is only congestionavoidance it

doesnt include the previouslydescribedslow-start. Since
thepacketiossthatsignalscongestiorwill resultin are-start,
it will almostcertainlybe necessaryo slow-startin addition
to the above. But, becauséoth congestioravoidanceand
slow-startare triggeredby a timeout and both manipulate
the congestiorwindow, they arefrequentlyconfused.They
areactuallyindependerdlgorithmswith completeldifferent
objectives.To emphasizehe differencethetwo algorithms

11 seg[3] for acompleteanalysisof theseincreaseanddecreasgolicies.
Also see[7] and[8] for a control-theoreticanalysisof a similar classof
controlpolicies.

12Thisincrementrule may belessthanobvious. Wewantto increasehe
window by at mostonepacketover atime interval of length R (the round
trip time). To makethe algorithm ‘self-clocked’, it's betterto increment
by a smallamounton eachackratherthanby a large amountat the end of
theinterval. (Assuming,of course,the senderhaseffective silly window
avoidancdsee4], section3) anddoesnt attemptto sendpacketfragments
becausef thefractionallysizedwindow.) A window of sizecwndpackets
will generateat mostcwndacksin one R. Thusanincrementof 1/cwnd
per ack will increasethe window by at most one packetin one R. In
TCP, windows and packetsizesarein bytesso the incrementtranslatedo
maxseg*maxseg/cwmheremaxseds themaximumsegmensizeandcwnd
is expressedh bytes,not packets.

havebeenpresentedeparatelyeventhoughin practisethey
should be implementedtogether Appendix B describesa
combinedslow-start/congestioavoidancealgorithm

Figures? through12 showthe behaviorof Tcp connec-
tionswith andwithout congestioravoidance.Althoughthe
testconditions(e.g.,16 KB windows)weredeliberatelycho-
sento stimulatecongestionthe testscenariasn’t far from
commonpractice: The ArpanetiMp end-to-endprotocolal-
lows at most eight packetsin transit betweenany pair of
gateways.The default4.38sD window sizeis eight packets
(4 KB). Thussimultaneougonversationbetweensay any
two hostsatBerkeleyandanytwo hostsatmiT would exceed
the network capacityof the uce—mIT IMP path and would
lead'* to thetype of behaviorshown.

4 Futurework: the gateway side of
congestion contr ol

Whilealgorithmsatthetransporendpointcaninsurethenet-
work capacityisn't exceededtheycannotinsurefair sharing
of that capacity Only in gateways,at the convegenceof
flows, is thereenoughinformationto controlsharingandfair
allocation.Thus,weviewthegatewaycongestiordetection’
algorithmasthe nextbig step.

Thegoalof thisalgorithmto sendasignalto theendnodes
asearlyaspossiblebutnotsoearlythatthegatewaybecomes

13We havealso developeda rate-basedvariantof the congestioravoid-
ancealgorithmto applyto connectionlesgaffic (e.g.,domainservergueries,
RPC requests)Rememberinghatthegoalof theincreaseanddecreaseoli-
ciesis bandwidthadjustmentandthat‘time’ (the controlledparametem a
rate-basedchemepppearsn thedenominatoof bandwidth thealgorithm
follows immediately: The multiplicative decreasaemainsa multiplica-
tive decreasde.g.,doublethe interval betweenpackets). But subtracting
a constantamountfrom interval doesnot resultin an additive increasen
bandwidth. This approacthasbeentried, e.g.,[18] and[24], andappears
to oscillatebadly. To seewhy, notethatfor aninter-packetinterval I and
decrement, thebandwidthchangeof adecrease-interval-by-constal-
icy is
1 1
- —
I I—c
anon-linearanddestablizingincrease.
An updatepolicy thatdoesresultin alinearincreaseof bandwidthover
timeis

al;_1
a+1; g
where I; is theintervalbetweersendsvhenthe i th packetis sentand« is
thedesiredrateof increasean packetgerpacket/sec.
Wehavesimulatedheabovealgorithmandit appearso performwell. To
testthe predictionsof thatsimulationagainsteality, we havea cooperative
projectwith SunMicrosystemdo prototyperRpC dynamiccongestiorcontrol
algorithmsusingNFs asa test-bed(sinceNFs is knownto havecongestion
problemsyet it would be desirableto haveit work overthe samerangeof
networksasTcp).

14did lead.

;=
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starvedfor traffic. Sincewe planto continueusing packet
dropsasa congestiorsignal,gatewayself protection’from
amis-behavinchostshouldfall-out for free: Thathostwill
simply havemostof its packetdroppedasthe gatewaytrys
to tell it that it's using morethanits fair share. Thus, like
theendnodealgorithm,thegatewayalgorithmshouldreduce
congestiorevenif no endnodds modifiedto do congestion
avoidance And nodesthatdo implementcongestioravoid-
ancewill gettheir fair shareof bandwidthanda minimum
numberof packetdrops.

Sincecongestiorgrowsexponentially detectingit early
is important. If detectedearly, small adjustmentgo the
senderswindows will cureit. Otherwisemassiveadjust-
mentsare necessaryo give the net enoughsparecapacity
to pump out the backlog. But, given the bursty natureof
traffic, reliable detectionis a non-trivial problem. Jain[L4]
proposesischeméasednaveragingoetweergueueregen-
erationpoints. This shouldyield goodburstfiltering but we
think it might have convegenceproblemsunderhigh load
or significantsecond-ordedynamicsin the traffic.®> We
planto usesomeof our earlierwork on ARMAX modelsfor
round-trip-time/queudength predictionasthe basisof de-
tection. Preliminaryresultssuggesthatthis approactworks
well at high load, is immuneto second-ordeeffectsin the
traffic andis computationallycheapenougho notslowdown
kilopacket-persecondjateways.
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Figure3: Startup behavior of TCP without Slow-start
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Tracedataof the startof a TCP conversatiorbetweertwo Sun3/50srunningSunos 3.5 (the 4.38sD
TCcP). Thetwo Sunswere on differentEthernetsconnecteddy IP gatewaysdriving a 230.4Kbps
point-to-pointlink (essentiallythe setupshownin fig. 7). Thewindow sizefor the connectionwas
16KB (32 512-bytepacketspndtherewere30 packetf buffer availableatthe bottleneckgateway
The actualpath containssix store-and-forwardopsso the pipe plus gatewayqueuehasenough
capacityfor afull window butthe gatewaygueuealonedoesnot.

Eachdot is a 512 data-bytepacket. The x-axisis the time the packetwassent. The y-axisis the
sequenc@&umberin the packetheader Thusa vertical arrayof dotsindicateback-to-backpackets
andtwo dotswith the samey but differentx indicatea retransmit.

‘Desirable’ behavioron this graphwould be a relatively smoothline of dotsextendingdiagonally
from the lower left to the upperright. The slopeof this line would equalthe availablebandwidth.
Nothingin thistraceresembleslesirabledbehavior

The dashedine showsthe 20 KBps bandwidthavailablefor this connection. Only 35% of this
bandwidthwasused;therestwaswastedon retransmits AlImost everythingis retransmittecat least
onceanddatafrom 54 to 58 KB is sentfive times.
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Figure4: Startup behavior of TCP with Slow-start
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Sameconditionsastheprevioudigure(sametime of day, sameSuns samenetworkpath,samebuffer
andwindow sizes),exceptthe machinesvererunningthe 4.3* Tcp with slow-start. No bandwidth
is wastedon retransmitdut two secondss spenton the slow-startso the effectivebandwidthof this
partof thetraceis 16 KBps — two timesbetterthanfigure 3. (This is slightly misleading: Unlike
the previousfigure, the slopeof thetraceis 20 KBps andthe effect of the 2 secondoffsetdecreases
asthetracelengthens.E.qg.,if thistracehadrun a minute,the effective bandwidthwould havebeen
19KBps. Theeffectivebandwidthwithout slow-startstaysat 7 KBps no matterhow longthetrace.)
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Figure5: Performance of an RFC793 retransmit timer
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Tracedatashowingperpacketroundtrip time on a well-behavedArpanetconnection. The x-axis
is the packethumber(packetsvere numberedsequentially startingwith one)andthe y-axisis the
elapsedime from the sendof the packetto the sende's receiptof its ack. During this portionof the
trace,no packetsveredroppedor retransmitted.

The packetsareindicatedby a dot. A dashedine connectshemto makethe sequencesasierto
follow. The solid line showsthe behaviorof a retransmitimer computedaccordingto the rulesof
RFC793.

Figure6: Performance of a Mean+Variance retransmit timer
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Samedataasabovebut the solid line showsa retransmitimer computedaccordingo thealgorithm
in appendixA.
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Figure7: Multiple conversation test setup
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Testsetupto examingheinteractionof multiple, simultaneouscp conversationsharingabottleneck
link. 1 MByte transfers(2048 512-data-bytepackets)were initiated 3 secondsapartfrom four

machineatLBL to fourmachinesatUCB, oneconversatiopermachinepair (thedottedinesabove
showthe pairing). All traffic wentvia a 230.4Kbpslink connectinglP routercsam at LBL to IP

routercartan at UCB. Themicrowavelink queuecanhold up to 50 packets.Eachconnectionvas
given a window of 16 KB (32 512-bytepackets). Thus any two connectionscould overflow the
availablebuffering andthe four connectionexceededhe queuecapacityby 160%.

11
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Figure8: Multiple, simultaneous TCPs with no congestion avoidance
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Tracedatafrom four simultaneouscp conversationsvithout congestioravoidanceoverthe paths
shownin figure7. 4,0000f 11,000packetssentwereretransmission§.e., half the datapacketsvere
retransmitted) Sincethelink databandwidthis 25 KBps, eachof thefour conversationshouldhave
received6 KBps. Instead,oneconversatiorgot 8 KBps, two got 5 KBps, onegot 0.5 KBps and 6
KBps hasvanished.

12
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Figure9: Multiple, simultaneous TCPs with congestion avoidance
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Tracedatafrom four simultaneousrcp conversationaising congestionavoidanceover the paths
shownin figure 7. 89 of 8281 packetssentwereretransmissiongi.e., 1% of the datapacketshad
to be retransmitted).Two of the conversationgot 8 KBps andtwo got 4.5 KBps (i.e., all the link
bandwidthis accountedor — seefig. 11). The differencebetweenthe high andlow bandwidth
sendersvas dueto the receivers. The 4.5 KBps senderswvere talking to 4.38sD receiverswhich
would delayanackuntil 35%of thewindowwasfilled or 200mshadpassedi.e.,anackwasdelayed
for 5-7packeton theaverage).This meantthe sendemvould deliver burstsof 5—7 packeton each
ack.

The 8 KBps sendersveretalking to 4.3% BsD receiverswhich would delayan ack for at mostone
packet(becausef anack’s‘clock’ role,the authorshelievethatthe minimumackfrequencyshould
be everyotherpacket).l.e.,the sendemould deliver burstsof at mosttwo packets.The probability
of lossincreasesapidly with burstsizeso senderdalking to old-stylereceiverssawthreetimesthe
lossrate(1.8%vs.0.5%). Thehigherlossratemeantmoretime spentin retransmitvait and,because
of the congestioravoidancesmalleraveragevindow sizes.

13
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Figure10: Total bandwidth used by old and new TCPs
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Thethinline showghetotalbandwidthusedy thefour sendersvithoutcongestioravoidancéfig. 8),
averageaver5 secondntervalsandnormalizedo the25KBpslink bandwidth.Notethatthesenders
sendontheaverage25%morethanwill fit in thewire. Thethick lineisthesamedatafor thesenders
with congestioravoidancdfig. 9). Thefirst 5 secondntervalis low (becausef theslow-start) then
thereis about20secondsf dampedscillationasthecongestiortontrol‘regulator for eachrcpfinds
the correctwindow size. The remainingtime the sendersun at the wire bandwidth. (The activity
aroundl10secondss abandwidth're-negotiation'dueto connectioroneshuttingdown. Theactivity
aroundd0secondss areflectionof the'flat spot’in fig. 9 wheremostof conversatiotwo’sbandwidth
is suddenlyshiftedto conversationthreeandfour— competingconversationfrequentlyexhibitthis
typeof ‘punctuatecequilibrium’ behaviorandwe hopeto investigatets dynamicsn afuture paper)

14
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Figurel1l: Effective bandwidth of old and new TCPs
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Figure10 showedheold TcPswereusing25%morethanthebottleneckink bandwidth.Thus,once
the bottleneckqueuefilled, 25% of the the senderspacketswerebeingdiscarded.If the discards,
andonly the discardswereretransmittedthe sendersvould havereceivedthe full 25 KBps link

bandwidth(i.e., theirbehaviorwould havebeenanti-sociabut not self-destructive) But fig. 8 noted
thataround25%of thelink bandwidthwasunaccountefbr. Herewe averagehetotalamountbf data
ackedperfive secondnterval. (This givesthe effectiveor deliveredbandwidthof thelink.) Thethin

line is onceagaintheold Tcps. Notethatonly 75% of thelink bandwidthis beingusedfor data(the

remaindemusthavebeenusedby retransmissionsf packetshatdidn’t needto be retransmitted).

Thethick line showsdeliveredbandwidthfor thenewTcps. Thereis the sameslow-startandturn-on
transientfollowed by along periodof operatiorright at thelink bandwidth.

15
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Figure12: Window adjustment detalil
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Becausef thefive secondaveragingime (neededo smoothoutthe spikesin theold Tcp data),the
congestioravoidancewindow policy is difficult to makeoutin figures10 and11. Herewe show
effective throughput(dataacked)for Tcps with congestioncontrol, averagedover a threesecond
interval.

Whenapackeis droppedthesendesendauntil it fills thewindow, thenstopsuntil theretransmission
timeout. Sincethe receivercannotack databeyondthe droppedpacket,on this plot we’'d expectto
seea negative-goingpikewhoseamplitudeequalshe senders window size(minusonepacket). If
theretransmitiappengn thenextinterval(theintervalswerechoserto matchtheretransmitimeout),
we’d expectto seea positive-goingspikeof the sameamplitudewhenreceiveracksthe out-of-order
datait cached.Thusthe heightof thesespikesis a directmeasuref the senderswindow size.
Thedataclearlyshowsthreeof theseeventgat15,33and57 secondsaindthewindow sizeappearso
bedecreasingxponentially Thedottedline is aleastsquaredit to thesix windowsizemeasurements
obtainedfrom theseevents. The fit time constantwas 28 seconds.(The long time constants due
to lack of a congestioravoidancealgorithmin the gateway With a ‘drop’ algorithmrunningin the
gatewaythetime constanshouldbe around4 seconds)

16
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A A fast algorithm for rtt mean and
variation

A.l Theory

The RFC793algorithmfor estimatingthe meanroundtrip
time is one of the simplestexamplesof a classof estima-
tors calledrecursivepredictionerror or stochastiogradient
algorithms.In thepast20yearghesealgorithmshaverevolu-
tionizedestimationandcontroltheory[19] andit’ s probably
worthlooking atthe RFC793estimatorin somedetail.

Givenanewmeasurement: of theRTT (roundtrip time),
TCP updatesanestimateof theaveragerTT a by

a—(1—gla+gm

whereg isa‘gain’ (0 < g < 1) thatshouldberelatedto the
signal-to-noiseatio (or, equivalently variance)of m. This
makesaamoresenseandcomputedaster if werearrangend
collecttermsmultiplied by ¢ to get

a—a+g(m—a)

Think of a asa predictionof the nextmeasurementm — a
is the errorin thatpredictionandthe expressiorabovesays
we makea new predictionbasedon the old predictionplus
somefractionof the predictionerror. The predictionerroris
the sumof two components:(1) errordueto ‘noise’ in the
measuremerftandomunpredictableffectslike fluctuations
in competingtraffic) and(2) errordueto a badchoiceof a.
Callingtherandomerror E, andtheestimatiorerror E.,

a—a+gE, +gE,

The g E, term gives a a kick in the right direction while
the g ', termgivesit akick in arandomdirection. Overa
numbeiof samplestherandonkickscancelkachotheroutso
this algorithmtendsto convegeto the correctaverage.But
g representacompromiseWewantalargeg to getmileage
outof F. butasmall ¢ to minimize the damagerom FE, .
Sincethe £, termsmovea towardtherealaverageno matter
whatvaluewe usefor g, it's almostalwaysbetterto usea
gainthat’'stoo smallratherthanonethat'stoo large. Typical
gainchoicesare0.1-0.2(thoughit’ sagoodideato takelong
look at your raw databeforepicking again).

It’ sprobablyobviousthata will oscillaterandomlyaround
the true averageand the standarddeviation of a will be
g sde(m). Also that e convegesto the true averageex-
ponentiallywith time constantl/g. Soasmallerg givesa
stablera atthe expensef takinga muchlongertime to get
tothetrueaverage.

If we wantsomemeasureof the variationin m, sayto
computea goodvaluefor the TCP retransmitiimer, thereare

severahlternativesVariance g2, is theconventionathoice
becausét hassomenice mathematicaproperties.But com-
putingvariancerequiresquaring(m — a) soanestimatorfor
it will containa multiply with a dangerof integeroverflow
Also, mostapplicationswill wantvariationin the sameunits
asa and m, sowe’ll be forcedto take the squareroot of
thevarianceto useit (i.e., atleastadivide, multiply andtwo
adds).

A variationmeasurghat’s easyto computeis the mean
predictionerroror meandeviation,the averageof |m — aj.
Also, since

mdev? = (Z|m—a|)2 > Z|m—a|2:02

meandeviationis a moreconservativdi.e., larger) estimate
of variationthanstandarcieviation?®

Theres often a simplerelationbetweenmdevand sdev
E.qg.,if thepredictiorerrorsarenormallydistributed,;ndev =
v/7/2sdev. Formostcommondistributionsthefactorto go
from sdev to mdev isnearone(/7/2 ~ 1.25). l.e., mdev
is agoodapproximatiorof sdev andis mucheasierto com-
pute.

A.2 Practice

Fastestimatordor averagea and meandeviationv given
measurementn follow directly from the above. Both es-
timators computemeansso there are two instancesof the
RFC793algorithm:

Err=m-—a

a—a+gkErr
v—v+g(|Err|—v)

Tobecomputedjuickly, theaboveshouldoedonein inte-
gerarithmetic. Buttheexpressionsontainfractions(g < 1)
sosomescalings neededo keepeverythingnteger A recip-
rocalpowerof 2 (i.e., g = 1/2" for somen) is aparticularly
goodchoicefor ¢ sincethescalingcanbeimplementedvith
shifts. Multiplying throughby 1/g gives

2'q — 2%a + Err
20 — 2%+ (|Err| — v)

To minimize round-of error, the scaledversionsof a
and v, sa and sv, shouldbe kept ratherthanthe unscaled
versions.Pickingg = .125= % (closeto the.1 suggesteth
RFC793)andexpressinghe abovein C:

18puristsmaynotethatwe elidedafactorof 1/7, thenumberof samples,
from the previousinequality It makesno differenceto theresult.
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/* update Average estimator x/
m —= (sa >> 3);
sa+= m;
/* update Deviation estimator x/
if (m< 0)
m= —m;
m —= (sv >> 3);
SV += m;

It' s not necessaryo usethe samegainfor a andv». To
force the timer to go up quickly in responsdo changesn
theRTT, it sagoodideato give » alargergain. In particu-
lar, becausef window—delaymismatchthereare often RTT
artifactsat integermultiplesof the window size 1’ To filter
these,onewould like 1/g in the a estimatorto be at least
aslarge asthe window size (in packets)and 1/¢ in the v
estimatorto belessthanthewindow size 18

Usinga gain of .25 on the deviationand computingthe
retransmittimer, rto, asa + 4v, thefinal timer codelooks
like:

m —= (sa>> 3);
sa += m;
if (m < 0)
= —m,;
m —= (sv >> 2);
sV += m;
ro = (sa>> 3) + sv;

Ingenerathiscomputatiowill correctlyroundrto: Because
ofthesa truncationvhencomputingm —a, sa will convege
to the true meanroundedup to the nexttick. Likewise with
sv. Thus,ontheaveragethereis half atick of biasin each.
The rto computationshouldbe roundedby half a tick and
onetick needgo beaddedo accounfor sendeingphased
randomlywith respectto the clock. So,the 1.75tick bias
contributionfrom 4v approximatelyequalsthe desiredhalf
tick roundingplusonetick phasecorrection.

17E.g.,seepacketsl0-500f figure5. Note thatthesewindow effectsare
dueto characteristicef the Arpa/Milnetsubnet.In generalwindow effects
on the timer are at mosta second-ordeconsideratiorand dependa great
dealontheunderlyingnetwork. E.g.,if onewereusingthe Widebandwvith a
256packetwindow, 1/256would notbeagoodgainfor a (1/16mightbe).

18 Althoughit maynotbe obvious theabsolutevaluein the calculationof
v introducesanasymmetnyjin thetimer: Becausey hasthesamesignasan
increasendtheoppositesignof adecreasanoregainin v makeghetimer
go up quickly andcomedown slowly, ‘automatically’ giving the behavior
suggesteth [21]. E.g.,seetheregionbetweerpacketss0and80in figure
6.

B Thecombined slow-start with
congestion avoidance algorithm

The senderkeepstwo statevariablesfor congestioncon-

trol: aslow-start/congestiowindow, cwnd anda threshold
size, ssthiesh to switch betweenthe two algorithms. The

sendefs outputroutine alwayssendsthe minimum of cwnd

andthe window advertisedby the receiver On a timeout,

half the currentwindow sizeis recordedn ssthesh(this is

the multiplicative decreasgartof the congestioravoidance
algorithm),thencwndis setto 1 packet(this initiatesslow-

start). Whennewdatais ackedthesendeidoes

if (cwnd < ssthresh)
/x if we're still doing slow—start
* open window exponentiallyx/
cwnd += 1;

else
/+ otherwisedo Congestion
*x Avoidanceincrement-by—1 x/
cwnd += 1/cwnd;

Thus slow-startopensthe window quickly to whatcon-
gestionavoidancethinks is a safeoperatingpoint (half the
window thatgot usinto trouble),thencongestioravoidance
takesoverandslowly increaseshewindow sizeto probefor
morebandwidthbecomingavailableonthe path.

Notethattheelse clauseof theabovecodewill malfunc-
tion if cwndis anintegerin unscaledpne-packeunits. l.e.,
if themaximumwindowfor thepathis w packetscwndmust
covertherange0..w with resolutionof atleastl/w.'® Since
sendingpacketsmallerthanthemaximumtransmissiomnit
for thepathlowersefficiency theimplementomusttakecare
thatthefractionallysizedcwnddoesnotresultin smallpack-
etsbeingsent. In reasonablacp implementationsexisting
silly-window avoidanceodeshouldpreventuntpacketdut
this point shouldbe carefullychecked.

C Window adjustment interaction
with round-trip timing

SomeTcP connections particularly thoseover a very low
speedink suchasa dial-up SLIP line[25], may experience

19For Tcp this happensautomaticallysince windows are expressedn
bytes,not packets.For protocolssuchasISO TP4,theimplementorshould
scalecwndsothatthecalculationsabovecanbedonewith integerarithmetic
andthe scalefactorshouldbe largeenoughto avoidthefixed point (zero)of
|1/cwnd] in thecongestioravoidancencrement.
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an unfortunateinteractionbetweencongestionwindow ad-
justmentand retransmittiming: Network pathstendto di-
vide into two classes: delay-dominatedwhere the store-
and-forwardand/or transit delays determinethe rRTT, and
bandwidth-dominateavhere(bottleneck)ink bandwidthand
averagepacketsize determinethe RTT.?2° On a bandwidth-
dominategathof bandwidthb, acongestion-avoidanaein-
dowincremenbdbf Aw will increaséherTT of post-increment

packetdy

Aw
AR~ —
b

If thepathrTT variationV is small, A R mayexceedhe 4V

cushionin rto, aretransmittimeoutwill occurand,aftera
few cyclesof this, ssthiesh(and,thus,cwnd endup clamped
atsmallvalues.

The rto calculationin appendixA wasdesignedo pre-
ventthistypeof spuriougetransmissiotimeoutduringslow-
start. In particular the RTT variation V' is multiplied by four
in the rto calculationbecausef thefollowing: A spurious
retransmitoccursif the retransmittimeoutcomputedat the
endof slow-startrounds, rto;, is everlessthanor equalto
theactualRTT of the nextround. In theworstcaseof all the
delaybeingduethe window, R doubleseachround (since
thewindow sizedoubles).Thus R;1 = 2R; (whereR; is
themeasuredRTT at slow-startround:). But

Vii= Ri—Ri
= R;/2
and
rto;, = R; +4V;
= 3R
> 2R;
> Ry

sospuriousretransmitimeoutscannotoccur?!

Spuriougetransmissiodueto awindowincreasesanoc-
curduringthecongestioravoidancevindowincremensince
thewindow canonly bechangedn onepackeincrementso,
for a packetsize s, theremaybe asmanyas s — 1 packets
betweenincrements,long enoughfor any V' increasedue
to thelastwindow incremento decayawayto nothing. But
thisproblemis unlikely onabandwidth-dominategathsince

20E g.,Tcp overa 2400baudpacketradiolink is bandwidth-dominated
sincethetransmissionime for a (typical) 576byte IP packetis 2.4 seconds,
longerthanany possibleterrestrialtransitdelay

21Theoriginal SIGCOMM’88 versionof this papersuggestedalculating
rto asR+ 2V ratherthan R+ 4V . Sincethattimewehavehadmuchmore
experienceavith low speedSLIPlinks andobservedpuriougetransmissions
duringconnectiorstartup.An investigationof why theseoccurededto the
analysisaboveandthe changeto the rto calculationin app.A.

the incrementsvould haveto be morethantwelve packets
apart(thedecaytime of the V' filter timesits gainin the rto

calculation)which implies that a ridiculously large window

is beingusedfor the path??> Thusoneshouldregardthese
timeoutsasappropriatgounishmentor grossmis-tuningand
theireffectwill simplybeto reduceghewindowto something
moreappropriateor the path.

Although slow-startand congestionavoidanceare de-
signedto not triggerthis kind of spuriousretransmissioran
interactionwith higherlevel protocolsfrequentlydoes: Ap-
plication protocolslike sMTP andNNTP havea ‘negotiation’
phasewhereafew packetsareexchangedtop-and-waitfol-
lowed by datatransferphasewhereall of a mail message
or newsarticle is sent. Unfortunately the ‘negotiation’ ex-
change®penthe congestiorwindow sothe startof the data
transferphasewill dump severalpacketsinto the network
with noslow-starand,onabandwidth-dominatepath faster
thanrto cantrackthe RTT increasecausedyy thesepackets.
The root causeof this problemis the sameone described
in sec.1: dumpingtoo many packetsinto an empty pipe
(the pipe is emptysincethe negotiationexchangevascon-
ductedstop-and-waitvith noack‘clock’. Thefix proposed
in sec.1, slow-startwill alsopreventthis problemif theTcp
implementatiorcandetectthe phasechange.And detection
is simple: The pipe is emptybecauseave havent sentany-
thing for atleastaround-trip-time(anothemway to view RTT
is asthetime it takesthe pipeto emptyafterthe mostrecent
send). So, if nothinghasbeensentfor atleastonerTT, the
nextsendshouldsetcwndto onepacketto forceaslow-start.
l.e.,if theconnectiorstatevariablelastsndholdsthetimethe
lastpacketwassent,the following codeshouldappearearly
in the TCP outputroutine:

int idle = (snd_max == snd una);
if (idle && now — lastsnd> rto)
cwnd = 1;

Thebooleandle is trueif thereis no datain transit(all data

senthasbeeracked)sotheif says'if theresnothingin transit
andwe havent sentanythingfor ‘a long time’, slow-start.”
Our experiencéhasbeenthateitherthe currentrRTT estimate
or the rto estimatecanbe usedfor ‘a long time’ with good
results®

22Thethelargestsensiblevindow for apathis the bottleneckbandwidth
timesthe round-trip delay and, by definition, the delayis negligible for a
bandwidth-dominategathsothewindow shouldonly be afew packets.

23The rto estimateis more convenientsinceit is keptin units of time
while RTT isscaled.Also, becausef send/receiveymmetrythetime of the
lastreceivecanbeusedratherthanthelastsend— If theprotocolimplements
‘keepalives’ this statevariablemay alreadyexist.
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D Window Adjustment Policy

A reasonfor using % asathedecreasdéerm, asopposedo
the% in [14], wasthefollowing handwaving:Whenapacket
is dropped,you’re eitherstarting(or restartingaftera drop)
or steady-statesending. If you're starting, you know that
half the currentwindow size‘worked’, i.e., thata window’s
worth of packetswere exchangedvith no drops(slow-start
guaranteethis). Thuson congestioryou setthe window to
thelargestsizethatyou knowworksthenslowly increasehe
size. If the connectionis steady-stateunninganda packet
is dropped,it’ s probablybecause new connectionstarted
up andtook someof your bandwidth. We usually run our
netswith p < 0.5 soit’s probablethattherearenow exactly
two conversationsharingthe bandwidth. I.e., you should
reduceyourwindowby half becaus¢hebandwidthavailable
to you hasbeenreducedby half. And, if thereare more
thantwo conversationsharingthe bandwidth,halvingyour
window is conservative— and being conservativeat high
traffic intensitiess probablywise.

Althougha factorof two changen window sizeseemsa
large performancepenalty in systemtermsthe costis neg-
ligible: Currently packetsare droppedonly when a large
gueuehasformed. Evenwith the SO IP ‘congestionexpe-
rienced’bit [10] to force senderdo reducetheir windows,
we’re stuckwith thequeuebecausé¢hebottleneckis running
at 100% utilization with no excessbandwidthavailableto
dissipateghe queue.If a packetis tossedsomesendershuts
up for two RTT, exactlythetime neededo emptythe queue.
If thatsenderestartswith thecorrectwindow size thequeue
won't reform. Thusthe delayhasbeenreducedo minimum
withoutthe systemlosing anybottleneckbandwidth.

The 1-packetincreasehaslessjustificationthanthe 0.5
decrease.In fact, it's almostcertainlytoo large. If the al-
gorithmconvegesto a window size of w, thereare O(w?)
packetdetweendropswith anadditiveincreasepolicy. We
wereshootingfor an averagedrop rateof < 1% andfound
thaton the Arpanet(the worst caseof the four networkswe
tested) windows convegedto 8-12packets. This yields 1
packetincrementdor a 1% averagealroprate.

But, sincewe’ve donenothingin the gatewaysthe win-
dowwe convegeto is themaximumthe gatewaycanaccept
without droppingpackets.l.e., in thetermsof [14], we are
justto theleft of the cliff ratherthanjust to theright of the
knee.If thegatewaysrefixed sotheystartdroppingpackets
whenthequeueggetspushedasttheknee,ourincrementwill
bemuchtooaggressivandshouldoedroppeddy aboutafac-
tor of four (sinceour measurementsn anunloadedArpanet
placeits ‘pipe size’ at4-5packets).It appeardrivial to im-
plementa secondrdercontrolloop to adaptivelydetermine
theappropriaténcremento usefor apath. But secondrder

20

problemsareonholduntil we’'ve spentsometime onthefirst
orderpartof thealgorithmfor the gateways.
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