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Abstract— Reactive systemsare thosethat maintain an ongoing
interaction with their ervironment at a speeddictated by the
latter. Examples of such systemsinclude web sewers, network
routers, sensornodes,and autonomousrobots. While we increas-
ingly rely on the correctoperation of thesesystemsijt is becoming
ever harder to deploy them bug-free.

We propose a new formal framework for automatically re-
covering a classof reactive systemsfrom run-time failur es. This
classof systemscomprisesthosewhoseexecutionscan be divided
into rounds such that eachround performs a new unit of work.
We show how the systemrecovery and repair problem can be
modeled as an instance of an online learning problem. On the
theoretical side, we give a strategy that is near-optimal, and state
and prove bounds on its performance. On the practical side,
we demonstrate the effectivenessof our approach through the
casestudy of a buggy network monitor. Our resultsindicate that
online learning providesa useful basisfor constructing autonomic
reactive systems.

|. INTRODUCTION

Reactve systemsare thosethat maintainan ongoinginter-
actionwith their ervironmentat a speeddictatedby the latter.
Examplesof suchsystemsinclude mary kinds of networked
and embeddedystemssuchasweb seners, network routers,
sensomodes,and autonomousobots.

Even as we increasinglyrely on the correct operationof
suchsystemsit is becomingever harderto make thementirely

bug-freebeforedeployment. Therearethreemajor challenges.

First, traditionalof ine veri cation andtestingtoolsareunable
to keep up with growing system compleity. Second,the
ervironments in which embeddedand networked systems
operateis often unpredictableand it is hard to model them
preciselyfor veri cation andtesting.Finally, with the adwent
of software-as-a-servicand increasinguse of recon gurable
hardware, both software and hardware systemschangemuch
fasterthan before, so that a componentthat worked earlier
might no longer do so after an update.

Thereis thereforea needto constructautonomicreactive
systemsthat can (1) monitor themseles online and detect
failures arising from design and program faults (bugs), (2)
diagnoseandrecover from suchfailures,aswell as(3) learn
from failures so as to repair themseles over a period of
time. This paperis mainly concernedwith the third item.
Speci cally, we propose and demonstate a formal, algo-
rithmic approach to constructingautonomicreactivesystems
This work complementsa growing body of work on the rst
two items, sureyed belov. While our approachis generally
applicable|t is particularlysuitedto a classof systemsvhose
executionscan be divided into roundssuch that eachround

performsa new unit of work. We malke the following novel
contributions:

Online learning as a basisfor self-repair: The areaof

online learning studiesproblemsof repeatedlymaking
choicessoasto optimizethe averagecostof thosechoices
in the long run. We shav how the problemof repairing
a systemcan be formulatedas an instanceof the multi-

armedbandit problem[1], [2], a classiconline learning
problem.We give a learningstratgy customizedto our
problem context, and prove that this stratgy is near

optimal.

Exploiting parallelism for pro-actively exploring repair
space:With the adwent of multi-core processorsthereis

likely to be far more parallelismavailable on-chip than
most currentsoftware applicationscan exploit. Someof

this parallelism can be used for self-repair We give a
frameawork for leveragingavailable parallelismfor pro-

actively exploring the spaceof optionsto repair a fault.

Currently the searchfor a suitablerepair is only per

formed after the failure occurs,typically manually This

processis far too slow for online self-repair Instead,
we proposea duplicate version of the systembe run

alongsidethe main copy. This duplicateversionmorphs
itself in eachroundso asto explore the consequencesf

a particular* x” to the code, even when no failure has
occurred.The datathus collectedcan be usedto guide
the online learnerin selectinga goodrepairactionwhen
a failure is eventually encountered.

Fault modelsas a basis for de ning the repair space:
The spaceof possiblevariantsof a systemobtainedby

self-morphing can be huge; in some cases,it can be

exponentialin the size of the systemdescription.We

restrictandde ne the spaceof systemvariantsby usinga

faultmodel.While suchanapproachreduceghe spaceof

possiblerepairs,it alsomakesit morelikely thatthe bug

cannotbe x edwithin this space Diagnosticinformation
aboutthe causeof a failure that might be usedto guide
systemrepair can also be imprecise.We thereforeuse
a performancemetric called regret that rates a repair
stratgy in terms of how well it performswith respect
to the bestrepair in hindsight This metric allows us to

give theoreticalguaranteesboutour repairstratgy even

whena perfect x doesnot exist.

Demonstation on case study of network monitor: We

demonstratehe practicality of our theoreticalresultsby



applyingit to a simpli ed network monitordescribedn a
recentbook on Network Algorithmics [3]. Experimental
data indicates that the repair stratgly we give based
on online learning cornvergesto the correctrepair while
suffering far fewer failureson averagethan picking a x
at random.
While the presentedapproachis mainly focussedon system
self-repair‘in the eld,” we notethatit couldbeappliedof ine
aswell. For example,it could be usedas a “repair assistant”
to suggestpotentialbug x esto programmerdor a system
undertest.
Related Work. Several projectshave recently addressedhe
problem of surviving failures arising from software bugs.
Rinard et al. have introducedfailure-obliviouscomputing[4],
which seeksto executethroughbuffer over ow problemsby
returning arti cial values for readsthat are out of bound.
Although potentially unsafe,they demonstratehe utility of
beingableto executethroughan error ratherthanterminating
with an exceptionalconditionreportingthe error. The reactive
immune system[5] similarly proposedto execute through
errorshy returninga speculatie error codeon failure. Qin et
al. [6] presentRx, a systemfor recoveringfrom commonbugs
in commodity software, suchas web seners, such as buffer
overruns,races,and memorycorruption. The main ideais to
changethe controllablepart of the ervironment, namely the
operatingsystem,by providing safe versionsof systemand
library calls for use during rollback and recovery. However,
theseapproacheslo not generalizébeyondthe consideredug
classesaandthereis no useof online machinelearning.
Researchershave successfullydemonstratedthe use of
practical machinelearning and statistical monitoring to de-
tect and diagnosesystemfailures (e.g., [7], [8]). Our work
complementgheseefforts by startingwherethey nish, viz.,
by performingonline systemrepait
Easvaranetal. [9] discusssteering a techniquefor predict-
ing failuresandtakingevasive actionin advance,n the contect
of discreteevent systems.The authorsbuild upon previous
work on run-timeveri cation [10], [11] andinsteadfocuson
constructinga steererwhoselookaheads more than enough
to compensatéor communicationateny betweerthe steerer
and the system.Unlike our work, thereis no use of online
learning,andthe resultsare restrictedto nite-state systems.
Model-basednethodsinvolve the synthesisof fault diagno-
sisandrecovery componentérom high-level descriptiong12],
[13]. An example of a model-basedsystemis Livingstone
developedby Williams and Nayak[14]. Their work primarily
focuseson device faults (suchas in sensorsand actuators),
as opposedto the design/progranerrorsthat are the subject
of this paper Demsly et al. [15], [16] presentthe conceptof
data-structue repair, which usesa model-basedpproachto
maintaininginvariantpropertiesof datastructuresat run-time
in thefaceof errorsintroducedby buggycode.Joshietal. [17]
give amodel-basedpproacho recoveringdistributedsystems
from failures basedon partially obsenable Markov decision
processes.
Several projectshave explored ways to designcomputers

to recover quickly from transientrun-time failures, mainly
targetedtowardslinternetservices;an examplebeingthe work
on reboot-onlysystemg18], Our work is moretheoreticaland
focussedon deterministicerrors.

Il. FRAMEWORK

This sectionde nes the terminology and notation usedin
this paper and gives an overview of our approach.

A. Terminolay

We usethe taxonomyfor dependabl@endsecurecomputing
given by Avizienis et al [19].

A systemis an entity that interacts with other entities
(systems),including hardware, software, humanbeings,and
the physicalworld. Theseothersystemsorm its ervironment

The focus of this paperis on making systemsrobust from
bugs that a designer/programmemight introduce into the
systemdescriptiongspeciallythosebugsthataredeterministic
in naturewhoseeffects cannotbe eliminatedjust by rollback
andreplay In fact,thedeterministicnatureof suchbugsmakes
it likely that systemsrunning identical code will fail in the
same(correlated)wvay, andthosecorrelatedrailurescould even
be triggeredby a maliciousparty.

A failure occursin a systemwhenits behaior deviatesfrom
the speci cation. The part of the systemstatethat exhibits this
deviation is the error. The adjudgedor hypothesizedauseof
an error is called a fault.

The systemM is formally modeledas a transitionsystem,
represente@sa tuple (S;A; ;1), where

S is the setof systemstates;
A is the setof systemactions;

S A'! S isthetransitionfunction that describes
the next stateof the systemthat resultsfrom performing
an actionin the currentstate;and
| is the setof initial statesof the system.

The above systemmodel is standard.Formally, an action
is a predicateover two states(currentand next). Examples
of actionsinclude systemcalls, messagesendsand receves,
incrementinga hardware counter settinga bit, etc.

The only assumptiorwe make aboutthe systemM is that
it obeys a state-eneval property Speci cally, after startup
andinitialization, the systembehavior (alsotermedasrun or
executior) can be divided into rounds eachof which begins
in a “valid” startstateandis of nite, but arbitrary length.
A valid startstateis de ned by a stateinvariant| s ¢. This
is typical of mary reactve systemswhoseruns are in nite,
but are composedf terminatingsub-computationperformed
within a non-terminatingsense-compute-resporidop. One
waysto view thisassumptions thatM alwaysgeneratesome
output,evenif thatis not the correct output.

Formally, each minimally correct behaior (trace) of the
systemmust be a sequenceof statesand actionstaking the
form

Spo a1 Sy1a2::ia; Sj; Ai;+1 Si;+1 - i, Si, Qi,+1 Siy+1

where
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8 21,231, 8i; 2 lstart.
The nite sub-tracestarting at s;, and ending before s;,,,
is termedas round t. We make a distinction here between
the initial stateof the system(sp) andthe statein which the
systemstartsits state-reneral behavior (si,) to modelsystem
“boot-up’

The reasorwe requirethe state-renal behaior is so that
errorsdo not accumulateo the extentthatthe systembecomes
unrecwerable.By requiring the systemto return to a valid
start state in each round, we place a minimal correctness
requirementon eachexecution.We note that eachround can
be viewed as performinga “unit of work” An exampleof a
systemexhibiting this behavior is a network paclet processing
systemperformingatasksuchasa paclet forwarding,wherea
new pacletis processedh eachroundof execution.Similarly,
reactve sensoractuatorcontrol programsoperatein a sense-
compute-responbbop, the startof a new iterationcorresponds
to the programreturningto the headof the loop, SO I star ¢ IS
simply a predicateon the programcounter

Note that even systemsthat do not exhibit the above
behaior could potentially be viewed in this way. Eachround
could be a nite, but arbitrary-lengthpre x of a run of the
systemthat prematurelyendsin failure, with systemreboot
leadingto the startof a new round.We can potentially model
micro-rebootbasedapproache$l18] in this manner

Note thatwe aremakingno assumptionsiboutthe ernviron-
ment,including aboutthe distribution of inputsit providesor
asto its adwersarialnature.

B. Overviav of Appoadc

Figurel depictsthe form of the self-repairingsystemin our
approachTherearethreemain components.

Environment input System output

failure /
success
Implementation M
output
Checker
Module recommended
repair action
failure /
success
Self-Morphing
Variant of M
output

Fig. 1. Componentsof a self-repairing systembasedon online learning

The implementationmodule M is the original version of

the systemthat is to be deployed and/or tested.It receves
input from the ervironmentand generatesutput.

The checler module veri es that the output generatedby
M is correct. The checler modulecanbe a simpler (unopti-
mized),but reliableversionof theimplementatiorthatis either
formally veri ed to be corrector otherwiseassumedo be the
speci cation; in this case,it may be unableto keepup with
M but canrandomlypick the roundsin which it checksM 's
output. The checler can alternatvely be a collection of run-
time monitorsthat check continuouslythat systeminvariants
and assertionsare satis ed. The statusof the check (either
“failure” or “success”)is returnedto M so that it may take
correctve action. The vast body of literature on run-time
veri cation [10] canbe leveragedn the designof the checler
module.

The third componenis a variantof M thatis instrumented
so as to modify its transitionfunction in accordancewith
a fault model In eachround t, this variant, denotedM ,
also runs on the ervironmentinput. However, its output is
generatedolelyfor veri cation by the checler module.Based
on the failure/successtatusreturnedby the checler module,
M decideswhetherandhow to modify its transitionfunction
for the next roundt + 1. The algorithmthatM usesto make
this decisionis termedas a repair strategy.

The repair stratggy must pick a repair action i.e.,a x to
M , from a spaceof possiblerepair actionsof size m. This
spaceis de ned by a fault model. For example,one possible
fault modelis that a singlevariableis initialized to the wrong
constanfrom amongst setof m constantsWith programmer
assistancén writing “patterns” of repairs,or by useof static
analysistools, the spaceof actionscould be narroved down to
atractablesize.We will assumen this paperthatthe value of
m is small (polynomialin the systemdescription);techniques
to ensurethis areleft to future work.

A correct or perfectrepairis one which, when appliedto
thesystemgensureghatthe systemwill satisfyits speci cation
for all inputs.If thefault modelis impreciseit is likely thata
correctrepairwill not exist. Thereforewe de ne our measure
of performanceas a relatve measurethat comparesagainst
the numberof failuressufferedif the bestpossible x under
the assumedault modelhadbeeninitially appliedto M . This
relative measures calledregret We elaborateon this pointin
the next section.

If M suffersfailure,it repairsits codeby loadinganupdate
recommendedy M accordingto the repair strategy of the
latter The advantageis thatM canself-patchitself basedon
the“experience’gainedoy M over mary roundsof execution,
without having to wait a long time for a humansupervisorto
intervene. However, this approachis only as effective asthe
repair stratgy employed by M .

As a sidenote,we obsene that the approachcan also be
generalizedo a settingwhereM andthe checler arerunning
at a sener physically separatérom M , and possiblyin an
of ine diagnosisand repairmode.All the resultswe discuss
in the subsequensectionsalso carry over to this setting.



I1l. ONLINE LEARNING: FORMULATION AND
THEORETICAL RESULTS

In this section,we considerhow the online repair process
canbe optimizedby useof online learning. In particular one
canview therepairproblemasoneof learning from mistales
We leverageexisting resultsin computationalearningtheory
(e.g.,[2], [20]). Systemroundscorrespondo the “trials” in
which learningproceeds.

A. The Multi-Armed Bandit Problem

The problemwe faceis to pick a repair action basedon
the history of how candidaterepair actions have performed
on pastinputs received from the ernvironment. This problem
maps naturally to an online learning problem referredto in
the literatureasthe multi-armedbandit problem In the bandit
problem,originally proposedoy Robbins[1], a gamblerplays
on a setof m slot machinesover several rounds,choosingin
eachrounda speci ¢ slot machineto play on. At the start of
eachround, he chooses machine(a “one-armedbandit”) and
pulls its arm. He receves a reward at the end of the round.
The gamblers aim is to maximize the sum of the rewards
he receves over a sequencef rounds.Rewardscan be non-
positive, thus modelingcosts.

The mappingto our situationis easily seen.The gambler
correspondsto the the module M, and the slot machines
correspondto repair actions. If the chosenaction correctly
avoids the error in that round, it receves a reward of 1,
otherwise0.

In our setting, the rewards dependlargely on the inputs
selectedby the ervironment.In the basicbanditproblem,the
rewardsfor the armsare assumedo be drawvn independently
from a x ed, but unknawn, distribution. However, as Auer et
al. [2] argue,in mary computersystemssettingsan alternatve
formulation is desirable.They term this formulation as the
advesarial bandit problem which is essentiallythe sameas
the problemstatedabove exceptthatno statisticalassumptions
are made about the rewards. It is only assumedthat each
slot machineis initially assignedan arbitrary and unknavn
sequenceof rewards, one at eachtime step. Thus, we use
the adwersarialbandit problemformulation given by Auer et
al. [2] asthe startingpoint for devising a learning-basedepair
strateyy.

Our measureof performances relative to the bestrepair
action that could have been chosenfrom amongstthe m
possibilitiesandappliedto M initially. This measurés termed
asregret, andis formally de ned asfollows:

De nition 1 Theregretof arepairstrategy is the difference
betweerthe expectechumberof failuresof a systenthatuses

and the numberof failuressufered whenusing fromthe start,
the bestrepair action (receivinghighestreward, in hindsight).

Note that the expectationin the above de nition is taken over
the randomchoicesmade by the repair stratgy, not by the
ervironmentin choosingits inputs.

The bandit problem illustrateswell the trade-of between
exploitation and exploration. On the one hand, the gambler
needsto try out all the arms enough(exploration) in order
to discover whetherone of them can get a high cumulative
reward.On theotherhand,too muchexplorationwill notallow
the gamblerto exploit the bestarm often enough.

In our contet, we leverageparallelismanduseM to pro-
actively perform exploration of the repair spacebefore M
actuallyencountersifailure.In otherwords,M getsto exploit
the resultsof exploration performedby M .

B. Repair Strategies

Supposethe systemis run for T roundsof execution.In
the worst case,if thereexists an input that causeghe system
M to fail, an adwersarialervironmentcould always pick that
input to feedto M . In otherwords,M canendup suffering
T failures.

We now presenttwo stratayies that achieves o(T) regret
whenmInm = oT). Thatis, if the numberof actionsm
is small enoughthat the quantity mIn m is asymptotically
strictly lessthan the numberof roundsT, sub-linearregret
canbeachiezed. The rst stratey, termedExp3,wasgivenby
Auer et al. [2]. The secondtermedCE3,is a variantof Exp3
that usesa cost-basednodel ratherthan a reward-basedne.
As we explain later in this section,CE3 is more suitablefor
practicalimplementationandis a contribution of this paper

In the sequelwe referto repairactionssimply as“actions)
andidentify them by their indices,which rangefrom 1 to m.

The Exp3 Strategy. Auer et al. [2] presenthe Exp3 stratgy
(which standsfor “exponential-weightalgorithm for explo-
ration and exploitation”). A core idea is to use weights to
track the performanceof actionsover a sequenceof rounds.
A larger relative weight for an action indicatesa history of
betterperformancedor that action.
A descriptionof this stratgy is given in Figure 2(a). At

the start of eachroundt, Exp3 draws an actioni; according

actions. This distribution is a mixture of the uniform distri-
bution and one that assigngo eachactiona probability mass
basedon the weight associatedvith that action. The mixture
is done basedon a parameter 2 (0;1]. Intuitively, the use
of the weight-basedprobability massis in order to facilitate
exploitation, while the uniform distribution is mixed in so as
to ensureexploration of the actionspace.

If the chosemactioni; causeghe systemto suffer a failure,
its weight (andthoseof all the otheractions)remainsthe same
for thenext roundt+ 1. However, if the systemworkscorrectly
with action i¢, the weights are increasedby an exponential
factor that re ects the estimatedreward. Thus, in this case,
theweightscanonly increasenever decreasindpelov 1. Note
further thatif, after a point, the chosenactiondoesextremely
well (thealgorithmsettlinginto exploitationmode),its weight
will increaseto +1 .

Auer et al. [2] prove that the Exp3 stratgy can achiee
ao(T) regretif minm = oT), as statedin the following



Strategy Exp3

Parameter: 2 (0;1]
Initialization: w;(1) = 1, foralli= 1;2;:::;m.

At eachround: t = 1;2;3;::::
1) Foreachi = 1;2;:::;m, let

w; (t)
(1) = (1 p_— 7 4+
2) Draw action iy from the set f1;2;:::;mg

randomly according to the probabilities

3) Receve reward R;, givenby
(

0 if actioni; fails;

R;. =
" 1 otherwise

4) Forj = 1;2;:::;m, set

R = ROBO =i
. 0 otherwise.
wi(t+1) = w() exp —Rj(0)

Strategy CE3

Parameter: 2 (0;1)
Initialization: w;(1) = 1, foralli = 1;2;:::;m.

At eachround: t = 1;2;3;::::
1) Foreachi = 1;2;:::;m, let

w; (t)
(1) = (1 P 7 4+
2) Draw action iy from the set f1;2;:::;mg

randomly according to the probabilities

3) Receve costC;, where

1 if actioni; fails;

Gy, =
" 0 otherwise

4) Forj = 1;2;:::;m, set

G = GOO =i
' 0 otherwise;
wit+1) = w) exp G

(a) Exp3

(b) CE3

Fig. 2. Two Repair Strategies.Theweightw; trackshow repairactioni performsover multiple rounds.In the caseof CE3,the weightscanonly decrease.

statemenbf their theorem.

Theorem 1 (Auer et al. [2]) For an)qT > 0, supposeExp3

usesthe input parameter = minf 1, (rg '“l)”} g. Then,Exp3

achievesa regret thatis O( Tminm).

Auer et al. [2] also prove a lower bound on the regret
achievable by ary stratgyy, which we statein the following
theorem.

Theorem 2 (Aueretal. [2]) Foranym 2andT > 0, there
existsa distribution over the assignmerp@ards sud that
the expectedregret of any strategy is ( mT).

Notice the P Inm gap betweenthe bounds.However, the
gapis small enoughthat it is not signi cant in practice.The
regret achieved by Exp3is thus nearoptimal.

Thereare however someproblemswith a practicalimple-
mentationof the Exp3 stratgyy that we mustconsider:

1) Time/Spacecompleity: Exp3 requiresO(m) spaceto
store weights. The time required to sample accord-
ing to the probabilities p; can however be reduced
to O(log m), using a clever sampling and weight
maintenancealgorithm given by Matias et al. [21]. For
large action sets,the spaceexpensecan be signi cant;
however, asnotedearlie; we leave that to future work.

2) Unnecessarypdatesto weights:Note thatthe p; prob-
abilities will changewhile goingfrom roundt to round
t+ 1 only if theweightof actioni; changesThe weight
wi, , in turn,only changesf i; succeedsThus,evenafter
Exp3 corvergesto a subsebf correctactions,assuming
they exist, the weightswill continueto increaseto +1 ,
thusincurring an unnecessargverhead.

A secondarypoint is that an implementationusing
oating-point arithmetic would suffer over ow-related
inaccuraciesin spiteof ary re-normalizatiortechniques
one might apply. These inaccuracieswould have an

adwerseimpact on probability estimates,and thus on

the corvergenceof the algorithm. Actions that do well

continueto get selectedin subsequentounds,making

over ow highly likely. If insteadthe weightsof actions
that repeatedlyperform badly are decreasedynder ow

to zero can occur, but that is less likely and more

easily handledthroughre-normalizatiorbecausebadly-

performing actions are unlikely to be chosenin the

future.

In orderto eliminatethe latter problem,we have designed
a variant of Exp3 that uses a cost-basedmodel and
decreaseweightsratherthanincreasingthem. Auer et al. [2]
recommendthat costsin [0; 1] can be modeledas negative
rewardsin [ 1;0] and handledby Exp3 after translationto



[0; 1]. That approachdoesnot resole the above problem.

Cost-BasedExp3 Strategy. We presenta cost-based/ariant
of the Exp3 stratgy, which we term CE3.

Figure2(b) describeghis strategy. As canbe seenfrom the
gure, therearetwo main points of difference:

1) In CE3,the chosenactioni; incursa costof 1 whenit
fails, otherwiseno costis incurred.Exactly the opposite
happensn Exp3.

2) The weight of the chosenaction needsto be updated
only if it fails. In that case,the weightis decreasedby
an exponentialfactor

Thus,the cost-basedtrateyy CE3 avoids the problemswith
Exp3 exceptfor the O(m) spacecostperround.

Kleinberg [22] hasalsogiven a cost-basediariantof Exp3
that differs from CE3 in the weight updaterule, but which
alsoupdatesa weight of an actiononly whenit fails.

In spite of the changesCE3 alsoyields similar guarantees
on the regretas Exp3. We statethis in the following theorem:

Theorem 3 For large enoughT > 0, supposahatqn Inm <

(e 1)T andthatCE3usegheinputparameter = (’2 '”1)"}.

Then,CE3 achievesa regret that is O(p Tmlnm).

Obsenethatif mIinm = o(T), CE3achievesaregretof o(T).
The proof of the above theoremgivenbelaw, usesa similar

techniqueasthe proof givenfor Theoreml by Auer etal. [2],

but thereare also sometechnicaldifferences.

Proof: We usethefollowing factswhich canbe easilyderived

from the descriptionof CE3in Figure 2(b).

1 m
Ci(t) O 1)
C0ew = p0Sl-cn @

- Pi ! Pi; plt (t) It

xn xn
pi (1) Ci (1) C.(t) = Ci(t) 3

i=1 i=1
Let W; = P i“ll wi (). NotethatW; = m, while W; Wi

sincethe weightscanonly decrease.
For an(arbitrary)action;j , sincew; (T+ 1) 2 [O; 1] andw; (T +

1) Wi, we have
W, W,
In n————
W41 w; (T + 1)
= InWy Inw (T + 1)
X
= Inm —  ( G()

t=1

Thus, we have the following upperboundinequality:

Wy

Wres nm+ — é(t)

t—l

In

(4)

Wer  _ T owt+1) X vv.(t) ,
W, = - W, . W, exp Hél(t)
X' n _
— p|(t) m :
= B - & Eél(t)
Usingtheinequalitye * 1 x+(e 2)x?(for0 x 1)
and Inequality 1 we get
Wer X pi(t) o _ (e 2)° 2) 2

i=1
Expandingthe aborve expressionand simplifying while using
Equation2 and Inequality 3, we get

Wit (e 1?2
— 1 —— G, )+ ——"— C t
W, ma )" maa e N
(e 1)°
exp m(L )Cn(t) m2(L ) . él (t)
wherethe lastinequalityis obtainedusingthefact1+ x €~
for all x 2 R.
Taking naturallogarithmson both sides,we obtain
W, | e 12X 4
n Wi m(1 )Clt(t) m2(1 ) i=1 0
Adding the inequalitiesfor t = 1;2;3;:::; T, we get
2 X X0
g e S ST T e
T+ m( ) i1 m=( ) =1 iz
P
Note that th1 Ci, (t) is the cumulative costincurredby the

CE3algorithm,which we will denoteby Ccgs. Thus,rewriting
the above, we get the desiredlower boundinequality:

A e 12X X
W41 m(1 m2(1 ) =1 i1
Combininglnequalities(4) and (5), andtaking expectationon

bothsideswhile notingthatE[C; (t)] = C; (t) (by Equation2),
we get

Gi(t) (5)

In

) Cces

Inm + - G (1)
t=1
e 12X X

m- ) M) in

Sincej is an arbitrary action, the above equality also holds
forj = b, whereb is the bestactlgnln hindsightover the T
roundsof execution.The quantity ,_; C;(t) is thusthe cost
incurred by the systemusing the bestaction, which we will
denoteas Cpes: Further switchingthe orderof summationon

E[Ccesl Ci(t)

the RHS andsinceC;(t) 1, we obtain
(e 1)°
Inm + Ecbest mE[CCES] W”‘T
_ (e 1)°
S md ) E[Ccedl m(d )T



Multiplying throughoutby ™, andusing 2~ 1, we get
minm 1 e 1
T T
E[Cced (¢ 1) T

Rewriting, we obtainan upperboundon the regret of CE3:

minm
E[Ccrs] Chest +(e 1T (6)
It is easil)éseenthatfor = (”g'+)”} CE3achieresaregret
thatis O(" TmInm).
[

Uniform Random Strategy. For comparisonin our experi-
mental evaluation, we also de ne the following simple ran-
domizedstrategy:

UR: Pick a repair action from the setof m actions
uniformly at random.

It is easyto shaw that,in the worst case,if thereis no correct
repair underthe fault model,thenthe UR strategy can suffer
( T) failuresover T rounds. The key insight is that UR
does not track past performanceof actions;it can pick an
imperfectactionin nitely oftenandthe ervironmentcanforce
that actionto fail eachtime.

Theorem 4 The expectedregret of the UR strategy for a
worst-caseervironmentover T roundsis ( T).

IV. CASE STuDY: A NETWORK MONITOR

We now considethow the CE3stratgyy performsin practice.
Our casestudyis asimpli ed network monitor, a paclet lter -
ing systemto detectmalicioustrafc, takenfrom Vargheses
book on Network Algorithmics [3].

The network monitor seeksto drop paclets that match a
syntactic patternof malicious behaior while forwarding all
other paclets. The data payload of a paclet is viewed as
a URL of length L that could potentially have malicious
code embeddedn it. We view this payload as a sequence
of charactergbytes)of lengthL , with thelast characteibeing
a null character For each possiblecharacterc, thereis an
associatedhreshold . that speci es that ¢ must appearno
more than L timesin the paclet. A malicious paclet is
de ned asonethatviolatesthis thresholdrestrictionfor some
character

Varghesestepsthe readerthrough several implementations
of this network monitor, from very simple and slow, to a
cleverly optimizedversion.For our casestudy we chosethe
most highly optimized version as the implementationunder
onlinetest,andreferto it asImpl. The second-mosbptimized
variantis consideredo bethe correctspeci cationandis used
to checkthe outputof Impl; we referto it asSpec We begin
by describingtheseversionsin SectionlV-A.

A. Two \ersions

Both Spec andImpl are nite-state machineghat make use
of lookup tables(arrays).

Figure 3(a) depictsthe operationof Spec Spec makesuse
of two lookuptables.The rst, thresh _arr , storesthresholds
for eachof the 256 possiblecharactersn the form of shifts
ratherthanas oating-point fractions.The secondtableis an
array count _arr of length 256 storingfor eachcharacterc a
countof the numberof timesc wasencounteredh this paclet.
In eachround, Spec begins by initializing count _arr with
zeroesone entry per cycle. Thus, Spec takes 256 cyclesjust
to initialize its count _arr . After initialization, it proceeddo
readand processthe bytesin the paclet, one byte per cycle.
For eachcharacterc that is read,the entry count _arr [c] is
incrementedAs the datapayloadis of lengthL, this process
takesL cycles.By calculatingthe ratio of the countover the
thresholdon-the- y while readingeachcharactera nal pass
throughthe countarrayto checkthresholdds avoided. Thus,
the decisionon whetherto drop or forwardthe pacletis made
in 256+ L cycles.

Impl runs much fasterthan Speg, in 1 + L cycles. Its
operationis shavn in Figure 3(b). The key insight usedin
Implis to delayinitialization of count _arr atthecostof using
slightly more storage.Brie y, Impl initializes only one entry
in count _arr per round of execution (paclet). However, it
alsomaintainsa registerto keeptrack of a “global generation
count; which is the currentroundnumber(modulomaximum
storablevaluein theregister),aswell asanarrayof generation
countsfor the last time eachcharactes entry in count _arr
was updated.If the generationcount of the currently read
characterdoes not match the global generationcount, that
charactes count arr entry is setto 1 (initialization of 0
plusthe rst occurrence)ptherwiseijt is incrementedasusual.
By maintaininga large enoughgenerationregister Impl can
proceseachpacletin 1+ L cycleswhile avoidingwraparound
issueswith the global generationcount.

For further details on the above casestudy we refer the
readerto the book [3].

B. Fault Injection and Veri cation

For our experimentalevaluation, we createdthree buggy
versionsof Impl, eachleadingto paclets being incorrectly
classi ed.

The rst buggyversionwasobtainedy injectingafaultinto
asingleassignmenin the codefor Impl. Insteadof settingthe
count _arr entry to 1 when a generationcount mismatchis
detectedyve setit to 0. Thus,anoff-by-oneerroris introduced
leadingto a maliciouspaclet beingincorrectly forwarded.

The secondbuggy versionwas createdsimilarly, this time
for when the generationcount matchesup. Insteadof incre-
mentingthe count _arr entry for characterc by 1 whenc is
encounteredwe leave the countunchanged.

Finally, the third buggy version was createdby injecting
both of the above faults.

We rst attemptedo formally verify the correctnessf Impl,
checkingthat it generatedequialent resultsto Spec for a
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Fig. 3. Two implementations of a simpli ed

paclet. The state-of-the-ar€adencesMV modelchecler [23]
was usedfor this purpose However, SMV ranout of 2 GB of
memoryevenfor a greatlysimpli ed versionwith L = 8, only
8 possiblecharactersanda 3-bit generationcountregister

We then used simulation to test Impl against Spec on
randomlygenerateghaclets,wherethe characterén thepaclet
were selecteduniformly at randomand the two variantsrun
in tandemfor several thousandrounds.This randomtesting
successfullffound mismatchebetweerthe answergenerated
by Impl and Spec, but diagnosisand repair remainedto be
done.

C. Online Error Detectionand Repair

Considerusing Spec to checkonline the resultsgenerated
by Impl. Since Spec runs 255 cycles slower than Impl on
each paclet, we cannotcheck the output of Impl on every
paclet. However, this applicationis onein which afew failures
can be tolerated(amountingto a few droppedpaclets), but
it would be unacceptablgo drop several thousandbenign
paclets. Thus, for example,we can use Spec to checkevery
other outputgeneratedy Impl.

While Spec can be usedto detecterrors, it cannottake
over from Impl on detectinga failure without a signi cant
performancdoss— it would needto drop every other paclet
until Impl is repaired.Our goal in this experimentwas to
investigateusing the CE3 stratgy given in the preceding
sectionto evolve Impl towardsa correctsystemover several
roundsof execution.

We createdan overall network monitor comprising three
modulesexecutingin parallel: Impl, Spec, and Impl, where
Impl is a self-morphing version of Impl. Using backward
slicing from the statementsin the code that make the
“drop”/“forw ard” decisionon a paclet, we identi ed that the
updatesto the count array were the only statementsthat
could affect the decision, since the threshold array entries
remain constant.Theseupdatestatementgo the count array
are exactly the two statementsn which faults were injected,
asdescribedn SectionlV-B.

The fault model assumedn the designof Impl is that at
mostoneupdatestatements wrong.We deliberatelymadethis

Shift Count Gen Evil code
0] 1bit 5 100
( Get AIM://overflow # * # | * # # )
® ° °
° ° °
# [4bits] 3 L L D
- ® 1) Read wide word
2) If Gen malch, Write count + 1 else Write 1
| L 3) if C[i] shifted by T[i] > Max, replace Max
255

CurrentGen=101 ( At the end, flag packet if Max > URL langthj

(b) OptimizedIimplementationimpl

network monitor. Figuresreproducedrom [3].

choice so that the fault modelis impreciseif both faults are
injected,andwe can measurehe impactof thatimprecision.
Thus, in eachround, Impl changesone of the two update
statementén its code,choosingfrom a spaceof 2L candidate
repair statementgactions). This spacecomprisesstatements
that setthe countarray entry to an arbitrary integer constant
in [O;L 1] aswell asthosethatincrementthe entry by ary
integerin [O;L 1]

The above setof repairstatementss small enoughthatthe
spacerequirementsfor implementingCE3 in Impl are only
linear in the length of the paclet. For the rst two buggy
versionswith a single injected fault, it includesthe correct
repait Thus,it formsa usefulspaceof possiblerepairsfor the
buggy versionsunderinvestigationin this casestudy

Note that our approachrequiresa network monitor to use
two additionalcoresfor Spec andImpl for every coreusedfor
Impl. We believe thatthe parallelismavailablein thefuturecan
well supportthis redundang. In fact,the CiscoSilicon Packet
Processomlready has an array of 188 programmableRISC
cores[24].

D. ExperimentalResults

We implementeda simulator for the systemcomprising
Impl, Spec, andIimpl, asdescribedabove. To experimentwith
this systemat a few different scales,we parameterizedhe
numberof charactersllowedin theURL (denotedN ), varying
it over the setf64;128 2569. To simplify the designof the
overall system,we setL to be equalto N. Thus, Impl needs
N + 1 cyclesto processa single paclet, while Spec needs2N
cycles.

Each simulation of an execution of the systemwas run
for onemillion rounds,whereeachround comprises2N + 2
cycles. Thus, Impl processeswo pacletsin eachround, the
rst of which is alsoprocessedy Specin orderto checkthe
resultof Impl. Packetsweregeneratediniformly at randomas
describecearlier Spec usesthe rst 2N cyclesto processhe
paclet received at the start of the round,andthe remaining2
cyclesto checkthe resultsof Impl andImpl; in the latter case,
it updateghe weight of the repairactionif neededThe self-
morphingvariantimpl alsoprocessesnly the paclet receved



Repair N = 64 N =128 N = 256
Stratgy | Mean | Std. Dev. Mean | Std. Dev. Mean | Std.Dev.
None | 423.30 10.55|| 1020.00 23.76 || 2163.63 42.54
CE3 29.73 20.53 85.42 57.01| 348.35 224.21
UR 254.70 293.63| 464.55 440.34| 992.65| 1081.26
(a) Fault 1
Repair N = 64 N =128 N = 256
Stratgly | Mean | Std. Dev. Mean | Std. Dev. Mean | Std. Dev.
None | 471.50 11.02|| 1134.25 25.28 || 2423.18 47.58
CE3 36.61 27.93 75.62 52.46 || 330.33 199.41
UR 301.04 302.70| 479.97 444.48| 864.81 963.73
(b) Fault 2
Repair N = 64 N =128 N = 256
Stratgy Mean | Std. Dev. Mean | Std. Dev. Mean | Std. Dev.
None 470.95 18.05| 1123.42 32.39 2427.99| 211.15
CE3 817.20 49.41 | 2239.26 94.55 6336.40| 221.54
UR 6535.87| 366.94| 30917.90| 1307.95| 120458.61| 3607.66

(c) Both Faults

Fig. 4. Experimental data obtained by simulations with randomly generated packets. The numbersshavn in the tablesare the measuredaverageand
standarddeviation of the numberof failuressuffered by Impl while usingthe indicatedrepair strat@y. In the caseof Tables(a) and (b), thesealso coincide

with the regret asthereexists a valid repairunderthe fault model.

at the startof the round, using the remainderof the roundto
run CE3to selectthe repairactionfor usein the next round.

In all, we performed27 experiments.In eachexperiment,
we picked a combinationof a buggy versionof Impl (out of
the 3 describedn SectionlV-B), oneof the 3 possiblevalues
of N, and one of 3 possiblerepair stratgyies (CE3, UR, or
no repair).For eachexperiment,we ran 100 simulations,each
with a different random seed.At the end, we measurethe
meanand standarddeviation of the numberof failuesof Impl
obtainedwith eachrepair stratayy.

Ourresultsareshovn in Figure4. We notethatfor a precise
fault model(i.e., whenonly a singlefault is injected)the CE3
stratgly helpsto reducethe numberof failures of Impl as
comparedto doing no online repair at all; the improvement
rangesfrom 15 times fewer failuresfor N = 64 to abouta
factorof 7 fewer failuresfor N = 256. However, when both
faults are injected, the CE3 stratgyy doesa bit worse, but is
still within a factor of 3 of the numberof failures suffered
by the unrepairedsystem.We believe that this factor can be
broughtdown signi cantly asthe numberof roundsincreases.

We note that for a single fault injection (Figures 4(a)
and (b)) the CE3 repair stratgy doesmuch better than the
UR stratgyy for all combinationsof buggy implementations
and N . Both the averageand the standarddeviation of the
numberof failures suffered by Impl underthe CES3 stratey
aresigni cantly lessthanunderthe UR strateyy, rangingfrom
afactorof 10for N = 64 to afactorof about3 for N = 256.

Signi cantly, notice from Figure 4(c) that whenboth faults
are injected, thereis no single correctrepair statemeniboth
updatedo the countarray mustbe repaired).In this casethe
CES stratggy doesmuch betterthan UR, suffering 20 times
fewer failureson averagefor N = 256,

Overall,we canconcludethatif we searcHor arepairaction
underan accuratefault model, the CE3 stratgy cando much
betterthaneitherleaving the systemunrepairedor picking an
action completelyat random(UR).

V. CONCLUSION

In summary this paper makes a rst step towards the
constructionof autonomicreactve systemsbasedon online
learning. We have given a framework for leveraging paral-
lelism to pro-actively explore the spaceof repairseven before
afailureis encounteredA mappingto the well-studiedmulti-
armedbanditproblemhasbeengiven,alongwith a novel cost-
basedstrateyy for the same.An experimentalevaluationwith
a simpli ed network monitor shavs that our repair stratgy
canbe effective.

Finally, we also mention that the applicationsof online
learningandthe CE3strateyy presentedhereingo well beyond
repairingfaults; for example,it canbe usedin auto-tunergo
improve the performanceof a systemasit runs.
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