
1

Can we incentivize sensing in a light-handed way?
Kristen Woyach, Padmini Pyapali, and Anant Sahai

Department of EECS
University of California at Berkeley

Email: kwoyach@eecs.berkeley.edu, padmini.pyapali@gmail.com, sahai@eecs.berkeley.edu

Abstract—The current approach to regulate spectrum sensing
seems light-handed (just specify the target sensitivity), but has
very heavy-handed consequences. The problem is that sensitivity
is an intermediate metric that is convenient for certification, but
is does not reflect the true externalities imposed by inadequate
sensing. This mismatch causes overhead: usually an overinvest-
ment in sensing at the single-radio level and the inability to
exploit synergies across multiple radios because the benefit does
not show up in the certification metric of sensitivity. Light-
handed approaches have the benefit of allowing such flexibility
but come with their own overheads. This paper explores this
question in some detail to see if criminal-law inspired light-
handed approaches can work without imposing more overhead
than they are worth.

I. I NTRODUCTION

How would one build a system that can incentivize radios
to follow spectrum sharing rules? What does it even mean
to “incentivize” man-made devices which are engineered to
interact in particular ways? At first glance, using light-handed,
policing-based regulation to enforce good behavior in engi-
neered systems may seem unnatural, but in the context of
spectrum sharing and dynamic spectrum access, it may be
precisely what is required.

It is largely agreed that the current command-and-control
system for regulating spectrum access is wasteful [1], evi-
denced by the fact that only approximately 5% of the available
spectrum is actually being used at any given location at any
given time [2]. Although the solutions to this inefficiency vary
widely, the proposals share a common theme: flexibility. The
core problem is that the current system cannot appropriately
match available bandwidth to application needs. So, most
spectrum sits allocated but idle. Meanwhile, new entrants
who may only want small amounts of bandwidth for sporadic
periods of time must wait for large swaths to become available
and then pay billions for an allocation they cannot completely
fill at all times and all places.

Despite its inefficiency, the current system is particularly
good at the sister problem to allocation: enforcement. Having
an exclusive license is useless if you have no guarantee against
harmful interference from unlicensed systems. In the current
model, the threat of harmful interference is moot: if chunks
of spectrum are allocated to specific companies, and tower
characteristics are fixed and known, enforcement is simple.
If a license holder experiences interference, the FCC can
simply pull out a directional antenna to determine where the
interference is originating, assign liability to the partyowning
the offending system, and subsequent legal action will take
care of the problem.

As devices become more agile, trading flexibility for simple
enforcement is no longer as appealing. Unfortunately, even
conceptualizing enforcement for agile devices is difficult.
Consider, for example, the “hit and run radios” introduced
by Faulhaber [3]: if radios can dynamically choose their
frequencies and positions, they can presumably turn on in
one space/frequency location, cause considerable harm, and
then turn off and move. Such operation, even if inadvertently
harmful, would grant the user the radio equivalent of Plato’s
Ring of Geyges: the radio could never be tracked, could never
be punished, and so could do whatever it pleased without fear
of reproach.

What kind of approach, then, will allow a better tradeoff
between flexibility and enforcement? The first step is to
understand the tools at our disposal. We must understand
that the solution to any enforcement problem could exist
at several different time-scales: regulation/certification time,
human runtime and device runtime.

Whether the new form of regulation looks like a real-time
market, a commons, or a system of dynamic overlays and
underlays, devices will always need to be certified by the
FCC before they can be deployed. Therefore, there exists
the regulation/certification time-scale at which we define the
basic operating requirements for any deployed device. Rules
must be relatively static, so the regulation time scale is
much longer than any other time-scale of interest. Many of
the current engineering approaches to enforcement consistof
rules that are defined and policed exclusively at certification
time. For example, the FCC currently requires that devices
coexisting through sensing in the TV bands must be able
to demonstrate at certification time that they can sense a
primary at a sensitivity of -114dBm [4]. As another example,
devices with policy decision engines [5] are intended to prove
compliance only at certification time. No further policing is
assumed in either case.

Unfortunately, restricting enforcement to certification alone
will likely incur a prohibitive amount of overhead. It is shown
in [6]–[8] that a single radio sensing alone must give up a
significant fraction of its potential transmit opportunity(in
either time or space) looking for a primary. Cooperative
schemes with multiple radios participating in the sensing
process can lower this overhead. Unfortunately, a network of
radios working together to sense is difficult, if not impossible,
to certify because the relevant operating conditions cannot
all be tested at certification time [9]. We offer an alternative
approach in this paper that allows simple certification by
moving some of the enforcement requirements closer to the
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time of use.
Once a system is certified, any remaining disputes must be

handled at runtime. But runtime, too, can be split into two
classes: human runtime and machine runtime. Human runtime
allows disputes to be resolved at the level of Coasian bargains
[10] or lawsuits [11]. It is presumed in much of the spectrum
policy literature that any disputes not specifically resolved with
rules can be resolved by courts (see, for example, the argument
in [12]).

However, human runtime is likely insufficient on its own.
Court decisions, or Coasian bargains, are very good for solv-
ing disputes between companies or causing large-scale shifts
in manufacturing. But what about small disputes? Flexible,
mobile devices may make mistakes or cause harm on the
level of individual devices, not on the level of whole service
providers. Suing a company over a few minutes of harmful
interference is impractical. If we want to be able to account
for small infractions, some policing must be done at the
machine runtime. Unfortunately, policing at this time-scale is
difficult [13]. It requires, at the very minimum, a method of
determining identity and a punishment system. We will assume
that a method for determining identity, like the one described
in [14], is included in the certification-time requirementsso
we can focus on the policing and deterrence aspects of the
problem.

It is tempting to wonder whether radios could self-enforce at
runtime.1 Is the law of the jungle enough to bring a productive
order to wireless? In [16], it is shown that if radios could
cause each other a similar amount of interference, the radios
could indeed self-enforce and come to one of a range of
stable and fair equilibria. However, real systems operate at
different powers, have different communication ranges, and
have different sensitivities to interference. Real radioswould
not necessarily obtain a socially-advantageous equilibrium.
This problem is coined by Faulhaber as the “power-mix
problem” [17] and exists in other literature as a problem of
heterogeneity [18]. We must engineer and impose sharing rules
beyond the law of the jungle in order to allow heterogeneous
systems to coexist. Since direct certification of compliance is
likely costly, the goal here is to understand how to achieve
desirable behavior with a light-handed policing scheme.

But how do we even think about incentive-based enforce-
ment for insentient devices that have no inherent preferences?
In the human realm, considerable work has been done in
understanding the economics of law. According to [19], the
original conceptions of an economic theory of law were devel-
oped by Montesquieu [20], Beccaria [21], and Bentham [22],
and later revitalized by Becker [23]. The field of economics of
law and punishment has developed significantly since Becker’s
work; the general theory can be found in [19], [24]–[26]. We
propose that the ideas from this body of work can be mapped
into the machine realm to develop a kind of “cyber-justice”
in which manufacturers are encouraged to build devices that
follow sharing rules by imposing appropriate sanctionson the

1This is the basic argument employed by commons proponents [15]: set
maximum power limits for devices and they will not cause much interference.
The interference they do experience will eventually be mitigated by better
device designs.

radios themselvesfor non-compliance.
The traditional viewpoint for understanding the effect of

punishment is utilitarian: a person will commit a crime if
they can expect to receive a positive utility.2 Philosophically,
this view works for humans – we have built-in experiences
of pleasure or pain that can be mathematically abstracted by
utility functions [22].

Radios, on the other hand, feel neither pleasure nor pain.
Their utility therefore must be derived from the desires of
their human masters. Unfortunately, it is difficult to even
unambiguously specify a master. Is it the current owner or
the original designer?3 Take advertising, for example: to the
customer, the content they want is the product, the content
provider is the supplier, and advertising is an annoyance. But
from the content provider’s perspective, the users may be
the product, the content is the bait, and the advertiser is the
customer! Who is the master of the device and what is the
utility function?4

Perhaps we should define the radio’s master as the entity
that is liable for the radio’s actions. If the sanction comesin the
form of a fine, the master is the one responsible for paying it.
But who should pay for a radio’s misconduct? The user who
tried to do something illegal or the manufacturer who gave
the user the power to do something illegal? Even liability is
difficult to define.

Perhaps, then, a different approach is warranted. In the
human realm, every person may value things differently, but
money to support a life-style and the freedom to live it are
somehow universal. Therefore, fines and imprisonment are
natural and universal punishments applicable to every human
being.5

Ideally, we would like to find similarly universal sanctions
for radios. As a first attempt, consider applying the human
sanction of fines to radios. Radios do not naturally have a
need for money, so applying a monetary fine would require
significant external infrastructure which may or may not be
worth the cost the implement. Consider the two competing
visions of the future of technology: convergence or ubiquitous
computing [30]. In the former, all functionality you need is
available from a single wireless device (the extreme case of
Internet, camera, GPS, and voice all available on a cell phone)
In this case a billing system may already be present in the
device and the outside infrastructure required for a monetary
sanction might require little extra cost.

2In order for this utilitarian viewpoint to hold, we must assumerisk-
neutrality, a positive utility for the crime itself, a probability of getting caught,
and some kind of sanction.

3The radio’s utility function likely should be thought of as an uncertain
function in two dimensions: the dimension representing the user’s desires,
and the dimension reflecting the designer’s desires. In our companion paper
on spectrum zoning, [27], we consider decisions based on uncertain utility
functions as a robust optimization problem. Creating truly universal deterrents
based on this uncertain utility function is a very important open problem.

4This discussion even assumes that the device serves a self-interested
master. A radio whose purpose is anti-competitive may have a utility function
based on its ability to disrupt its neighbors. For a particularly amusing example
of the complications arising from preferences based on others’ valuations, see
[28]. In this paper, we will consider greedy, but not malicious radios.

5These universal currencies could also be thought of as “primary goods”
in the language of Rawls [29].
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In the ubiquitous computing future, computing resources are
distributed among appliances, piece of furniture, etc, forming
a large network of resources. This network is unlikely to
have central billing, so creating a new billing system for the
sole purpose of fining non-compliant radios would likely be
expensive. It would be particularly unnecessary if the radio
itself has a more easily accessible, inherent currency.

By definition, a radio is built to transmit and receive signals;
it has a predominantly communicative purpose. By virtue of
it needing to operate in the real world, the radio is subject to
the laws of physics and information theory which determine
the limits on how quickly the radio can transmit information
and how much power and how many degrees of freedom6

are required to do so. The radio therefore has limitations on
its ability to communicate through limitations on energy (the
capacity of its battery, for example), and how many degrees
of freedom it can occupy. These two factors can be thought of
as a radio’s universal currencies, just like money and freedom
are universal currencies for humans.

In this paper, we use the degree-of-freedom currency to
investigate a theory of economics for radio law by looking at
how well different sanctions can deter radios from cheatingon
sharing rules. For this investigation, we define a sharing rule to
govern the interaction between a priority user, or primary,and
a non-priority, or cognitive, user: the cognitive user mustnot
transmit when the primary is also transmitting.7 We then use
a light-handed, punitive scheme to encourage a cognitive user
to sense for the presence of a primary and avoid transmitting
at the same time. Sensing is assumed to be expensive (in a
way that we will define precisely later) to the cognitive user,
so the deterrence system must get the cognitive user to choose
to sense despite the cost of doing so.

We begin by modeling the problem in Section II. Section III
uses fines to establish a baseline for discussing performance of
incentive schemes. Although perhaps hard to implement in the
radio context, fines are well known to be effective sanctions.
We then analyze a jail-based mechanism and compare the
performance to fines in Section IV. This is an extension of
earlier work [32] where jails were used to discourage cheating
if sensing were free. We conclude the paper in Section V
by looking at the possibilities of aligning the incentives of
primary and cognitive users for the purposes of cooperative
system design.

II. BASIC MODEL SETUP

We begin this investigation of deterrent mechanisms with
a very simple toy model. We assume time is slotted, and the
primary has a temporal behavior characterized by a probability
p of turning off when it is currently on, and probabilityq of
turning on when it is currently off. We assume this behavior is
mostly memoryless, so the primary operation can be captured
in a simple two-state Markov chain.

6The degrees of freedom we are concerned with here are bandwidth and
time. If you have less bandwidth to send a fixed amount of data, the transfer
will take more time. So, restricting one of these factors whilerequiring the
other to remain constant restricts the radio’s ability to transmit information.

7A similar model will apply to interaction within a real-time market
system. For a discussion of this, see [31]

The cognitive user, in response to the primary activity, must
choose optimal parameters in order to maximize its overall
utility. We assume for simplicity that the cognitive user is
risk-neutral, and therefore will only care about its expected
utility over time. So, for now, the important characteristic of
the primary can be captured by the overall probability that the
primary is transmitting,Ptx = q/(q + p).

The cognitive user can control its amount of sensing to
optimize its utility. We assume that the cognitive user is
employing a simple energy detector. So, the cognitive user
takes measurements of the frequencies it would like to occupy
and computes the test statistic [6]:

T (Y ) =
1

N

N∑

n=1

|Y [n]|2 (1)

whereT (Y ) is the test statistic, andY [n] is the measurement
of the channel at timen. We assume that the primary is
transmitting at powerP and experiences noise at the cognitive
receiverσ2. We are interested in the probabilities of error,
which are the probability of false alarm (thinking the primary
is there when it is not, quantified by the probability that thetest
statistic is greater than a thresholdγ given that the primary
is not active) and misdetection (thinking the primary is not
active when it is in fact transmitting, quantified by a similar
probability) [33]:

Pfa = P (T (Y ) > γ|H0) (2)

Pmd = P (T (Y ) < γ|H1) (3)

where γ is a threshold parameter that can be chosen to
optimize the detector,H0 denotes that the primary is not
active, andH1 denotes that the primary is active. Using the
Central Limit Theorem to approximate the distribution of the
test statistic when the primary is present and when the primary
is not, we can approximate the probabilities of false alarm and
misdetection:

Pfa ≈ Q

(
γ − σ2

√
2/Nσ2

)
(4)

Pmd ≈ 1 − Q

(
γ − (P + σ2)√
2/N(P + σ2)

)
(5)

whereQ(x) is the probability that a standard normal Gaussian
random variable is greater thanx. If we vary the threshold,
γ, from −∞ to ∞, then Pfa sweeps from 1 to 0, while
Pmd sweeps from 0 to 1 along a curve called the ROC
(receiver operating characteristic). This ROC is a function of
the SNR (10 log10(P/σ2), the ratio of the strength of the signal
transmitted by the primary and the noise experienced at the
cognitive user receiver in dB), and the amount of time spent
sensing,N . Varying N , and fixing SNR at 0.2dB, we achieve
the ROC curves shown in Fig. 1. AsN increases, the receiver
can simultaneously lower itsPfa andPmd. Holding N fixed
and changing the SNR will also result in different ROC curves:
as the SNR increases, the curves move toward the origin. We
will consider what happens when SNR is varied in Section V.

For each of the primary’s time steps, the cognitive user is
assumed to haveC = 1000 steps of its own to spend. It must
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Fig. 1. The ROC curve for an energy detector, at different values ofN .
Similar curves can be obtained by changing the value of the SNR. However,
the two cases are philosophically very different as raisingN directly lowers
utility for the cognitive user.

chooseN , the number of steps to spend sensing, and therefore
alsoC − N , the number of steps left over for transmission.8

We will assume that the utility of the cognitive user is the
total time it is able to transmit, so sensing takes up valuable
time.9 Using the parameters defined thus far, we can establish
a base utilityUB , that does not yet include sanction terms:

UB = (PtxPmd + (1 − Ptx)(1 − Pfa))
C − N

C
(6)

The cognitive user can transmit if the primary is on and it
misdetects, or if the primary is off and the cognitive user
does not false-alarm. However, it can only transmit when it
is not sensing ((C − N)/C). Notice that without sanction,
the cognitive user can maximize this utility by never sensing
(N = 0) and being oblivious to the primary’s possible
presence (Pfa = 0, Pmd = 1). So, without sanction, the
rational cognitive useralwayscauses harm to a transmitting
primary.

In order to encourage cognitive users to sense, a regulator
must be able to catch cheaters and issue sanctions. We
assume that a method of determining identity, like that in
[14] is in place. Then, we can apply parametersPcatch and
Pwrong, which are the probabilities of catching a cognitive
user currently causing harm, and the probability of issuing
a sanction to an innocent cognitive user, respectively.10 We
assume that sanctions can only be applied when the primary

8N could also be thought of as an amount of time spent getting
permission to use the band. The cycle repeats every primary timestep.

9We are assuming that the secondary gets utility even if there is some
pollution caused by the primary’s presence in the band. This is actually not a
bad assumption. When the cognitive user is degree-of-freedomlimited instead
of interference limited [34], it does not mind having pollution from a primary
in the band. See [35] for a discussion of the differences between the two
kinds of users and their preferences regarding reclaiming unused spectrum in
polluted bands.

10Throughout, we are assuming strict liability (for a discussion of strict
liability, see Posner [24]). So, if a cognitive user is caught, it will be assessed
a sanction without any opportunity to defend itself or demonstrate that it
exercised a reasonable amount of care.

user is active, so a cognitive user cannot be punished if there
is no-one around to harm.

With this basic model, we are ready to explore the first
approach to deterrence: applying fines to misbehaving radios.

III. D ETERRING CHEATING WITH FINES

Whether monetary or otherwise, we think of a fine as a
direct decrease in utility. In order for the fine to have desirable
marginal deterrence capabilities, the amount of the fine must
rise with the amount of interference the cognitive user is
causing the primary. So, we define a fineF that is issued
whenever the cognitive user is caught interfering (innocently
or not). Thus, the overall utility function for a cognitive user
under the fine system is:

UF =UB − FPtx(PmdPcatch + (1 − Pmd)Pwrong) (7)

The goal of the cognitive user, then, is to find theN and
Pmd which maximize its utility:

{N∗, P ∗

md} = argmax
N,Pmd

UF (8)

We usePmd as a proxy for the real optimization variable,γ,

Fig. 2. The tradeoff curve between the optimal number of samples
and the optimal probability of missed detection. Regardless of enforcement
parameters, this curve seems to stay the same.

the threshold on the energy detector. Choosing how much to
misdetect is important because it is controlling how much a
cognitive user is choosing to cheat given the information that
the sensing provides. It may be that sensing is so costly that
you want to sense very little. But the fine is also costly, so
you want to lower yourPmd to actively avoid the fine (this
will have the effect of raising your probability of false alarm,
Pfa).

As the fine varies, the optimal values ofPmd and N
vary as well, along the curve shown in Fig. 2. There are
two things to notice about this plot: first, fines simply work.
No matter what protection is desired for the primary (where
protection is measured byPmd, the probability of misdetec-
tion), setting an optimal fine will correctly direct the cognitive
user’s behavior. Second, the other parameters of the problem,
Ptx, Pcatch, Pwrong, influence what the fine must be to achieve
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a particular place on this curve, but do not affect the optimal
curve itself.11 We will revisit this second point later when we
talk about the influence of SNR.

Our definition of when the cognitive user can be caught for
causing harm suggests that the correct metric of good cognitive
behavior should is the average amount of time it interferes with
an active primary:

IF =
PtxPmd

C−N
C

Ptx

(9)

We are interested in what effect raising the fine has on the
utility for the cognitive user and the average interference
caused to the primary user. This is shown in Fig. 3

Notice that there are two very distinct regions: if the fine
is too low, the cognitive user has no incentive to sense
(N∗/C = 0), or to set itsPmd below one. As the fine is
raised, the sanction becomes more expensive than sensing, and
the cognitive user will transition to a sensing regime. After
this transition, the average interference to the primary drops
off quickly. When implementing a fine system, the average
interference to the primary is almost equal to the misdetection
probability for the cognitive user. It differs only in the amount
of time spent sensing,N/C. The remaining time(C−N)/C is
essentially one wheneverPmd is high, and insignificant when
Pmd is low. The utility for the cognitive user holds fairly
constant over the sensing regime. Because of the threshold
behavior,we say the fine is effective if the secondary is in the
sensing regime.

Fig. 3. The effect on primary and secondary parameters of interest varying
the amount of the fine. Notice that there are two distinct regions: one where
the cognitive radio will not sense, and one where it will. Whenit is sensing,
it is causing very little interference to the primary

The fine required to push the cognitive user to sense depends
on the transmission characteristics of the primary, as shown in
Fig. 4. When the primary is rarely active, it is difficult to force
them to sense. This conforms with our intuition as when the
primary is almost never there, the fine will only be incurred

11The authors have not thus far been able to prove that this is true in
general. But simulations give evidence that suggest it holdsin several test
cases beyond the energy detector.

very infrequently. So, the fine must be much higher to get
the cognitive users to sense. Unfortunately, this means that
if a regulator wants to protect a range of primary behavior,
including a primary that is almost never active, it must set an
extremely large fine thereby hurting even the honest cognitive
users.

Fig. 4. The required level of fine to incentivize the secondary to sense vs
probability the primary is transmitting for different valuesof Pcatch.

The required fine also depends non-trivially on the differ-
ence betweenPwrong andPcatch. Fig. 5 shows the tradeoff of
the optimal number of samples andPwrong for different values
of Pcatch, and a fixed fine. AsPwrong gets close toPcatch, the
incentive to sense decreases, and eventually, the cognitive user
will no longer sense. The intuition here follows very nicelythat
developed in [36]: if there is a non-trivial probability of being
wrongfully convicted, this probability decreases the threat of
punishment through your own actions since you will likely
incur the punishment anyway. Therefore, you might as well
cheat.

Fig. 5. The optimal number of samplesN∗ vs Pwrong for different values
of Pcatch. As Pwrong gets closer toPcatch, for a given level of fine, the
cognitive radio will lose incentive to sense at all.

To gain further insight into the required fine, we plot in
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Fig. 6 the overhead the cognitive user is experiencing because
of the fine. We define overhead as the utility the cognitive
user would have gotten at the same level of sensing without
the fine:

OF =
UB − UF

UB

(10)

Notice that the cognitive user will start sensing when it is
losing a significant fraction of its utility to the fine. This figure
also shows the overhead of the cognitive user relative to what
utility it could get if it knew exactly when the primary was
transmitting. As soon as this overhead is non-negative (the
cognitive user is no longer gaining from always cheating), it
will sense. Pushing the cognitive user to a moderate level of
sensing produces the best results in terms of overhead. So,
overall, the cognitive user has the best overhead performance
with a moderate level of sensing, and the primary user has a
low average interference at the same time. Therefore, this is
the likely preferred operating point.

Fig. 6. The overhead incurred for the fine system, defined as thepercentage
of the base utility that a cognitive radio would have to pay inorder forN∗

time steps to be in its best interest. The cognitive user will sense when the
fine becomes too expensive. Also, the overhead of a fine system relative to
what the cognitive user would get if it knew exactly when the primary was
transmitting. The cognitive user will sense as soon as cheating does not bring
any benefit (negative overhead).

Employing sanctions in the form of fines is obviously
effective – the fines can be used to deter cheating for any
desired level of protection for the primary. Moreover, fines
operate with a threshold behavior: there is a critical fine at
which the cognitive users will start sensing. Above this critical
point, the fine has very little further effect. So it operatesmuch
like a reserve price.

However, these fines are effective because they scale with
the utility of the cognitive user. This is a well known effectin
literature on fines as deterrents in the criminal justice system.
When the wealth of the criminal increases, so must the fine
in order to be an effective deterrent [26].

Unfortunately, wealth is not always observable, or may be
very costly to calculate. Polinsky studies both of these cases
in a pair of papers, [37], [38]. If information about the wealth
is not available at all, the optimal approach is to offer the
criminal a choice of sanctions between a high fine or a low

fine plus jail sentence (this assumes two wealth classes, but
can be generalized to more). If the wealth is simply hard to
observe, there must be a self-reporting with a chance of audit
and a higher imposed fine if the criminal is found to have lied
about his wealth.

Can these results be applied to our case? A radio could be
forced to admit how much it has transmitted, which is our
proxy for wealth. But how does this map to a monetary fine?
Even if the fine is determined by a percentage of total utility,
the mapping would be difficult. The natural step would be to
assess the fine at the service-provider level as a percentageof
the total earnings, but this does not take into account utility
that is not reflected in profits. It also does not allow individual
devices to be punished for bad behavior, so the deterrent effect
would be reduced by moving the punishment further from the
crime.

Assessing fines at the service-provider level would have the
further complication of allowing the fine to be treated as a
price of operation (see [39] for a case study of this effect, and
see [24] for the general theory) instead of allowing it to have
a deterrent effect. If fines are actually as difficult to implement
correctly as they seem, perhaps a better option is to work with
a different form of sanction. Traditionally, the most natural
other sanction is imprisonment through a jail system [23]. We
will investigate the radio equivalent in the next section.

IV. D ETERRING CHEATING WITH JAILS

Fines are convenient to analyze, but hard to implement. So,
in this section we will extend the previous analysis to one of
the universal currencies of radios: degrees of freedom. Note
that we could alternatively have chosen to analyze energy. If a
radio were energy-constrained, like a sensor network running
on limited battery power, losing energy is painful. One could
imagine that an effective sanction for this type of device
could be forcing the radio “sing in the corner.” A dedicated
frequency would be blocked off for punishment, and radios
that were caught would have to transmit a beacon on this
frequency, thus wasting precious energy. We will not consider
the energy limited case, but investigation is warranted to better
understand how to universally deter bad behavior by radios
without knowing what they specifically care about.12

We will consider here the most obvious kind of cognitive
user: one that is constrained by how many degrees of freedom
it is able to obtain. Therefore, it can be deterred from cheating
with a simple punitive action modeled after jails in the human
realm – a spectrum jail in which offenders cannot transmit.
This means that if a cognitive device is caught transmitting
when the primary is active, it must turn off its radio for a
period of time.

Notice that while in the human realm jails are a burden
to society because they are costly to implement, in the radio
domain, they are not. The cost for implementing is the cost
of certifying that a radio can obey a “go to jail” command

12This singing in the corner could even serve a useful purpose –if all
radios undergoing punishment had to sense constantly and usethe band to
give a truthful account of the primary activity they observe,the singing could
be effectively public service. We will not consider this case here but it would
be an interesting extension.
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by turning itself off, and the cost of sending that “go to jail”
command. A jail in spectrum does not require maintenance.
There is anopportunity costto society overall because the
jailed radio is unable to perform any socially-valuable func-
tion. However, for a radio that is not sensing, the harm to the
primary may be greater than the good it produces by using
the band. We can interpret this as incapacitation.

All other necessary costs, like those associated with catching
offenders are incurred in the fines case as well, and are a
necessary cost of implementing a policing scheme for spec-
trum. Therefore, unlike traditional reasoning for the human
realm [23], jails may be the preferable option for sanctionsin
spectrum.

A. Modeling jails

In [32], we developed a simple model for a jail system in
which sensing is free, that employs the same basic parameters
used for fines in the previous section. We extend this same
model here to include the cost of sensing and choice of how
much to sense and how much to misdetect.

Fig. 7. The Markov model which governs the behavior of the primary and
secondary users under a jail system.

The basic model is shown in Fig. 7. The primary has the
same model as before, and the cognitive user responds in the
same way. But now if the cognitive user is caught interfering
with the primary (correctly or erroneously), it is sent to jail,
where it must turn off its radios for a length of time that
is geometric with expected value1/(1 − Ppen). To keep the
comparison to the fines case simple for now, we will assume
that we are dealing with an iid primary. This means thatp+q =
1 so Ptx = q. In this case, we can calculate a simple utility
function that has a similar form to the one we used before:

ŨJ = πNJUB

C − N

C
(11)

The cognitive user gets utility whenever it is not in jail
(which happens with probabilityπNJ ) and transmitting. The
π notation indicates the stationary probability of being in a
particular set of states in the corresponding Markov chain.
This is equivalent to the long-term average amount of time
that you spend in the particular state. The probability thatit

is not in jail is simple in this case, because we can collapse
the model above into a two state Markov chain with states “in
jail” and “not in jail”. Then, the probability of not being in
jail is:

πNJ =
1 − Ppen

1 − Ppen + Ptx(PmdPcatch + (1 − Pmd)Pwrong)
(12)

It turns out that this definition is insufficient to incentivize
sensing in all cases. Consider when the primary is almost
always active (Ptx ≈ 1). The cognitive user will get no utility
if it just sits idle, whereas it gets some positive utility by
cheating, going to jail, then cheating again when it is released.
No length of jail sentence would be sufficient to force it to
sense.

We encountered this same problem in the development of a
model in which sensing was free in [32], and solved it using a
“home band”13 of valueβ and a global jail. The home band is a
clean piece of spectrum where the cognitive user holds primary
rights and so always has access. In order for the cognitive
user to expand into other bands, it must stake this home band
against improper use. If the cognitive user is caught cheating in
another band, it must turn off its radios inall bands, including
its home band, so it loses utility when sitting in jail (whereas
before the utility of being in jail was simply zero). The new
utility function including the home band is:

UJ = πNJ (PtxPmd+(1−Ptx)(1−Pfa))
C − N

C
−βπJ (13)

whereπJ = 1−πNJ is the stationary probability of sitting in
jail. The cognitive user is trying to maximize this utility over
its available parameters. It computes:

{N∗, P ∗

md} = argmax
N,Pmd

UJ (14)

Using the same parameters of interest as we did in the fines
case, we can look at the qualitative behavior for different levels
of jail punishment (which we will parameterize byβ/(1 −
Ppen) for reasons justified later). This behavior is shown in
Fig. 8.

The same two regions exist: a region in which the cognitive
user will never sense, and a region in which the cognitive user
will sense. There is the same effect of the average interference
to the primary dropping after the the cognitive user starts
sensing. However, as in the human realm, even if the cognitive
user cheats at every possible opportunity, the jails have an
incapacitating effect (for a general overview of this effect, see
[25]). The cognitive users will certainly cause harm to the
primary if they are allowed to continue to transmit, so by
sending them to jail, the primary users are better protected
than they would have been had just a fine been imposed.

This figure also shows directly the overhead caused by the
jail system: the cognitive user will begin to sense when it is
spending too much time in jail relative to the time it would
have spent sensing. After this, the overhead incurred by thejail

13The homeband for cognitive users can be thought of as being similar to
the bond a bonded contractor has to post. It is something of value that you
must stake against the project failing.β could also be thought of as an extra
punishment for jail. Perhaps, again, while a cognitive device is in jail, it must
sing in another dedicated band. Then, while sitting in jail it is losing energy.
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Fig. 8. Primary and cognitive user parameters of interest in the jail system.
Again, we have the behavior of very sharp regions where the cognitive user
will sense or not. There is also an incapacitation effect to jail in the non-
sensing region.

system itself is relatively low. The sensing regime, despite its
slightly lower overall utility, may be the preferable option for
may kinds of cognitive users. If an application is sensitive
to delay, like streaming video, having to wait in jail is a
very costly possibility. The delay is more important even than
the overall amount of time transmitting. Therefore, a delay-
sensitive device will likely prefer to switch to the sensing
regime even for lower values ofβ/(1 − Ppen).

Fig. 9. This plot shows the tradeoff between the minimumPpen and β
required to deter cognitive users from cheating.

With the same two sensing and non-sensing regions, we are
again concerned with the level of punishment that produces the
transition. We begin withβ andPpen, the parameters unique
to the jail system. Fig. 9 shows the minimumβ required for
sensing to occur given different values ofPpen and fixed other
parameters. Notice thatβ andPpen trade off linearly, so both
affect the secondary response in the same way. This makes
sense intuitively: every time the cognitive user is sent to jail,
it experiences an amount of punishment with average value

β/(1−Ppen) (the pain of jail times the average length of stay).
We should be able to shorten a jail sentence while making it
more painful and keep the same deterrent effect. We will use
this β/(1 − Ppen) parameterization throughout the paper to
describe the amount punishment associated with jail.

Fig. 10. The tradeoff betweenPwrong andβ to deter cheating.

Looking at the relationship betweenPcatch, Pwrong, and
β/(1−Ppen) in Fig. 10, we see the same effect as we saw with
fines: asPcatch approachesPwrong, the jail sanction required
to incentivize sensing goes to infinity.

Fig. 11. The optimal amount of sensing for different levels of primary activity
employing a jail system. The difficult regions to deter cheating in this case
are whenPtx is either very low or very high.

We finally look at the required sanction against the proba-
bility the primary is transmitting, as we did for the fines case.
This is shown in Fig. 11. We see an additional problem area:
when the primary is almost never around, there is very little
incentive to sense because sensing costs all the time, whilejail
costs only infrequently. The primary always being present is
also problematic because the cognitive user can gain utility by
bouncing in and out of jail. Use of the homeband can correct
both problem areas, but at the expense of honest cognitive
users in situations ofPtx in the middle range.
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B. Equivalence of fines and jails

Fig. 12. Fines and their corresponding equivalentβ/(1 − Ppen). When
the Pmd andN are evaluated at their optimal values for particular levels of
fines, the fine and equivalent jail punishment enjoy a linear relationship.

We have seen thus far that the qualitative behavior of jails
is equivalent to the behavior we observed with fines. Indeed,
even the tradeoff curve betweenN∗ andP ∗

md in Fig. 2 is the
same for jails. The jail parameters simply trace out a different
section of this line. This all suggests that there is a mapping
between a fine and a jail sanction. This mapping is:

Feq =
UB + β

1 − Ppen + Ptx(PmdPcatch + (1 − Pmd)Pwrong)
(15)

Notice that the mapping depends on the secondary chosen
parametersPmd andN . So, from this equation alone determin-
ing the optimal jail sanction from the optimal fine is difficult.
However, when this equation is evaluated atP ∗

md andN∗ for
each particular value of fine, we get the equivalence curve
shown in Fig. 12. The two sanctions enjoy an almost linear
relationship. So, in the iid primary case, a jail sanction can be
as effective as a fine in deterring cheating and indeed the jail
parameters can be set by appropriately scaling the optimal fine.
Jail even has the added benefit of simplicity of implementation
and immediate incapacitation of non-compliant secondaries.

C. Non-iid Primaries

Although we have shown fines and jail sanctions to be in
some sense equivalent in the iid primary case, primaries are
very rarely iid. A primary is much more likely to stay in the on
position for a while before switching off. We refer to this as
the “stickiness” of the primary: its tendency to stay in one
place for a longer time given a certain overall probability
of being on. We can quantify the stickiness of the primary
by looking at the second eigenvalue of the primary transition
matrix. A second eigenvalue of zero produces the iid case we
have been dealing with thus far. A second eigenvalue closer to
one will produce a primary more likely to stick in particular
states before transitioning.

When the primary does not have an iid behavior, the utility
function the cognitive user is is more complicated because it

must take into account the fact that jail sentences may occur
while the primary is sticking in the on or off position. The
utility function for the secondary is now:

USJ = π(NJ,on)Pmd + π(NJ,off)(1 − Pfa) − βπJ (16)

The difference between this and Eq. (11) is that the probability
that the primary is on and the cognitive user is not in jail,
π(NJ,on) 6= πNJPtx as it did in the iid case. Likewise, the
probability the primary is not on when the cognitive user is
not in jail is π(NJ,off) 6= πNJ (1 − Ptx).

Note that the utility function for fines in the sticky-primary
case remains unchanged: the fine is assumed to be assessed on
the total average utility, not as a part of the temporal operation
of the cognitive user. So, the effect of sticky primaries shows
up only when dealing with a jail system.

Fig. 13. Tradeoff between optimal secondary parameter valuesfor different
levels of primary stickiness. Notice that the base tradeoff remains unchanged.
The only difference is what parts of the curve are reachable.

Fig. 14. Parameter values for different levels of stickinessand different jail
sanctions. Notice that the primary difference is a translation in the point at
which the cognitive user switches to the sensing regime.

Fig. 13 shows the optimal tradeoff betweenN∗ and P ∗

md

for different levels of stickiness for the primary. Note that the
curve itself is the same as it has been throughout. Nothing
changes the actual optimal tradeoff. However, different levels
of stickiness do affect the effectiveness of the enforcement
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Fig. 15. Theβ/(1−Ppen) required for the secondary to sense for different
levels of primary stickiness (different values for the second eigenvalue of the
primary transition matrix).

parameters. This can be seen by the jump between not sensing
and a particular level of sensing. Once the cognitive user is
forced into the sensing regime, it does not necessarily (at least
to the level of precision we have calculated here) begin sensing
with one time step. It jumps to a higher level of sensing. The
different jumps in the curve indicate that the different cases are
in fact changing the relative effectiveness of the enforcement
parameters.

This same effect can be seen in Figs. 14 and 15. In the first,
we compare the qualitative effect of an increasing jail sanction
on the parameters of interest. Notice that the two regions
remain. The main difference is the value of jail sanction
that manages to switch the secondary user into a sensing
regime. The location of this point is shown against the second
eigenvalue of the primary in Fig. 15. As the primary gets more
sticky (second eigenvalue going to one), the jail sanction is less
effective. This is because if the primary user is likely to stay
transmitting for a long time, going to jail represents a drain on
utility (through theβ factor), but it does not represent a loss
of opportunity to legally transmit. As the primary gets more
sticky, the probability that there was no legal transmission
opportunity during a jail sentence grows. So, jail is painful
only from aβ perspective, not because of an opportunity loss.
As the second eigenvalue goes to one, the primary looks the
same as a primary that is always present or always absent,
and we end up with the problem areas onPtx we observed
in Fig. 11. Therefore, when considering how to design a jail
system for radios, a regulator must take into account the
characteristics of the primary, not just in how much time it
intends to spend transmitting, but also in how long it intends
to transmit at a time.

V. THE EFFECT OF COOPERATION

We have thus far considered SNR to be a fixed parameter
inherent of the system at runtime. However, “runtime” actually
consists of two distinct components. At engineering design
cycle time, systems are designed and tested. At the actual

runtime, systems are deployed and used. Although the policing
system must operate at actual runtime, the systems could be
designed to favor more peaceful coexistence.

SNR is a parameter that can capture design-time considera-
tions. While SNR does represent the actual signal to noise ratio
observed at runtime, cooperative strategies like those in [8]
can change theeffectiveSNR experienced. For example, with
the “OR” rule, a group of cognitive users claims a primary is
present ifanyof the users observe the primary. Any individual
radio independently sees the true SNR, but the network cares
about thehighest SNR received, which raises the effective
SNR. Likewise, if the primary were to transmit a pilot signal
(which greatly increases the probability they will be detected
[6]), this too could be interpreted as a larger effective SNR. So,
we are interested here in whether these cooperative strategies
are in the best interest of either primary or cognitive users.

Fig. 16. The effect of SNR on the optimal tradeoff between the number of
samples and the probability of misdetection.

First, note Fig. 16. SNR is a parameter of the ROC curve for
the energy detector our cognitive devices are assumed to be
using. Therefore, as the SNR changes, the relationship between
the sensing timeN and the probability of missed detection
Pmd must also change. Fig. 16 shows the curve for the optimal
N∗ versusP ∗

md for different values of SNR. As SNR grows,
the optimal curve moves toward the origin – as SNR grows,
it becomes easier to achieve a lowPmd from fewer samples.

The effect of changing the SNR on the parameters of interest
for primary and cognitive users is shown in Fig. 17. As we vary
SNR, we see the same qualitative sensing regions: for very low
SNR and the same level of sanction, the cognitive user will
never sense, while for high SNR, the cognitive user will sense.
Notice also the large jump in the number of samples taken
close to the transition into the sensing regime. Smaller SNRs
require more samples to produce a favorable ROC. Therefore,
the number of samples taken is highest right after transitioning
to sensing and will drop as the SNR continues to grow.

The most notable aspect of this plot is cognitive utility
on either side of the transition. When the cognitive user is
sensing, its utility is significantly higher because it is not
spending a large portion of its time in jail. Also, the cognitive
user requires fewer samples at higher SNR, so sensing is not
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causing overhead either. As in all plots before, the average
interference to the primary drops significantly in the sensing
regime. So,bothusers prefer to operate in the sensing regime.
This alignment of desires indicates that primaries may have
incentive to transmit a pilot to help the cognitive users sense.
Likewise, the cognitive user may have incentive to use coop-
erative schemes to help raise the SNR. Of course, this depends
on the relative cost of employing such strategies to the benefits
that will be obtained, but the opportunity exists.

Fig. 17. These sets of parameters look at the reactions of cognitive users
as we vary the operating SNR. The same sense/not-sense boundary occurs,
and will have implications for possible cooperation betweenprimaries and
secondaries.

Fig. 18. We keep these parameters against SNR, but now look at the
difference in the parameters whenPwrong is no longer very small. This
may have implications for self-policing among cognitive users.

One final note on cooperation concernsPwrong. As we saw
before,Pcatch − Pwrong is the quantity that determines the
required sanction for sensing. So, ifPwrong is large for a
givenPcatch, the punishment must be very severe and wrong-
ful convictions will hurt a lot.Pwrong has essentially three
sources: noise, primaries, and other cognitive users. The noise
is random noise happening to look like significant interference,

leading to a conviction. If the methods of encoding identity
are done well, this effect should be small.

The primary can be a major source of wrongful convictions
by simply crying wolf: if the primary claims interference often
enough, there is a higher chance of noise being mistaken for
a particular user’s identity. In our current model, the primary
is essentially a powerless player, and so this effect will not
show up here.14

The final source of wrongful conviction comes from other
cognitive users. If one of the other users is constantly cheating,
eventually your radio will be convicted along with them.
The intuition comes from the identity codes described in
[14]. These are codes stamped into the time series a user is
transmitting. A radio can be identified simply by observing the
on-off pattern of transmission without the need to understand
what the signal means. In order to support large numbers of
active users, random groups of users must share the same
identity code for a period of time. If someone in your group is
caught cheating, the whole group will be punished. Therefore,
the wrongful conviction of every cognitive device will be
raised if even one other device is constantly cheating.

Consider Fig. 18. This is the same setup as Fig. 17, but
now we have a significantly higher probability of wrongful
conviction (Pwrong = 0.2). The sensing region is still well
defined, albeit occurring at a higher SNR. The primary still
observes a drop in the probability that they will be interfered
with. However, the cognitive user gains almost no utility from
switching to the sensing regime, whereas before they got a
considerable bump. The cognitive user is not spending as much
time in jail, but it is also not getting any utility from cheating.
So, overall, its utility does not rise much because it does not
get enough time back from jail to offset the loss in cheating
utility. From this plot, it is obvious that it is of interest for
the cognitive users to lowerPwrong. It may be possible that
cognitive users even have incentive to punish cheaters on their
own outside of the confines of the jail system.

This external punishment might look like shunning in
the human realm. In [40], it is shown that for transmitting
messages over long distances, it is optimal to pass that
message along a series of relay nodes instead of trying to
transmit it directly to the receiver. Therefore, any shunned
radio whose messages are not relayed by its neighbors will
waste considerable power trying to transmit its messages by
itself. As long as cognitive users could distinguish who was
cheating (perhaps another reason to make radios “sing in the
corner”?) they could employ shunning as a deterrent to keep
the other cognitive users honest.

VI. CONCLUDING REMARKS

In an earlier paper, [32], we introduced a model to under-
stand whether a jail-based sanction were sufficient to convince
a cognitive user to respect sharing rules given it knew the
actions of a primary. The intent was to explore a possible
alternative to certification-only regulation that would have a

14It would conceivably be possible to create a system of incentives, like
making it costly to accuse a cognitive user of interference, that could lower
the probability of wrongful conviction due to primaries crying wolf.
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more acceptable overhead. In this paper we see that the same
jail mechanism is sufficient to incentivize the cognitive user
to sense for primary presence, even though sensing is costly.
Furthermore, the benefits of sensing show a threshold be-
havior: once the secondary begins sensing, stronger sanctions
derive little extra benefit for the primary. In the course of this
investigation, we made a number of interesting experimental
observations. We saw that in the space of possible sensing
times and mis-detection probabilities, the optimal choices lie
along a single curve. This phenomenon deserves further study
because if it is true in general beyond the energy detector
considered here, there may be important policy implications.

We also saw that the preferences of the primary and the
secondary align regarding the perceived SNR at the secondary:
both do better when that SNR is higher and the primary is
more easily detectable. This points to possible cooperative
strategies, but a more thorough investigation is warrantedto
treat the primary as an active player and analyze equilibria.

Finally, we have looked at only one possible sanction.
Because devices can also be energy-limited, using “singing
in the corner” or public service transmission of sensing data
may also be effective strategies. Ideally, an overhead analysis
of these strategies would be performed to understand what is
viable for future regulation of cognitive devices.
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