Can we incentivize sensing in a light-handed way?
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Abstract—The current approach to regulate spectrum sensing  As devices become more agile, trading flexibility for simple
seems light-handed (just specify the target sensitivity), but & enforcement is no longer as appealing. Unfortunately, even
very heavy-handed consequences. The problem is that sensitjvit conceptualizing enforcement for agile devices is difficult

is an intermediate metric that is convenient for certification, but C id f le the *hit and dios” introd d
is does not reflect the true externalities imposed by inadequate onsicer, tor example, the it and run radios" introduce

sensing. This mismatch causes overhead: usually an overinvest-0y Faulhaber [3]: if radios can dynamically choose their
ment in sensing at the single-radio level and the inability to frequencies and positions, they can presumably turn on in
exploit synergies across multiple radios because the benefit doespne space/frequency location, cause considerable harn, an
not show up in the certification metric of sensitivity. Light-  tnan turn off and move. Such operation, even if inadveryent|
handed approaches have the benefit of allowing such flexibility h ful Id t th th di ’ valent of Plato’
but come with their own overheads. This paper explores this grm ul, would gran ? user the radio equivalent o 0
question in some detail to see if criminal-law inspired light- Ring of Geyges: the radio could never be tracked, could never

handed approaches can work without imposing more overhead be punished, and so could do whatever it pleased without fear

than they are worth. of reproach.
What kind of approach, then, will allow a better tradeoff
I. INTRODUCTION between flexibility and enforcement? The first step is to

How would one build a system that can incentivize radioghderstand the tools at our disposal. We must understand
to follow spectrum sharing rules? What does it even me#imat the solution to any enforcement problem could exist
to “incentivize” man-made devices which are engineered & several different time-scales: regulation/certifimatiime,
interact in particular ways? At first glance, using lightaled, human runtime and device runtime.
policing-based regulation to enforce good behavior in engi Whether the new form of regulation looks like a real-time
neered systems may seem unnatural, but in the contextnedirket, a commons, or a system of dynamic overlays and
spectrum sharing and dynamic spectrum access, it may Wwlerlays, devices will always need to be certified by the
precisely what is required. FCC before they can be deployed. Therefore, there exists

It is largely agreed that the current command-and-contrible regulation/certification time-scale at which we defihe t
system for regulating spectrum access is wasteful [1], eWiasic operating requirements for any deployed device. Rule
denced by the fact that only approximately 5% of the ava@labinust be relatively static, so the regulation time scale is
spectrum is actually being used at any given location at anyuch longer than any other time-scale of interest. Many of
given time [2]. Although the solutions to this inefficiencgry the current engineering approaches to enforcement canfsist
widely, the proposals share a common theme: flexibility. Theles that are defined and policed exclusively at certificati
core problem is that the current system cannot appropyiatéime. For example, the FCC currently requires that devices
match available bandwidth to application needs. So, maziexisting through sensing in the TV bands must be able
spectrum sits allocated but idle. Meanwhile, new entranis demonstrate at certification time that they can sense a
who may only want small amounts of bandwidth for sporadigrimary at a sensitivity of -114dBm [4]. As another example,
periods of time must wait for large swaths to become avalabdevices with policy decision engines [5] are intended tospro
and then pay billions for an allocation they cannot compyetecompliance only at certification time. No further policing i
fill at all times and all places. assumed in either case.

Despite its inefficiency, the current system is particylarl Unfortunately, restricting enforcement to certificatidoree
good at the sister problem to allocation: enforcement. ktaviwill likely incur a prohibitive amount of overhead. It is shio
an exclusive license is useless if you have no guaranteastgain [6]-[8] that a single radio sensing alone must give up a
harmful interference from unlicensed systems. In the atrresignificant fraction of its potential transmit opportunigin
model, the threat of harmful interference is moot: if chunksither time or space) looking for a primary. Cooperative
of spectrum are allocated to specific companies, and towsshemes with multiple radios participating in the sensing
characteristics are fixed and known, enforcement is simpf@ocess can lower this overhead. Unfortunately, a netwérk o
If a license holder experiences interference, the FCC ceadios working together to sense is difficult, if not impabs)
simply pull out a directional antenna to determine where the certify because the relevant operating conditions canno
interference is originating, assign liability to the paowning all be tested at certification time [9]. We offer an altervati
the offending system, and subsequent legal action will tak@proach in this paper that allows simple certification by
care of the problem. moving some of the enforcement requirements closer to the



time of use. radios themselvefor non-compliance.

Once a system is certified, any remaining disputes must belThe traditional viewpoint for understanding the effect of
handled at runtime. But runtime, too, can be split into twpunishment is utilitarian: a person will commit a crime if
classes: human runtime and machine runtime. Human runtithey can expect to receive a positive utifthilosophically,
allows disputes to be resolved at the level of Coasian basgathis view works for humans — we have built-in experiences
[10] or lawsuits [11]. It is presumed in much of the spectrurof pleasure or pain that can be mathematically abstracted by
policy literature that any disputes not specifically resdlwith  utility functions [22].
rules can be resolved by courts (see, for example, the amfume Radios, on the other hand, feel neither pleasure nor pain.
in [12]). Their utility therefore must be derived from the desires of

However, human runtime is likely insufficient on its owntheir human masters. Unfortunately, it is difficult to even
Court decisions, or Coasian bargains, are very good for solynambiguously specify a master. Is it the current owner or
ing disputes between companies or causing large-scals shifie original designef?Take advertising, for example: to the
in manufacturing. But what about small disputes? Flexibleustomer, the content they want is the product, the content
mobile devices may make mistakes or cause harm on thevider is the supplier, and advertising is an annoyance. B
level of individual devices, not on the level of whole seevicfrom the content provider's perspective, the users may be
providers. Suing a company over a few minutes of harmfthe product, the content is the bait, and the advertiserds th
interference is impractical. If we want to be able to accouctistomer! Who is the master of the device and what is the
for small infractions, some policing must be done at thatility function?
machine runtime. Unfortunately, policing at this time{scis Perhaps we should define the radio’s master as the entity
difficult [13]. It requires, at the very minimum, a method othat is liable for the radio’s actions. If the sanction corimethe
determining identity and a punishment system. We will assurform of a fine, the master is the one responsible for paying it.
that a method for determining identity, like the one desemtib But who should pay for a radio’s misconduct? The user who
in [14], is included in the certification-time requiremersts tried to do something illegal or the manufacturer who gave
we can focus on the policing and deterrence aspects of the user the power to do something illegal? Even liability is
problem. difficult to define.

It is tempting to wonder whether radios could self-enforce a Perhaps, then, a different approach is warranted. In the
runtime? Is the law of the jungle enough to bring a productivéuman realm, every person may value things differently, but
order to wireless? In [16], it is shown that if radios couldnoney to support a life-style and the freedom to live it are
cause each other a similar amount of interference, the sadsmmehow universal. Therefore, fines and imprisonment are
could indeed self-enforce and come to one of a range mdtural and universal punishments applicable to every huma
stable and fair equilibria. However, real systems operate @eing?®
different powers, have different communication rangesj an Ideally, we would like to find similarly universal sanctions
have different sensitivities to interference. Real radiasild for radios. As a first attempt, consider applying the human
not necessarily obtain a socially-advantageous equilibri sanction of fines to radios. Radios do not naturally have a
This problem is coined by Faulhaber as the “power-mineed for money, so applying a monetary fine would require
problem” [17] and exists in other literature as a problem daignificant external infrastructure which may or may not be
heterogeneity [18]. We must engineer and impose sharieg rulvorth the cost the implement. Consider the two competing
beyond the law of the jungle in order to allow heterogeneoussions of the future of technology: convergence or ubimust
systems to coexist. Since direct certification of complé@isxc computing [30]. In the former, all functionality you need is
likely costly, the goal here is to understand how to achiewavailable from a single wireless device (the extreme case of
desirable behavior with a light-handed policing scheme. Internet, camera, GPS, and voice all available on a cell ghon

But how do we even think about incentive-based enforchi this case a billing system may already be present in the
ment for insentient devices that have no inherent prefeshc device and the outside infrastructure required for a mapeta
In the human realm, considerable work has been done sanction might require little extra cost.
understanding the economics of law. According to [19], the
original conceptions of an economic theory of law were devel o ) )

. . In order for this utilitarian viewpoint to hold, we must assumigk-
oped by Montesquieu [ZO]’ Beccaria [21]’ and Bentham [22r]eutrality, a positive utility for the crime itself, a prohfity of getting caught,
and later revitalized by Becker [23]. The field of economi€s and some kind of sanction.
law and punishment has developed significantly since Bécker °The radio’s utility function likely should be thought of as ancertain
work; the general theory can be found in [19], [24}-{26]. WERFton b o imerions e mension epresening e ssiesres
propose that the ideas from this body of work can be mappe# spectrum zoning, [27], we consider decisions based oertain utility
into the machine realm to develop a kind of “cyber-justicefunctions as a robust optimization problem. Creating truliversal deterrents

in which manufacturers are encouraged to build devices tﬁ)gfed on this uncertain utility function is a very importapeo problem.
4This discussion even assumes that the device serves a teetisted

follow sharing rules by imposing appropriate sanctionsthe  master. A radio whose purpose is anti-competitive may haveity dtinction
based on its ability to disrupt its neighbors. For a partidylamusing example
1This is the basic argument employed by commons proponents [@5]: ©f the complications arising from preferences based on sthatuations, see
maximum power limits for devices and they will not cause muchrfatence. [28]. In this paper, we will consider greedy, but not maligaadios.
The interference they do experience will eventually be ratéd by better 5These universal currencies could also be thought of as “pyimaods”
device designs. in the language of Rawls [29].



In the ubiquitous computing future, computing resources ar The cognitive user, in response to the primary activity, tnus
distributed among appliances, piece of furniture, etapfog choose optimal parameters in order to maximize its overall
a large network of resources. This network is unlikely tatility. We assume for simplicity that the cognitive user is
have central billing, so creating a new billing system foe thrisk-neutral, and therefore will only care about its expect
sole purpose of fining non-compliant radios would likely betility over time. So, for now, the important charactegdstif
expensive. It would be particularly unnecessary if the aadthe primary can be captured by the overall probability that t
itself has a more easily accessible, inherent currency. primary is transmitting P, = q¢/(q + p).

By definition, a radio is built to transmit and receive signal The cognitive user can control its amount of sensing to
it has a predominantly communicative purpose. By virtue aiptimize its utility. We assume that the cognitive user is
it needing to operate in the real world, the radio is subject Employing a simple energy detector. So, the cognitive user
the laws of physics and information theory which determinmkes measurements of the frequencies it would like to gccup
the limits on how quickly the radio can transmit informatiorand computes the test statistic [6]:
and how much power and how many degrees of freédom N
are required to do so. The radio therefore has limitations on T(Y) = 1 Z Y [n] |2 1)
its ability to communicate through limitations on energlye(t N -

ity of i f I h : - :
capacity of its battery, for example), and how many degreejwereT(Y) is the test statistic, antl[n] is the measurement

of the channel at timen. We assume that the primary is
transmitting at poweP’ and experiences noise at the cognitive

i 9 . . S
In this paper, we use the degree-of-freedom currency receivero”. We are interested in the probabilities of error,

: : . : . ich are the probability of false alarm (thinking the priya
investigate a theory of economics for radio law by looking arne e o -
how well different sanctions can deter radios from cheating IS there when itis not, quantified by the probability that tixst

sharing rules. For this investigation, we define a shariteta istart:s:lc |§Vgreatnedr ::;ar:j at thtriezhc:}r:jig:l/iin tt?]at t?i?np:lmiar);] i
govern the interaction between a priority user, or primangd S ti\? \?v% :)itail inf Stetre(r:1 cr)nitt(in gntif(ia g b ary irSniI N
a non-priority, or cognitive, user: the cognitive user must active wne S act trans 9. quantiied by a simiia

transmit when the primary is also transmittihgVe then use probability) [33]:

a light-handed, punitive scheme to encourage a cognitige us Pi, = P(T(Y) > ~|Hy) )

to sense for the presence of_ a primary and avoid transmitting Pra = P(T(Y) < ~|H)) ®)

at the same time. Sensing is assumed to be expensive (in a

way that we will define precisely later) to the cognitive ysewhere v is a threshold parameter that can be chosen to

so the deterrence system must get the cognitive user to ehoogtimize the detectorH, denotes that the primary is not

to sense despite the cost of doing so. active, andH; denotes that the primary is active. Using the
We begin by modeling the problem in Section II. Section IICentral Limit Theorem to approximate the distribution oé th

uses fines to establish a baseline for discussing perfornainc test statistic when the primary is present and when the pyima

incentive schemes. Although perhaps hard to implementdn tis not, we can approximate the probabilities of false alanah a

radio context, fines are well known to be effective sanctiongiisdetection:

of freedom it can occupy. These two factors can be thought
as a radio’s universal currencies, just like money and freed
are universal currencies for humans.

We then analyze a jail-based mechanism and compare the 9

performance to fines in Section IV. This is an extension of Py, = Q (”) 4)

earlier work [32] where jails were used to discourage cheati V2/Na?

if sensing were free. We conclude the paper in Section V N — (P +0?)

by looking at the possibilities of aligning the incentivet o Ppa = 1-Q NP 107 ®)

primary and cognitive users for the purposes of cooperative 7

system design. whereQ(x) is the probability that a standard normal Gaussian

random variable is greater than If we vary the threshold,

II. BASIC MODEL SETUP v, from —oo to oo, then Py, sweeps from 1 to 0, while

We begin this investigation of deterrent mechanisms wi
a very simple toy model. We assume time is slotted, and t 9 ; )
primary has a temporal behavior characterized by a prababil 1€ SNR (01og,(P/07), the ratio of the strength of the signal
p of turning off when it is currently on, and probability of trans_rr_ntted by the primary and the noise experlen_ced at the
turning on when it is currently off. We assume this behawor £O9NitVe user receiver in dB), and the amount of time spent

mostly memoryless, so the primary operation can be captu sing . Varying N, a!"d f_ixing SNR at 0.2dB, we achi.eve
in a simple two-state Markov chain. the ROC curves shown in Fig. 1. A¥ increases, the receiver

can simultaneously lower it®;, and P,,4. Holding NV fixed
SThe degrees of freedom we are concerned with here are badaid and changing the SNR will also result in different ROC curves
time. If you have less bandwidth to send a fixed amount of datafrémsfer as the SNR increases, the curves move toward the origin. We
will take more time. So, restricting one of these factors whdguiring the \yjj| consider what happens when SNR is varied in Section V.
other to remain constant restricts the radio’s ability tasrait information. . . - .
7A similar model will apply to interaction within a real-time matk For each of the primary’s time steps, the cognitive user is

system. For a discussion of this, see [31] assumed to haveé' = 1000 steps of its own to spend. It must

.a Sweeps from 0 to 1 along a curve called the ROC
ceiver operating characteristic). This ROC is a funcid
&



user is active, so a cognitive user cannot be punished iéther

is no-one around to harm.
With this basic model, we are ready to explore the first
SNR = 0.2dB . N ; ; ;
approach to deterrence: applying fines to misbehaving sadio

IIl. DETERRING CHEATING WITH FINES

Whether monetary or otherwise, we think of a fine as a
direct decrease in utility. In order for the fine to have duslie
marginal deterrence capabilities, the amount of the finetmus
rise with the amount of interference the cognitive user is
causing the primary. So, we define a fiethat is issued
whenever the cognitive user is caught interfering (inndgen
) ‘ or not). Thus, the overall utility function for a cognitiveser
0 0.2 0.4 0.6 0.8 1 under the fine system is:

Pmd
UF :UB - FPt:z:(Pmchatch + (1 - Pmd)Pwrong> (7)

Pfa

Fig. 1. The ROC curve for an energy detector, at differentieslof V. o ] )

Similar curves can be obtained by changing the value of the.$iRvever, The goal of the cognitive user, then, is to find theand
the two cases are philosophically very different as rais\hglirectly lowers P, which maximize its utility:

utility for the cognitive user.

{N*, Prq} = argmaxUr 8)
N,Pp.q

chooseN, the number of steps to spend sensing, and therefoyge ysep,,, as a proxy for the real optimization variable,
alsoC — N, the number of steps left over for transmissfon.
We will assume that the utility of the cognitive user is the 1
total time it is able to transmit, so sensing takes up vakiabl
time® Using the parameters defined thus far, we can establish
a base utilityUp, that does not yet include sanction terms:
CTN (6) 0.6}
The cognitive user can transmit if the primary is on and it
misdetects, or if the primary is off and the cognitive user ~0.4 |
does not false-alarm. However, it can only transmit when it
is not sensing (C — N)/C). Notice that without sanction,
the cognitive user can maximize this utility by never segsin 0.2}
(N = 0) and being oblivious to the primary’s possible
presence By, = 0,P,qs = 1). So, without sanction, the 0 ‘ ‘ ‘
rational cognitive usealwayscauses harm to a transmitting 0 20 40 60 80 100 120 140
primary.

In order to encourage cognitive users to sense, a regulat@f 2.  The tradeoff curve between the optimal number of samples
must be able to catch cheaters and issue sanctions. &We the optimal probability of missed detection. Regardléssnforcement
assume that a method of determining identity, like that fi"ameters. this curve seems o stay the same.
[14] is in place. Then, we can apply parametéts,., and
Pyrong, Which are the probabilities of catching a cognitiv
user currently causing harm, and the probability of issuir{cg)'
a sanction to an innocent cognitive user, respectitfele
assume that sanctions can only be applied when the prim%?jJ

0.8 SNR = 0.2dB

UB = (Ptxpmd + (]- - Ptx)(]- - Pfa))

Pmd*

éhe threshold on the energy detector. Choosing how much to
isdetect is important because it is controlling how much a
gnitive user is choosing to cheat given the informatiaat th
sensing provides. It may be that sensing is so costly that
want to sense very little. But the fine is also costly, so
you want to lower yourP,,,; to actively avoid the fine (this

8N could also be thought of as an amount of time spent gettingill have the effect of raising your probability of false ata
permission to use the band. The cycle repeats every primarystiege Pf )
al*

SWe are assuming that the secondary gets utility even if ttespine . . .
pollution caused by the primary’s presence in the band. Ehacfually nota ~ AS the fine varies, the optimal values d@,, and N
bad assumption. When the cognitive user is degree-of-fredidated instead vary as well, along the curve shown in Fig. 2. There are

of interference limited [34], it does not mind having pollutirom a primary ; ; ; s : ;
in the band. See [35] for a discussion of the differences eetwthe two two things to notice about this plot: first, fines simply work.

kinds of users and their preferences regarding reclaimingen spectrum in NO matter what protection is desired for the primary (where

polluted bands. protection is measured b¥,,,, the probability of misdetec-
10Throughout, we are assuming strict liability (for a discossbf strict tion) setting an optimal fine will correctly direct the Cd@m

liability, see Posner [24]). So, if a cognitive user is catdthwill be assessed . .

a sanction without any opportunity to defend itself or demae that it USEr'S behavior. Second, the other parameters of the pnoble

exercised a reasonable amount of care. Pz, Peatch, Purong, influence what the fine must be to achieve



a particular place on this curve, but do not affect the optimeery infrequently. So, the fine must be much higher to get

curve itself!! We will revisit this second point later when wethe cognitive users to sense. Unfortunately, this means tha

talk about the influence of SNR. if a regulator wants to protect a range of primary behavior,
Our definition of when the cognitive user can be caught fancluding a primary that is almost never active, it must set a

causing harm suggests that the correct metric of good degnitextremely large fine thereby hurting even the honest cagniti

behavior should is the average amount of time it interferiéls wusers.

an active primary:

15
P... P C—N
[p— —mimd ¢ )
Py, o SNR = 0.2dB
We are interested in what effect raising the fine has on the.g> Pwrong = .001

utility for the cognitive user and the average interference $10
caused to the primary user. This is shown in Fig. 3 @

Notice that there are two very distinct regions: if the fine %’
is too low, the cognitive user has no incentive to sense @
(N*/C = 0), or to set itsP,,; below one. As the fine is 32 catch = .2
raised, the sanction becomes more expensive than sensihg, a £ 5
the cognitive user will transition to a sensing regime. Afte _°g’ 4
this transition, the average interference to the primagpsr 6 .
off quickly. When implementing a fine system, the average =
interference to the primary is almost equal to the misditect 0 : ] : :

0.2 04 0.6 0.8 1

probability for the cognitive user. It differs only in the aomt
of time spent sensingy/C'. The remaining timéC' —N)/C'is
essentially one whenevet,,; is high, and insignificant when Fig. 4. The required level of fine to incentivize the secopdarsense vs
P, is low. The utility for the cognitive user holds fairIy probability the primary is transmitting for different values P, ., -
constant over the sensing regime. Because of the threshold

behavior,we say the fine is effective if the secondary is & th The required fine also depends non-trivially on the differ-

Ptx

sensing regime. ence betweel®,,ong and Peqion. Fig. 5 shows the tradeoff of
the optimal number of samples af,..,, for different values
1 of Peaten, and a fixed fine. Af,,ong gets close taP,q¢cp, the
incentive to sense decreases, and eventually, the cogoisr
Average Interference will no longer sense. The intuition here follows very nicéipt
0.8 ¢ SNR = .2dB developed in [36]: if there is a non-trivial probability oéimg
Pwrong =.001 wrongfully convicted, this probability decreases the #tref
06| Peatch = .4 punishment through your own actions since you will likely
Ptx = 0.6 incur the punishment anyway. Therefore, you might as well
cheat.
0.4 Cognitive Utility 120
_ SNR = .2dB
021! 100 Peatch =1 Pwrong = .001
N*/C Ptx = 0.6
F=5
0 }C ‘ 80 |
0 5 10 15 20 25 30
fine * 60 L

Fig. 3. The effect on primary and secondary parameters ofeistesarying
the amount of the fine. Notice that there are two distinct regjione where 40 -
the cognitive radio will not sense, and one where it will. Whieis sensing,
it is causing very little interference to the primary

20 +

The fine required to push the cognitive user to sense depends

on the transmission characteristics of the primary, as astiow 0
Fig. 4. When the primary is rarely active, it is difficult to &ar
them to sense. This conforms with our intuition as when the
primary is almost never there, the fine will only be incurregig 5. The optimal number of samplé&* vs Puyong for different values

of Pegtch- AS Purong gets closer taP,,:ch, for a given level of fine, the
cognitive radio will lose incentive to sense at all.

0 0.2 0.4 06 08 7
Pwrong

11The authors have not thus far been able to prove that thisués itr
general. But simulations give evidence that suggest it hoidseveral test ) o ) . ) .
cases beyond the energy detector. To gain further insight into the required fine, we plot in



Fig. 6 the overhead the cognitive user is experiencing Isecatdine plus jail sentence (this assumes two wealth classes, but
of the fine. We define overhead as the utility the cognitivean be generalized to more). If the wealth is simply hard to
user would have gotten at the same level of sensing withaliserve, there must be a self-reporting with a chance ot audi
the fine: and a higher imposed fine if the criminal is found to have lied
Up —Up :
Op = —=——2 (10) about his wealth.
Us Can these results be applied to our case? A radio could be

Notice that the cognitive user will start sensing when it iforced to admit how much it has transmitted, which is our
losing a significant fraction of its utility to the fine. Thigtire proxy for wealth. But how does this map to a monetary fine?
also shows the overhead of the cognitive user relative td wtgven if the fine is determined by a percentage of total ufility
utility it could get if it knew exactly when the primary wasthe mapping would be difficult. The natural step would be to
transmitting. As soon as this overhead is non-negative (thssess the fine at the service-provider level as a perceotage
cognitive user is no longer gaining from always cheating), the total earnings, but this does not take into accounttyutili
will sense. Pushing the cognitive user to a moderate level tht is not reflected in profits. It also does not allow indiiatl
sensing produces the best results in terms of overhead. &evices to be punished for bad behavior, so the deterreadteff
overall, the cognitive user has the best overhead perfarenanvould be reduced by moving the punishment further from the
with a moderate level of sensing, and the primary user hagrme.
low average interference at the same time. Therefore, $his i Assessing fines at the service-provider level would have the
the likely preferred operating point. further complication of allowing the fine to be treated as a

price of operation (see [39] for a case study of this effeat] a

see [24] for the general theory) instead of allowing it todav

- a deterrent effect. If fines are actually as difficult to inmpént

Pwrong = .001 L .
Pcatch = 4 corr_ectly as they seem, p_erhaps a _b_etter option is to wotk wit
Pix = 0.6 a different form of sanction. Traditionally, the most natur

other sanction is imprisonment through a jail system [233 W

will investigate the radio equivalent in the next section.

1
SNR = .2dB

05} Overhead from fine

IV. DETERRING CHEATING WITH JAILS

0} [ Overhead relative to Fines are convenient to analyze, but hard to implement. So,

knowing primary exactly in this _section we wiII_ extend th_e previous analysis to one of
the universal currencies of radios: degrees of freedome Not
that we could alternatively have chosen to analyze enefgy. |

05 ‘ ‘ ‘ ‘ radio were energy-constrained, like a sensor network ngnni

T0 20 40 60 80 100 on limited battery power, losing energy is painful. One coul

N imagine that an effective sanction for this type of device
Fig. 6. The overhead incurred for the fine system, defined apeteentage could be forcing the radio “sing in the 90mef-" A dedmat(_ad
of the base utility that a cognitive radio would have to payider for N*  frequency would be blocked off for punishment, and radios
time steps to be in its best interest. The cognitive user wifise when the that were caught would have to transmit a beacon on this
fine becomes too expensive. Also, the overhead of a fine systkative to f h . . il id
what the cognitive user would get if it knew exactly when themary was requency, t_ U_S wasting prec_:lous gne_rgy._We will not caersi
transmitting. The cognitive user will sense as soon as aigaes not bring the energy limited case, but investigation is warrantecettel
any benefit (negative overhead). understand how to universally deter bad behavior by radios
) ] ) i ) ) without knowing what they specifically care abdat.

Employing sanctions in the form of fines is obviously \yg il consider here the most obvious kind of cognitive
effective — the fines can be used to deter cheating for ag¥er: one that is constrained by how many degrees of freedom
desired level of protection for the primary. Moreover, fineg js aple to obtain. Therefore, it can be deterred from dhgat
operate with a threshold behavior: there is a critical fine @fi, 4 simple punitive action modeled after jails in the huma
which the cognitive users will start sensing. Above thiSical  eaim _ 4 spectrum jail in which offenders cannot transmit.
point, the fine has very little further effect. So it operat@sch This means that if a cognitive device is caught transmitting

like a reserve price. _ when the primary is active, it must turn off its radio for a
However, these fines are effective because they scale V\ﬁ@iod of time.
the utility of the cognitive user. This is a well known effeéat Notice that while in the human realm jails are a burden

literature on fines as deterrents in the criminal justiceesys . society because they are costly to implement, in the radio
When the wealth of the criminal increases, so must the figgmain they are not. The cost for implementing is the cost

in order to be an effective deterrent [26]. of certifying that a radio can obey a “go to jail” command
Unfortunately, wealth is not always observable, or may be

very costly to calculate. Polinsky studies both of theseegas 1?This singing in the corner could even serve a useful purpoifeat

in a pair of papers [37] [38]. If information about the wibal radios undergoing punishment had to sense constantly antheseand to
’ ’ ive a truthful account of the primary activity they obsertres singing could

'S.n(_)t ava”ablg at all, the_ optimal approach IS .tO offer th effectively public service. We will not consider this edgere but it would
criminal a choice of sanctions between a high fine or a lowe an interesting extension.




by turning itself off, and the cost of sending that “go tojail is not in jail is simple in this case, because we can collapse
command. A jail in spectrum does not require maintenandbe model above into a two state Markov chain with states “in
There is anopportunity costto society overall because thejail” and “not in jail”. Then, the probability of not being in
jailed radio is unable to perform any socially-valuable dun jail is:

tion. However, for a radio that is not sensing, the harm to the 1— Pyen

primary may be greater than the good it produces by usingtns =

the band. We can interpret this as incapacitation. L= Poen + Pia(PnaFeaten + (1 = PMd)PWO"g()lz)

All other necessary costs, like those associated with @&@ch |t turns out that this definition is insufficient to incentiei
offenders are incurred in the fines case as well, and arésghsing in all cases. Consider when the primary is almost
necessary cost of implementing a policing scheme for spegways active P, ~ 1). The cognitive user will get no utility
trum. Therefore, unlike traditional reasoning for the hamgs jt just sits idle, whereas it gets some positive utility by
realm [23], jails may be the preferable option for sanctitns cheating, going to jail, then cheating again when it is redea

spectrum. No length of jail sentence would be sufficient to force it to
sense.
A. Modeling jails We encountered this same problem in the development of a

) . .model in which sensing was free in [32], and solved it using a
In [32], we developed a simple model for a jail system g, o hand#3 of value3 and a global jail. The home band is a
which SEnsing 1S free, that .employs _the same basic pa_rafmekqéan piece of spectrum where the cognitive user holds pyima
used for fines in the previous sectlon.'We extend'thls SaMEhts and so always has access. In order for the cognitive
mOdﬁl here to 'ndgdﬁ the Coit of sgndsmg and choice of h er to expand into other bands, it must stake this home band
much to sense and how much to misdetect. against improper use. If the cognitive user is caught chgai
p another band, it must turn off its radiosatl bands, including

e ¥ its home band, so it loses utility when sitting in jail (whase
TX(\L/NO X 3 before the utility of being in jail was simply zero). The new
= utility function including the home band is:
C—-N
UJ = ’/TNJ(Pter,d“i’(]-*Ptz)(lfpfa))T7671:] (13)
No Cheat «— > False Alarm  \ ¢
5
Q.
Q
<

wherern; = 1 — 7wy is the stationary probability of sitting in
I >< I jail. The cognitive user is trying to maximize this utilitywer
its available parameters. It computes:
A\Cheat «—— Legal TX P P
6?9 ’?& {N*, P} = argmaxU; (14)
@ Ppen N,Ppa
Q Using the same parameters of interest as we did in the fines
Jail

Qobal case, we can look at thg qualitati\_/e behavior fqr differenels
of jail punishment (which we will parameterize by/(1 —
Fig. 7. The Markov model which governs the behavior of the pimand ~ Ppen) fOr reasons justified later). This behavior is shown in
secondary users under a jail system. Fig. 8.
The same two regions exist: a region in which the cognitive
The basic model is shown in Fig. 7. The primary has thgser will never sense, and a region in which the cognitive use
same model as before, and the cognitive user responds in Wik sense. There is the same effect of the average interéere
same way. But now if the cognitive user is caught interferinp the primary dropping after the the cognitive user starts
with the primary (correctly or erroneously), it is sent tdl,ja sensing. However, as in the human realm, even if the cognitiv
where it must turn off its radios for a length of time thatiser cheats at every possible opportunity, the jails have an
is geometric with expected valug/(1 — P,.,,). To keep the incapacitating effect (for a general overview of this effaee
comparison to the fines case simple for now, we will assuni2b]). The cognitive users will certainly cause harm to the
that we are dealing with an iid primary. This means thaty = primary if they are allowed to continue to transmit, so by
1 so P, = ¢. In this case, we can calculate a simple utilitgending them to jail, the primary users are better protected
function that has a similar form to the one we used beforethan they would have been had just a fine been imposed.
C_N This figure also shows directly the overhead caused by the
C (11) jail system: the cognitive user will begin to sense when it is
spending too much time in jail relative to the time it would

The cognitive user gets utility whenever it is not in jaihaye spent sensing. After this, the overhead incurred bjathe
(which happens with probabilityty ;) and transmitting. The
m notation indicates the stationary probability of being in a 3The homeband for cognitive users can be thought of as beingpsitai

particular set of states in the Corresponding Markov chaijthe bond a bonded contractor has to post. It is something okvidat you
must stake against the project failing.could also be thought of as an extra

This is equivalent to the Ipng-term average amou.nlt of tirTb%nishment for jail. Perhaps, again, while a cognitive devscin jail, it must
that you spend in the particular state. The probability thatsing in another dedicated band. Then, while sitting in jeisilosing energy.

Us=7nsUs



! SNR = .2dB B/(1—P,,,) (the pain of jail times the average length of stay).

Pmd* Pwrong = .001 We should be able to shorten a jail sentence while making it
08l Ppen = 0.6 more painful and keep the same deterrent effect. We will use
Ptx=10.6 this /(1 — P,.,) parameterization throughout the paper to
Pcatch = 0.9 describe the amount punishment associated with jail.
0.6 |_Jail Time

Pcatch/= .2

verpge Interference

04F Cognitive Utility

0.2+

0 Pfa
0 0.5 1 1.5
B/(1-Ppen)

Fig. 8. Primary and cognitive user parameters of interestenjaf system.
Again, we have the behavior of very sharp regions where tlgmitioe user
will sense or not. There is also an incapacitation effectaibin the non-
sensing region.

0 0.2 0.4 0.6 0.8 1
Pwrong

system itself is relatively low. The sensing regime, desji
slightly lower overall utility, may be the preferable opiifor Fig. 10. The tradeoff betweeRurong and 3 to deter cheating.

may kinds of cognitive users. If an application is sensitive ) ) )
to delay, like streaming video, having to wait in jail is a LOOking at the relationship betweeR.q;cn, Puwrong, and

very costly possibility. The delay is more important evearth #/(1—Fpen) in Fig. 10, we see the same effect as we saw with
the overall amount of time transmitting. Therefore, a delafiN€S: 8Featcn APProaches, oy, the jail sanction required
sensitive device will likely prefer to switch to the sensind® incentivize sensing goes to infinity.

regime even for lower values @¢f/(1 — P,.,,). 15
° 2 SNR = 0.2dB
SNR = .2dB g Pwrong =001
41 Pcatch = 0.2 Pwrong = .001 21 Ppen = .6
2 Ptx = 0.6 S
g 8
331 £
= o
L o
°© —~
[} [
£2¢ 04 )
0 &
£ 06 T
(o}
L 8
\
0 ‘ ‘ :
0 0.2 0.4 0.6 0.8 1

Ppen Fig. 11. The optimal amount of sensing for different levels ririnary activity
employing a jail system. The difficult regions to deter chegiim this case

Fig. 9. This plot shows the tradeoff between the minimifiy.,, and 3 are whenPi; is either very low or very high.
required to deter cognitive users from cheating.
We finally look at the required sanction against the proba-

With the same two sensing and non-sensing regions, we ailty the primary is transmitting, as we did for the fines eas
again concerned with the level of punishment that produees fThis is shown in Fig. 11. We see an additional problem area:
transition. We begin withg and P,.,,, the parameters uniquewhen the primary is almost never around, there is very little
to the jail system. Fig. 9 shows the minimusnrequired for incentive to sense because sensing costs all the time, jatile
sensing to occur given different values®f.,, and fixed other costs only infrequently. The primary always being present i
parameters. Notice that and P,.,, trade off linearly, so both also problematic because the cognitive user can gairnyubiit
affect the secondary response in the same way. This makesincing in and out of jail. Use of the homeband can correct
sense intuitively: every time the cognitive user is sental j both problem areas, but at the expense of honest cognitive
it experiences an amount of punishment with average valusers in situations of;,. in the middle range.



B. Equivalence of fines and jails must take into account the fact that jail sentences may occur
while the primary is sticking in the on or off position. The

50 utility function for the secondary is now:
Usy = T(NJon)Pmd + T(Ns0rf) (L — Pra) — By (16)
340 I The difference between this and Eq. (11) is that the protabil
g that the primary is on and the cognitive user is not in jail,
S30! T(NJom) # TNy Pi as it did in the iid case. Likewise, the
> probability the primary is not on when the cognitive user is
= not in jail is m(n j05¢) # v s (1 — Pre).
3207 Note that the utility function for fines in the sticky-prinyar
2 SNR = 0.2dB . ) o
3 Pwrong = .01 case remains unchanged: the fine is assumed to be assessed on
® 40l Pcatch = 1 the total average utility, not as a part of the temporal dpema
Ptx = 0.6 of the cognitive user. So, the effect of sticky primariesvgfo
up only when dealing with a jail system.
0 ‘ ‘ ‘
0 10 20 30 40 1
fine
SNR = .2dB
Fig. 12. Fines and their corresponding equivalgfi{1 — Ppen). When Pwrong = .001
the P,,q and N are evaluated at their optimal values for particular levéls o 0.8 Ppen = 0.6
fines, the fine and equivalent jail punishment enjoy a linekticship. Ptx = 0 6.
o ) o 0.6 | Pcatch = 0.9
We have seen thus far that the qualitative behavior of jails ,
is equivalent to the behavior we observed with fines. Indeed, g
even the tradeoff curve betweéw* and P}, , in Fig. 2 is the o4l
same for jails. The jail parameters simply trace out a diffier
section of this line. This all suggests that there is a mappin
between a fine and a jail sanction. This mapping is: 02 \
eq — 7 _ . - — ' 0 ‘ ‘ S—
t Foen & Pra(BmaFeaien + (1 PT"d)PwTO"gzls) 0 20 40 60 80 100 120

. . N*

Notice that the mapping depends on the secondary chosen

parameters’,,; and N. So, from this equation alone determin-ig. 13. Tradeoff between optimal secondary parameter vdtregifferent

ing the optimal jail sanction from the optimal fine is diffitul 'evels of primary stickiness. Notice that the base trademfiains unchanged.
. . . B he only difference is what parts of the curve are reachable.

However, when this equation is evaluated?jt, and N* for

each particular value of fine, we get the equivalence curve

shown in Fig. 12. The two sanctions enjoy an almost linear 1

)
relationship. So, in the iid primary case, a jail sanction ba 08" Pmd* 1 &
as effective as a fine in deterring cheating and indeed the jai g g w ;<
parameters can be set by appropriately scaling the optin&al fi g4 —TBTTme_ —) ] 9
Jail even has the added benefit of simplicity of implemeotati : Average Interference! N*/C] é
and immediate incapacitation of non-compliant secondarie <

SNR = .2dB
1 Pwrong = .001

C. Non-iid Primaries 0.8r Ppen = 0.6 S

Although we have shown fines and jail sanctions to be in 0-6F Iitxtzr?.?o o |2
some sense equivalent in the iid primary case, primaries are®-4 3
very rarely iid. A primary is much more likely to stay in the on | 3
position for a while before switching off. We refer to this as 0.5 1 1.5
the “stickiness” of the primary: its tendency to stay in one B/(1-Ppen)

place for a longer time given a certain overall probabilité, “u P er values for different levels of stick different iail

. . . . . g. . arameter values for different levels of stickinasd differen jal
of be'”g on. We can quan_tlfy the stickiness _Of the prlm_e_l anctions. Notice that the primary difference is a trarstatn the point at
by looking at the second eigenvalue of the primary transitiQvhich the cognitive user switches to the sensing regime.

matrix. A second eigenvalue of zero produces the iid case we

have been dealing with thus far. A second eigenvalue closer t Fig. 13 shows the optimal tradeoff betweéf and P ,

one will produce a primary more likely to stick in particularfor different levels of stickiness for the primary. Note thiae

states before transitioning. curve itself is the same as it has been throughout. Nothing
When the primary does not have an iid behavior, the utilitghanges the actual optimal tradeoff. However, differen¢le

function the cognitive user is is more complicated becatiseof stickiness do affect the effectiveness of the enforcémen
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»

runtime, systems are deployed and used. Although the pglici
system must operate at actual runtime, the systems could be

St designed to favor more peaceful coexistence.
Pcatch = .2 SNR = 2dB SNR is a parameter that can capture design-time considera-
4 Pwrong = .001 tions. While SNR does represent the actual signal to noige rat
Ppen =0.6 observed at runtime, cooperative strategies like thosegjin |
3| Ptx=0.6 can change theffectiveSNR experienced. For example, with

the “OR” rule, a group of cognitive users claims a primary is
present ifany of the users observe the primary. Any individual

_/ radio independently sees the true SNR, but the network cares
%/
8

N
N

about thehighest SNR received, which raises the effective
SNR. Likewise, if the primary were to transmit a pilot signal
(which greatly increases the probability they will be dételc

0 ‘ 1 ‘ ‘ [6]), this too could be interpreted as a larger effective SS&

0 0.2 04 06 0.8 1 we are interested here in whether these cooperative seateg
Second eigenvalue are in the best interest of either primary or cognitive users

—_

B/(1-Ppen) required for sensing

Fig. 15. Thes/(1— Ppen) required for the secondary to sense for different 1
levels of primary stickiness (different values for the seteigenvalue of the
primary transition matrix).

Pwrong = .001
Pcatch = .8
Ptx = 0.6

0.8

parameters. This can be seen by the jump between not sensing
and a particular level of sensing. Once the cognitive user is g g
forced into the sensing regime, it does not necessarilyeést! %
to the level of precision we have calculated here) beginisgns DE_
with one time step. It jumps to a higher level of sensing. The 0.4

different jumps in the curve indicate that the differentesaare
in fact changing the relative effectiveness of the enforeeim 0.2
1 0
5
0
0 1

parameters.
This same effect can be seen in Figs. 14 and 15. In the first,
we compare the qualitative effect of an increasing jail §anc : : ' :
on the parameters of interest. Notice that the two regions 00 200 300N*400 500 600 700
remain. The main difference is the value of jail sanction
that manages to switch the Secondary user into a Sensﬁi‘% 16. The effect of SNR on the optimal tradeoff between thmiper of
regime. The location of this point is shown against the secofPIes and the probability of misdetection.
eigenvalue of the primary in Fig. 15. As the primary gets more
sticky (second eigenvalue going to one), the jail sanctdass
effective. This is because if the primary user is likely tayst
transmitting for a long time, going to jail represents a dra

First, note Fig. 16. SNR is a parameter of the ROC curve for
the energy detector our cognitive devices are assumed to be
using. Therefore, as the SNR changes, the relationshipeleatw
the sensing timeV and the probability of missed detection

¢ wunity to leaally t it As th . ‘ §3md must also change. Fig. 16 shows the curve for the optimal
O opportunty 1o legally fransmit. A4S the primary gets morgy. versusP; , for different values of SNR. As SNR grows,

sticky, thg prob_ability_ t_hat there was no Iegal_ t_rar]smi?fsqhe optimal curve moves toward the origin — as SNR grows
opportunity during a J.a” sentence grows. So, jail is .palqut becomes easier to achieve a ldwy,; from fewer samples.
only from a3 perspective, not because of an opportunity loss. The effect of changing the SNR on the parameters of interest

As the seconq e|genvalu§ goes to one, the primary looks %?primary and cognitive users is shown in Fig. 17. As we vary
same as a primary that is always present or always abs tR, we see the same qualitative sensing regions: for very lo

and we end up with the problem areas B we observed %NR and the same level of sanction, the cognitive user will

In Fig. 11. Ther_efore, when considering hOW. to design a Hever sense, while for high SNR, the cognitive user will sens
system for radios, a regulator must take into account tf[]\?

h teristi f th : tiust in h h 1 otice also the large jump in the number of samples taken
charactenistics ot the primary, not Just In how much ime W,qq 15 the transition into the sensing regime. Smaller SNR
intends to spend transmitting, but also in how long it inten

_ . equire more samples to produce a favorable ROC. Therefore,
to transmit at a time. the number of samples taken is highest right after tramsitip
to sensing and will drop as the SNR continues to grow.
V. THE EFFECT OF COOPERATION The most notable aspect of this plot is cognitive utility

We have thus far considered SNR to be a fixed parameter either side of the transition. When the cognitive user is
inherent of the system at runtime. However, “runtime” altjua sensing, its utility is significantly higher because it ist no
consists of two distinct components. At engineering desigpending a large portion of its time in jail. Also, the cograt
cycle time, systems are designed and tested. At the actusér requires fewer samples at higher SNR, so sensing is not
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causing overhead either. As in all plots before, the averalgading to a conviction. If the methods of encoding identity
interference to the primary drops significantly in the segsi are done well, this effect should be small.

regime. Sopothusers prefer to operate in the sensing regime. The primary can be a major source of wrongful convictions
This alignment of desires indicates that primaries may hatg simply crying wolf: if the primary claims interferenceteh
incentive to transmit a pilot to help the cognitive userssgen enough, there is a higher chance of noise being mistaken for
Likewise, the cognitive user may have incentive to use coog-particular user’s identity. In our current model, the i
erative schemes to help raise the SNR. Of course, this dspeisdessentially a powerless player, and so this effect witl no
on the relative cost of employing such strategies to thefiteneshow up heré?

that will be obtained, but the opportunity exists. The final source of wrongful conviction comes from other
cognitive users. If one of the other users is constantly tifiga
1 eventually your radio will be convicted along with them.
Pmd* Pwrong = .001 The intuition comes from the identity codes described in
08l Pcatch = .8 [14]. The_se are C(_)des stamped _|r_1t0 the time series a user is
Ppen = .6 transmitting. A radio can be identified simply by observihg t
p=.5 on-off pattern of transmission without the need to undexsta
0.6 [ Jail Time Ptx = 0.6 what the signal means. In order to support large numbers of

active users, random groups of users must share the same
s . identity code for a period of time. If someone in your group is
0.4 [ Average Thterference _Cognitive Utility caught cheating, the whole group will be punished. Theegfor
the wrongful conviction of every cognitive device will be
raised if even one other device is constantly cheating.

0.2 Pra* N*/C Consider Fig. 18. This is the same setup as Fig. 17, but
now we have a significantly higher probability of wrongful
0 ‘ —_— conviction (Pyrong = 0.2). The sensing region is still well
-5 -10 -5 SﬁR 5 10 15 defined, albeit occurring at a higher SNR. The primary still

observes a drop in the probability that they will be intesfr
Fig. 17. These sets of parameters look at the reactions ofitsegnsers With. However, the cognitive user gains almost no utilityrfr
as we vary the operating SNR. The same sense/not-sense bpudars, switching to the sensing regime, whereas before they got a
2230‘:]"&';?:;"9 implications for possible cooperation betweeimaries and - consjderable bump. The cognitive user is not spending afimuc
' time in jail, but it is also not getting any utility from cheag.
So, overall, its utility does not rise much because it dods no
1 get enough time back from jail to offset the loss in cheating

utility. From this plot, it is obvious that it is of interesoif
Pmg+ FWrong =.2 the cognitive users to loweP,,,..,,. It may be possible that
0.8 E;aefi _6'8 cognitive users even have incentive to punish cheatersein th
B=5 ' own outside of the confines of the jail system.
06 | L Ptx = 0.6 This external punishment might look like shunning in
’ Jail Time the human realm. In [40], it is shown that for transmitting
messages over long distances, it is optimal to pass that
0.4 | Average Interference message along a series of relay nodes instead of trying to
transmit it directly to the receiver. Therefore, any shuhne
radio whose messages are not relayed by its neighbors will
021 _ _ waste considerable power trying to transmit its messages by
Cognitive Utility \\,\’\ itself. As long as cognitive users could distinguish who was
‘ ‘ ~ N*/C cheating (perhaps another reason to make radios “sing in the
Q15 -10 -5 0 5 10 15 corner”?) they could employ shunning as a deterrent to keep
SNR the other cognitive users honest.

Fig. 18. We keep these parameters against SNR, but now lookeat t
difference in the parameters wheP,rong is NO longer very small. This VI. CONCLUDING REMARKS

may have implications for self-policing among cognitive users In an earlier paper [32] we introduced a model to under-

One final . A stand whether a jail-based sanction were sufficient to cmevi
ne final note on cooperation concets,on,. AS We saw cognitive user to respect sharing rules given it knew the

before, Peater, — Pwrong is the quantity that determines the, ions of o primary. The intent was to explore a possible
required sanction for sensing. So, ..., is large for a

- i alternative to certification-only regulation that wouldvhaa
given P,.;.;, the punishment must be very severe and wrong-

ful convictions will hurt a lot. P,,.,, has essentially three , _ _ o

. . . . d oth it Bhee It would conceivably be possible to create a system of ineesit like
sources. noise, primanes, and other cognitive users. N making it costly to accuse a cognitive user of interferences tould lower
is random noise happening to look like significant intenfe®  the probability of wrongful conviction due to primaries argi wolf.
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more acceptable overhead. In this paper we see that the s@meG. R. Faulhaber, “Deploying Cognitive Radio: Economicegal,
jail mechanism is sufficient to incentivize the cognitiveeus

to sense for primary presence, even though sensing is coq&l

Furthermore, the benefits of sensing show a threshold be-
havior: once the secondary begins sensing, stronger eaactil19]
derive little extra benefit for the primary. In the course lit |,
investigation, we made a number of interesting experintenta

observations. We saw that in the space of possible sensitl

times and mis-detection probabilities, the optimal cheitie
along a single curve. This phenomenon deserves furthey stud
because if it is true in general beyond the energy detecté?!
considered here, there may be important policy implication 4
We also saw that the preferences of the primary and the
secondary align regarding the perceived SNR at the secpnd&®!
both do better when that SNR is higher and the primary jsg
more easily detectable. This points to possible cooperativ
strategies, but a more thorough investigation is warrated

treat the primary as an active player and analyze equilibria

(22]

[27]

Finally, we have looked at only one possible sanction.

Because devices can also be energy-limited, using “singi
in the corner” or public service transmission of sensingad

a?g]

may also be effective strategies. Ideally, an overheadyaisal [29]
of these strategies would be performed to understand wha[S'a
viable for future regulation of cognitive devices.
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