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Abstract—With the development of frequency agile radios reliably. However, that story must be complemented with a
comes a new option for using wireless spectrum: cognitive radio. quantitative argument that bounds what is realistic from an
Under this scheme a hierarchical approach is employed in which incentive perspective. Otherwise, the parameters of acdg co
legacy “primary” users may use the band as they wish, while - -

“secondary” users may take advantage of any unused spectrum could_never be. set. Thls paper begins the' process of under-
However, as of yet the question of enforcement in cognitive Standing these incentives and the tradeoffs in enforcearet
radio is unaddressed, especially in the context of cooperative utilization. This is done by defining a toy model to capture
spectrum sensing. Unfortunately, it cannot be assumed that the enforcement dynamics in the cognitive-radio scenario.
secondaries will not cheat as there is no physical limitation to Obvious tradeoffs exist between utilization. the enforeatn
stop them. Therefore, enforcement mechanisms and models to . . . !

evaluate these mechanisms are required. This paper considersmeCh.an'Sm’ and the Cheatlng behavior of the secondary. users
the problem of enforcement in terms of incentives available to Consider the extreme cases: if no enforcement were employed
encourage secondaries to play by the rules. It develops a toythere is no accountability and therefore no incentive ttofol
game-theoretic model to capture the dynamics of the primary the prescribed hierarchy. Secondaries would choose tsrtian
and secondary users and evaluates what this model can tell Us\vith no regard for interference to the primary. Although

regarding the overall tradeoff between enforcement mechaniss) ilizati Id be high. th . . d b |
cheating behavior and channel utilization. In particular we find utilization wou e high, the primaries wou € severely

that in order to guarantee that there is no incentive to cheat, it is affected, negating the original hierarchy concept entirén
not enough to punish cheaters simply by denying them access tothe other hand, if the punishment for cheating is that the

the band. Also, we find that it is important to catch the individual  secondary user is forever denied access to the band, the
cheater: no amount of punishment can incentivize playing by the penalty is so severe that the secondaries would have to be
rules when collective punishment is employed. S ) . -
very conservative in their use in order to avoid it. They must
be so conservative, in fact, that the overall utilizationudo
|. INTRODUCTION be essentially the same as if there were no cognitive users at
L?II. In this paper, we seek to understand this tradeoff.
Mo that end, in Section Il we identify the important dy-
. ) S namics and present a simple model to capture them. Sections
ever, despite full allocation by the FCC, empirical measure 4y in\?estigate whatpthis model carrl) tell us about the

ments suggest. spectrum Is in fa(;t vqstly un_derut|l|zed[3]]— tradeoffs of interest, and Section VI presents some coirajud

The real question becomes why is this precious resource bein
o : remarks on where we go from here.

wasted and how can we correct the situation? We discuss some

related perspectives on this problem in Section Il and then

decide that any solution to this problem must involve regula Il. BACKGROUND

tion that involves some form of explicit or implicit polian o hroplem of spectrum underuse naturally lies with the
at runtime. This kf)aper focuses onbthe dqasehpfhopportunls&grrem allocation system and so regardless of technabgic
spectrum users that want to use a band In which a prlmaryiﬁ?’provements, regulatory questions are unavoidable. When

only intermittently active. _ the FCC was designed, “wireless” use was synonymous with
Ideally, we want to be able to answer questions such as tlB‘?oadcast” and interference was something to be feared [5]

As wireless technology becomes more ubiquitous, spectr
availability becomes an increasingly important concerowH

following: The allocation system was designed on scales appropriate fo
« How should regulation be partitioned between deviggroadcast. The allocation time was considered on the offder o
certification, standards, and incentives? ten years: the order of device lifetimes. Geographic scaées
« How easily is this enforced? considered in the hundreds of square kilometers, or ther orde
« Atwhat level is the regulation performed (FCC, standardsf a broadcast service area. At the time, this model worked
body, individual run-time decisions)? well because the number of players was relatively small and
« Does this regulation scheme encourage innovation apferference was the primary concern.
technological improvement? However, this original model is no longer appropriate be-

In the companion paper, [4], the enforcement of cognitiveause it produces a mismatch between the scales of allncatio
radios is considered to understand the overhead requirdd and scales of use. Many of the current developments in wire-
the tradeoffs involved to detect interference and catcprisl less networks are geared toward smaller, more decenttalize



concepts which simply do not operate at the large scalesler of the original FCC allocation scheme, but these too
assumed for broadcast systems. The effect is the existemmrild presumably converge to the correct scales of use that
of “holes” [6] in spectrum usage. In time these appear &sost effectively utilize available spectrum.
legacy networks move to packetized, service upon demandrhe ability to enforce in this scheme comes down to
schemes that do not constantly require spectrum use. Tidistinguishing when and who is at fault. But, this is not
holes also exist when legacy systems no longer have théyabiliecessarily simple. As Hatfield points out in [9], the wisde
or incentive to operate and simply sit idle on their allodatemedium is variable and propagation depends on many factors
band. In space, these holes occur as the legacy systemseopénaluding even the current state of the ionosphere. So, it is
in a service area that does not cover the entire allocated amot sufficient to simply determine maximum power levals
If the FCC had the information and the speed to adapt agrori and assume they will always work. From the regulatory
propriately, it could dynamically allocate spectrum to Hest perspective, it is much easier to agree on a propagationimode
users in real time. Unfortunately, as a centralized reguiat and then have users prove their models are in compliance.
authority that defines even the location and height of transmBut this too raises difficult questions. Even if a good model
antennas for every piece of spectrum in the United Statesuld be developed, it is not obvious that it would even be
the FCC is not physically capable of having all the necessargssible to determine who is at fault. It is also not clear how
information and operating at the appropriate speed. to treat interference claims: should interference be cwmmstd
It seems that utilization would improve if more flexibility as trespass or nuisance [10]? On the one hand, trespass seems
were allowed, but this is only half the story. When spectruppropriate because interference is one user overstepping
is heavily regulated, the rules of use are clear, and anyaheir property and infringing on someone else. This is nice
not following the rules is easily caught and punished. THeecause litigation here is relatively straightforward wdwer,
current FCC actually represents an extreme position in lwhithis treatment can encourage “spectrum troll” [9] behawor
a high degree of regulation produces very simple enforcemewhich owners can simply sit idle on their spectrum, wait for
If you know where and how all the transmit antennas asmmeone to transmit too loudly, and sue them. Perhaps a more
operating, it is very simple to weed out illegal parties wittappropriate concept is nuisance, which evaluates the el¢gre
a directional antenna. At the other extreme, consider a cagkich one is affecting the other and can weigh the relative
in which there is no regulation. [7] suggests through gamatility of the users to determine who is at fault. Unfortuslgt
theoretic arguments that the system would self-regulateato although this allows flexibility which will help maximize
everyone has some operational ability. The outcome woultilization, actually resolving nuisance cases is subjecind
look qualitatively similar to the internet: the QOS would bdlifficult.
best effort. It would be only as good as the worst player is A second school of thought is characterized by Benkler
willing to accept and it would be very difficult to effectiyel [11] which treats spectrum as a commons. Here, the concept
contain malicious users. is to place the regulation burden solely on the equipment
The optimal solution in trying to rethink the rules, theninstead of distributing it between equipment and use, sb tha
must lie somewhere in the middle. Ideally we want a “lightusers are naturally able to coexist when using the spectrum
handed” regulation in which operational rules and means iof whatever manner they choose. The market, then, is pushed
enforcement are defined to maintain peaceful coexistené®m the spectrum itself to the equipment and will favor #os
The rules must also be general enough to provide flexibilitgchnologies more able to coexist effectively. Here we do
and encourage innovation. When considering spectrum usef have to worry about usage scales as operators may use
regulating either onlya priori with equipment or only at their devices however the wish. But it is not clear how long
run time with usage rules and policing seems insufficierdevice certification should last or if the standards couloley
However, the correct mix of regulation scales is yet uncleaeffectively. The flexibility and adaptability of this routis
Solutions to the allocation problem have been proposemhvious: users are free to innovate with no more risk than the
but differ widely in their approaches. The first is spectrurmitial hardware investment. Enforcement is concernech wit
privatization, introduced by Coase in [5] and elaboratedwn original certification of devices and finding malfunctiogin
de Vany in [8]. The idea here is to assign property rights tmnits. Again, this becomes a technical question: can the
spectrum much like they exist for land. This would includequipment be certified to guarantee that coexistence istp@ss
a time, geographic area, and spectrum band. Correct usagand how do we recognize offending parties in this sea of users
defined as not exceeding a power threshold at the boundaryo are relatively unconstrained?
of one’s region. Beyond this stipulation, users are peeditt Cognitive radio emerges as a third regulatory option built
to use the band however they wish. With property rights, thié&e a hybrid of the previous two. It seeks to solve the
spectrum could be sold, divided, merged, and otherwise- reradlocation problem through a hierarchy of operation regime
gotiated between individuals instead of by a central aithor The legacy “primary” systems, with rights to the spectrum
Instead of a regulatory body making decisions, market ®rceither through allocation or market transaction, may cargi
determine the overall utilization. The argument is thasthio use the spectrum and operate on the scale defined by
approach would converge to the most efficient use of spectrahe regulation scheme. However, “secondary” users may then
because those most able to effectively use the spectrum aperate at a much smaller scale, observing holes in spectrum
precisely those who are most able to purchase the propeassage and filling them as long as their operation does not
rights. Note that the scales of allocation would begin on theterfere with the primary users. Here, again, the poténtia



for higher utilization and innovation is obvious. We reatai q

unused portions of spectrum, increasing utilization. lratimn _ -

) A 2 = P u No TX
is encouraged as primaries improve thseivices from compe- imary se T
tition with secondaries, and the secondaries have thedmeed

to experiment so long as they conform to the hierarchy. Many

papers exist on what the secondary must be able to do, Secondary Use ‘

technically, to operate under these constraints (see fomple i >< i

[12]), but the question of enforcement is largely ignoreds|

generally assumed that the secondaries will implicitlycfol s ‘53: lllegal TX “"‘ Sy Legal TX ‘

the rules. S 0 So
Th_|s is un_fortunately_not a fa|_r assumption. Tr_lere are no 1>‘S “Pen Box ‘(_)‘S “Pen. Box ‘/,Sl

physical device constraints that limit cheating, so if orents S, % 4 5 S,

to regulate cheating behavior directly with standards itikfo s, \ss

require sifting through thousands of lines of code for every
certified device. As this is not feasible, we must thereforI{eI . . . . .

. . . . .Fig. 1. Markov chain for modeling secondary cheating dynarnmc®gnitive
consider enforcement from a perspective of how to iNCeT®iViradio system. The primary use is modeled as the two-state chaite dop,
secondaries to not cheat. Again, a game-theory approadfich determines the horizontal movement through the secprutiain. The
seems appropriate to capture these dynamics. secondary chain responds to the primary’s use by transmittingaiting on

. AR . . ejther side. lllegal use of the band prompts a penalty, whickitting in the

With this in mind, we can question how to meet the gospﬂgnany box for a specified amount of time.
of light handed regulation. Unfortunately, the answer i$ no
obvious because all of these approaches treat the problem
in very different ways. Although all present obvious waysuppression of any propagation effects so that interferean
of increasing utilization and encouraging innovation, ythebe treated as a binary quantity: if both primary and secondar
also leave large technical questions unanswered, priniaril are transmitting, it qualifies as interference. We also segp
the realm of enforcement. But, even if the mechanisms foverlaps that would normally occur between the time the
enforcement were clear, we have no metrics to define whaimary turns on and the time the secondary notices. Likewis
is good nor an understanding of the fundamental tradeoffse time lag between the primary turning off and the secandar
involved. noticing is also suppressed.

It could be argued that defining metrics is unnecessary as3iVe will assume three possible players in this game: the
we could simply design an experiment where each propogeimary determines channel use and cares about whether it
was pitted against the others and market forces would decideexperiencing interference. However, the primary usage i
the most efficient solution. However, with unused spectruassumed fixed, and so the primary is a silent, oblivious playe
already at a premium, such an experiment may be infeasililee secondary is assumed to always have something to trans-
and certainly could not be performed blindly. Even if we @bulmit, and so it cares only about maximizing its transmit time.
perform such an experiment, what works in one case is rite regulator is able to determine the level of enforcement
necessarily applicable to another band and usage scenaaitd cares about overall channel utilization.

What are really needed are models that capture the dynamic¥he dynamics of the game are modeled by movement in
of interest and give a qualitative and quantitative sensth®f the Markov chain depicted in Fig. 1. The primary, which can
tradeoffs involved. With these tradeoffs in hand, appreri be transmitting or not, moves according to fixed parameters
metrics can be defined to compare different ideas against ghand ¢. When the primary is not transmitting, the secondary

ideal. can either be legally transmitting5{) or registering a false
This motivates the need for the idealized toy model in tredarm (51). When the primary is transmitting, the secondary
next section. may be waiting as it shoulds), or illegally transmitting £3).
The penalty boxesS; and Ss) represent the punishment for
1. M ODEL cheating: if a secondary is caught cheating, it must sit & th

: Ity box f ified t of time.
The goal of our proposed model is to capture the baé?gna y hox Tor a spectlied amourtt o ime

. : Horizontal movement through the secondary chain is de-
dynamics of the primary and secondary users to get a han

. - fmined by the primary’'s channel usage, so it depends on
g? tf]?smsem?;;gﬁ gﬁgﬁ%ﬁzérgﬂfd' Specifically, a good mod]g and ¢. Vertical movement is determined by the regulator

and secondary setting individual parameter values to niagim
« Understand what needs to be regulated and what does papective utility functions. The regulator's goal is toximaize

« Understand the burden on the regulator utilization while suppressing cheating. Therefore, itsugiee

» Compare different penalties utility function:

« Understand the effect of different technologies

We are concerned here primarily with parameter choices Ur= max my+ mo Q)
and responses, so we will make simplifying assumptions that Peatch:Ppen.B

remove complications. First, we assume that the primary antherer; is the stationary probability of being in stase. The
secondary users exist at a single point in space. This atloavs secondary cares only about being able to transmit, and so its



0.75

0.5

pcheat

0.25

0.5
0.25

P(Pri TX)

Fig. 2. pra Vs pyp tradeoff curves for an energy detector. Bold lines ar€ig. 3. p.neqt against channel use, characterized by the stationary Ipitiiipa

at SNR= —6dB with number of samplesv = 400 and N = 1000

utility function is

Us= max my+7ms— B(my+75)

Pcheat ;PFA

)

where 8 is a variable factor that determines how much the

penalty boxes hurt the secondary beyond simply not bei
allowed to transmit (this case correspondso= 0). The

physical meaning and implications of this factor will be

discussed later in Section IV-C.

To maximize their utility functions, the users set parangete
The regulator controls parameters related to catchingtetsea
and punishing them. This includes,;.;, the probability that a
cheating secondary will be caugp,..,, which determines the
average length of stay in the penalty boxes, Anthe variable
extra punishment for sitting in the penalty boxes,:., and
0 include external constraints which will be discussed later
Section IV-C, whilep,.,, can be freely set.

The secondary controls parameters related to cheating. Thi
includes p.req:, the probability of choosing to cheat given
you know the primary is transmitting. This is the secondary’

the primary is transmitting ang, the probability the primary will move from
transmitting to not transmitting in the next step. In this loenplty regime
wherepeqich, = 0.8, ppen = 0.6, and 3 = 0, the cheating behavior always
takes a binary form, with more cheating occurring when the cbhis less
available.

To determine vertical state transitions, the parameterk wo
ogether as follows:
To enterSy, the secondary must not experience a false
alarm (L — ppa)
A false alarm pr4) determines transitions int§;.
To enter.S,, the secondary must know the primary is
transmitting and choose not to chedt ¢ pepeqt)(1 —
PMD))-
To enterSs, the secondary must know the primary is on
but cheat anyway ({ — pap)Peheatr) OF NOt know the
primary is talking o/ p).
To be sent to the penalty box, the secondary must already
be inS3 and get caughtpl.aicn)-
Once in the penalty box, the secondary can leave if it is
not forced to stay1(— ppen).

t
ng®

IV. TRADEOFFS OFINTEREST

free parameter with no external constraint. The secondaoy a_ \We explore how this model answers the desired questions by
controlspr 4 and pyp, the probabilities of false alarm andfirst qualitatively understanding the behavior of the seizon

missed detection, respectively. These two parameters @re

with respect to the channel usage of the primary, and how it

independent. Indeed, we can assume that they lie on a cudfigcts the overall utilization. We then take a quantitativok

determined by the secondary’s sensing mechanism. For

&fl|ithe effect of the regulator’s enforcement parameterd, an

simulations here, the detector is assumed to be an eneflg§ effect of changing secondary technology.

detector which has the approximate test statistic [12]

)

T(Y)H, ~ N<P+02,]1[2(P+02)2) (4)

1
0%, —20*

T(Y)Hy ~ N< ~ (3)

A. Effect of primary channel use

In considering usage of the primary, we want to get a sense
of whether “one size fits all”: can we set the enforcement
parameters once for any channel, or do they need to adapt
based on channel usage? To answer this question, we fix
the enforcement parameters and let the secondary adjust its

This produces the family of curves shown in Fig. 2 wherparameters to maximize its utility function. This resutiso
the shape of the curve is determined by the energy deteatondes of operation.
itself and the slope of the curve is determined by the SNR andin the first, shown in Fig. 3, the penalty is not bad compared

number of sample®V. The middle bold curve is the nominal

to the opportunity to claim extra transmission time. So, the

one used for most of the simulations. When a better curveris 4 is pushed as low as the simulation will allow apg,..:

required for comparison, the other bold curve is used.

is a binary quantity which is determined by the enforcement
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@ pra Fig. 5. Channel utilization if only the primary is present.

pushpy/p as low as possible. Notice again the dependence
on the probability that the primary is transmitting. Whersthi

1 value is high, there is greater opportunity to get caughtheo
0754 measures taken to reduce this probability are greatemp j.g.
is higher.
= 051 -
B. Overall channdl utilization
0.257 1 From a regulatory perspective, the metric of interest is
0.75 the overall utilization of the channel: we want to know
37 whether the current enforcement scheme allows the seopndar
05 o5 0 0 ' b to effectively fill spectrum holes. So here we will discuse th
P(Pri TX) effect of different modes of operation on the overall ustinn.
(b) pvp All the cases that follow can be compared to Fig. 5, which

Fia 4 J st chanmel o 08 06 shows the utilization when only the primary is present. It

ig. 4. pra andp,sp against channel use whep, ., = 0.8, ppen = 0.6, - . . )

and 8 = 3. When the penalty is high enough, the secondarypbegins tal avdP eqw.va'llent to the steady 's.tatef prqbablllty of the 'p'rlmary

it by raising its ownpg 4. transmitting. For all other utilization figures, two definits
are used: The first is total utilization, defined as

parameters and channel use. In this figure, the z-axis is the Utotai = Mo + T2 + T3 + 74 (5)
probability that the secondary will cheat, either implicit
with pyp or explicitly with pepeq:. Cheating is visualized
for different values ofp, the probability that the primary
transmitting in the current state will be not transmitting i
the next, and the steady state probability that the primary i
transmitting ¢/(p + ¢)). The steady state probability is usedvhich does not count interference as utilization.
as a natural general parameter because even if the primarfig. 6 shows the utilization for the cheating behavior
had a more complicated usage pattern, it still has some solserved in Fig. 3. Note in this figure that when the secondary
of duty cycle. The dependence on the steady state prolyabili always cheating, the utilization follows more closelye th
of transmitting is intuitively pleasing as we would expeegét curve in Fig. 5. When the secondary is not cheating, it more
secondary to cheat more when the channel is less avaijableffectively fills spectrum holes. This effect is magnifiedemh
is used to directly see the effect of choosing between ahgaticonsidering collisions; here the cheating drags the atilim
now with possible penalty or legally transmitting in the neadown significantly when the primary is usually transmitting
future. In all plots, the allowed range of the probabilityeth Fig. 7 shows the overall utilization when the secondary is
primary is transmitting ang is outlined at the bottom for avoiding punishment, withpr, as shown in Fig. 4. When
reference. Note that this region is a result of defining the@ho the primary is always transmitting, it dominates utilipati
as a discrete Markov chain. If the model were continuous, teeen when discounting collisions. When the primary is rarely
region would not be restricted. talking, the utilization is good because the secondary hew a
Fig. 4 shows the second mode of operation in which thg-4 in this region. The middle, however, shows relatively poor
penalty is so high that the secondary actively avoids ggttimtilization as the secondary is still actively avoiding tgeg
caught. In this case.n.q: IS always zero, anghr4 rises to caught even though the primary is not fully using the band.

which is the percentage of time anyone is using the channel.
The second definition, utility with collisions, is defined as

Ucollide =Ty + T2 + T4 (6)
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Overall utility (percentage of time either the primamysecondary Fig. 7. Effect of conservative FA on utility.q¢cn, = 0.8, ppen = 0.6, and

B=3

get a sense of what these physically mean and what effect each

Fig. 8 shows the utilization in between the last two caselsas on the secondary cheating behavior. We would also like
the secondary is not cheating, but it is not actively av@dinto get a sense of how much of a burden enforcement is on the

the penalty either. Notice that qualitatively this curvelke

regulator. To do this, we will isolate the effects of diffete

much like that in Fig. 7, but it gets better utilization in theparameters and give physical interpretations of the result

middle, where before the secondary had an inflated. This

Peaten, Captures the enforcement mechanism itself by repre-

is the sweet spot for which any regulation should be aimingnting the chance a penalty will be employed. The protgbili

because it is the point of maximum utilization.

Fig. 9 shows the case whegg,p is held fixed at0.05.
The utilization is approximately equal to our incentive scte,
so we lose little with light-handed regulation. The diffece

of catching cheaters depends on how the catching is done and
the deployment of catching nodes. Because secondary seati
always exhibits a binary behavior, we can evaluate the teffiec
Deateh DY tracing how the boundary between always and never

then is in simplicity of enforcement. [13] and [14] suggestheating moves whep,.,, and 3 are held fixed (Fig. 10).
that to achieve a googy,p, cognitive radio systems will ,, . .~ determines the location of the boundary with respect

have to employ some kind of cooperation. This means thgtthe probability of the primary transmitting, but it doestn
in order to regulate a fixeg,; p, one would have to certify affect the shape much.

software by sifting through thousands of lines of code. Véith
incentive system, however, one simply has to correctly defi

the enforcement parameters.

C. The effect of enforcement parameters

@ is a factor that, in conjunction witp,.,, affects the type
And severity of the punishment. Physicallycould represent a
number of things. It can be thought of as an extra fine imposed
when in the penalty box. It can also be used to represent a
cost of missed opportunity if we were to consider a multiband

In our model, the regulator has access to three parametsesnario in which being in the penalty box in one band denies
that determine enforcemenizqicr, B, andp,.,. We want to use inany band. As suchg could be a highly constrained
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Fig. 9. Utilization whenp,,p is fixed at0.05. Overall utilization is not
much better than with a purely incentivized scheme.

parameter. If it is considered in the multiband sense, it is
affected by the usage of the primaries in other bands as well a
how interested particular secondaries are in using thosdsha

So, B could even be different for different secondaries. If a
value is assigned, the effect of this parameter on behasior i
to give a relative weight between the profit gained by using T Tcatch
the band and the penalty incurred from using it improperly. |
regimes where the secondary is cheating, the effe¢tisfthe El N KRR
shift shown in Fig. 11 which looks much like that pf,.».

Ppen. determines the length of stay in the penalty box,
effectively determining the dependence of cheatingpoill
examples thus far have,., at a moderate value. To get a
better sense of its effect on behavior, consider the exseme 0.25¢
Whenp,., = 0 as in Fig. 12, the secondary will stay in the
penalty box for only one time step. So, whether it cheats is
based on two things: the cost of cheating and whether the nexi 0
time step will be an opportunity for legal transmission. The
first is determined by..;., and as before, but the second is
determined solely by the transition probabiljiyand does not Fig. 10. While keepingpe., = 0.6 and 3 = 0 fixed, the boundary between
depend on channel usage. Therefore, the boundary betw ting (region A) and not cheating (region B) migrates wifferent values

. . . . . Of peaten, but the shape does not change.
cheating and not in this case is a function onlypof

Whenp,., is very high, as in Fig. 13, the secondary will
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have to spend a long time in the penalty box, so the time to
return to legal transmission does not matter as much as a long
term average of channel availability. Therefore in thisecas
the dependence is almost entirely on whether the primary is
transmitting and not omp.

In a real system, these enforcement parameters can be
chosen in several ways. If the primary usage is known a priori
they could be minimally set so that there is no incentive ler t
secondary to cheat. However, as usage may be less predictabl
or unknown, we could instead use bounding values that ensure
the secondary has no incentive to cheat regardless of the
primary usage. These bounding values were found empyicall
and are plotted in Fig. 14. Ag..;.n, is the technology-limited
parameter, it is used to determine whiétp,.,, tradeoff curve
is needed. These lines follow exactly an intuitive mathécaht
argument: if we define the total penalty as

Ko B

= 7
1 — Ppen ( )

which is the extras factor times the expected amount of
time in the penalty box, then the secondary would be tempted
to cheat if

Kpcatch < 1 (8)
Pcatech < 1 (9)

1- Ppen

or the secondary is tempted to cheat if the cost of the penalty
is less than the utility gained by transmitting in that time
slot. Equality in (8) determines the boundary between ¢hgat
and not; the boundaries found in Fig. 14 closely follow this
expression. Note that this assumes a particular kind didraf
and QOS for the secondary. It will fit well the case when the
secondary does not have time constraints, so the choice to
cheat is based solely on the relative utility. If the seconda

and3 = 0, the choice to cheat or not cheat depends on the long termageer has time-sensitive data, however, the model will changées t

channel availability, so it is determined almost entirely bg steady state

probability of the primary transmitting

secondary will have greater incentive to cheat to maintain a
constant connection.
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Fig. 15.  With pcgien = 0.8,ppen = 0.6, and 8 = 3, a betterpp -  Fig. 16. Withpegten, = 0.8, ppen = 0.6, 3 = 3, and a bettepr a-prrp
pyp curve means that the secondary does not have to incregsg.itfdand  curve, the overall utility is increased.
decreasev; p) much to avoid penalty.

the penalty is greater than a threshold. This threshold was
D. The effect of secondary technology empirically found for a perfect detector to be the same as
it was with the original detector, shown in Fig. 14. So to

We can model the effect of better secondary detectigmove incentive to cheat, regardless of the detector, the
technology by simply replacing thera-payp curve with penalty simply has to exceed this threshold.
a better one from Fig. 2. Under the same conditions thatHowever, it may be of interest to intentionally far exceeel th
produced the levels ofr4 and pyp in Fig. 4, the better threshold: bettepr 4 means better utility for the secondary, so
tradeoff curve produces Fig. 15. Notice that while the o by simply setting the penalty very high, we can encourage bet
tradeoff curve requires the secondary to actively avoid ther secondary-sensing technologihis means that regulation
penalty, this one does not because thep is already Iow does not have to set a particular standagdh andpy;p that
enough so that the penalty is not incurred too often. With thg users must meet, and it is possible to simply incentivize
improvement inpp4 comes an improvement in overall utility, better technology instead of having to certify every dewind
shown in Fig. 16. then recertify when the standard needs to be adjusted.

Note that another tradeoff is suppressed here. The better
pra-pyp tradeoff can also be achieved by simply sensing the V. THE EFFECT OF WRONGFUL PUNISHMENT
channel longer. However, the better curve achieved bysgnsi Thus far we have considered only a single cognitive user
longer must be traded off against the opportunity to use th@d perfect detection by the primary. However, when many
available channel and may not always be worthwhile. So, uers or less than perfect interference detection aredenesi,
is possible that the detector curve should be a function @f thjentifying the particular cheating user may be difficulo, S
channel usage as well which is not yet captured here.  in this section we want to get a sense of how the incentives

If the secondary has a perfect detector, regardless of tinest change when a user can be wrongfully punished.
strength of the penaltypr4 and py,p will never increase  Still assuming a single band, a user can be falsely accused
above zero, and the utility will be maximized as soon amly when the primary is transmitting and another user is



0.75

pcheat
o
(&)}

0.5
0.25

P(Pri TX) 00 b

Fig. 17. Withpeaten = 0.8, ppen = 0.6, B = 0, @ pwrong = 0.2 (the
probability of false accusation) causes the secondaryéataiore often than
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14
12}

101

A O @

Fig. 18.  The relationship betweefi and p.rong to assure there is no
incentive to cheat for any channel usage characteristice plg., = 0.4 and
different lines correspond to different valuesf, ;... The circled points are
empirically determined; the lines are drawn from an empincditermined
equation. Note that agwrong approache® ., the 5 required to assure
no incentive to cheat goes to infinity.

10

The circled points are empirically determined values, dred t
connecting lines correspond to

1- Ppen + 0~9pwrong

DPcatch — Pwrong

B= (10)

which was empirically determined. Note thatif,,ong = 0,
this reverts back to (8) found previously. Also, 8S,ong
approache....», the 8 required to assure no incentive to
cheat goes to infinityf the regulator punishes everyone when

interference is detected, as soon as one user begins to cheat

no amount of punishment will incentivize the other users not
to cheat as well.

VI. CONCLUDING REMARKS

This paper has introduced a very simple toy model for
cognitive radio operation. Even with such a simple model,
we can see some important effects:

« To incentivize cognitive users not to cheat, there must be

a probability that they are caught and forced to undergo
a penalty.

It is not sufficient to penalize the cognitive user only by
denying it access to the band that it is violating; some
form of additional penalty is needed to deter cheating if
we want a rule that works universally over primary usage
characteristics.

Banning the user from cognitive access to other bands as
well can serve as such an additional penalty.

The duration of the penalty must be set appropriately to
incentivize proper behavior.

Setting the penalty high enough gives rational cognitive
users an incentive to develop appropriately sensitive de-
tection algorithms. There is no need to regulate at the
level of sensitivity itself.

If the regulator punishes all cognitive users when one of
them cheats, as soon as one cheats no level of punishment

can incentivize the others not to cheat
This represents the start of an investigation. Much more

should be explored, and the results of this model should be

cheating. We will assume for simplicity that there is alwaysombined with a calculation of the overheads required to
a malfunctioning unit. We can then model the probability ddichieve the required level of enforcement.

being falsely accused as a transition fré(in Fig. 1) to the
penalty boxes, controlled by a probability,,.,4. INtuitively,
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