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Abstract
In sensor networks, aggregation is often used to obtain some form of summary of the sensor

values, such as the maximum and the average. When there are hundreds of nodes, it is inevitable
that some of these sensor will malfunction and report faulty sensor values or fail to route the
value information, adversely affecting the aggregate result. In this paper, we describe a simple
method to locally detect outliers in sensor network to make the aggregate queries more tolerant
to faulty sensor readings and failed nodes. We also describe the results of implementing this
method in the TinyDB [10] aggregation service running on the Nido sensor network simulator
included in the TinyOS [17, 7] distribution.

1 Introduction

Wireless sensor networks have gained momentum in the research community in recent years. Large
scale wireless sensor networks often require some sort of data aggregation to occur since not all
sensor readings can be reported due to energy or communication constraints. The wireless devices
used in such networks, called motes, are designed to be inexpensive; in large network some of them
will inevitably fail one way or another. Some sensors may malfunction and report an abnormally
high (or low) sensor values. Others may stop responding altogether because it has run out of power
or its transmitter has failed. These sorts of errors can make the aggregate result meaningless.

While the number of failed sensors may be a small fraction of the total number of sensors, they
can still drastically affect the result of some aggregate results. The sensitivity to node failures
depends on the aggregate operator; for example if some sensor keeps reporting abnormally high
temperature, the maximum will be affected much more than the average, while others such as the
count or the median will be mostly unaffected.

In many cases, such as when collecting a temperature readings of a building, the underlying data
we are trying to obtain from the sensor readings are continuous in time or space, or both. In this
paper we take advantage of this property to perform outlier detection to make simple aggregation
operation (such as MAX and AVG) more reliable under the presence of faulty or failed motes. To
deal with failed nodes, we have implement a multipath algorithm so the motes has more than one
route to deliver the information. We implement our algorithm on the TinyDB [10, 11] aggregation
service running on Nido sensor network simulator provided by the TinyOS [7, 17] distribution. To
supply the simulator with sensor values, we create a data model to map a function over the area
covered by the motes.
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The rest of the paper is organized as follows. In section 2 and 3 describes our outlier detection
algorithm and the multipath algorithm used. Section 4 discusses the data model being used to
test our modifications. Section 5 then discusses the various parameters we varied in our tests and
presents the results. Section 6 discusses related work that has been done in this field. Section
7 discusses future work to be done (including quite a few things we had planned to investigate
but was omitted due to time limitations1). Section 8 gives some concluding remarks. Finally, the
appendix will give some implementation details that may be of interest to users in need of outlier
detection in TinyDB.

2 Outlier Detection

2.1 Overview

We use a pair of statistical test to determine whether the incoming value is an outlier or not. If
the new value passes the outlier detection, it is allowed to be aggregated as usual; otherwise it is
flagged as an outlier and it is eliminated and the node waits for the next value (which may very
well be faulty as well).

We assume that the data sets are smooth with respect to time and space. If there is a sensor
value discontinuity with respect to space, we assume that there is some patch of sensor network
that reports both side of the jump. We also assume near normal distribution of data over local
space and over small time steps.

Each node will keep track of recent sensor values of all the nodes in the local neighborhood
(which we call sphere of influence). As values of sensor nodes in the sphere of influence is reported
one by one, we perform two statistical tests. First it compares against most recent values of all
other nodes in the neighborhood (including itself). Next it tests against previous values (up to 5
epochs ago) of the neighborhood to take into account variance over time. If both of these tests pass,
it means the value is valid; otherwise, it is flagged as an outlier and discarded from the analysis.
Currently a sphere of influence of level 1, meaning the neighborhood consisting of all the nodes
that can be reached in at most 1 hops, has been implemented and tested. Larger neighborhood
can be used if the node density is high (or if the function is very smooth) to better detect outliers,
at the cost of extra messages.

2.2 The Aggregate Value versus the Local Value

Since the outlier detection relies on the sensor readings of the immediate neighborhood of the node,
we modified the aggregation so that each node will now report its local sensor reading as well as
the aggregated result. We just tag this extra information onto the query result message, this does
not require any extra message.

A simple example will illustrate why we need to use the local sensor value readings instead
of the aggregate value. Suppose that some portion of the sensor network senses a relatively high
temperature reading: a sizable cluster far away from the root reports these high values. In this

1In retrospect, it may have been better to test out our algorithm in a simpler simulator written from scratch rather
than to attempt to directly implement it in the existing Nido simulator and TinyDB, especially since we only require
a small subset of the functionality offered. Both the Nido simulator and TinyDB are still under heavy development,
and therefore quite unstable. A bulk of our time was spent in debugging the various portions of the Nido simulator
and TinyDB unrelated to our outlier detection.
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“hot spot”, these values are marked as valid, and propagated up the routing tree towards the root.
If each node only reports the aggregated result, when the result from this “hot spot” reaches the
the nodes near the root, where the temperature is relatively cool, if will be flagged as an outlier
and hence discarded (and thus the true max will not be reported). The fact that aggregated result
may come from geographically far region means that it may appear discontinuous if seen from a
node away from that region.

This is easily fixed by making each node report the local value as well as the aggregate value.
It is assumed that the aggregate value has passed through all the outlier detection mechanisms
and is a valid value and is therefore considered the trusted value. The local value that each node
reports is considered untrusted and the outlier detection mechanisms are run on these values to
eliminate outliers. If that value is determined to be valid, it is allowed to be merged with the
trusted aggregate value. One should note that this mechanism does not prevent malicious nodes
to intentionally report false aggregate values.

2.3 Outlier Test

At each node, a data structure called history buffer is kept to perform outlier detection. For every
expression in the query, the history buffer keeps track of the list of motes within the sphere of
influence (including itself). For each of these entries, a FIFO queue of (sensor value, epoch time)
pair is stored. Data is added into the queue only when the value has been determined to be valid.

The actual outlier detection proceeds in two phases, termed neighbor test and history test.
During the neighbor test, the mean and standard deviation of most recent sensor values from all
the nodes within the neighborhood is computed. If the incoming value is outside of 2.5 standard
deviations of the mean, then it is discarded. This test essentially assumes spacial continuity; if the
given child node is too different from all the other neighbors, it is flagged as an outlier. If a normal
distribution of the sensor data is assumed, roughly 98.8% of all the true data would be passed.

The history buffer test scans all entries in the history buffer for a given expression in the query
and calculates the mean and the standard deviation. The incoming value is then compared against
these means and standard deviations in much the same was as in the neighbor test. This takes into
account the variability of sensor values over time, so that if the sensor values are rapidly changing,
the outlier detection will not flag valid data as invalid.

In addition to using the computed standard deviation s, there is a user specified deviation σ
that is used to allow certain values even if it lies outside of 2.5 standard deviation from the mean.
This prevents the false outlier detection from occurring when the neighbor happens to have a very
similar value. For example, if a local set of nodes stays constant at temperature 200, the computed
standard deviation is essentially zero. This causes any value other than 200 to be rejected. Thus
in this case we use the user supplied deviation parameter σ to allow certain value to be accepted
regardless.

2.4 When Outlier Detection Needs to be Done

There are three places in which the outlier detection mechanisms must be called; only two of these
places does the result of the detection actually alter the flow of events. Other case just updates the
internal state (so that later inputs can be tested accurately). The three places are
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1. A node receives a query result from that branch of the routing tree. In this case, we just
perform the outlier detection and merge the result only if it passes our tests.

2. A node snoops a neighbor broadcasting a sensor value (and the aggregate value). This
mechanism implements the level 1 sphere of influence: all the nodes within communication
distance is considered. In this case, we update the internal table of neighbor sensor values,
but do not update the aggregate value of this node. This prevents multiple results to be
reported to the root, which can affect some aggregate operator such as the average. For other
operators, such as the maximum and minimum, we can update our aggregate result.

3. A node reads in its own local sensor readings. We need to make sure that if this local sensor
readings is detected as an outlier (with respect to the sphere of influence of that node), then
it is not used in aggregation (but still reported up to the parent as the local value).

In each case, the internal history buffer is updated to reflect the new sensor readings from its
neighbor (or itself).

3 Multipath Routing

In unreliable networks, multipath routing can help in data aggregations to be more resilient to faulty
motes. Multipath routing is an idea that has been used in many wireless networks [9, 14, 12]. These
networks are multihop wireless networks that give little thought to energy problems in the wireless
sensor networks. Multipath routing has been researched in the context of energy aware wireless
sensor networks [4, 5, 15, 10]. In [5], the multipath routing algorithm has the drawback of using
only one sink and source. While [15] and [4] algorithms are more concerned with energy efficiency
in the wireless sensor networks, their other criteria in the algorithm design is temporal message
order, which is not as important in aggregations. So we decided to use a very simple [10] algorithm
and alter the re-choose parent interval.

The TinyDB algorithm [10] for setting up the routing tree is as follows. An aggregation query
is injected in the root mote. The root mote is at level 0. When the root mote broadcasts the query,
any mote that can hear the root mote is placed at level 1. Then the level 1 motes broadcast the
query again. Any mote that can hear the level 1 message and has not been assigned a level are
placed into the level 2. The process continues until the query reaches leaves of the tree.

Once the routing tree is setup, each mote keeps track of the signal strength of the neighbor
motes along with time last heard. The multipath routing involves a mote to re-choose a parent
every 2 epochs. The algorithm to determine a new parent is picking a parent with level lower than
the mote itself and having the highest signal strength if there are ties. The parent reselect interval
can be changed as often as 1 epoch. We want to keep the reselect interval short so that the
data aggregation can report back data faster when a faulty mote appears. When a mote has not
heard from its parent in 10 epochs, it will re-choose a new parent. This interval, in the variable
parent lost interval, is adjustable.

4 Data Modeling

The inputs to the simulation are the sensor network itself (node placements and connectivity)
and the sensor value it reports at a given time t. We place the nodes in 2-dimensional square
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Figure 1: Random distribution of nodes. Root (in red) is located in the center,
and other nodes are color coded depending on the distance from the root. Those
with rings are the faulty nodes.

[−1, 1]× [−1, 1] in the following three manners:

1. Square grid. Total of n = k2 nodes (k odd) is placed with the root node at the center.

2. Hexagonal grid. Total of n = 1 + 3k(k+ 1) nodes in k concentric hexagonal rings around the
root node.

3. Random point placement. We place n nodes in uniform random manner.

All of the data sets can be easily generated using the Java tool depicted in figure 1, which shows a
random graph of 100 nodes.

To test a realistic data, we have tested our algorithm on several different kinds of data sets,
including ones with spatial discontinuity. The following four sensor value distribution was used
(actual value reported by the nodes are multiplied by 400 to make it an 16-bit integer):
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1. Constant function moving over time:

f(x, y, t) = 1 +
sin t
10

This is provided as the most basic example to sanity-check our algorithm.

2. Function with fixed maximum location.

f(x, y, t) =
cos t

1 + r2
where r2 =

[
x− 1

2

]2

+
[
y − 1

2

]2

.

This tests whether our outlier detection can keep track of outliers when the function values
change over space. See figure 2.

3. Function whose location of maximum varies.

f(x, y, t) = 1 +
cos

(
t+ 2π

√
u+ 2v(1.1 + sin t)

)
sin t+ 2e0.5

√
u+v

where

u =
[
x− 1

2

]2

and v =
[
y − 1

2

]2

.

This function displays more complex behavior, where the size of the maximum and the loca-
tion of the maximum changes continuously over time. See figure 3.

4. Function with a spacial discontinuity.

f(x, y, t) =

{
0 if x2 + y2 ≤ 0.5

sin t
1+(x−0.5)2+(y−0.5)2 otherwise.

This function has a boundary where one side has a value of 0 while the other side has a some
positive value. See figure 4.
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Figure 2: The sensor value function 2 at time t = 0.0, 0.7, and 1.4. Note the
location of the maximum (at the corner) does not change, but its value does.
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Figure 3: The sensor value function 2 at time t = 0, 2, and 4. Note that the
location of the maximum changes over time.
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Figure 4: Discontinuous sensor value function at time t = 0, 0.7, and 1.4. Note
that boundary where the sensor value abruptly changes.

9



0 0.5 1 1.5 2 2.5
0

100

200

300

400

500

600

700

800

Time

M
ax

im
um

 R
ep

or
te

d

Reported Maximum over Time

Actual Value
Outlier Detection
TinyDB

Figure 5: Reported Max vs Time. Node failures occur in the time 0.3− 0.5. Note
that the original TinyDB reports totally useless values after node failure. With our
modifications the output follow the true value relatively closely.

5 Experimental Results

Figure 5 shows the typical behavior when the maximum sensor value is requested from the sensor
network. After a few node fails, the original TinyDB application2 reports totally useless values.
With the outlier detection turned on, the aggregate values follows the true value relatively closely.

The reported values does not follow the true value exactly because of three reasons:

1. some nodes will fail to report on time,

2. some packets are lost due to contention, and

3. there is a delay between sensor read and when the value is actually reported.

In figure 6, we plotted the same plot as figure 5, except the aggregation function is average
instead of maximum. Here the aggregate result is less affected by the outliers since averages are
less affected by faulty sensor readings. Still, we can see that the outlier detection helps being the
reported average closer to the true value.

Figure 7 shows the reported maximum on a discontinuous sensor readings (function 4). Since
the around the root node all the sensor values are zero, we see that the maximum is correctly
reported through a discontinuous boundary.

To test our outlier detection, we setup tests that varies a couple of parameters. One parameter
is the percentage of failed nodes. By failed nodes, we mean motes that report back erroneous sensor

2With multipath routing implemented but without outlier detection.

10



0 0.2 0.4 0.6 0.8 1 1.2 1.4 1.6 1.8 2
250

300

350

400

450

500

550

600

Time

A
ve

ra
ge

 R
ep

or
te

d

Reported Average over Time

Actual Value
Outlier Detection
TinyDB

Figure 6: Reported Average vs Time. Here the effect of the outliers is less pro-
nounced than in the case of max, but the effect is still evident.
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Figure 7: Reported Maximum vs Time. The correct maximum is reported even
though there is a sharp discontinuity in the sensor value on the path to the root.
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Figure 8: Varying the Percentage of Failed Motes

reading values. Other parameters that we vary are the size of the outlier, node density, aggregation
function, and the sensor data model over the sampled region.

The default values for the parameters are as follows:

Percentage of Failed Nodes 10%
Size of Outlier 1500
Node Density 81 Motes
Aggregation Function Max
Data Model Function Function 3

For each of the three graphs with varying parameter, we have three data plots. The actual
value is known by the function we use to generate the data to supply to the sensor readings. The
maximum of the actual values range from 600 to 50, so we take a select portion of epochs whose
maximum remains relatively stable, and normalize the actual value to 1.

The TinyDB line is running the model on the TinyDB code without outlier detection. The
outlier detection line is the TinyDB code with our outlier detection modifications. In figure 8,
the TinyDB code will report back the outlier as is. So when larger percentage of the motes are
reporting 1500, the TinyDB aggregation will report 1500, which is about 3 times the actual value.
The outlier detection code works well in this setting and marks 1500 as an outlier. The outlier
detection line stays just below the actual value because in every epoch, not all the sensor readings
make it back to the root. Since we are using model 3, the maximum value moves to different motes,
so the root node will not hear from the maximum value mote all of the time.

Figure 9 shows the result of varying outlier size. The original TinyDB just reports the outlier.
When the outlier size is only slightly larger than the true maximum (600 vs. 550), our outlier
detection cannot distinguish it from the true data and hence the maximum reported becomes
slightly higher. Once the size of outlier is large enough, it will be pruned, and the reported result
closely follows the true maximum.
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Figure 9: Varying the Outlier Size. Notice when the outlier is at size 600, it is not
always detected as an outlier and hence it raises the reported maximum by a small
amount.

In the figure 10 we vary, the TinyDB aggregation consistently report the outlying value, while
the outlier detection aggregation just reports slightly below the actual value.

During the experiment we noticed several shortcomings of our outlier detection scheme. First,
when the nodes are faulty from the very start, it may not be detected as an outlier since at the
point we cannot tell (since we have not heard from all the sensors). Figure 8 shows that when the
sensor values abruptly changes, it will flag it as an outlier and never allows it to report them even
if surrounding nodes eventually reach similar value.

6 Related Work

Recently, there has been some research on security in the sensor networks and behaviors of malicious
motes. [18] gives a good overview of various security problems in wireless sensor network, and [1]
gives secure routing protocol resilient against malicious nodes. These works do not look at faulty
(but non-malicious) sensor nodes affecting aggregation over these sensor networks. Other works
on directed diffusion [8, 6] do look at aggregations in these sensor networks, but do not consider
malicious motes nor faulty sensor readings. However, they do mention installing a filter to modify
the data as it is routed; our work can be interpreted as a case study of this filter in case of outlier
detection. In [3], the authors give a very simple outlier detection through selection operators,
but do not consider in-network aggregation, and does not consider local information or requires
predetermined position of the motes.

There are also several works concerning the detection of spatial outliers in the context of net-
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Figure 10: Varying the Density of the Motes

work. We based our algorithm on that of [16]. The algorithm was taken from a data mining
application where outliers in graphs had to be found. The method used to detect outliers is the
same, but the implementation is different since a central node ran the outlier detection for the data
mining case while our algorithm was run inside the network itself. Another algorithm described in
[13] works based on identifying a neighborhood from a certain node, and then how far the nodes
that lie outside that neighborhood deviate from the nodes at the edge of the neighborhood. The
part of this algorithm that was implemented in our algorithm was the user defined deviation. This
value allows the user to tell the motes how much variation to expect in the sensor values.

7 Future Work

Currently, the outlier detection only uses a level 1 sphere of influence. A node bases its detection
on all the nodes within its 1-hop communication distance. An interesting modification would be to
include a second level detection, in which the node would check not only the node it could hear, but
the nodes that its children can hear as well. This would enlarge the neighborhood of a particular
node and give a much better understanding of how the data should behave.

We can also consider modifying the outlier detection algorithms to look at temporal and spatial
trends of the sensor values. In temporal case, this can be accomplished by approximating one or
more derivative, and using this to predict the “correct” value for that mote. The statistical test
can be then done using these predicted values. Thus if the sensor values are rising, it will likely
pass data that is on the projected path.

Similar technique can be used in the spacial dimension if the relative location of the nodes
are known. We can compute an approximation to the gradient (and perhaps curvature) at each
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motes, and use this information to predict what each neighbor should report. These more advanced
outlier detection techniques can be found in [2]. However, both of these techniques require further
smoothness assumption in the underlying data, and whether this will improve outlier detection
remains to be seen.

Finally, there are user interface issues that can be improved. Currently, the user defined thresh-
old standard deviation value are hard coded. Modification to the SQL query is necessary so the
user is can specify the expected variation of the data and whether or not to use outlier detection.
On a similar note, there may be some application where the user is interested in the outlier itself.
In this case, the outlier detection can be used in the reverse sense: if the outlier is detected, report
it back to the root so the user is notified and can take action. This may be of use in sensor network
used in fire alarms; we are interested in abnormal or unresponsive nodes at the cost of some false
alarms. Even in general sensor network, the user may want to know which nodes have failed and
in need or repair.

8 Conclusion

We have presented a simple method of dealing with two types of faulty nodes: unresponsive nodes
and those reporting faulty sensor values. The unresponsive nodes were bypassed through multipath
routing, where the nodes changes the parent when it does not hear from the current parent. Faulty
sensor values were dealt with in-network outlier detection, performs a pair of statistical tests of
each incoming values with all the nodes within the sphere of influence.

With the assumption of smooth underlying data (in terms of both time and space), we have
demonstrated that our outlier detection algorithm filters out outliers and reports the correct ag-
gregated maximum and average. Some limitation were pointed out: presence of outliers at the
very beginning and abrupt changes in data are currently not handled well. Finally we pointed out
numerous ways to which this outlier detection scheme can be expanded for more reliable outlier
detection.

Appendix: Implementation Details

Our implementation can be downloaded from our project page http://www.cs.berkeley.edu/
~yozo/cs252/project.html. There are two downloads, one for the modified TinyOS tree and
another for auxiliary utilities to generate the sensor input files. The implementation consists of three
main parts: modification to the TinyOS Nido simulator itself (found in tinyos/tos/platform/pc
directory) and modification to the TinyDB itself (found in tinyos/tos/lib/TinyDB directory),
and auxiliary utilities to produce the sensor input files. The modification is based on TinyOS CVS
source pulled around April 27, 2003.

Modification to the simulator consists of modifying the radio model to reading a text file to set
up sensor placement, connectivity, sensor value function, and which nodes to fail when. To handle
this, extra command line switch is added:

-i <input> use the sensor input file <input>

To run the simulation, one uses something like,
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./main.exe -r static -i grid81.txt

and start the TinyDB application.
The sensor input file contains information about node placement, node failure time, type of

failure, sensor value function, and connectivity between nodes. Main modification here is in the
files rfm model.c and adc model.c.

The modification to the TinyDB consists of outlier detection and multipath routing. Outlier
detection is implemented as nesC module (DetectOutlier.nc and DetectOutlierIntf.nc) and
called from appropriate places (TupleRouterM.nc and AggOperator.nc). Multipath routing is
implemented in NetworkC.nc.

Finally, the auxiliary utilities is a Java GUI program that can display and manipulate the
sensor input files. They can be compiled by running make in the util directory, and run with
java SensorDisplay. It can produce random, rectangular grid, and hexagonal grid node layout.
Connectivity is determined by the radius which can be adjusted. Number of nodes to fail and the
function to be used can be specified as well. The format of the sensor file is described in doc.txt.
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