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Abstract—In our earlier papers [1] and [2], we have proposed
a jail-based enforcement mechanism for cognitive radios inspired
by the human criminal justice system. In the previous papers, we
covered a throughput-greedy cognitive user, and in this paper, we
extend those results to devices that care about energy, as well as
mixed devices that care about both energy and time. We do this
by introducing a ‘singing’ sanction that forces devices to burn
energy while they sit in jail.

Through this exploration, we see a number of effects coming
out: a homeband (which may be an unlicensed band) is required
to present an alternative band to legally transmit in when it is
difficult to operate legally in the cognitive band. Also, when the
primary is very rarely active, it is practically impossible to deter
cheating, so alternate policy decisions must be made for these
cases. Finally, it is possible to create a singing plus jail sanction
that is sufficient to deter bad behavior for all types of devices in
all types of situations. But in order to enforce against everyone,
while keeping overhead low, the rate of wrongful convictions must
be kept small.

I. INTRODUCTION

Our goal in [1], [2], and this paper is to understand what is
required to build an enforcement system for cognitive radios
that:

1) Is easy to certify

2) Is applicable to all current and future technology

3) Causes rational cognitive devices to behave like an
honest user that does not cause harmful interference

4) Does not overly burden radios that would follow sharing
rules anyway.

To do this, we are designing an enforcement system inspired
by the criminal justice system that relies on run-time policing.
In these papers, we are identifying corner cases and designing
the system for those assuming that other cases will naturally
be covered as well. In [1] and [2], we covered the corner
case of radios that were throughput-greedy. However, there
exist radios that do not care at all about throughput; they care
about energy. In this paper, we extend our enforcement model
to account for these energy users.

A. Background

In September 2010, the FCC released revised requirements
for white space devices operating in the TV bands [3].
However, it did not specify exactly how the rules would be
enforced and devices certified.

One possible implementation for certification is to test
in a laboratory that a single radio, operating independently,
is capable and willing to either check a database at the
required intervals or sense a primary signal received at a level
of -114dBm. Check, then, that this functionality cannot be

changed after deployment, and the radio will not be physically
capable of violating the rules.

Other ideas for cognitive radio enforcement follow a similar
pattern. For example, [4] rely on a certifiable etiquette module
within each cognitive device to control its sensing and trans-
mission. [5] uses a trusted token-system to allow radios to
request/pay for the right to transmit at any given time.

But what about different bands or future technology? In a
cellular band, where primaries are mobile, would secondaries
be required to consult a database of real-time holes before
every transmission? For sensing solutions, [6] has shown that
sensing is more effective when networks of devices cooperate.
These gains cannot be realized under a simple single-radio
sensitivity rule. One could even imagine a secondary that
would help relay for the primary, [7]. But how could we
properly prove that it does what it should?

In [1] and [2], we have proposed a light-handed solution to
the certification and enforcement problem based on run-time
policing. We will recap and expand the arguments for this idea
here. For more details and references, see [1] and [2].

Any regulation problem boils down to how to optimally
combine the following components:

1) Certification requirements

2) Standards bodies and network effects

3) Run-time policing

4) Legal system and the courts

The simplest white-space enforcement achieves its objec-
tives using certification alone, ignoring the other regulation
components. If we knew the best possible technical solution
to spectrum sharing, forcing all radios to use this technology
would make sense. Unfortunately, we do not. Worse, past
history says it is difficult to change the rules [8], creating an
almost insurmountable barrier to entry for new technologies.

It has also been suggested that defining loose rules, and
using the courts to correct them later [9] is a possibility. Given
the difficulty of addressing interference under current common
law [10], and given that the rules must be able to apply to both
legacy and much more advanced technology at the same time,
this is not an obviously good solution.

Is there another option worth exploring?

We must first ask what we want from regulation. We
propose that it should be light-handed, which means (a)
universal across all current and future technologies; (b) does
not unreasonably impede the operation of such technologies;
(c) is flexible to possible changes in sharing rules; and (d) is
simple to certify, thereby lowering the barrier to entry.

A good model for such a system already exists: the criminal
justice system. Consider, for example, the laws surrounding
driving. Certification involves testing the car and issuing



drivers’ licenses. Standards exist that most people follow such
as passing on the left. Traffic cops monitor for unsafe drivers
breaking the law. Courts are used to arbitrate disputes or
prosecute particularly bad offenses. Finally, any changes in
the existing laws governing the road require education of the
people involved but no architectural changes to the system.

We are interested in understanding what a similar system
for cognitive radio enforcement would look like and whether
it could work. To port the idea from the human-realm to the
radio-realm, we need to understand the necessary components
and how radios differ from people.

There are two parts to a policing-based enforcement
scheme: catching the criminals and punishing them appropri-
ately. We will discuss briefly what we believe necessary to
catch an offending radio, paying particular attention to how
well the system catches actual criminals and how often it
convicts innocent radios. We will then spend the rest of the
paper discussing the appropriate punishment.

To catch an offending human, the crime must be noticed,
then a suspect must be identified, apprehended, and convicted
by police and prosecutors.

For cognitive radios, the crime is interference to a primary
user. There are two entities who could fill the role of catching
an offending radio: the primary itself or a regulator. The
primary will not notice non-harmful interference, and so
should participate in catching if a ‘no harm, no foul’ property
is desired. However, it may also want to ‘cry wolf,” so care
must be taken to keep the rate of innocent conviction low.

For the regulator to catch offending radios, it must deploy
a dense sensor net to keep track of transmission. However, it
would not be able to tell the difference between innocuous
and harmful transmissions. The required infrastructure is not
necessarily a large added expense: [11] discusses a sensing as
a service architecture that could be leveraged for enforcement
purposes as well.

Identifying the offending radio is already an FCC re-
quirement for whitespace devices [12] and is an interesting
and complex question in its own right. [13], [14] look at
some of the considerations for creating an identity system
for cognitive devices. In particular, using the time-code idea
(versus a header-implementation) in [13] may allow simpler
distinguishing of interference and random noise. The actual
bit-sequence of the codes will also affect the ability to catch
the right offender: classically [15], identity codes with good
performance force any one bit-sequence to apply to multiple
different radios. This causes innocent radio to be accused if
their code is the same as an offending neighbor.

Finally, with a suspect in mind, a radio must be accused and
potentially convicted. For simplicity we assume strict liability,
and so any radio that is accused of causing interference will
be immediately punished. The accusation is a simple ‘go-to-
jail’ command sent by either regulator or primary, depending
on the implementation, that the radio is certified to follow.
Notice that this is all certification must accomplish, so it is in
fact easy to do and applicable to all possible devices.

We will treat the system that catches the offending (or
innocent) radio as a black box with performance metrics of
how well it catches a guilty radio and how often it convicts

an innocent radio. This is because before trying to design
the entire architecture, we must first ask whether punishing
cognitive radios will actually be effective in deterring them
from causing harmful interference.

For humans, the question of deterring rational criminal
behavior with appropriate punishments is covered by a large
body of work on the economics of law. Seminal works such
as [16], [17] see the criminal as a rational player in a game.
To see applications to several areas of law, see [18], [19].

In work on the individual rational criminal, it is assumed
that all humans value at least two universal quantities: money
and leisure time. The extent to which each is valued depends
on your socio-economic status, and therefore the punishment
must change appropriately [20]-[22]. But any punishment that
includes a sufficient quantity of one or both will be effective
at deterring rational, human criminals.

However, a ‘rational’ cognitive device that responds appro-
priately to specific kinds of ‘pain’ does not make as much
sense. Radios cannot feel pain or value things like money or
free time. But whereas we cannot certify people, we can and
should certify radios. So, we can engineer preferences.

Issuing sanctions against a radio actually aims their effect
against the decision-making designer, service provider, or user
involved. But who is responsible for a misbehaving radio? If
we want to let the general public use devices without having
to issue the equivalent of drivers licenses, the device should
be built such that it is hard for a user to innocently cause it
to misbehave. Between the designer or service provider, the
liable party may depend on the device.

We proposed in [1], [2] a simple solution which avoids the
question of which person is liable by engineering the device to
degrade its own performance when it is caught cheating. This
way, all three groups of people are affected. If the individual
user is at fault, their device becomes less reliable. If the
manufacturer or service provider have created a deviant device,
it will become known to not be reliable and therefore will lose
market appeal.

In [1], [2], we addressed a kind of worst-case radio that was
throughput-greedy. So, we created a jail sanction that degraded
performance by forcing a radio to stop transmitting for a while
when caught cheating. However, not all radio applications care
only about maximum data rate. A node in a sensor network
may have only one packet to send every few days. Waiting
another five minutes is irrelevant. On the other hand, it may be
very difficult to replace the batteries on this sensor node. Even
if the node was able to harvest energy from the environment
[23], it will have a maximum rate of energy consumption.

These energy users seem to be another corner-case. So in
this paper, we target them with a ‘singing’ sanction added to
our original jail model. This means that a device must transmit
gibberish in a garbage band while sitting in jail. However, the
sanction could also be implemented with a resistor that burns
energy as heat. Or, it could involve sensing for a primary and
transmitting the results as community service. It could even
be used as a vehicle for allowing a social sanction: if a whole
network is collectively punished for interference, being forced
to tell your neighbors your name when caught will give them
the opportunity to punish you further.



B. What we found

Just as all people care at least about money and leisure
time, the real radio ecosystem consists of radios that will at
least care about some combination of data rate and energy.
In Section II, we show that even having pure-time and pure-
energy users coexisting with the same jail-only sanction causes
significant degradation to the time-user’s performance. There-
fore, a singing sanction is required.

In Section III, we look at how harsh this singing sanction
must be to enforce sharing rules for all pure-energy users.
We see that just as we required a homeband in [1], [2], we
require something similar here to deter cheating for all users
in all situations. In the previous papers, the homeband was a
clean band where the cognitive user had primary privileges; it
was used to make cheating less attractive because you would
lose your homeband whenever you were caught. Here, the
homeband fills a different role: when it is too expensive to
operate honestly in the cognitive band (either because it costs
too much to sense, or the primary is active almost all the time),
the homeband is a less-costly alternative. Users that should not
be operating in the cognitive band anyway have somewhere
else to go.

In Section IV, we question the assumption that pure-time
and pure-energy users are the actual corner cases by looking
at uses that care about both. We see that in fact in some cases
users with a particular convex combination of time and energy
costs are harder to deter from cheating than the pure users. So,
in this section we find a sanction that is sufficient to deter
cheating for convex combinations of preferences. We also
introduce a regret-based optimization to choose the particular
best combination of jail-time and strength of singing.

Finally, we look which parameters are most important for
keeping the overhead of the jail-system low. For honest users,
the most important factor is the cost of sensing, which is
intuitively obvious because this determines how expensive it
is honestly watch for the primary. With the jail system, the
most important parameter for keeping the actual sanction low
is the band expansion: how large the cognitive band is relative
to the size of the homeband. To keep overhead low, how well
you catch actual offenders matters much less than the rate of
convicting innocent radios [24].

II. ENERGY-SENSITIVE DETERRENCE UNDER
TIME-SPECIFIC SANCTIONS

We will use the same model and assumptions as in [1]. We
assume that time is split into blocks in which the cognitive user
can send one packet of its message using one unit of energy
regardless of whether the primary is also present. These users
are a legitimate class that are constrained by bandwidth instead
of power [25], and represent a worst case of not being deterred
from cheating simply because the primary activity makes the
cognitive band less attractive [26].

As shown in Fig. 1, we assume a primary that has a prob-
abilistic on-off pattern characterized by P;,, the probability
that the primary is on, iid across time steps. This allows us to
simplify the actions of the cognitive user: if the primary were
not iid, then the cognitive user would want to employ a more

sophisticated action set than simply cheating or not at each
time step independently.

We assume that there exists a catching mechanism with
performance metrics P,.qi.n, the probability that a cheating
cognitive device will be caught, and P4, the probability
that an honest cognitive device will be caught wrongfully when
the primary is transmitting. Py,,ong could apply even when the
primary is not active: the device could be operating in many
band and have a global jail. We do not consider this case here.

We assume that cognitive devices will follow the go-to-jail
command without question. We will also assume that the radio,
when caught, will sit in jail without transmitting for a random
time that is geometric with mean 1/(1 — Ppe,,).

The radio acts in response to the primary: it will transmit
whenever the primary is not active. It will transmit when the
primary is active with probability P.pcqt, chosen to minimize
its cost. The cognitive device is assumed to be risk-neutral.
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Fig. 1. The Markov chain on which the enforcement game is played. The
primary transmits with probability P, iid at every time step. The cognitive
user legally transmits when the primary is active and cheats with probability
P_.heqt otherwise. The cognitive user is sent to jail with probability P.qicp
if cheating and probability Pyrong if not, where it must wait until a random
timer determined by Pper runs out.

We consider both time and energy-sensitive users. The time
users are the same as those in [1], and have cost function:

oo L

= F[time required per transmission] (1)
Ttx

where 7, is the long term average amount of time spent
transmitting.

The energy-sensitive user, like a sensor-network node has
a limited battery life, which it wants to spend only on actual
transmissions. We define the energy cost to be the amount
of energy required per transmission of actual message. If
checking for the primary were free, then the cost would be
CEiz = Z:l = 1, which does not depend on the jail sentence.
These users are completely ambivalent to the primary.

But checking for the primary does cost energy: [27] shows
that the processing power required to check whether the
primary is active is non-trivial. So, assuming that sensing is in-
stantaneous, always correct, but costs some energy, we have a
new utility function, Cg tz sense = (1+C”"“’)W”+C”"“’”“’““ ,
where Ciepse s the cost of checking for the prlmary and Tqit
is the amount of time the secondary is politely waiting for
the primary to turn off. We will assume that if the secondary




always cheats (P.peqt = 1), then it is never checking for the
primary and so does not have to pay this sensing cost.

From an enforcement perspective, the situation is even
worse: sitting in jail is free, but waiting for the primary to
vacate the band costs energy. A rational user with this utility
function will always cheat.

But jail does not have to be free for the energy user. If the
radio must listen for a ‘get out of jail’ command, then it must
remain active while in jail and therefore must burn energy. We
will define this energy cost as some fraction § of that required
for sensing. ¢ could be very low if sensing must take place
over a wide band [27], or it could be much higher if sensing
is easy and the go to jail command is inside a kind of virtual
puzzle box [28]. The updated cost is:

(1 + Csense)ﬂ'tx + Csenseﬂ'wait + 5Csense7rj

Ttx (2)

C’E,tx,sense,j =

where 7; is amount of time spent sitting in jail.

By making the jail time very long, the cost of sitting in
jail can rival the cost of politely waiting and therefore energy-
sensitive devices can be deterred from cheating. Fig. 2 shows
how high P,.,, must be for energy-sensitive users.'. Compare
this to the P, required for time-sensitive users (green line).
If the cost of jail is high relative to the cost of sensing, then
the required P, can be comparable or even much lower than
that required for the time-sensitive user.
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Fig. 2. The energy-sensitive user spends Csense energy units checking for
the primary and 6Csense looking for a ‘get out of jail’ command. This is the
Ppen required to make the rational energy-sensitive user behave correctly. If
the primary is almost always active or almost never active, checking for the
primary does not provide much information. So, Ppen must be very high to
make the cognitive user check anyway. Compare these values to the Ppen
required for the time-sensitive user (green line).

Both pure users and users that care about both time and
energy will likely coexist in a real wireless ecosystem. If we
assume that the pure users are the worst cases, and need to
account only for those two at the same time, we must use the
maximum P,,, amongst the two types. Unfortunately, if one
requires a significantly larger P, than the other, the second
will suffer an overhead cost.

'The code to produce all figures can be found here [29]

In Fig. 3, we show the overhead that the time-sensitive user
incurs from having to operate under the maximum P, for
the two types of users. When the cost of sitting in jail is very
small relative to the cost of sensing, the time-sensitive user
loses a significant fraction of the utility it would have gotten
under the correct sanction. It is losing this utility from P,,on4:
the time-sensitive user is not cheating, but it is still sent to jail
erroneously with some probability.
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Fig. 3. To deter both time and energy users, we must use the worst case Pper.
This is the overhead the time-sensitive user experiences because of having to
coexist with energy-sensitive users. In order to control both kinds of users
without severely degrading one, we propose an energy-specific sanction in
which radios must sing — transmit something not personally valuable — while
sitting in jail.

Notice, however, that if the cost of jail is high relative to the
cost of sensing, then the time user is affected only when P,
is very small and even then not by much because the wrongful
conviction rate is very low in this regime. This suggests that
if we could engineer a high ¢, then perhaps universality over
energy and time-sensitive users would not cause excess burden
on either.

So, we propose a singing sanction Cy;,q, which will be the
energy cost of sitting in jail. For the purposes of this paper, the
calculations are ambivalent to the form of the energy sanction.
We just assume that the energy used can be measured relative
to the energy required to transmit a message in the primary
band.

With the new singing sanction, the cost for the energy-
sensitive user is:

CE _ (1 + Csense)ﬂ-t:v + Csenseﬂ-wait + Csingﬂ.j (3)

Tt

III. SINGING SANCTION
A. Does it work?

As described in the Introduction, our goals are that the
enforcement system will be easy to certify, universal over
all radios and operating conditions, and not impose too much
extra burden on an honest user within the system. Our pro-
posed system is easy to certify because a simple lab test



can be performed to check that a radio responds to a go-
to-jail command and sings for an appropriate length of time.
Throughout the rest of the paper, we will rate the performance
of the jail system against the ideal performance of an honest
device that always senses and is not subject to jail. In this
section we will look at whether it is possible to set a singing
sanction that is sufficient to deter cheating by any energy-
sensitive device with any cost of sensing, and any primary
activity characteristic.

We need one further assumption: it is reasonable for energy-
sensitive devices to have one message to send and then want
to turn off for a very long time. During this long off-period,
if the cognitive device is subject to wrongful convictions, its
cost in (3) will go to 1 regardless of its cheating behavior. So,
in order to make deterrence even possible, these radios must
be able to declare themselves off and not be subject to jail.

We note that the cognitive user will always choose P.peqt =
0 or 1. This will not be proven here; the proof can be found in
[30]. Therefore, we can calculate the required Cs;nq to deter
cheating of cognitive users by comparing the expected long-
term cost when P.j..: = 0 to that when P.jeq: = 1.

We find the conditions on the enforcement parameters so
that no rational user will cheat to be [30]:

Csing Csense
1—- Ppen Pta:((l - th)Pcatch - Pw'rong)

The term Cs;pg/(1 — Ppern) makes sense as a metric because it
is the average cost of one stay in jail. So, the singing sanction
will work if set for specific values of Cyepnse and P, but can
we set Csipng high enough such that no value of Cyepse 01 Py
will cause the user to want to cheat?

Fig. 4 shows the required singing sanction Cipng/(1— Ppen)
as a function of the cost of sensing. Notice that it scales
linearly. So, we cannot deter all types of users with the same
sanction.

Notice also in Fig. 4 how the required sanction changes
with different P;,. This suggests that some kinds of users are
more difficult to deter, but so are some types of situations. In
Fig. 5, we show this tradeoff directly. It is difficult to enforce
no cheating when the primary is almost never present (low
P;,) or almost always present (high P;;).

The two problem areas come from different sources. When
the primary is rarely active, enforcement is difficult because
when a radio is honest, it must sense all the time and will
be sent to jail every once in a long while. However, when it
is dishonest, it never has to sense and still goes to jail only
rarely. It will cheat if it is more expensive to sense than to go
to jail whenever the primary actually shows up.

High P, is a problem because of P, ong. Consider an
example in which P.g ., = 1 and Cyepse = 0. When the
cognitive user cheats, every transmission requires the cost of
transmission and one stay in jail. If the cognitive user is honest,
every transmission requires the cost of transmission and the
expected number of stays in jail. It is not possible to deter
cheating if an honest user would be mistakenly sent to jail on
average more than once per transmission.

We encountered the same difficulty with P, for time-
sensitive users in the previous papers, and solved the problem
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Fig. 4. The amount of singing required to make an energy sensitive user

not cheat. Notice that it scales linearly with the amount of energy required to
sense. So, it is not possible to set one value of Cs;ng that will be sufficient
to deter cheating for all values of Csense.
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Fig. 5. The amount of singing required to make an energy sensitive user

not cheat by Py. If the primary is almost never active, sensing provides little
information, and jail is an infrequent event. So Cy;ng must be very high.
If the primary is almost always active, it costs less to go to jail once per
transmission than to wait for a free slot and be sent to jail wrongfully several
times on average per transmission.

with a homeband. This is a band of size B, relative to
the cognitive band, in which the cognitive user has primary
privileges. The cognitive user must stake its homeband against
unlawful cognitive use by being unable to transmit in either
band whenever it is sent to jail. In the next section, we consider
whether a similar idea will work for the energy-sensitive users.

B. Introducing a dirty homeband

If the homeband has the same cost as the cognitive band,
an energy-sensitive user will have cost 1 if they use the
homeband and cost greater than 1 in the cognitive band.
Device manufactures choose where they want their devices
to operate. If they know that the device will get strictly
better performance in the homeband alone, the device will
be designed and certified to only run in the homeband. We



want the devices to fill spectrum holes, so the clean homeband
solution is overkill.

We propose instead introducing a dirty homeband of en-
ergy cost Cpp per unit of transmission. Cp; is controlled
by regulators by offering protection to the primary at a
particular level, allowing a few cognitive devices to share a
homeband, or even using an unlicensed band with a well-
designed etiquette. We also propose that devices must be able
to choose their operating band at runtime. This way, intuitively,
if the cognitive band is more attractive, the device will fill
spectrum holes there. However, if the band is not attractive
(if the primary is always active, or if the cost of sensing is
just too high), the device can choose to operate only in the
homeband. This would allow the holes to be filled only when
it is reasonable to do so.

With the homeband, we get the usage profile Fig. 6 for
different costs of sensing and singing. The brown dashed line
separates the cost of sensing when an honest cognitive user
will choose to operate in just the cognitive band or just the
homeband.

Two interesting effects show up with this dirty homeband.
First, when Cl;yq is high enough for the cognitive user to not
cheat in the cognitive band, the cognitive user subject to jail
will switch to the homeband at slightly lower Cls,,se than the
honest user. In this case, the homeband is acting as a safe
haven; the cognitive user switches to the homeband to be free
from wrongful convictions.

The second effect is for high Cyepse. At some value
of Cging, the cognitive user will choose to operate in the
homeband instead of cheating in the cognitive band. This is
similar to an effect in the human realm with hackers who are
illegally hacking for profit [31]. If they have the opportunity to
use these same skills for a legitimate purpose (as in a security
company), then sanctions need to be just high enough to make
the legitimate job tempting. They do not need to be high
enough to deter these hackers from illegal activity. Another
example is the famous con-artist Frank Abagnale Jr. [32]. As
a con-man, he was completely undeterrable. However, when
offered a legitimate security-consultant position with the FBI,
he gave up a life of crime for a far more lucrative career. The
arms-race to keep Abagnal in line was not necessary when a
suitable legal alternative was available.

To formalize the cost structure of energy users with a
homeband, we give the costs of each of its rational options:

1) Transmission in only the cognitive band:

CE L= (]- - Csense)ﬂ—t:v + Csenseﬂ—wait + Csing’”j
’ Tt
&)
2) Transmission in only the homeband:

Cpa2=Ch (6)

3) Transmission in both the home and cognitive bands:

Cps=
(1 + Cth + Csense)ﬂ-tm + (Cth + Csense)ﬂ-wait + Csingﬂ-j
By + Ty
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Fig. 6. The usage profile of a user with sensing cost Csense for different

levels of Csing. A pure energy user will choose between cheating in the
cognitive band, honestly playing in the cognitive band, and operating only in
the homeband. The dashed line separates where an honest user not subject to
jail will play in the cognitive band (for low Csense) or in just the homeband.
We see the dual roles of the homeband here: when the jail-enforced user
switches at a lower level of Csense than the honest user, the homeband is
acting as a safe haven from wrongful convictions. With high Csepnse and
high Cy;ng, the cognitive user operates only in the homeband because it is a
legitimate, attractive alternative to cheating in the cognitive band. Notice that
there exists a value of Cy;ng that will be sufficient to deter cheating for all
users simultaneously.

So the overall cost of the energy user is:

CE = min(CE,hCE,%CE,?:) (8)

Note that the rational energy-sensitive user will never choose
to operate in both bands because it does not care about how
quickly its messages are sent.

Fig. 7 shows the usage profile for P, vs Ci;ng. The dotted
lines separate the values of Cy;,gy Where a rational user will
choose to cheat or not in the cognitive band. The solid lines
separate the regions where a rational user will operate in
the homeband alone vs the cognitive band. In order to deter
cheating at any particular Pi;, Csng must be set to the
minimum of these two lines.

Notice first that high P, is no longer a problem with the
introduction of the homeband. If the primary is active too
much of the time, the cognitive user will simply switch to the
homeband.

If the primary is rarely active, however, it is still very
difficult to deter the radios from cheating. So, we must ask
whether we actually want to deter these users from cheating.
This is a policy question that really depends on the kind of
primary. If the primary rarely uses its allotted band, perhaps it
is better to force this primary to operate as a cognitive device
elsewhere. Perhaps we want to accept a kind of ‘use it or
lose it” rule for these primaries or even allow cognitive users
squatters’ rights. Our sanction then must be set to cover any
primaries with a high enough level of usage.

The primary could alternatively look like a public-safety
service. These users rarely are active, but when they are
active, they have high usage for a period of time and must
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Fig. 7. How a cognitive device with behave by Pj,. The dashed lines

separate regions where the cognitive user will not cheat (above) and cheat
in the cognitive band. The solid lines separate regions where the cognitive
user will choose to operate only in the homeband (above the line). Blue lines
have Csense = 1 and green lines have Cgsense = .1. The black dotted
line shows our choice of the lowest Py, for which we will design Csing
to protect the primary. In order to choose a sufficient Csmg for all Py,
there are three points that must be considered: (a) where the dashed and solid
lines cross, (b) where the no cheating line crosses the lowest guaranteed Pi,
and (c) where the homeband-switching line crosses the lowest guaranteed
Pyy. Letting Cying/(1 — Ppen) = max(a, min(b,c)) gives the required
sanction.
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Fig. 8. If the sanction is chosen to be universal over all Pz > Piy min,
this is the required sanction by cost of sensing. The three regions of the plot
are where different points in Fig. 7 are determining the required sanction.

be protected. Having legitimate services that have periods of
low and high use calls into question our assumption of an iid
primary. Perhaps for these users a different kind of protection
guarantee must be implemented. From [33], we know that
realistically a cognitive user must have some buffer zone in
which it is allowed to interfere before it realizes the primary is
active. We may not want to force cognitive users to sense if the
primary is almost never active. But, when the primary starts a
high-usage period, cognitive users start being sent to jail more
often, and will realize the primary is once again active. So,
our sanction again can be set to protect the primary during

a high-usage period assuming the cognitive devices will do
whatever they want when the primary is very rarely around.

The final situation is one in which we must protect these
low usage primaries. In order to keep overhead reasonable, the
options are to disallow cognitive use or implement an adaptive
jail that changes based on how often a user is caught cheating.

For this paper, we will assume that we have iid primaries
that do not change their activity pattern. Also, we will assume
that there is a lower bound on the P, we want to protect.
All other options are left for future work. In Fig. 7, this
minimum P, is set at 0.2. If we want a sanction that is
universal over the P,, above the minimum, we need to set
Csing = maz(a, min(b,c)) where (a), (b), and (c) are the
indicated points in Fig. 7.

Fig. 8 shows the required Cl;y,4 for each Cyepge such that
the sanction works for all P,, greater than the minimum.
Again, we see that the required C,;,, saturates, so we can
choose a Cying that will work universally over all sensing
technologies and all primary transmission characteristics.

Using this universal Cl;,4, we have a new set of users
and conditions that will choose to play in the cognitive band
versus switch to the homeband. This usage profile over P,
and Cyepse 18 shown in Fig. 9. Below the minimum P;,,, some
users will still choose not to cheat, but there is no guarantee
that those with higher sensing costs will be honest. Again, the
honest user without jail is shown with the brown line.
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Fig. 9. Using the maximum required sanction over C'sense from Fig. 8, this
is the actual usage profile for users with sensing cost C'sense and primary
characteristic P;z. We do not guarantee the cognitive user will not cheat
below Piy min = .2.

Fig. 10 shows the overhead associated with sensing and the
jail system relative to a genie user who knows for free when
the primary is transmitting. Most of the overhead is coming
from having to sense, as shown by the overhead for the honest
user with no jail. Jail sanctions that are more specific to the
individual user naturally have better overheads. Finally, the
overhead is capped by the relative cost of the homeband to
the primary band because the genie user will always stay in
the cognitive band while any that have to sense will switch to
the homeband for high enough sensing costs.

The overhead coming from jail is caused by wrongful



convictions. This can be seen in Fig. 11 when we look at the
overhead after changing P,.ong to 0.05. Now, users vacate
the cognitive band for lower levels of Cypse. They also have
significantly more overhead because they must spend much
more time wrongfully in jail.
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Fig. 10. The overhead of users in different kinds of jail systems relative to
a genie user who always knows for free when the primary is active.
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Fig. 11. The overhead of different universalities of jail relative to a genie user
for a higher Pyrong. Pwrong is a strong determining factor in the overhead
incurred because it is responsible for all of the energy spent in jail. The effect
of Pyrong is particularly bad when the cost of sensing is low.

IV. MIXED ENERGY AND TIME-SENSITIVE USERS

A. How it works

We can deter cheating in both time and energy users by
setting the length of the jail sentence for the time-sensitive
users, and then setting the added singing penalty for the
energy-sensitive users.

However, realistic devices will not always care about only
time or only energy. Consider a smartphone downloading
pictures. Download speed matters for the user. But if only
one picture can be downloaded before the phone runs out of
batteries, it is not a very useful mobile device. For these users

that care about both time and energy, will setting sanctions
based on the two extremes be sufficient?

There are many ways to define a total cost for devices that
care about both energy and time. For simplicity, we consider
only convex combinations of pure energy and pure time costs:

C’miwed = (1 - k)CT + kCE (9)

We will refer to these as mixed devices. We leave for future
work understanding how the results here generalize to different
total cost formulations.

In order to understand how to set the appropriate jail length
and strength of the singing sanction, we first must notice that
these parameters no longer trade off as Cging/(1 — Ppen).
This is because the time-cost is sensitive to only the length
of the jail sentence, while the energy-cost is sensitive to
both parameters. So, to understand how these enforcement
parameters work together, we will first assume that P, is
a fixed value and will investigate how Cj;,, must be set to
deter cheating. Then later we will look into how to optimally
choose both values.
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Fig. 12. The usage profile for a cognitive device that cares about both time
and energy. Now, the desire for higher rate outweighs the desire to transmit
for the best energy performance in some cases. Therefore, this mixed user will
have regions in which it uses just the cognitive band, both cognitive and home
bands, or just the homeband alone. The brown, dashed lines indicate where
an honest user with no jail will use the cognitive band alone (low Csense),
both bands (mid Csense) or just the homeband (high Csense)-

Fig. 12 shows the response of a user with £ = 0.7 and
different costs of sensing to different levels of the singing
sanction, Cy;ng. Unlike for the purely energy-sensitive users,
the mixed users will at times operate in just the cognitive band,
both the cognitive and home bands, or only in the home band.
But like the pure-energy case, there seems to exist a level of
Cing that is sufficient to deter cheating for any cost of sensing
Csense-

The energy costs were given in the last section. The time
costs are formalized as:

1) Transmission in only the cognitive band:

1

Crp=—

)

(10)

tx
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Fig. 13. The usage profile by P;,. For any mixed user, there are regions in
which it will cheat or not cheat using just the cognitive band (lower dashed
line), both bands (higher dashed line), or just the homeband (solid line). There
are again the same three points used to determine the required Cy;,,g4 over all
Piy > Piz min. However, now the maximum of these must be taken over
all k to get a sanction that deters cheating with all types of users.

2) Transmission in only the homeband:

1
Cra= B (11)
3) Transmission in both the home and cognitive bands:
C 1 (12)
T3 = 5
’ Bmypj + Ty
So the overall cost of for the mixed user is:
Chrized = mlln((l — k)CT,i + kCsz) (13)
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Fig. 14. The sanction required to cover all protected P, for different values
of k and Csense. When Ppey, is high (not shown), the worst case k is the
pure-energy user. If Ppen is low, as shown here, when Csense gets large,
the worst case k is some mix between time and energy users. So, in order to
get a sanction that is sufficient to deter all mixed users, we must look at the
maximum required over all k.

We want to set Clpng to deter cheating universally over
all primary transmission characteristics as well, so Fig. 13
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Fig. 15. Taking the sanction required to be sufficient for all P;; and k, this
is what is required over Csense for different lengths of time of jail. For high
Ppen, the required Cs;ng levels out when the worst case of the pure-energy
user is satisfied. For low Ppen, the required C’smg will eventually level out,
but at a much higher Cy;p,4 with a much higher worst case Csense-

shows the behavior of the cognitive user seeing different
primary transmission levels P, at different levels of the
singing sanction. Notice that there are three regions that we
care about: when Cl;y,g4 is high enough to deter cheating by
users operating only in the cognitive band, deter cheating by
users operating in both bands, and causing users to use only the
homeband. We once again have the problem of low primary
presence making enforcement very difficult. So, we will again
assume there is a minimum F;, = 0.2 below which we do not
guarantee the sanction will deter rational users from cheating.
For all other values of P;;, we can set Cy;yg to the minimum
of what is required for the three different use cases.

Fig. 14 shows the Cl;,y required to be universal over
P,, against the value of k, the parameter determining the
preference between time and energy cost. We show in this
plot only the surprising case: when P, is very small. If
Ppep is large, the required Cy;pg is dominated by the energy
user for all costs of sensing. However, if the length of jail is
small, Fig. 14 shows that the worst-case k is not one of the
extremes. We must take the maximum sanction over all k.

Fig. 15 shows the sanction required to deter bad behavior
for any k and any P, given a cost of sensing. As before,
there exists a Cling such that all users will be deterred from
cheating regardless of preference, sensing cost, or primary
usage characteristic. The sufficient values of Cjipng and Ppen,
are shown in Fig. 16. Any value of the enforcement parameters
above the line will be sufficient to deter cheating over all users.
Notice that for high Py, the required singing value is set by
the pure-energy users. For lower Py, a mixture is the worst
case. If P, gets so low that it cannot deter the pure time
user, the required Cg;ng Will go to infinity (for the example
shown here, this minimum P, is so small that it is not on
the plot).

We have a tradeoff, but for a real system, how should we
choose the correct value of Cg;pg and Pp.,? What does the
‘correct’ value even mean?
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Fig. 16. The required tradeoff between Cs;ng and Ppep to guarantee that
no radio will cheat regardless of Piy, k, or Csense. The high-Pper, range is
determined by the pure-energy user. Other points are determined by a mixed
user. We now have freedom to choose where on this line we want to operate.
We propose that the correct point is that which minimizes the worst-case
overhead over all types of users. This min-max optimal point is indicated.

B. Choosing the correct sanction

We propose that the parameters should be set by a regret-
based optimization, similar to the ideas in [34]: the fact that
we are choosing a sanction that will work for any type of
user facing any type of primary implies that some users will
incur a higher cost (overhead) than if the sanction were tailored
specifically for them. We propose to choose the actual sanction
to minimize the worst case overhead over types of users.
Formally, we define overhead as the utility lost relative to an
honest user with no jail:

l/CmiJ;ed

1/Cy
where Cy is the cost of an honest user. Then, we choose the
sanction according to:

overhead =1 — (14)

15)

min max overhead
(CsingsPpen)€P k,Csense
where @ is the set of all pairs (Cging, Ppen) that will deter
cheating universally over types of users and primary condi-
tions.

The optimal min-max sanction is indicated on Fig. 16, and
happens in the region defined by the pure-energy user. Fig. 17
shows the behavior of a user with k = .7 over different Cy.ppse
and P;, subject to this optimal sanction. Also shown is the
behavior of an honest user not subject to jail. For P, above
the minimum protected value, the discrepancies between the
jail-affected user and the honest user are again due to wrongful
convictions making the cognitive band more expensive relative
to the homeband.

Fig. 18 shows the overhead of an example user under
different sanctions. The honest user is not subject to jail. The
universal sanction is min-max-optimal for all users. All other
jail sanctions perform somewhere in between these two cases.

We see that the majority of the overhead comes from
the cost of sensing. The extra overhead for different jail
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Fig. 17. Using the min-max optimal sanction, we have a usage profile for a
given k and different Csense-
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Fig. 19. The society cares about how much of the cognitive band is being
utilized. This is shown here for different kinds of jail. When the primary
is usually around, the cognitive devices vacate the band in favor of the
homeband. The difference in P;; where those with a universal jail vacate
before the honest users is a kind of societal overhead of the jail system.
When P, is very low, some users start to cheat; their time in jail causes
holes to be left unfilled.



sanctions is coming only from wrongful convictions, with the
universal sanction producing the most. So, to reduce overhead,
improving sensing technology is the most important factor.

From a regulator’s perspective, minimizing the overhead for
a particular user is not enough. The regulator also cares about
overall spectrum utilization, or how well the cognitive devices
are filling the holes left in primary spectrum usage. In Fig. 18,
we already see that when Cle, . is high, even honest, jail-free
devices will vacate the cognitive band.

We look directly at spectrum utilization in Fig. 19. There
are three regions to notice: for middle ranges of P, all kinds
of jail are very effective at allowing the cognitive users to
fill spectrum holes. For high P;,, cognitive devices will start
leaving the cognitive band in favor of transmitting only in
the homeband. An honest user with no jail will rationally
switch at some point because of the sensing cost. Users
with jail sanctions will switch earlier. The regions in which
the cognitive devices with jail have switched but a rational
honest user is still occupying the cognitive band are a type of
overhead: they are spectrum holes that remain unfilled because
of wrongful convictions in the jail system.

Finally, consider low P,,. Our universal sanctions do not
guarantee that cheating is deterred here over all users. So,
some users will begin to cheat. Because the cheating cognitive
devices spend so much time in jail, the overall spectrum
occupancy goes down.
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Fig. 20.  To understand how our outside parameters of Chp, B, Purong,
and P,,¢cp affect the operation of the jail system, we look at first how the
universal sanction changes with these parameters. Since the min-max optimal
point occurs when Pper, is high, the only parameter that affects the sanction
much is the size of the homeband B.

Thus far, we have assumed that certain parameters are held
fixed because they are determined by elements outside the jail
system. These parameters are P,q¢.p, the probability of being
caught when cheating, P,,ong, the probability of being caught
when not cheating, Cp, the energy cost of transmitting one
packet in the homeband, and B, the size of the homeband. In
Figs. 20, 21, and 22, we look at the effect of these parameters
on the sanction, the overhead, and the spectrum utilization to
see which are important.

For the sanction in Fig. 20, notice that the only parameter
with a large effect is the size of the homeband. The min-max
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Fig. 21. The effect of changing parameters on the overhead of an individual
radio relative to an honest user. B affects the overhead because of the much
higher sanction. Pyrong is determining the amount of time spent in jail, so
it is the biggest determiner of overhead.
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Fig. 22.  The effect of changing parameters on the percentage of spectrum

utilized. While users are occupying the cognitive band, the biggest determiners
of the utilization are B and Pyrong because they are determining the how
much time is spent in jail. Both these and C};, also have a large effect on
when the cognitive users will choose to vacate the cognitive band in favor of
the homeband.

optimal point is always in the high-P,., region, so changing
the other parameters does not have a large effect on the
actual sanction imposed. Py,rong in particular is interesting:
the required sanction is always determined by high Ciepse,
and is not sensitive t0 P,ong. This means that as catching
technology improves, the same sanction will still be optimal.

For the overhead in Fig. 21, the size of the homeband and
the rate of wrongful convictions are the two most sensitive
parameters. Lower B causes a much higher sanction and
therefore higher cost of wrongful conviction. The rate of
wrongful convictions makes a big difference because these
are the base source of the overhead of the jail system.

In Fig. 22, we see the spectrum occupancy. C};, is a large
factor because with a better homeband, cognitive users will
choose to switch out of the cognitive band earlier than they
would otherwise. B lowers occupancy again because of the



longer jail sentences. Higher Py, makes the cognitive band
much less attractive because they will spend more time in jail,
so users will switch to the homeband sooner.

Overall, to improve the performance of users, the cost of
sensing must be made low. For other parameters, the size of the
homeband is most important for keeping the actual sanction
small. But Pyong is the critical parameter for improving
overhead. Catching the criminals is far less important than
not punishing innocent users.

V. CONCLUDING REMARKS

In this paper, we have explored enforcement through a jail-
based mechanism for an ecosystem of wireless devices that
care about energy as well as time. We have found that this
sanction satisfies our requirements for light-handed regulation:
it is easy to certify, can be made universal over all types of
users and technology, and it is possible to keep the extra
burden to an honest user small by keeping P ong small
Having a homeband allows users that should not be using
the cognitive band to transmit elsewhere, and so it makes
intuitive sense that the best way to have high utilization of
the cognitive bands is to make it easier for cognitive users
to operate: by lowering the cost of sensing and the rate of
wrongful convictions.

From here, future work includes addressing our assump-
tions. We have assumed an iid primary, but real primaries have
periods of high use and low use. Also, we have assumed that
the cognitive devices always have a message to send. This is
obviously not realistic for the energy and mixed users. Finally,
we have addressed only mixed users with convex combination
cost functions. This is not an exhaustive characterization: cell
phones exhibit a very different behavior, for example. They
have a threshold requirement on the rate, and as soon as the
rate is satisfied they want to minimize their energy usage. We
have already seen that mixed users are in some cases harder to
deter from cheating than the pure users. Will different kinds
of mixed cost functions also be harder to deter from cheating?
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