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ABSTRACT

Fault injection, modifying the behavior of a program to fa-
cilitate the reproduction of hidden or rare problems, is an ef-
fective technique for detecting modularity violations in pro-
grams, such as missing error handling and implementation-
dependent behavior. However, conventional randomized fault
injection suffers from poor coverage relative to the number
of tests that it runs. In this work, we incorporate tech-
niques from concolic testing to achieve better coverage in
client code using a smaller number of tests. Techniques de-
signed to keep false positive rates low are explored, and a
number of simple bugs in deployed software are identified.

1. MOTIVATION

In a modular program, the program is decomposed into a
set of decoupled reusable modules; each module is given an
interface or specification which describes how it is invoked
and its expected behavior. In real systems, interfaces include
not only signatures such as argument and return types, but
human-readable documentation specifying complex seman-
tic properties. A typical example is the fread man page,
which specifes that “fread() and fwrite() return the number
of items successfully read or written.” The useful abstrac-
tion provided by modules is that as long as clients depend
only on the interface, any implementation that fulfills that
interface correctly can be used interchangably.

However, in practice it’s easy to write a module that makes
assumptions about another module that are not warranted
by its interface specification; we call these modularity viola-
tions. The most common error of this type is forgetting to
check a return value for a special value indicating an error;
in this case, the (erroneous) assumption is that the function
always succeeds. Other examples include:

e Assuming that a hash function always returns distinct
values for distinct inputs (is collision-free);
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e Assuming that a set data structure will always enu-
merate its elements in increasing order;

e Assuming that a sorting algorithm is stable (does not
reorder equal keys).

Such assumptions are, typically, not documented, and im-
plicit in how the other module is used. Adding to the prob-
lem is that many such assumptions are not localized, and
cause problems only at a later time due to subtle interac-
tions; for example, if the C allocation function malloc() re-
turns NULL, and this pointer is stored in a data structure,
the erroneous dereference of that pointer may be deferred to
a time long after the allocation.

Modularity violations pose a difficult problem in software
quality because the measures designed for conventional (in-
put) testing can easily overlook them. There are two main
reasons for this:

1. The assumption may be valid most of the time so that
exceptions do not arise during testing. This represents
a correctness problem with the existing program. The
example of assuming a hash function is collision-free
falls into this category.

2. The assumption may be valid for the specific imple-
mentation of the module being invoked, also known as
implementation-dependent behavior. This represents
an implicit coupling between modules that can lead
to problems if the implementation of the module be-
ing invoked is ever changed. The example of assuming
that a set data structure enumerates its elements in
increasing order falls into this category; if the set is
implemented using a red-black tree, this will tend to
occur naturally, whereas if it is implemented using a
hash table it will not.

There are two main existing approaches to detecting modu-
larity violations:

1. Lint-like static code analysis tools: This white box
technique examines the client code and uses static anal-
ysis (typically, simple pattern matching) to locate cer-
tain suspicious and non-portable constructs in pro-
grams and report them. It exhibits both false positives
and false negatives. Examples include lint, FxCop, and
compiler warnings.



void my_malloc(size_t size) {
voidx result = malloc(size);
bool simulate_out_of memory = nondeterministic_bool(
if (simulate_out_of memory) {
free (result ); result = NULL;

return result;

);

map<string, int> hash_history;

int my_hash(string s) {
if (hash_ history.contains(s)) return hash history(s];
int result = nondeterministic_int ();
hash_history[s] = result;
return result;

Figure 1: Fault injection for malloc().

ssize_t my_read(int fd, void *buf, size_t count) {
ssize_t result = read(fd, buf, count);
ssize_t final result = (ssize_t )nondeterministic_int ()
final_ result = min(result, max(1, final result ));
Iseek (fd, final result — result, SEEK_CUR);
return final result ;

}

void f() {

ssize_t result = my_read(fd, buf, count);
if (result == 1234) { abort(); }

Figure 2: Fault injection for read().

2. Fault injection: This dynamic black box technique in-
struments the module being invoked and causes it to
simulate faults, or more generally, to simulate behav-
ior that fails to satisfy the incorrect assumptions of
the client. If the program then exhibits incorrect be-
havior, it indicates a modularity violation. Typically,
fault injection is randomized in order to increase code
coverage in the client. As a dynamic method, fault
injection may miss some modularity violations, par-
ticularly if test coverage is poor. Fault injection may
also yield false positives, if it yields a sequence of re-
sults that is not feasible according to the specification,
or if the specification is incomplete.

In the domain of conventional black box input testing, tech-
niques like random testing and fuzz testing exhibit poor cov-
erage relative to the number of tests generated, since many
random inputs cause the program to follow the same code
path. Concolic testing[11] overcomes this difficulty by ob-
serving how input values are used by the program and care-
fully choosing the next input to force program execution
down a different path. Similarly, random fault injection is
often unlikely to select exactly the right fault at the right
time to cause program failure; it is limited by its lack of vis-
ibility into what happens to values after they are returned.
In this work, we present a new fault injection solution that
takes advantage of concolic testing techniques to achieve bet-
ter coverage in client code using a smaller number of tests.

In section 2, we (blah blah blah)

2. EXAMPLES

Figure 3: Fault injection for a hash function.

Suppose we have a function available that allows a C pro-
gram to acquire a nondeterministic value of any primitive
type at any time. Using this primitive, we can interpose on
the interface between two modules and simulate unexpected
results. Examples shown in this section use a pseudocode
based on C++; the actual implementation is based on C.

In the simplest example, shown in Figure 1, a nondetermin-
istic boolean is used to decide whether or not to simulate an
out-of-memory condition. Each time the my_malloc func-
tion is invoked, another nondeterministic choice is made.
All of these faults are accurate because the program can, in
principle, run out of memory at any time. By running the
program many times with different nondeterministic choices
and seeing whether the program terminates abnormally, we
can validate error-checking for malloc() throughout the ap-
plication.

Simulating a boolean value is simple and does not require
the assistance of concolic execution to narrow down the set
of useful nondeterministic choices. However, there are other
system calls, such as the POSIX read() call, that have more
complex specifications. According to the read() man page,
“[i]t is not an error if [the return value] is smaller than the
number of bytes requested; this may happen for example
because fewer bytes are actually available right now (maybe
because we were close to end-of-file, or because we are read-
ing from a pipe, or from a terminal), or because read() was
interrupted by a signal.” Figure 2 shows how we might in-
terpose on and simulate unexpected conditions for read().
Because the concolic testing engine can trace how the value
final_result is used even after it is returned to the caller,
it can generate choices to reproduce errors such as the “re-
sult == 1234” error that are unlikely to be detected by ran-
domized fault injection.

The read() example demonstrates enforcement of simple post-
conditions on the result: for example, the return value must
not exceed count. If this condition were not enforced, it
could lead to spurious failures, or false positives, where the
caller fails to handle a case that according to the interface
specificiation should not occur. In general, postconditions
can be complex, applying not only to the results of a partic-
ular call, but to a sequence of calls. For example, suppose we
are implementing a hash table data structure which invokes
a hash function. The critical property of the hash function
that the hash table depends on for correctness is that it is a
pure function: it consistently maps identical inputs to iden-
tical outputs. Other properties, such as the function’s sta-
tistical properties, should affect only performance. Collision



handling code in hash tables is often poorly tested because
collisions are rare. To enforce the postcondition of pureness,
we introduce a history map that stores all previously-seen
input-output pairs, and returns the same output if the same
input is observed again, as shown in Figure 3.

The concept of a history map is a general and powerful one.
To explore its full generality, we consider the example of a
sort function that invokes a user-supplied comparator func-
tion. This comparator C is supplied two elements A and B
and determines whether A < B. To ensure that the sort
functions correctly, the comparator must represent a non-
strict weak order. That is, for all inputs a, b, ¢, we must
have:

1. Transitivity: C(a,b) A C(b,c) = C(a,c);

2. Totality: =C(a,b) = C(b,a). Totality implies reflexiv-
ity.

A weak order is used instead of a total order to allow distinct
elements to "compare equal.”

Figure 4 shows how a history can be used to enforce these
conditions. Each time a nondeterministic choice is made, it
further constrains the relation, adding a number of new tu-
ples using an ad-hoc but complete resolution procedure. In
addition to verifying that our sort implementation is robust
against variations in the comparator, this technique can be
used to verify that the specification is tight: the removal
of any of the above three conditions produces an explicit,
concrete comparator function that causes the sort to fail:

1. Transitivity: Choose C with C(0,1), C(1,2), C(2,0),
—(C(0,2), and C(a, a) for all a; since C(0,1) and C(1,2),
the sort algorithm may conclude that (0, 1,2) is a valid
sorted list, but since =C(0,2), 0 and 2 are out of order.

2. Totality: Choose the empty relation —=C'(a, b).

Larger-scale examples can be found in componentized appli-
cations, where data processing is frequently separated into
distinct stages; for example, a compiler may be divided into
a front-end parser and a back-end code emitter, or a com-
pression engine may be divided into a front-end transform
and a back-end entropy coder. In each of these cases, it is
common to pipeline the stages, so that back-end stages pull
output from the front-end stages on-demand; this decreases
memory requirements, avoids unnecessary work, and im-
proves cache performance. Such repeated interaction is diffi-
cult to model strictly in terms of input and output, but using
the fault injection techniques in this paper can be tracked
over a sequence of calls. In section 3, we consider the case of
1JG’s libjpeg, a JPEG compression library which performs a
lossy 2D Fourier transform and quantization followed by en-
tropy coding; by simulating arbitrary output from the first
phase, we can test the backend coder for dependence on the
specific implementation of the transform.

3. EVALUATION

Our implementation is built on the CREST open-source con-
colic testing tool for C.[1] No changes to the CREST engine

map<pair<int, int>, bool> relation;

void add_tuple(int x, int y, bool r) {

if (relation .contains((x,y))) return;

relation [(x,y)] = r;

if (Ir) add_tuple(y, x, true); // Totality

for (((x2,y2), r2) : relation) {
// Transitivity :
// C(z,y) A C(y,y2) = C(x, y2)
if (y == x2 && r && r2) add_tuple(x, y2, true);
// =C(z,y2) A C(z,y) = ~C(y, y2)
if (x == x2 && r && r2) add_tuple(y, y2, false);
// =Cxy) N Clz,y2) = ~C(y2,y)
if (x == x2 && Ir && r2) add_tuple(y2, y, false);
// C(x2,2) NC(z,y) = C(x2,Y)
if (y2 == x && r && r2) add_tuple(x2, y, true);
// =C(z2,y) A C(z, y) = —C(a2, x)
if (y2 ==y && r && r2) add_tuple(x2, x, false);
// ~Clay) A Cla2y) = ~C(z,32)
if (y2 ==y && Ir && r2) add_tuple(x, x2, 0);

}

bool my_compare(int x, int y) {
if (x ==y) { return true; } // Reflexivity
if (relation .contains((x,y))) return relation[(x,y)];
bool r = nondeterministic_bool();
add_tuple(x, y, r);
return result;

}

void f() {
int a[3] ={0, 1, 2};
sort (a, a+3, my_compare);
for (i=0;1i < 3; i++)
for (int j=i; j < 3; j++)
if (!my_compare(a[i], a[j])) abort();

Figure 4: Fault injection for a sort comparator.




List size 112 3 4 5 6 7

Selection sort [ 1 | 2 | 7 | 33 | 193 | 1343 | 10825
Merge sort 112] 6 |30 145 | 812 | 5208
Weak orders 13| 13| 75| 541 | 4683 | 47293

Figure 5: Number of tests generated for comparator
example, compared to total number of weak orders.

were required; instead, all modifications were made to the
C source code of the application being tested, and could
be included or excluded by conditional compilation. In a
more sophisticated implementation, these source modifica-
tions could have been fully or partially automated.

We implemented the sort comparator as described in Fig-
ure 4 and used it to test both a selection sort and a merge
sort algorithm. In each case the number of tests increased
rapidly with the size of the list being sorted, as shown in Fig-
ure 5, but considerably less rapidly than the total number of
weak orders (A000670 in the On-Line Encyclopedia of Inte-
ger Sequences [10]); the scheme accomplishes this reduction
by focusing on the subset of comparisons actually used by
the sort. For both sort algorithms, weakening the postcon-
dition of the comparator introduced errors as expected. Test
sets for merge sort may be incomplete, as the concolic test-
ing tool made incorrect predictions sometimes when using
this algorithm.

Our next set of experiments was conducted on GNU grep 2.2,
an early version of grep (about 34,000 lines of code) prepared
for use with CREST by Jacob Burnim. The first interposed
on malloc() as in Figure 1 to detect missing error handling.
5491 tests were generated, of which 2 indicated actual bugs;
130 tests completed without error despite failed malloc calls
thanks to successful recovery mechanisms, and these would
have been flagged as false positives by a lint-like tool. To
decrease the number of tests, we implemented a more so-
phisticated fault injection technique where malloc() would
fail again if it had already failed on another memory allo-
cation of the same or smaller size with no intervening free.
This limited the number of tests to 2869 and still found the
2 bugs. To further reduce the number of tests, we modified
xmalloc(), a helper routine which calls malloc() and always
checks the result, to invoke malloc() directly; this dramati-
cally decreased the number of tests to only 75 and still found
the 2 bugs.

We instrumented the read() calls in grep as described in
Figure 2. The number of possible sequences of reads on an
n-byte file is 2" "1, the number of compositions of the first n
integers. Concolic testing dramatically reduced this to n+1
tests. If code is injected into the caller which branches on a
specific return value, as in Figure 2, new tests are generated
to trigger this branch, as expected. In a separate experi-
ment, read() was instrumented to nondeterministically re-
turn end-of-file prematurely; this was effective at exploring
diverse error-handling paths for end-of-file conditions, and
used less tests than varying the input file length itself.

The final experiment with grep involved an optimization of
state machine construction in its DFA interpreter. The al-
gorithm uses a hash function to speed up inequality compar-

ison of position sets, which are otherwise slow to compare.
We replaced the hash function with a nondeterministic hash
function with a history, as in Figure 3. This generated a
number of tests that varied from one to thousands depending
on the complexity of the search pattern; no defects were de-
tected. Surprisingly, even if the postcondition enforcement
on the hash is removed, allowing it to be return different val-
ues for the same input, the program still functions correctly;
state comparison is apparently only used for coallescing of
identical states, again an optimization.

Our last experiment was performed on the Independent JPEG
Group’s jpeglib JPEG compression library (213,000 lines of
code). [7] This widely-used library for JPEG compression is
factored into logical stages: the first performs a lossy Fourier
transform and quantization on the image blocks to convert
them into the frequency domain, and the second losslessly
compresses these coefficients using a simple entropy cod-
ing technique. However, to avoid using excessive memory
(among other reasons), the compression engine pipelines
these stages, working on a line of data at a time. This com-
plex interface makes fault injection a good choice for testing
this modular boundary. We discarded whatever results the
Fourier transform produced, and replaced them with nonde-
terministically chosen in-range coefficients.

This was a case where the concolic testing approach was rel-
atively ineffective: because the number of coefficients is very
large, even for small images, so is the number of symbolic
variables, leading to state explosion in the theorem prover.
Additionally, the program performed complex operations on
the data that could not be adequately represented using the
simple linear arithmetic model of CREST; for example, com-
puting the log base 2 of each coefficient by shifting. For this
reason, and because the coefficients were treated symmet-
rically by the backend coder and limited to 11-bit signed
values, random fault injection outperformed concolic test-
ing in this case. In fact, random fault injection succeeded
in finding a potential bug, wherein the most negative coeffi-
cient value that the backend claimed to support triggered a
runtime assertion.

4. RELATED WORK

The ability of CREST and similar concolic testing engines
to generate and reason about new symbolic variables dy-
namically, which forms the foundation for this work’s non-
deterministic choice functions, is a little-used feature that
works “out-of-the-box.” It appears to be included largely to
facilitate convenient introduction of symbolic input at any
point in the program.

Fault injection originated primarily as a mechanism for ren-
dering software robust against hardware failure; injection of
software faults is still relatively novel. Randomized fault in-
jection tools for software date back to J. Christmansson et
al’s work in 1996,[3][4] and have since been heavily commer-
cialized by tools such as Security Innovation’s Holodeck [§]
and Codenomicon’s Defensics, [5] which combine interposi-
tion on APIs with fuzzing of file and network input. More
recent work in this area includes Voas and McGraw’s widely-
cited 1997 book on software fault injection, [12] Madeira
et al’s evaluation of emulating software faults using SWIFI
Xception (2000), [9] and application in new domains such as



fault injection in Java bytecode without source (2008). [6]
Traditional randomized fault injection tools as described in
these works face two main difficulties: much like random
testing, they struggle with the “reachability problem,” where
early failures occur with such high probability that they pre-
vent the program from reaching more interesting ones. Ad-
ditionally, they struggle with accuracy, the problem of ensur-
ing that "injected faults are representative of actual faults.”
Unlike the present work, much of the work in software fault
injection has focused on undirected perturbation of source
code, rather than systematic exploration of behavior consis-
tent with a specification, resulting in poorly-enforced post-
conditions.

Other works have briefly considered the idea of using con-
colic testing techniques to achieve better fault injection. The
Enforcer tool of Arthro et al. (2006),[2] designed for injec-
tion of I/O failures, considered (but did not develop) guided
randomization of the kind used in concolic testing to cope
with the reachability problem of automatically fabricating a
single test to trigger each program exception.

S. FUTURE WORK

The concolic fault injection process as described herein has
a number of frustrating limitations: most noticeably, as in
the sort comparator example, complex postconditions can
be difficult to express and maintain using histories in im-
perative code. Ideally, a domain-specific language would be
available that would allow postconditions to be expressed in
first-order logic; perhaps, if the backend concolic theorem
prover supported first-order logic, these rules could be con-
veyed to it directly in order to achieve better performance
and more accurate prediction.

One important application that was not adequately explored
in this work is the idea of using concolic techniques to de-
tect portability issues on a single hardware platform; for ex-
ample, interoperability problems frequently arise when two
versions of an application, perhaps running on different ma-
chines or with different locales, read and write the same data
files. As another example, C programs frequently make as-
sumptions about the layout of data in memory or the byte
order of machine words that can lead to unpredictable prob-
lems during porting. By varying factors like these nondeter-
ministically, they can be identified on a single machine with
less testing resources. These factors are more difficult to test
with fault injection, however, since factors like data layout
that persist in in-memory data structures are difficult to
modify at runtime.

Similarly, library portability issues, in which an application
depends on functionality that is only available in a particular
version of a library, can lead to difficult-to-predict failures
when applications are deployed on machines with different
versions of a library - by nondeterministically simulating the
behavior of multiple versions, fault injection can help to iso-
late these problems as well. Conversely, any environment
featuring plug-ins such as a web browser must be able to
cope with arbitrary communication across the plug-in in-
terface in order to be secure; if this interface is sufficiently
rich, this can become difficult, and fault injection can help
to anticipate complex failures in this domain as well.
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