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ABSTRACT magnitude speedups, which is important for servers where security-
related processing can consume up to 95% of processing capac-

This paper introduces the concept ramming with sketches
pap ptimog g i’ ity [16]. At the same time, the characteristics of bit-streaming

an approach for the rapid development of high-performance ap- L : . : .
plications. With sketching, programmers write clean and portable codes render vectorizing compilers largely ineffective. In fact, widely

reference code, and then obtain a high-quality implementation by used cipher implementations, a'!“o.S‘ E?‘" haqd-written, Ofte.n achieve
simply sketchingthe outlines of the desired implementation. The perf_ormance thank§ to algebraic insights into the algorithms not
compiler then fills in the missing detail and ensures that the com- available to a compiler.

pleted sketch implements the reference code. In this paper, we de- Additionally, cprkr]ectness in this domai_n Is very in;]ptlnrtant be-
velop sketching for the important class of bit-streaming programs cause a buggy cipher may l_aecome a major security hole. In 1996,
(e.g., coding and cryptography). a release of the BlowFish cipher contained a buggy cast from un-

A sketch is apartial specification of the implementation, and as  Si9n€d o signed characters, which threw away two thirds of the

such, it has several benefits to programmer productivity and code encryption-](ey in many cases. As a result, .3/4 Of. all "‘?VS could
robustness First, a sketch is easier to write compared to a com- be broken in less Fhan 19 minutes [12]. This acc'dgm |IIustr§1tes
plete implementationSecondsketching allows the programmer to not only the severity of cipher bugs, but also the difficulty with

focus on exploiting algorithmic properties rather than orchestrating CIPher testing. The buggy BlowFish cipher actually worked cor-
low-level details. Third, the sketching compiler rejects a “buggy” rectly on all test cases; the problem is that many ciphers, especially

sketch, thus providing correctness by construction and also allow- those based on Fg|stel rounds, correctly_engrypt and decrypt a file
ing the programmer to quickly evaluate sophisticated implementa- V& when coded incorrectly, thus complicating correctness check-
tion ideas. ing and verification.

We have evaluated our programming methodology from a pro- In this paper we present StreamBit as a new programming methoc_i-
ductivity and a performance perspective in a user study, where aology that simultaneously ensures correctness, and supports semi-

group of novice StreamBit programmers competed with a group of a:ljtomatichperformancg dpr(;]grammi.r;g.. We achieve thehge %oals by
experienced C programmers on implementing a cipher. We learnt &10Wing the user to guide the compilation processkgtchinghe

that, given the same time budget, the cipher developed in Stream-_des"ed impleme_ntation. To explain how_sketching works, we first
Bit ran 3 — 5x faster than ciphers coded in C. Furthermore, our Introduce a running example that we will use throughout the pa-
sketching-based implementation of the DES cipher, developed andPe": The e_xample also illustrate the complexities in implementing
tuned in just four hours, improved performance 4-fold and on some Pit-Streaming programs.

machines matched the performance of libDES, the best publicly = ©U" runnirr]l_gdexampl_e is a _bitlmznipul_ztic()jn pr?blllem we refer
available DES implementation. to asDropThird . It is concisely described as follows: “pro-

duce an output stream by dropping every third bit from the input
stream”. Somewhat surprisingly, this seemingly simple problem
1. INTRODUCTION exhibits many issues arising in the more involved bit-stream ma-
Applications in domains like cryptography and coding often have hipulations algorithms, including parity checking, and bit permuta-
the need to manipulate streams of data at the bit level. Such ma-tions in ciphers.
nipulations have several properties that make them a particularly ~ To illustrate why this is a non-trivial example, consider a general-
challenging domain from a developer's point of view. For exam- Purpose processor with the usual suite of bitwise operatiand:
ple, while bit-level specifications are typically simple and concise, Or, left/right shift—this is the target machine assumed in this pa-
their word-level implementation are often daunting. Word-level per. In order to obtain a high-performing implementation on such

implementations are essential because they can deliver an order oft machine, we must satisfy several trade-offs. For example, we
can carefully prearrange the bits into words and therefore exploit
more parallelism within a word. However, the cost of prearrange-
ment may not be offset by word-level parallelism alone. In gen-
eral, arriving at a good implementation requires employing locally

Permission to make digital or hard copies of all or part of this work for sub-optimal implementation strategies. Furthermore, even after the

personal or classroom use is granted without fee provided that copies arepjts are prearranged into words, various sophisticated intra-word
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Figure 1: Two algorithms for dropping every third bit from a

word: (a) naive implementation with a O(N,,) running time,
referred to as SLOW throughout the paper. (b) log-shifter im-
plementation with a O(log(N.,)) running time, referred to as
FAST throughout the paper.

requiresO(log(Nw)) steps;N.,, = 16 in our example and it rep-
resents the word size. The smarter algorithm, known to hardware
circuit designers as bg-shifter, is faster because it utilizes the
word parallelism better: it shifts more bits together while ensur-
ing that no bit needs to be moved too many times—again, a tricky
trade-off. Finding a better implementation is worth it: on a 32-bit
Pentium processor, the log-shifter implementatiori.gx faster
than the naive implementation; on a 64-bit Itanium architecture, it
is 3.5x faster; and on an IBM SP processor, inexplicably, &4
faster. Thelog-shifteris also significantly faster than our table-
lookup implementations, on all our platforms.

Besides finding an implementation algorithm with a suitable trade-

off, the programmer faces several tedious (and bug-prone) tasks:

e Low-level details. The low-level code of the implementa-
tion is typically disproportionate in size and complexity to
its simple specification. One log-shifter implementation re-
quires 140 lines of FORTRAN code to implement a slight
modification ofDropThird . Part of the problem is that in
DropThird , one must use different bit masks for each stage
of the log-shifter (because any three consecutive words in the
input stream each drop differently positioned bits).

Malleability and portability. The low-level code is hard to
modify given even simple changes to the bit-stream manip-
ulation program, such as changing the specification to drop
the second bit (instead of the third) of every three bits. Fur-
thermore, porting a 32-bit implementation to a 64-bit ma-
chine typically requires rewriting the entire implementation
(not doing so will halve the performance BfopThird ).

Instruction-level parallelism.Micro-architectural character-
istics may significantly influence performance. For example,
the naive implementation in Figure 1 may win on some ma-
chines because it actually offers more instruction-level par-
allelism than the log-shifter (its shifts are data independent).
To find a suitable implementation, the programmer typically
implements and measures each.

When programming with StreamBit, the programmer first writes
a full behavioral specification of the desired bit manipulation task.
This specification, called theeference programis written in the
Streamlt dataflow language [15], and is nothing more than a clean,
unoptimized program describing the task at the level of bits (rather
than at the level of words). In case of ciphers, the reference program
is usually a simple transcription of the cipher standard. We compile
the reference program to assembly code with a simple compiler that
we call anaive compiler The naive compiler exploits word-level
parallelism but only using a simple greedy strategy.

Once the reference program is complete, either the programmer
or aperformance experketches an efficient implementatiorhe
goal of sketching is to provide only a loosely constrained template
of the implementation, with the compiler filling in the missing de-
tails. The details are obtained by ensuring that when the sketch is
completed, it implements the reference program; that is, the com-
pleted sketch is behaviorally equivalent to the reference program.
The implementation details are obtained by decomposing the ref-
erence program into high-level algorithmic steps (e.g., packing bits
into words) which are in turn decomposed into lower-level steps
(e.g., shifting bits within words).

The problem with sketching an outline of the implementation is
that the programmer may want to sketch the implementation at arbi-
trary levels of the hierarchy, ideally without referring to uninterest-
ing levels. Our solution to make sketching convenient ig fanake
the naive compiler follow a simple and fixed translation sequence
which (i7) may be replaced at any step by the user-provided sketch.
Effectively, the input program automatically undergoes one or more
transformations as dictated by the sketch, the result of which is an
implementation that is faithful to what the performance expert de-
sires. After the sketch is processed, the naive compiler resumes
its role and completes the compilation. The idea is that the naive
compiler will perform an optimal translation if the difficult global
decisions are supplied via sketches—this is especially important
when the complexity of an optimization or transformation are well
beyond the scope of what a compiler can autonomously discover.

As mentioned above, sketches are transformations that guide the
naive compiler. What makes them sketches is that they need to be
specified only partially. A simple example is when the user wants
to factor a bit permutatio® into a sequence (i.e., a pipeline) of
two permutationsP; and P,, which are less expensive to imple-
ment thanP. In this case, he may speciffi, and the compiler
will determine P, from P; and the reference permutatidh Al-
ternatively, P, and P, can be described by the programmer only
partially, with a set of constraints that are satisfied by more than
one permutation. Our compiler then seleétsand P, such that
together they implemenP. Figure 2 illustrates the key idea be-
hind sketching. On the very left is the reference program in visual
form. This bit manipulation task is translated by the naive com-
piler into a task that is equivalent, but also word-aligned. Now, if
the naive compiler was allowed to continue, it would produce the
slow implementation strategy shown in Figure 1(a). Instead, the
programmer supplies a sketch of how the word-aligned task should
be implemented. With sketching, the programmer states no more
than a rough idea of the task: it is potentially possible to implement
theDropThird permutation by first shifting some bits by one po-
sition, then some bits by two positions, etc. The sketch doesn’t
specify which bits must shift in each step, and in fact, it may not be
possible to satisfy the sketch—Ilog-shifting of course does not work
for all permutations. If the sketch is satisfiable, then the details (i.e.
which bits to shift) are derived automatically. If the sketch is not
satisfiable under the given specification, the sketch is rejected, and
thus the user cannot introduce bugs into the implementation.

In summary, the StreamBit methodology offers the following
benefits: (1) it obviates the need to code low-level details thereby
making developers more productive, (2) it rejects buggy sketches
and guarantees correctness by construction, (3) it allows the pro-
grammer to rapidly test and evaluate various implementation ideas,
even before they are known to be correct—without the fear of in-
troducing bugs.

An added benefit of the lack of low level details is the robust-
ness of the sketch. For example, note that even though the imple-
mentation of the log-shifter is slightly different for different words,
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Figure 2: An illustration of programming with sketches. The naive compiler first unrolls the reference program to operate on
complete words of bits. Then, the compiler combines this word-aligned task (a full specification of the bit-stream manipulation
function) with the sketch (a partial specification of the implementation) to derive the full implementation that performs the desired
functionality.

the same sketch applies to all of them because the general strateggplitters. A duplicate splitter, as the name implies, passes identi-
which the sketch encodes remains the same; only the details of ex-cal copies of its input to every one of its children. In contrast, a
actly which bits to shift change. In fact,ifropThird is modified roundrobin splitter distributes the input stream to the individual fil-
to drop the second of every three bits, we simply change the refer-ters in a roundrobin fashion. Similarly, a roundrobin joiner reads
ence program; the original sketch remains applicable. This gives data in a roundrobin fashion from every branch in the splitjoin and
the sketch a level of reusability across a family of algorithms. writes them in order to the output stream (this joiner effectively
This paper makes the following contributions. concatenates its inputs).
) ) . ) The StreamBit compiler is concerned with bit level manipula-
* We describe programming by sketching, amethod forrapidly (ions and hence it concentrates on filters that have input and output
developing correct-by-construction implementations of bit-  gyreams of typéit. The compiler attempts to convert filters into
streaming programs. To compile sketches, we develop a con-gosjean expressions; for that, it requires that all loops trip counts

straint solver which uses the reference program and the sketchy ¢ fixed at compile time. Filters may otherwise include more ar-
to derive a complete implementation. bitrary code, although sketching is restricted to those filters that

e We develop an Transformation Specification Language (TSL) sati;fy the static properti_es_just mentioned. While the sta_ltic con-
that allows programmers to specify a large number of imple- straints may appear restrictive, we note that they do not hinder the
mentations. The TSL is a high-order language: it manipu- implementation of public key ciphers—since in general, data de-
lates the program written in Streamlt by the domain expert. pendent computation renders ciphers vulnerable to timing attacks

and are therefore largely undesirable. The focus on bit operations

e We performed a user study comparing the productivity of is not restrictive either. In fact, we implemented the AES cipher
programming in StreamBit versus C. We observed that in (which is not generally considered to be a bit-streaming filter) us-
the same amount of time, StreamBit programmers produced ing our bit-streaming compiler.
code that rar3 x faster than C implementations. Furthermore, in addition to the Streamlt joiners, we support a

) ) . small set of Boolean joiners for programming convenience. Namely,

e We used StreamBit to generate an implementation for DES ¢ gjiow for AND, OR and XOR joiners that merge input stream
which |_s'early as_to read as the N_I_ST s_pemﬁcgtlon, and with bit-wise using these Boolean operators.
an additional 25 lines of TSL specification, we improved per- e yse of Streamlt provides several advantages compared to
formance 4-fold and on some machines matched the perfor- 5 yeneral-purpose programming language. For example, from the
mance of libDES, the best publicly available DES implemen-  qint of view of the programmer, Streamlt combines modularity
tation. with implicit scheduling and buffer management. Consider a filter

A that produces 5 bits at a time, and filtBrthat consumes blocks
2. STREAMIT of 6 bits at a time. In Streamlt, the user can simply compose the
Our programming methodology uses Streamit as the |anguagetWO filters into a pipeline, without having to worry about how to
for Wr|’[|ng the reference programs. Streamlt is also used as an in- interleave the executions of the filters, or how much buffer space to
termediate representation during naive compilation and sketching. allocate to store the results dfbefore3 can read them.
Streamlt [15] embraces a synchronous dataflow model of computa-
tion. Its main unit of abstraction is tHéter which reads data from
a FIFO input stream and writes data into a FIFO output stream. 3. PROGRAM REPRESENTATION
Additionally, as a consequence of being a synchronous dataflow The synchronous dataflow programming model of the Streamit
language, all filters must statically specify their input and output language is also used as an intermediate representation, employed
rate (which is not a restriction for our domain). This enables the both by sketching and the naive compiler. The key invariant is that
compiler to statically schedule filter execution. both the reference program and the machine-level implementation
Filters may be composed infmpelinesor splitjoins. A pipeline is expressed as a dataflow program.
is simply a sequence of filters that are linked together such that the Internally, we represent the dataflow program as an abstract syn-
output of filters is the input of filteri + 1. Several splitjoins are tax tree (AST) that represents the hierarchical structure of the Streamlt
illustrated in Figure 5 (a figure designed mainly to illustrates some program. The leafs of the AST correspond to filters, which are
other points). A splitjoin contains sgplitter which distributes its Boolean functions that translafé;,, bits of input intoN,.,: bits of
input stream among it&V children, and goiner which collects output. The intermediate nodes correspond to the potentially nested
and merges the output of alV children. We currently support  splitjoins and pipelines; they represent the communication network
two different types of splittersduplicatesplitters andoundrobin that defines how values flow across filters.
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} consumes a 3-bit chunk of input;
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Figure 3: Our running example is a single a bit-stream filter that generates its output stream by dropping every third bit in its input
stream. (a) The reference program in the Streamlt language. This code does not specify a particular implementation of the filter.
(b) Two alternative representations of the same filter. Because the filter is linear, it can be represented by a matrix. Each three bits
popped from the input stream form a vector. This vector multiplied by the matrix produces the corresponding part of the output

stream.

Filters (AST leaves) are represented as matrix together with an
offset vector. As shown in Figure 3, the filter's boolean function
corresponds to a multiplication of the input bit block with the ma-
trix, followed by the addition of the offset vector. The matrix rep-
resentation of filters gives us a simple yet powerful algebra for ma-
nipulations of dataflow prograntsThe algebra will be used both
during naive compilation and during sketching.

4. THE NAIVE COMPILER

The goal of the naive compiler is to translate the reference pro-
gram into machine instructions. This process boils down to a trans-
formation that convert the reference program into an equivalent
Streamlt program where all the filters correspond to instructions
available in hardware, like shifts and masks. This target program
will be considered to be ihow Level Form (LL-form) Since LL-
form programs consist of basic machine operations along with a
communication network that defines how values flow among differ-

ent operations, they can be readily mapped to C code; the only op-

timizations left to do on them are register allocation, code schedul-
ing, and the like, which modern compilers can do quite well.

LL-form programs are defined formally as programs with two
properties: (1) Their filters (AST leaves) correspond to one of the
basic instructions in the target our machine; and (2) Their commu-
nication network (AST internal nodes) transfers data in word-size
units.

Let us first deal with the second property. In the case of pipelines,
this property follows directly from the first property, because the
links in the pipeline will transfer data in the same units that it are

produced by the components of the pipeline. The only case where

property two is an issue is in the case of roundrobin splitters and
joiners that distribute bits in units different from a word-size. How-
ever, roundrobin splitters and joiners can be erplaced replacing with
duplication splitters and aggregation joiners after adding the appro-
priate filters on each branch; these filters select the appropriate bits
This transformation is illustrated in Figure 4 After this transforma-
tion, we need to worry only about Property 1.

The naive compilation algorithm exploits the fact that property
one pertains exclusively to the leaf filters. It works by going di-
rectly to the leaf filters, and growing them, breaking them and de-
composing them until they satisfy property one for LL-form. Be-
cause it acts independently on each leaf filter, it misses optimiza-

The matrix multiplication algebra gives us all the expressiveness

we need, because an arbitrary Boolean expression can be repre-

sented as a pipeline of affine transformations provided we have
some flexibility in defining the addition and multiplication oper-
ators.

k *

A)

Figure 4: The splitjoin transformations. (a) The original filter.
(b) The result of applying SRRtoDUP on the splitjoin in (a).
(c) The result of applying JRRtoXORto (b). Note that the two
transformations eliminated the round robin splitters and join-
ers, which is useful when the size of the round robin spliters
and joiners is not a multiple of the word size.

tion opportunities that could arise from considering groups of fil-
ters together. Furthermore, the algorithm greedily tries to reduce
the number of shifts that are done on a given bit, missing some
opportunities to use word-level parallelism.

The Naive algorithm can be understood as working in two dif-
ferent stages: i) Size adjustment stage, and ii) instruction decom-
position stage.

The role of the size adjustment stage will be to take a leaf filter
in the AST of the program and replace it with a pipeline or splitjoin
of filters which is equivalent to the original leaf filter, but such that
all its leaf filters take inlV bits and producéV bits, whereW is
the word size. Equivalence in this case must be defined generously
to take into account the fact that a that re@dsg bits of input and
producesN,,: bits of output can be equivalent to a filter that takes
N, bits of input and produces « N, bits of output, as long
as one execution of the latter correspondg texecutions of the
former. It is important to note that because of the implicit schedul-
ing and buffer management offered by Streamlt, it is possible to
replace a filter with an equivalent filter, without having to worry
about the effect that the potentially different input and output sizes
will have on the rest of the program.

The size adjustment will be achieved through a combination of
filter unrolling (to make the input and output sizes multiples of the
word-size), and filter decompositions to make the filters produce
word-size input and output. Figure 5 shows the complete sequence
of unrolling and decomposition used for the dropThird filter.

The instruction decomposition stage will take each of the word-
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Figure 5: An illustration of the naive transformation algorithm for our running example, assuming a 4 bit machine. A) involves
unrolling the filter to take in and push out a multiple of N,,, the word size. B) shows howColSplit[4] breaks the filter into

columns, each takingN,, bits from its input. C) shows the effect ofRowSplit[4] . D) shows one of the filters from C) as it is finally
converted into LL-form filters.

sized leaf filters produced by the size adjustment phase and de-and their results are easy to predict. In particular, the final number
compose them into splitjoins and pipelines with all their leaf filters of operations will be roughly proportional to the number of diag-
corresponding to individual bit operations. Thee bit operations we onals in the original matrix. Additionally, the decompositions will
use are left and right logical shifts as well as bitwise AND, OR and generally be very efficient when compared with hand coded im-
XOR on words of sizéV'. plementations of the filter because they will take some advantage
The key idea of this phase is that any matrix can be decomposedof the parallelism available in the word, both by shifting together
into a sum of its diagonals. Each diagonal in turn can be expressedbits that will have to shift by the same amount and by ORing and
as a product of a matrix corresponding to a bitmask with a matrix masking complete words at a time. Finally, these decompositions

corresponding to a bit shift. Thus, any matrix of size W' x in general will not be optimal. The problem with the decomposi-
W can be expressed as = ZK:}W_I) a;s', where thea; are tions is that they try to shift bits to their final position in one step.
diagonal matrices, and is a matrix corresponding to a shift by The example of dropThird shown earlier illustrates why this can

This decomposition can be expressed in Streamlt because sums anB€ inefficient. The SLOW implementation actually corresponds to

products of matrices actually correspond to splitjoins and pipelines What the Naive algorithm will get you. In particular, bits that shift

of filters respectively (see Figure 5 (D)). by the same amount are shifted together in the same shift, and all
This approach is actually quite general. For example, note that bits are shifted to thewfmal_posmon in aglnglt_a movement. By con-

the approach is applicable for arbitrary word sizes, since both the trast, the FAST approach involves moving bits partially along the

diagonal matrices and the shifts behave the same way regardlesdvay. in order to make better use of the shift in a subsequent step.

of the word-size. Furthermore, it is easy to generalize for other

types of instructions besides simple shifts and masks. For example,5, SKETCHING

“?ti“"”_ mﬁlructlons pose_nq mzaior pf"b}ﬁm’ since for pos@ve As we have seen so far, there are two fundamental problems with

si = api*r'*' and for negative, s; = amxr'"', wherea,; andam,;

. . . " the Naive algorithm. The first one is its local nature; by doing
are diagonal matrices that mask either the upg®ts or the lower . : . . o
I . I . size adjustment and instruction decomposition independently one
1 bits. Thus, we only need to replasgin the original expression

- Wo1 _ filter at a time, it misses optimization opportunities that can arise
for m, and collect terms to get a decompositian=>_." ' a;r . N L
i= by looking at complete pipelines or splitjoins. The second prob-

n lterfmst otLrotatlonst. i K ; licated shift lem comes from the direct nature of the instruction decomposition;
lik nts\c ’ fe sagng stra erS\:Y\ZBS e\t/en or moreh(.:ohmﬁ Ica eh'?t s, by requiring bits to be shifted in one step to their final position, it
Ike those tound In some extensions, which have Shitt in- - isses on some of the potential word-level parallelism, as in the

X ) ) S e
structions to shift entire bytes at a tinte = s°**, as well as case of the dropThird example.

packed bﬁe shifts which cor_respond to s_hlftln_g several contigu- The traditional approach to handling these problems would be to
ous bytes |ndependently_ but in parallel, with bits that move from add an optimization phase that applies some predefined set of trans-
OSS bytiemgt?Bthe ?}Qflr be'?{% n!gjsst). In that case, we havesthat formations to the program based on some heuristics about what
txu +it e » and J.USt like _bt_afore, We can  transformation sequences are likely to improve performance, and
simply replace this expression for the in the orlglnal_ formula, on some analysis to decide when the transformations are legal and
and get a decomposition in terms of sequences of shifts of the form when they are not.

U J
t E“ ' dl  the choi finstructi the Nai loorithm h Unfortunately, a couple of features of our domain that make this
egaraiess or'the choice otinstructions, the Nave aigorithm has approach unsuitable. The most important one is the sheer size of

several interesting properties. First, the decompositions are unique,y o'« o space. As an example, consider a pipelineviteps,



WSIZE=16;

Unroll[WSIZE](DropThird);

SketchDecomp[ [ shift(1:2 by 0),
shift(17:18 by 0),
shift(33:34 by 0) ],

[ shift(1:16 by ?),
shift(17:32 by ?),
shift(33:48 by ?) ]
1 ( DropThird );

DiagSplitfWSIZE](DropThird.DropThird_1);

for(i=0; i<3; ++i)
SketchDecomp][ [shift(1:16 by 0 || 1)],
[shift(1:16 by 0 || 2)],
[shift(1:16 by O || 4)]
1( DropThird.DropThird_1.filter(i) );

Figure 6: A sketch, specifying the log-shifting algorithm.
The first SketchDecomp instructs the system to perform the
DropThird task in 2 steps. The second step must shift all the
bits within a word together, so the bits must be packed within a
word by then. The first step is not allowed to move the first
2 bits in every word, so the bits will be packed towards the
beginning of the word. The secondSketchDecomp contains
the sketch illustrated in figure 2. On each step it specifies the
amounts by which each bit in the word is allowed to move.

each corresponding to a matrix. The first transformation that one
may want to do is to restructure the pipeline by collapsing contigu-

dresses one of the problems with the Naive compilation. The re-
structuring allows you to reorganize complete pipelines and splitjoins,
merging filters, moving filters inside splitjoins, or hoisting them
out, and merging pipelines and splitjoins together. The decompo-
sition on the other hand, allows you to break individual filters into
steps, each corresponding to a step in the algorithm you want to use
to implement the filter.

5.1 Sketching Decompositions

As we saw in the example of dropThird, there are cases when
the Naive algorithm fails to deliver an optimal result because of its
insistence in shifting bits directly to their final position in one step.
In many cases, the user may know of a better algorithm to imple-
ment the filter in terms of shifts and masks, so we want the user
to be able to guide the Naive compilation by specifying the high-
level steps of the better algorithm. Figu?@ shows the sketch for
the log-shifting for dropThird as entered by the user. As mentioned
before, we want the user to have correctness guarantees, so she can
feel confident to try several different implementations without wor-
rying about introducing bugs. At the same time, we don’t want
the user to have to provide too many low level details of each step,
since in many cases we can determine those from the original DSL
program, and the absence of such details will not only make the
decompositions easier to specify, but it will provide the sketch with
a level of reusability across closely related algorithms.

To see how this works, we now restrict ourselves to the case of
permutations, since they are the most expensive part of these bit
manipulations. In fact, any bit matrix operation on a word can be
thought of as a sequence of operations of the fétm X x P

ous steps in the pipeline together in order to get fewer matrices and X - - - P» * X, where theP; are permutations and th& simply
hopefully a smaller number of operations. Itis easy to see that theretake two words and apply the operator to them (either OR, XOR or
are actually2" possible pipelines that one can derive by selecting AND). Out of these, the most expensive part, and the part where
how one collapses contiguous steps. But thats not all; we also needthere will be the most potential for optimization will be the permu-

to be able to evaluate the cost of each of2hepossibilities in or-

der to pick the best one. In order to do this, we need to know the
cost of implementing each matrix in each of the pipelines. One op-
tion is to use the number of shifts required by the Naive algorithm,
which is easy to measure simply by counting non-zero diagonals.
However, remember that the Naive algorithm is not optimal, so to

tations.

5.1.1 Permutations

We use the term permutation, in a slightly more general way than
it is commonly understood, to refer to leaf filters where ftig,;
bits they produce are simply a reordering of fkig, bits they take

get a true sense of which restructuring is better we need to find anin, with some bits possibly missing, but no bits appearing more than
optimal decomposition for each of the matrices into steps, and thenonce. More formally, in terms of Boolean matrices, a permutation
look at the cost of each step. The problem is that the number of will be a filter whose matrix has at most one non-zero entry per
such possible factorings for a matrix also grows exponentially with column and at most one non-zero entry per row.
the size of the matrix. If we add to that the difficulty of estimating The goal of the decomposition will be to transform the leaf filter
the performance on a real machine, once you factor in cache effects,into a pipeline of leaf filters, each of which corresponds to a step in
register usage, dependencies among instructions, etc. One can setie implementation. The user will provide the steps, and some con-
that searching for an optimal solution is not an ideal approach. straints on what the system can or can not do with the bits on each
With sufficient engineering effort, it is quite likely that one could step. The system must then search through the space of possible
find a set of suitable heuristics and evaluation metrics that could decompositions to find one that satisfies all the constraints.
guide the transformation and deliver reasonably good results on  This is more efficient than searching the space for an optimal
several machines in a reasonable amount of time. However, thedecomposition, because we will be able to use the algebraic prop-
domain is probably too narrow to justify the necessary investment erties of the constraints to rule out large portions of the search space
on such a complex infrastructure. with a polynomial amount of work. Depending on the constraints,
Instead, our approach is to provide the programmer with the tools the space may still be too large for the system to search, but in that
to specify these transformations at a high level, omitting low level case, the user can be asked to add more details to the sketch in order
details that the machine can figure out on its own, but confident that to make the search space tractable.
the system will not permit changes that affect the semantics of the  To explain how this works, we introduce a bit of notation. Sup-
program. This allows the developer to try different implementa- pose that we are giveN bits numbered to V, and a specification
tion strategies quickly and safely, and to take advantage of domain of a reordering of the bits. Such reordering, or permutation, can
knowledge about the structure of the program, or of clever tricks be expressed as a vector of the formz1, x2,...,zx > where
that other programmers may have discovered. z; = P? — P whereP{ is the final position of bit and P? is
There are two classes of transformations that StreamBit allows the initial position of bit i. In this case, since the bits were labeled
the user to sketch: Restructuring and Decomposition. Each ad-based on their initial positions, we have tHat = i. Now, a de-



composition of this permutation int steps can be expressed as a
decomposition vectasf the form
YN >

1 2 2 2 k k
YyYNH> Y1 Y25 - YNy - Y1, Y2 -

wherey! = P/ — P/~', where P/ is the position of biti after
stepj. This notation allows us to treat the space of possible de-

Y =<y,

and non-linear, are satisfied. | will now show in detail how this is
done for the type 4 constraints, and then mention how the same ap-
proach is used also for the other set of constraints. If we congider

to be a fixed vector, then equation (1) can be thought of as a set of
linear constraints on the;. Now, we don’t know whaV/ is, that's

what we are trying to find out, but we do have some information on

compositions as a vector space, and this is what allow us to use thethe entries of/” given by the constraints of type 4. For example, if

constraints to efficiently rule out entire subspaces from the vector
space.

Now, for a given stefk, the user can specify any combination of
the following four different types of constraints.

1. shift( b1,...bam by j) Shifts all the bits{b,, ... ba}
by j. It translates intoM separate constraints on the de-
composition vector. For eadh, the constraint requires that
y{j = j, wherek is the step where the constraint appears.

2. Shlf[( bl, b by 7) Shifts all the bitS{bl, e b]w}
by the same amount, but gives the system freedom to select
the amount. This will translate intd/ — 1 linear constraints
of the formyy, = u5, , .

3. pos( b;, p) Guarantees that bit will be in positionp at
stepk, or in other words, than’j = p. Sincey] = P/ —
P71, this constraint translates to

k .
P,f)i + Z ygi =p.
j=1
4. shift(  b1,...bp by a || b ..) Shiftsbi,...ba by

either a or b, or some other amount listed in the option list.
They don't have to all move by the same amount. In this case,
we haveM constraints of the forny;, € {a,b...}. Thisis a
non-linear constraint so it will be handled in a different way
from all the previous ones.

on stepk we have a constraint of the forshift( b, by a | b

), then we knovx)[/b1 = (a orb). Now, putting those constraints in
matrix form, and using only those constraints that include compo-
nents ofV for which we know something, we get a matrix equation
like this:

(’Ul)]l:ll (UQ)];; (Um)lgl a ‘/bzl Zkl
: 2 kz

(v1)];22 (vm)’,;? . as _ - Z,
: : : : -
(1) (v2)y)! (V) am Vo' = 2,
(2

After running Gaussian elimination on this system of equations,
keeping theVb’ji as symbolic variables, we will get a set of expres-

sions of the formy; = a; * Vb’jl +.otark Vb'fl , and an additional
set of expressions of the fora + V" +. ..+ ¢« V,"" = 0. Atthis

point, what we can do is search for values for ﬂ‘,;’@ that satisfy
the second type of expression, and then plug those values into the
expressions of the first kind to find the valuecof

To handle the constraint that no two bits can be in the same posi-
tion at the same time, our symbolic values W|IIB§ the position
of bit b; at stepk;, which can also be expressed in terms of the
and our resulting expressions after Gaussian elimination will look
like o = ar * Vi . @k Vil du s PRt don x PP
andc; * V1+ —|—cl*Vll+61*P1 .+em*P;iZ‘:O,
but in both cases, the search strategy WI|| be the same.

To the constraints specified by the user, we add two constraints 9.2 Restructuring

that are implicit from the fact that the decomposition has to be se-
mantics preserving.

1. The final position of all bits must coincide with the final posi-
tion of the bits from the original permutation. This constraint

Compared to the decompositions, the restructurings are quite
simple. The user simply selects a pipeline or a splitjoin, and spec-
ifies a new structure for the pipeline. In particular, the user can
reorder filters, hoist filters into our out of splitjoins, and coalesce
many leaf filters into a single filter. Most of the algorithms to do the

is just a special case of constraint 3 above, and is handled in gforementioned transformations come directly from Streamit. The

the same way.

This is also a non-linear constraint, and will be handled to-
gether with constraint 4 above.

The constraints identified above as linear can be encoded as a

matrix, and they can be solved in polynomial time using Gaussian
elimination over the integers. The result will be a particular solu-
tion Z and a set of decomposition vectorsaf, . . . v, such that
any vector of the form
V=2Z+) aixv (1)
i=1

satisfies the linear constraints. At this point, the challenge will be
to find a set ofy; that makel” satisfy the non-linear constraints as
well.

Now, for the non-linear constraints, the strategy will be to create
a set of linear constraints on the in terms of symbolic values,

. Two bits can not be in the same position in the same step.

only thing that is new in this case, is that we give the user control
over how to do the reorganizations, instead of leaving it entirely up
to the system.

6. EVALUATION

In this paper we have described StreamBit as a new methodology
for productively implementing high-performance bit-streaming ap-
plications. In this section, we provide concrete results that quantify
the productivity impact of programming in StreamBit, as well as
the rewards on investment when users try to optimize the perfor-
mance of their programs. Furthermore, we quantify the productiv-
ity versus performance rewards of sketching, compared to manually
tuning programs written in C.

6.1 Methodology

We held auser studyto evaluate the productivity and perfor-
mance rewards attributed to StreamBit and sketching. The study
invited participant to implement a non-trivial cipher based on Feis-

and then to derive constraints for those symbolic values that aretel rounds. The cipher consisted of an initial permutation of the
easy to check and that will guarantee that all the constraints, linear bits in the input message, followed by three rounds of key mixing
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Figure 7: Performance and development time analysis from Figure 8: Performance and development time analysis from

our user study. The four points in the top half of the graph our user study. The four points in the top half of the graph
represent the StreamBit users. The remaining points on the represent the StreamBit users. The remaining points on the
graph represent the data points collected from the C users. graph represent the data points collected from the C users.

operations and a non-linear transformation. The cipher is formally Itanium2 processor.

described by the following equations: In addition to the first-solution comparisons, we noted earlier
that the C participants also manually tuned their implementations.
Xo = IP(M) They were given a short tutorial on well known (bit-level) opti-
Xit1 = Xi® F(X,, K;) mizations, and allowed to apply any other optimization ideas they
F(Xi,K;) = L(K;® Pi(X3)) could think of. We did not restrict the number of submissions that

a participant could make, and encouraged as many submissions as
where M is the input messagé,P is the application of an initial possible. The results from this phases of the study appear as con-
bit permutation,F’ performs the key mixing subject to some per- nected data points in Figure 7 (one series per participant). All but
mutationP, andL applies a non-linear transformation. one of the C participants tried to tune the performance of their ci-

We recruited two groups of users: one set of users implementedphers. From the results, it is interesting to observe that at least
the cipher in C and the other group implemented the cipher in one optimization lowered performance, quite a few did not have
StreamBit. In all, there were six C participants of which five fin- a measurable impact, and only one provided more than a modest
ished the study and submitted working ciphers. On the StreamBit reward. The results highlight the complexity of tuning bit-level ap-
side, there were seven participants of which four submitted working plications, and demonstrate the challenge in understanding which
ciphers. The study participants were all well-versed in C but none optimizations pay off. The C participants spent between one and
had any experience with StreamBit prior to the study; although they three hours optimizing their implementations, and while some im-
were provided with a short tutorial on StreamBit on the day of the Proved their performance by 50% or more, they did not achieve the
study. performance of the StreamBit implementations. The data also sug-

In Figure 7, we report the results from our user study. The x-axis gest that the scope of optimizations a programmer might attempt
represents development time (in hours), and the y-axis representgi'e tied to the implementation decisions made much earlier in the
the performance of the ciphers in units of encypted-words per mi- design process. Namely, if an optimization requires major modi-
croseconds; better performance means more encrypted-words pefications to the source code, a programmer is less likely to try it,
microseconds. Each point on the graph represents the deve|op_espeC|ally if the rewards are not guaranteed or at least poorly un-
ment time and performance of a single participants; the C users derstood. _ .
were allowed to optimize their implementations and therefore there W& went further in our user study, and assignqueeformance
are multiple points per participant that are connected by solid lines €XPertto each of the two user groups. A C performance expert
showing their progress over time. The graph is an intuitive repre- {Uned a reference C implementation and a sketching expert began
sentation of productivity versus performance, and it is readily ap- to sketch partial hlg_h-performance implementations for the c_|phe_r.
parent that the StreamBit participants spent between two and four The results from this phasg of the user study are reported n '.:'g'
hours implementing the cipher and achieved better performanceure 8. The expert tuned C .|mplementat|ons was completed In just
compared to the C participants. The StreamBit ciphers were three “der €ight hours, and achieved a performance of eight encrypted-

times faster on average, with slightly faster development times com-Wtor(;jS pert m'gf;’rse"f’t'?d- Iln conttrta}st, t_hefske;chlng exgerthe_valud-
pared to their C counterparts. ated over ten different implementations in four hours, and achieve

The C cipher implementations were compiled with gcc version slightly superior p_erformance compared to the manually tuned C
3.3 and optimization level -O3 -unroll-all-loops. The StreamBit coQg. The sketching methodolqu thus .affords programmers the
compiler applied several transformations to the StreamBit code sub-ablllty to prototype and evaluate ideas quickly, as they are not con-

. . cerned with low level details and can rest assured that the compiler
mitted by the user study participants, and generated low level C - . . . N
. : will verify the soundness of their transformations. This is in con-
code that was subsequently also compiled with gcc and the same, :
L ) trast to the C performance expert who must pay close attention to
optimization flags. All of the resulting executables were run on an

tedious implementation details lest they introduce errors. As an

2The programming language used in StreamBit is Streamlt with @dded advantage, programming with sketches does not alter the
a few extensions as detailed in Section 2. Solely for the sake of original StreamBit code which therefore remains clean and much

clarity will we refer to the language as StreamBit. easier to maintain and port compared to the manually tuned C im-

3C and StreamBit users who did not complete the study chose to plementation.

leave due to personal constraints.




6.2 Implementation of DES The Streamlt language on which our abstraction is based, builds

The user study showed that given a comparable amount of time, UPON & large body of work on Synchronous Data Flow program-
it is easier to achieve high performance by using the StreamBit Ming languages (see [11] for examples of this work). It's compiler
system, even for users who have never seen the language beforedutomatically identifies linear filters, and performs many optimiza-
Just as important, however, is to compare how StreamBit gener- tions targeted towards DSP applications. _
ated code compares with heavily optimized ciphers in the public ~Aspect Oriented Programming aims at supporting the program-
domain. In order to do this, we compare StreamBit generated codeMer in “cleanly separating concerns and aspects from each other, by
with a libDES, a widely used publicly available implementation of ~Providing mechanisms that make it possible to abstract and com-
DES that is considered to be one of the fastest portable implemen-Pose them to produce the overall system” [9]. Our approach can
tations of DES. LibDES combines extensive high level transforma- b€ understood as a form of Aspect Oriented Programming, where
tions that take strong advantage of Boolean algebra with careful the algorithm specification and the performance improving trans-
low level coding to achieve very high performance on most plat- formations are the two aspects we are.dealing with. Th'ere have
forms. Table 1 compares libDES across different platforms with been other efforts at applying aspect oriented programming to re-
three different implementations produced by StreamBit having dif- Stricted application domains, for example Irwin et. al. demonstrate
ferent tradeoffs of memory vs. operations. There are several thingsthe use of Aspect Oriented Programming in the domain of sparse
worth noting. First, we were able to implement most of the high matrix computations[7]. _ _
level optimizations that DES uses, and even a few more that were  Finally, one of the most widely used methods for improving pro-
not present in libDES. Our code was missing some of the low level ductivity in high performance computing is the use of libraries.
optimizations present in libDES. For example, our code uses lots Successful domain specific libraries in widespread use include BLAS
of variables, which places heavy strains on the register allocation [10] 2nd LAPAC [2]. Code that uses the high performance libraries
done by the compiler, and it assumes the compiler will do a good ¢an be clean and fast, and composed relatively quickly, but within
job with constant folding, constant propagation and loop unrolling. the library, the problems described above sometimes even become
This was particularly noticeable in the Pentiumlll architecture, but @mplified, since the library must be performance tuned for lots of
even then, we were able to beat libDES on at least one platform. different platforms. More recently, a lot of work has been devoted
Additionally, it is worth noticing that whereas the libDES code is t0 the development of self tuning libraries like FFTW [6], or SPI-
extremely hard to read and understand, matches the FISP standarffAL [14], as well as runtime adaptive libraries like STAPL [13].
very closely. Finally, note that on all platforms, the transforma- Our approach could provide an alternative for these approaches for
tions produce major performance improvements compared to what¢ases when the narrow applicability of a library does not warrant

the naive algorithm delivers. the high development effort of a self tuning or runtime adaptive
system.
7. RELATED WORK 8. CONCLUSION

The issue of productivity has been a theme to varying degrees in  |n programming by sketching, the developer outlines the imple-
much of the high performance literature. Optimizing compilers, for mentation strategy and the compiler fills in the missing detail by
example, allow programmers to write code in a high level but gen- ensuring that the completed sketch implements the reference pro-
eral purpose language while the compiler takes care of transform- gram, which serves as a full behavioral specification.
ing the program to run efficiently in the target machine. Modern  |n this paper, sketching is explored in the context of bit-streaming.
compilers can perform a number of transformations aimed at elim- \we believe that sketching is also applicable in other domains where
inating redundant or unnecessary operations, improving memory 3 domain algebra for semantics-preserving restructuring of pro-
access locality, and for exploiting particular machine features such grams is available. Two attractive candidate domains are FFT com-
as vector processors (see [3] for a very complete survey). Our ap-putations and sparsifications of matrix computations.
proach, complements traditional compiler technology by allowing  pepending on the development setting (and the point of view),
the users to specify transformations that are too specific to a par-penefits of sketching can take different forms. First, sketching al-
ticular problem to be worth including in a compiler. At the same  |ows collaboration between a domain expert (e.g., a crypto expert)
time, by compiling into a mature language like C, we benefit from and a performance expert who understands the processor and a lit-
the optimizations performed by high end C compilers. tle about the domain algebra, such as bit permutations. While the

Domain specific languages have also been widely studied for former specifies the crypto algorithm and keeps modifying it, the
their potential to improve productivity. There have been a number |atter provides an efficient implementation by preparing a separate
of recent efforts to improve the performance of domain specific lan- sketch. Via separation of concerns, sketching thus allows collabo-
guages. Padua et.al., for example, have made significant progressation of programmer roles.
towards making the performance of MATLAB comparable to that  An alternative view is that sketching is a method for rapid pro-
of handwritten code through the use of aggressive type and maxi- totyping of an effective domain-specific compiler. Rather than im-
mum matrix size inference[1] [5]. plementing an analysis and a transformation, which may not be

Kennedy et. al. have worked to improve the performance of do- economical for a domain-specific compiler, we give a sketch that
main specific languages through the use of an approach called telejs filled in according to the provided reference program. While a
scoping languages. The idea is to build libraries to provide compo- sketch is not as generally applicable as an optimization, it is easy
nent operations accessible from the domain specific language, andgp port to another reference program; it is also tailored to a given
precompile several Specia"zed versions of them tailored for differ- reference program, which gives it unique power.
ent sets of conditions that may hold when the routine is invoked,
therefore avoiding the expense of having to perform extensive in-
terprocedural optimization at the time the program in the domain 9. REFERENCES
specific language is compiled, while still achieving good perfor- [1] G. Almasi and D. Padua. Majic: Compiling matlab for speed
mance [8] [4]. and responsiveness. Rroceedings of ACM SIGPLAN



libDES SBit A

375 MHz IBMSP 2.45
1.3GHz Itanium 2 6.41
900MHz Sparc 3.94 2.4 (60%)
699 MHz Pentium lll| 3.1 1.13 (36%)

1.61 (65%)| 1.96 (80%)
5.92 (92%) | 7.05 (110%)| 4.35 (67%)

SBit B SBitC

2.06 (84%)

NoOpt
0.5921(20%)
2.22(34%)
0.65 (16%)
0.3048 (9%)

2.9 (73%)
1.05 (33%)

2.59 (65%)
1.17 (37%)

Table 1: Comparison of 3 differentimplementations produced by StreamBit with libDES. Note that there is nBEST implementation,
but StreamBit allowed us to try many different implementations and try them on different machine over the course of half a day.
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APPENDIX

Due to space limitations, we removed from the submission the def-
inition of the sketching language (which is used in Figure 6), and a
complete example of how sketching interacts with the naive com-
pilation to produce the desired implementation. These will be pro-
vided in the full paper, along with more details about our experi-

mental evaluation.



