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t. We 
onsider a shape analysis framework based on 3-valuedlogi
, and explore ways for improving its performan
e and s
alability bymeans of redu
ing algorithmi
 overhead and restraining abstra
t stateset in�ation. First we propose a new approa
h to implementing a fast

3-valued logi
 analyzer, whi
h repla
es a general-purpose abstra
t heapre�nement me
hanism�a

ounting for most of the time spent by thereferen
e implementation�with tailored stru
ture-based re�nement. Weapply our framework to analyze a set of small Java programs manipulat-ing singly- and doubly-linked lists, obtaining results that are 
omparableto those of the referen
e implementation, with a pro
ess 40�85 timesfaster and 2�11 times less memory 
onsuming. We then propose a newde�nition for partial ordering of abstra
t heap des
riptors (embedding),that trims abstra
t states representing �spe
ial 
ases� in the presen
eof a state representing a �general 
ase�. This extension de�ates sets ofabstra
t states by a 
ombinatorial fa
tor, resulting in 45�55% less stru
-tures for the same set of ben
hmarks. Despite its indu
ed algorithmi
overhead per operation, this modi�
ation further 
uts the analysis timeby 17�50%. We argue that improving on these two axes together yields apromise for greater appli
ability of spe
ialized shape analysis to real-lifeprograms.1 Introdu
tionThe ability to reason about the set of heap 
on�gurations that a 
omputerprogram may exhibit, without a
tually running the program, has many usesin program analysis and veri�
ation. These in
lude whole-program veri�
ationtasks, like verifying the absen
e of null dereferen
es; proving 
orre
tness of heapintensive programs, su
h as heap sorting algorithms [8℄; and 
he
king propertiesof heap referen
es throughout the program, su
h as dead obje
ts analysis and itsappli
ations to stati
 garbage 
olle
tion [3℄. Nonetheless, shape analysis appearsto be among the hardest problems in stati
 program analysis: proving even sim-ple properties of very small programs manipulating dynami
ally allo
ated datastru
tures is generally unde
idable, and even the 
ompulsory deployment of 
on-servative abstra
tion methods following Cousot & Cousot [4℄ implies non-trivial



frameworks, in turn indu
ing 
onsiderable 
omplexity issues. Sour
es for su
h is-sues in
lude the size of an abstra
t domain of this kind, as well as the 
omplexityof the algorithms used for implementing the abstra
tion, transformations, andvarious domain operators.We 
onsider a shape analysis framework that models heap topology and re-lated properties using logi
al stru
tures and applies �rst-order logi
 formulas tomodel program semanti
s [12℄. Although analyses instantiated by this frame-work give pre
ise and meaningful results 
ompared to a
tual (
on
rete) heapstru
tures exhibited by a program, it is not widely studied, let alone deployed ina
tual produ
tion-level 
ompilers or analysis tools. Indeed, the 3-Valued Logi
Analyzer (TVLA) [9℄ referen
e implementation was used to demonstrate theanalysis pre
ision and adaptivity to a wide variety of shape-related problems.However, analyzing even tiny programs manipulating linked lists 
an take aslong as se
onds. Designed as an extensible analysis generator, TVLA is under-optimized 
ompared to a (presumed) spe
ialized implementation. Still, we 
anobserve at least two aspe
ts whi
h make a referen
e implementation inherentlyexpensive.Costly re�nement and validation of abstra
t heaps. A signi�
ant portionof the analysis time�namely, up to 90%�is due to parti
ular algorithmsthat are being used for re�ning abstra
t heaps.State set in�ation. The huge abstra
t domain underlying the analysis�whoseindu
ed 
omplexity is doubly-exponential in the number of abstra
tion pred-i
ates (essentially, the number of referen
e variables in the program)�leadsvery qui
kly to a blow-up in the number of heap states being tra
ked by theanalysis, even for mildly 
ompli
ated programs.
x = null;

while (...) {

y = new DLL();

...

if (x != null) x.p = y;

y.n = x;

x = y;

}

y = x;

while (y != null) {

...

t = y.n;

y = t;

} Fig. 1. A Java program that 
onstru
ts and traverses a doubly-linked list.



Fig. 1 shows a simple program that 
onstru
ts and traverses a doubly-linkedlist. Analyzing an automati
ally generated data�ow representation of it usingthe default shape abstra
tion for linked lists [9℄ yields a total of 113 abstra
theap stru
tures and takes 1.4 se
onds to 
omplete with sto
k TVLA. A slightlymore 
ompli
ated example�a program that manipulates a singly-linked list us-ing three loops, one of whi
h removes an arbitrary element from the list�resultsin a total of 485 abstra
t heap des
riptors and takes as long as 12 se
onds to 
om-plete. This demonstrates the steep abstra
t states in�ation and the respe
tivetime penalty experien
ed with programs of in
reasing 
omplexity.This paper des
ribes the fresh implementation of a 3-valued logi
 based shapeanalysis tool. It is intentionally restri
ted 
ompared to the fully-parameterizedreferen
e implementation, but appears to be better suited for performan
e ands
alability, making the following major 
ontributions.Spe
ialized stru
ture-based re�nement. While using a meet operator forabstra
tion re�nement has already been suggested [3℄ it was never put intopra
ti
e with the 3-valued logi
 framework. We take this 
on
ept to theextreme, performing merely all re�nement tasks using a sequen
e of meet andjoin operations with sets of prede�ned stru
tures, as explained in Se
tion 3.Consequently, we are able to produ
e results that are as pre
ise as thosea
hieved using more powerful algorithms, in only a fra
tion of the time.Loose embedding. We identify a 
ase for overly elaborate abstra
t states thatneither 
ontribute to pre
ision nor bear a signi�
ant des
riptive insight as tothe represented set of 
on
rete states. Consequently, we propose an alternatede�nition of embedding of 3-valued logi
al stru
tures, whi
h allows abstra
telements representing one or more 
on
rete heap elements to represent noelements at all, yet still retains 
onne
tivity between other elements of thestru
ture in a 
onservative manner. This extension�explained in Se
tion 4�instantly 
onstrains the abstra
t domain, and therefore the set of abstra
tstates explored during the analysis. With proper further adjustments to thesemanti
s of abstra
t transformers, we are able to restate the soundness ofthe framework.Implementation and preliminary results. We have implemented the abovete
hniques in our new shape analyzer and applied it to a small set of interest-ing mi
ro-ben
hmarks as des
ribed in Se
tion 5, showing an overall speed-upof up to 124 and an up to 15 times smaller memory footprint.2 Basi
s of 3-Valued Logi
 Shape AnalysisWe explain the heap state abstra
tion and abstra
t transformers following Sagivet al. [12℄, then state the restri
tions assumed as the baseline for our spe
ializedanalysis.2.1 Con
rete Program StatesWe represent 
on
rete program states using 2-valued logi
al stru
tures.



De�nition 1 (Con
rete state). A 2-valued logi
al stru
ture over a vo
abulary(set of predi
ates) P is a pair S = (U, ι), where U is the universe of the stru
tureand ι is the interpretation fun
tion mapping predi
ates to their truth-value in thestru
ture: for every predi
ate p ∈ P of arity k, ι(p) : Uk → {0, 1}.Predi
ate Intended meaningeq(v1, v2) v1 equals v2

p(v) Variable p points to obje
t v

f(v1, v2) The f �eld of v1 points to v2

rp,f (v) v is rea
hable from variable p along a sequen
e of f �elds
sf (v) Several f �elds point to v

cf (v) v resides on a dire
ted 
y
le of f �elds referen
es
bf1,f2

(v) The f2 �eld of an obje
t pointed by the f1 �eld of v points ba
k at vTable 1. Predi
ates used in the analysis of programs manipulating doubly-linkedlists, with p (f) instantiated over the set of referen
e variables (�elds).Table 1 shows the set of predi
ates used in the analysis of the programin Fig. 1, with p and f instantiated over {x, y, t} and {n,p}, respe
tively.1We require that the set of predi
ates in
ludes the binary predi
ate eq, bear-ing the semanti
s of equality between individuals. Note the use of instrumen-tation predi
ates�like transitive rea
hability, shared referen
ing, 
y
li
ity, andba
k-pointing�in addition to 
ore shape predi
ates, the importan
e of whi
h inretaining abstra
tion pre
ision has been widely dis
ussed [9,12℄.A 
on
rete state is depi
ted as a dire
ted graph, where ea
h individual in theuniverse is a node. The set of unary predi
ates that hold for ea
h node appearright next to it. A unary predi
ate representing a referen
e variable that pointsto some node v is depi
ted by an arrow from the variable's name to v. A binarypredi
ate f whi
h holds for a pair of individuals v1 and v2 is depi
ted by an
f -labeled dire
ted edge from v1 to v2. The predi
ate eq is not shown, sin
e anytwo nodes are di�erent and every node is equal to itself.Fig. 2(a) shows a 
on
rete program state arising after the exe
ution of thestatement t = y.n at the se
ond loop of the program in Fig. 1. We denote theset of all 2-valued logi
al stru
tures over a set of predi
ates P by 2-STRUCT[P],abbreviated to 2-STRUCT under the simplifying assumption that P is �xed.2.2 Abstra
t Program StatesWe represent abstra
t program states using Kleene 3-valued logi
 [12℄, an ex-tension of Boolean logi
 whi
h introdu
es a third value 1

2 denoting a truth valuethat may be either 0 or 1. We utilize the partial order de�ned by 0 ⊑ 1
2 and

1 ⊑ 1
2 , with the join operation de�ned a

ordingly.1 Note that bf1,f2

is only instantiated for pairs of distin
t referen
e �elds.
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Fig. 2. (a) A 
on
rete program state arising after the exe
ution of the statement
t = y.n in Fig. 1; (b) An abstra
t program state approximating (a).De�nition 2 (Abstra
t state). A 3-valued logi
al stru
ture over a set of pred-i
ates P is a pair S = (U, ι), where U is the universe of the stru
ture and ι is theinterpretation fun
tion mapping predi
ates to their truth-value in the stru
ture:for every predi
ate p ∈ P of arity k, ι(p) : Uk → {0, 1, 1

2}. A summary node inan abstra
t state is an individual u for whi
h eq(u, u) = 1
2 , representing one ormore 
on
rete nodes.An abstra
t state is also depi
ted as a dire
ted graph, where parenthesizedpredi
ates (unaries) and dotted arrows (binaries) denote 1
2 values, and summarynodes appear as doubly-lined nodes. Fig. 2(b) shows an abstra
t state with twosummary nodes, representing any number of one or more 
on
rete nodes at thein�x and su�x of the list, respe
tively.We denote the set of all 3-valued logi
al stru
tures over a set of predi
ates Pby 3-STRUCT[P], abbreviated to 3-STRUCT. Note that De�nition 2 generalizesDe�nition 1, therefore 2-STRUCT ( 3-STRUCT.We de�ne a partial order on stru
tures based on the 
on
ept of embedding,and extend it to a preorder on sets of stru
tures.De�nition 3 (Embedding). Let S = (U, ι) and S′ = (U ′, ι′) be two stru
turesand let f : U → U ′ be a surje
tion. We say that f embeds S in S′, denoted

S⊑f S′, if for every predi
ate p ∈ P(k) and k individuals u1, . . . , uk ∈ U ,
pS(u1, . . . , uk) ⊑ pS′

(f(u1), . . . , f(uk)) . (1)
S is embedded in S′, denoted S⊑S′, if there exists f su
h that S⊑f S′.



The 
on
rete stru
ture in Fig. 2(a) is embedded in the abstra
t stru
ture inFig. 2(b) with respe
t to the mapping depi
ted by the bold arrows.De�nition 4 (Powerset embedding).Given two sets of stru
tures XS,XS′ ⊆
3-STRUCT, XS ⊑ XS′ i� for all S ∈ XS there exists S′ ∈ XS′ su
h that S ⊑ S′.In the following, we restri
t sets of 3-valued stru
tures by disallowing non-maximal stru
tures. This ensures that the above Hoare order is indeed a properpartial order. The set D3-STRUCT, 
onsisting of all �nite sets of 3-valued stru
-tures that do not 
ontain non-maximal stru
tures, along with the partial ordergiven by De�nition 4, form the abstra
t domain underlying our framework. Weuse the same order to de�ne the 
on
retization of a set of 3-valued stru
tures,given by γ(XS) =

⋃
XS′⊑XS XS′.2.3 Bounded Program StatesNote that the size of a 3-valued stru
ture is potentially unbounded. Therefore,

3-STRUCT 
ontains sets with an in�nite number of stru
tures and is in turn in�-nite. We use a fundamental abstra
tion method [12℄ to 
onvert a state des
riptorof any size into a bounded (abstra
t) one.A 3-valued stru
ture S = (U, ι) is said to be bounded if for every two distin
tindividuals u1, u2 ∈ U , there exists a unary predi
ate p su
h that pS(u1) and
pS(u2) evaluate to distin
t de�nite truth values (i.e., 0 and 1). The abstra
t do-main DB-STRUCT is a �nite sub-latti
e of D3-STRUCT, 
ontaining all (�nite) setsof bounded stru
tures that do not 
ontain non-maximal stru
tures. The stru
-ture abstra
tion fun
tion β�referred to as a 
anoni
al abstra
tion [12℄�mapsa potentially unbounded 2-valued stru
ture into a bounded 3-valued stru
ture.Namely, β

(
(U, ι)

)
= (U ′, ι′), where U ′ 
onsists of the disjoint subsets of U inwhi
h no unary predi
ate evaluates to distin
t de�nite values, and for any pairof individuals in di�erent subsets, there is at least one predi
ate whi
h evalu-ates to distin
t de�nite values. The interpretation ι′ of ea
h p ∈ P(k) and kindividuals c1, . . . , ck ∈ U ′ is given by

pS′

(c1, . . . , ck) =
⊔

ui∈ci

pS(u1, . . . , uk) .Fig. 2(b) shows the bounded stru
ture obtained from Fig. 2(a) (note that
S ⊑ β(S) for all S). Powerset abstra
tion is given by α(XS) =

⊔
S∈XS{β(S)}.22.4 Abstra
t Semanti
sThe abstra
t interpretation framework of [12℄ models the semanti
s of programtransformations using �rst order logi
 formulas with transitive 
losure. For exam-ple, the update to the value of the unary predi
ate t through program statement

t = y.n from the example in Fig. 1 is modeled by t(v) ← ∃v′ : y(v′) ∧ n(v′, v).2 The operator F is the least upper bound on the latti
e DB-STRUCT.



The embedding theorem [12℄ ensures that the result of a transformation on anyabstra
t state is a sound approximation of the best transformer. Yet, as straight-forward evaluation of update formulas over bounded abstra
t states leads to 
on-siderable loss of pre
ision, and sin
e a best transformer is generally intra
table,we a
hieve partial 
on
retization (i.e., re�nement) by means of two auxiliaryoperations [12℄.(a) y
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Fig. 3. Stru
ture re�nement using fo
us: (a) the original inbound stru
ture; (b)stru
tures resulting from fo
us using the formula ∃v′.y(v′) ∧ n(v′, v).The fo
us operation applies semanti
 redu
tion to a given 3-valued stru
turesu
h that the evaluation of the �rst-order logi
 fo
us formula on any resultingstru
tures yields a de�nite truth value (i.e., 0 or 1). Fig. 3(a) shows a 
anoni
allybounded doubly-linked list stru
ture that is being fo
used�prior to an updatedue to t = y.n�using the formula ∃v′.y(v′)∧ n(v′, v). The resulting stru
turesare shown in Fig. 3(b). However, note that fo
us might lead to stru
tures that donot ne
essarily satisfy the integrity 
onstraints�su
h as the leftmost stru
ture inFig. 3(b)�or are not as pre
ise as 
ould be with respe
t to the values of instru-mentation predi
ates, su
h as the middle stru
ture in Fig. 3(b). The fun
tional-ity of the 
oer
e operator in this regard is two-fold: by exhaustively evaluatingformulas derived from stru
ture integrity rules, it both dismisses stru
tures forwhi
h some 
onstraint is brea
hed and also tightens predi
ate values where su
ha tightening is a

ommodated by the 
onstraints. Thus, a 
oer
e step normallyfollows a fo
us operation, so as to 
omplement the weaknesses of the latter.It should be noted that this re�nement method�in parti
ular the 
oer
estep�is by far the most time 
onsuming phase of the analysis in pra
ti
e, sug-gesting that an alternate approa
h may be highly bene�
ial for e�
ien
y.2.5 Restri
ted 3-Valued Logi
 Shape AnalysisIn this work, we assume a restri
ted instan
e of the parametri
 3-valued logi
framework [12℄ to be the baseline for further proposed improvements. Limitingpredi
ate arity to nullary, unary, and binary predi
ates only, we further restri
t



ourselves to the prede�ned �xed set of instrumentation predi
ates des
ribedin Table 1, whi
h 
an 
apture shape properties of any (re
ursive) data stru
-ture. Finally, we support a �xed, universal set of intermediate-level operations�in
luding manipulation of referen
e and Boolean variables/�elds and basi
 
on-trol statements�whi
h allows us to en
ode a variety of real-world Java pro-grams.33 Spe
ialized Analysis with Stru
ture-Based Re�nementWe des
ribe in [1℄ the design and implementation of a spe
ialized prototypeshape analysis tool, 
onstru
ted with the long-term goal of exploring te
hniquesfor faster pra
ti
al shape analysis. Despite its 
onforman
e with the guidelinesin Se
tion 2.5, we believe that only one of these restri
tions�namely, limitedpredi
ate arity�is inherent to the design, bearing the least a
tual burden to theappli
ability of derived analyses. Extending the framework beyond the afore-mentioned limitations is 
onsidered future work.One interesting aspe
t of our implementation is the heavy use it makes of �ne-tuned domain operators (i.e., join and meet). Although both are hard problemsgiven the domain of unbounded 3-valued stru
tures,4 by re-using algorithmsdeveloped by Arnold et al. [3℄, we are able to infer 
ertain relationships between3-valued stru
tures�su
h as de
iding an embedding relation�in a surprisinglye�e
tive manner. This feature is heavily relied upon when we introdu
e stru
ture-based, operator-intensive re�nement. Also, we are able to exploit the �exibilityof a fundamental graph mat
hing te
hnique as we later loosen the de�nition ofstru
ture embedding. For further details, the interested reader is referred to [1℄.The fa
t that a meet operator 
an be used to perform abstra
tion re�nement�both fo
using an abstra
t stru
ture prior to an update, as well as �lteringstru
tures based on some semanti
 
ondition�has already been dis
ussed else-where [2℄. Conforming to this approa
h, a 3-valued stru
ture is used to expressthe desired semanti
 
ondition, and a meet operation is used to extra
t the sub-set of stru
tures that are both represented by a given abstra
t state and 
omplywith the semanti
 
ondition expressed by the re�ning stru
ture. We have takenthis approa
h to the extreme, essentially doing all abstra
tion re�nements us-ing meet (and join) operations. We demonstrate this approa
h by des
ribing asimpli�ed stru
ture-based re�nement operator for the abstra
t transformer of
t = y.n from Fig. 1. This re�nement operator�requiring that the n �eld ofthe obje
t pointed by y is fo
used�is by far the most 
ompli
ated one, mainlydue to the subtle sub-
ases that need to be 
onsidered for obtaining su�
ientpre
ision.3.1 Su�
iently Tight and E�e
tive Re�nementFor simpli
ity, we assume that any semanti
ally sane input stru
ture is su
h thatits y predi
ate evaluates to 1 for exa
tly one individual (i.e., the dereferen
e y.n3 Array obje
ts and 
all/return 
ontext-sensitivity are 
urrently not supported.4 The meet operator was shown parti
ularly hard, even for bounded stru
tures [3℄.
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Fig. 4. A simpli�ed stru
ture-based re�ning set for t = y.n: (a) 
ases of nullor self-loop y.n; (b) 
ases of y.n pointing to a di�erent node.deterministi
ally su

eeds).5 Therefore, for the purpose of re�nement, we 
aninitially use a set of stru
tures 
onsisting of the three distin
t 
ases where y.nis either (a) null, (b) a self-loop, or (
) points to a di�erent node. Note thatany of these general 
ases needs to be split into disjoint sub-
ases, indi
atingwhether additional nodes�other than the one pointed to by y and (possibly by)
y.n�may exist. Su
h a re�nement set, with the simpli�
ation of ignoring x, t,and their indu
ed instrumentation predi
ates, is shown in Fig. 4.In this example, the re�ning stru
tures impose very few 
onstraints on thevalues of binary predi
ates between the di�erent nodes�other than fo
using the
n �eld of the obje
t pointed to by y�and, 
onsequently, on those of instrumen-tation predi
ates. Still, for the 
ase of a null y.n, they do require that any nodeother than the one pointed to by y has ry,n evaluated to 0. Therefore, in ap-plying the re�ning set in Fig. 4 to the stru
ture in Fig. 3(a), our operator doesnot yield the leftmost stru
ture of Fig. 3(b) in the �rst pla
e, as opposed to thetraditional fo
us operation. (This does not guarantee the integrity of stru
turesresulting from re�nement in general, though.)The re�ning set of Fig. 4 does yield the two rightmost stru
tures in Fig. 3(b).While these are 
onservative and semanti
ally sane re�nements of Fig. 3(a), theyare evidently not as tight as 
ould be, as explained in Se
tion 2.4. As this over-
ompromises the pre
ision of our transformer in this 
ase, we �rst try to furtherfo
us the ba
k p edge to the node pointed to by y. A naive solution to this
an be found in the form of further sub-
ase re�nement, namely by semanti
allyredu
ing the re�ning stru
tures in Fig. 4(b) down to the point where the ba
k
p edge is either 0 or 1, 
orresponding to the value that bn,p takes for the node5 This 
ondition 
an be easily enfor
ed using a meet-based pre
ondition �lter [2℄.



pointed to by y. For example, we 
an repla
e the left-hand side stru
ture inFig. 4(b) by two similar stru
tures, with the di�eren
e being that one has both
bn,p(v1) and p(v2, v1) evaluating to 1, and the other has their value being 0. Thisenfor
es a de�nite truth value for the ba
k p edge from the node pointed to by
y.n to the node pointed to by y in the result of the re�nement step.By applying further redu
tion in the same style, we 
an tighten the valueof the n (p) self-loop on the node that y.n points to in the middle stru
ture inFig. 3(b), in 
orrelation with the value of cn (respe
tively, cp) for that node.6However, su
h a level of enumeration will lead to a number of stru
tures thatis exponential in the number of tightened instrumentation predi
ate values�inthis 
ase bn,p(v1), cn(v2), and cp(v2)�resulting in 8 disjoint stru
tures. This
ombinatorial e�e
t gives little hope for s
aling a pre
ise enough operator of thiskind to 
ases with even a little more predi
ate interdependen
ies. We manageto avoid this explosion in the size of the re�ning set by exploiting the followingproperties.Distributivity of meet over join. As already noted [3℄, for all sets of stru
-tures, XS ⊓(XR⊔XR′) = (XS ⊓XR)⊔(XS ⊓XR′). We 
an therefore splitthe stru
tures in Fig. 4 su
h that XR 
orresponds to Fig. 4(a) and XR′
orresponds to Fig. 4(b), with the guarantee that ({S}⊓XR)⊔({S}⊓XR′)yields the same result as plain meet using the original re�ning set.Asso
iativity of meet. As XS ⊓(XR′

1 ⊓XR′
2) = XS ⊓XR′

1 ⊓XR′
2 (the latterbeing left-asso
iative) for all sets of stru
tures, we 
an further avoid the
ombinatorial blow-up in the number of stru
tures needed for the properredu
tion, su
h as the one explained above. Let XR′

1, XR′
2, and XR′

3 be thesets 
ontaining a pair of stru
tures whi
h redu
es the left-hand side stru
tureof Fig. 4(b) with respe
t to the value of bn,p(v1), cn(v2), and cp(v2), respe
-tively. We observe that the elaborate set of redu
ed re�nement stru
turesdes
ribed above is obtained by XR′
1 ⊓XR′

2 ⊓XR′
3, as ea
h of these operandsrequires that bn,p(v1), cn(v2), or cp(v2) has a de�nite value but keeps theothers inde�nite ( 1

2 ), respe
tively. Therefore, {S}⊓XR′
1 ⊓XR′

2 ⊓XR′
3 givesus the desired level of tightness, without needing to store the fully expandedset of stru
tures. Note that ea
h of XR′

i, 1 ≤ i ≤ 3, 
onsists of exa
tly two
omplementary stru
tures. Hen
e, the su

essive appli
ation of meet oper-ations is likely to redu
e the number of unfo
used predi
ates at ea
h step,down to the point where a single fully-tightened stru
ture is obtained.We 
an therefore obtain the desired re�nement operation by means of
({S}⊓XR)⊔({S}⊓XR′

1 ⊓XR′
2 ⊓XR′

3) ,for any given stru
ture S. It is important to note that su
h a formulation infa
t shifts the exponential behavior from the size of a single re�ning stru
tureto the worst 
ase 
omplexity of the additional meet and join operations. Finally,6 For expository reasons, we ignore the 
ase of a two-node 
y
le, whi
h is also 
orrelatedwith the value of cn(v2) and cp(v2).



note that the a
tual re�nement operators used in our framework are fairly more
ompli
ated, as they enumerate further instrumentation-implied sub-
ases, andare well beyond the s
ope of this paper.3.2 Enfor
ing IntegrityAs hinted above, a stru
ture resulting from a stru
ture-based re�nement op-eration does not ne
essarily satisfy the integrity 
onstraints implied by its in-strumentation predi
ates. In one instan
e of this problem, a re�nement operatoryields a stru
ture that has a summary node v for whi
h ry,n(v) = 1, but y(v) = 0and n(v′, v) = 0 for all v′ 6= v. We 
onsider the use of stru
ture-based �lteringto dismiss su
h a stru
ture prior to the transformation update, mimi
king therole of 
oer
e in that respe
t. While arbitrary �rst-order logi
 
onditions maynot ne
essarily be expressible using 3-valued stru
tures, we 
an still handle thisparti
ular 
ase using our approa
h. Spe
i�
ally, it is su�
ient here to deter-mine whether a stru
ture has some node that is neither pointed to by y nor hasan inbound n �eld pointing from any other node that may be referen
ed by y,yet is indi
ated to be rea
hable from y by a sequen
e of n referen
es�namely
∃v.ry,n(v)∧¬y(v)∧ ∀v′.(y(v′) =⇒ ¬n(v′, v)). Fortunately, a stru
ture SF 
on-sisting of an n-unrea
hable summary node, whi
h is not pointed to by y butdenoted with a de�nite (1) ry,n value, represents this requirement and makes itevaluate to 1.7 By the embedding theorem, we have that for any stru
ture thatis embedded in SF , the above formula must evaluate to 1, implying a brea
hedintegrity 
onstraint. We therefore apply this test to ea
h stru
ture resulting froma re�nement operation, dismissing stru
tures that are embedded in our �lter.4 Loose EmbeddingAnalyzing the program in Fig. 1 with the framework des
ribed so far yields atotal of 113 stru
tures, with an average of 3.2 stru
tures per CFG node and apeak of 9 disjoint abstra
t states for a single node. This large number seems
ounterintuitive to the a
tual simple essen
e of what the program does. In thefollowing, we highlight one sour
e of this in�ation and suggest a way to avoid it.4.1 State-Spa
e In�ation in LoopsFig. 5 shows three of the abstra
t stru
tures representing disjoint sets of 
on
reteheap states, arising immediately past the statement t = y.n during the analysisof the program in Fig. 1. The stru
ture in Fig. 5(b) represents the set of 
on
retedoubly-linked lists whose head is pointed to by x, followed by a sequen
e of (oneor more) nodes, followed by a pair of nodes pointed to by y and t, respe
tively,and �nally followed by a sequen
e of (one or more) nodes forming the list su�x.7 In fa
t, two distin
t stru
tures are required to represent all possible 
on�gurations
orresponding to this 
ase. See [1℄ for details.
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)Fig. 5. Abstra
t heap states arising after the statement t = y.n in Fig. 1.This stru
ture des
ribes a general 
ase that the program exhibits at this pro-gram point, providing a 
onservative approximation of the set of 
on
rete statesin
urred by the program, and also 
ontributing a general insight regarding thestate of 
omputation at this point in the program.On the 
ontrary, the two other stru
tures in Fig. 5 des
ribe what 
ould be
onsidered a slight variant of the general 
ase. Spe
i�
ally, Fig. 5(a) representsthe set of lists that la
k the su�x nodes and Fig. 5(
) represents the set oflists that la
k the in�x nodes. A fourth stru
ture arising at the same programpoint�whi
h represents a list with neither in�x nor su�x nodes�is not shown.As is evident from the example, the total number of disjoint abstra
t statesused for representing all possible 
on
rete states is exponential in the numberof summary nodes appearing in the general 
ase. The spe
ial 
ase des
riptorsare inevitable by 
onstru
tion of the abstra
tion framework, given that the looptraverses all nodes of the list. Yet, informally speaking, they seem to 
ontributevery little information 
ompared to what the general 
ase already expresses,
onsequently fortifying the analysis with only a little pre
ision, but at a high
ost.4.2 Relaxed De�nition of EmbeddingRe
all that the de�nition of D3-STRUCT uses a notion of embedding in orderto eliminate non-maximal stru
tures, prohibiting expressive redundan
y and en-



suring a stri
t partial order. In attempt to make the spe
ial 
ases of Fig. 5non-maximal�and therefore disposable�we aim at embedding them into thegeneral 
ase by relaxing the de�nition of embedding in the following manner.Allow summaries to represent zero nodes. We allow summary nodes tobe ex
luded from the range of an embedding fun
tion, overruling the sur-je
tivity requirement. The individuals of Fig. 5(a) 
an therefore be mappedto a subset of the individuals of Fig. 5(b), as indi
ated by the bold arrows,ex
luding only the su�x summary node u5 from the range of the embeddingfun
tion. Yet, it is 
lear that the requirement for predi
ate interpretation 
on-sisten
y in De�nition 3 is satis�ed. This allows for the stru
ture in Fig. 5(b)to embed the stru
ture in Fig. 5(a), making the latter disposable.Retain 
onne
tivity via non-mapped summaries. Consider the mappingfrom individuals of Fig. 5(
) to those of Fig. 5(b), depi
ted by the boldarrows: the fa
t that u2 is ex
luded from the range of the fun
tion breaks the
onne
tivity of the stru
ture in Fig. 5(b) 
ompared to that of the stru
ture inFig. 5(
). In parti
ular, while n(v1, v2) = 1 in the former, n(f(v1), f(v2)) =
n(u1, u3) = 0 in the latter, prohibiting embedding by this fun
tion.We therefore further permit predi
ate interpretation 
onsisten
y of any bi-nary predi
ate to be 
he
ked against the 
onstrained transitive 
losure ofthat predi
ate in the target stru
ture, whi
h is only 
omputed via sum-maries ex
luded from the range of the fun
tion under 
onsideration. Sin
e
n(u1, u2) ∧ n(u2, u3) = 1

2 , the extended 
onsisten
y requirement is satis�ed,making the mapping in the diagram an admissible embedding fun
tion.We now give the formal de�nition of the relaxed embedding relation.De�nition 5 (Loose embedding). Let S = (U, ι) and S′ = (U ′, ι′) be twostru
tures and let f : U → U ′ be a fun
tion, su
h that eq(v, v) = 1
2 for all nodes

v ∈ V = U ′ r range(f). We say that f loosely embeds S in S′, denoted S ⊑̃
f

S′,if Eq. (1) holds for all nullary and unary predi
ates and all nodes, and for everypredi
ate p ∈ P(2) and pair of individuals u1, u2 ∈ U ,8
pS(u1, u2) ⊑

(
pS′

(f(u1), f(u2))∨

∨

v1,...,vk∈V

(
pS′

(f(u1), v1) ∧

( ∧

1≤i≤k−1

pS′

(vi, vi+1)

)
∧ pS′

(vk, f(u2))

))
.

S is loosely embedded in S′, denoted S ⊑̃S′, if there exists f su
h that S ⊑̃
f

S′.Note that the above de�nition immediately extends to the de�nition of theabstra
t domain D3-STRUCT and its asso
iated operators (join and meet), aswell as its derived bounded state sub-domain. It also extends to the de�nitionof abstra
tion and 
on
retization a

ordingly.98 An empty 
onjun
tion evaluates to 1 and an empty disjun
tion evaluates to 0.9 Note that for the general 
ase of unbounded 3-valued stru
tures, the loose embeddingrelation indu
es a partial preorder, in turn indu
ing a preorder on the powerset



4.3 Preserving SoundnessThe proposed extensions to the de�nition of embedding invalidate the founda-tions of soundness provided by the embedding theorem. We therefore adjust thesemanti
s of logi
al formula evaluation in a

ordan
e with these extensions.First-order quanti�
ation. We interpret ea
h o

urren
e of the form ∃u.φ as
∃u.eq(u, u) ∧ φ, assuring that any predi
ate that is existentially quanti�edover a summary node is �lowered� to 1

2 . This a

ounts for the 
ase where no
orresponding node exists in some 
on
rete setting, whi
h 
ould 
ause theformula to evaluate to a (de�nite) 0. Similarly, we interpret ea
h o

urren
eof the form ∀u.P as ∀u.¬eq(u, u) ∨ P , assuring that any universally quanti-�ed predi
ate is �raised� to 1
2 for any summary node. This a

ounts for theabsen
e of 
orresponding nodes in some 
on
rete setting, whi
h 
ould 
ausethe the formula to evaluate to a (de�nite) 1.Binary predi
ate interpretation. We interpret ea
h binary predi
ate between

v1 and v2 as the 
onstrained transitive 
losure of that predi
ate, namely 
on-sidering the 
onjun
tion of the predi
ate's values along any sequen
e of (zeroor more) summary nodes between v1 and v2. As opposed to De�nition 5, we
annot 
onsider the set of non-image summaries here, as no embedding fun
-tion is due. Instead, we 
onsider any summary node for the purpose of transi-tive 
losure, but also bound the truth value of su
h a transitive interpretationby 1
2 in order to ensure that the result is a 
onservative approximation withrespe
t to any embedding fun
tion.10The above extensions su�
e to retain the soundness of our lo
al transform-ers, 
onsequently implying global soundness. Note, however, that they also implypotential sour
es of impre
ision as well as added 
omputational e�ort, espe
iallywhen transitive binary 
losure needs to be evaluated. Nonetheless, as binaryedges adja
ent to summary nodes are 
ommonly inde�nite in the �rst pla
e, wedo not expe
t a signi�
ant loss of pre
ision due to the 
ontamination of formulaevaluation with 1

2 values. Also, we expe
t the ex
ess algorithmi
 overhead to beabsorbed by our highly e�e
tive approa
h for 
ondu
ting 
omputations over 3-valued stru
tures. Finally, it should be mentioned that loose embedding also de-�ates some of our stru
ture-based re�nement operators, like the two single-nodestru
tures in Fig. 4(a), whi
h are now embedded in their respe
tive 
ounterparts.5 Experimental ResultsTable 2 presents analysis statisti
s for a set of �ve small Java programs thatmanipulate singly- or doubly-linked lists, exe
uted on a 1.6GHz Pentium-M,1GB ma
hine running Linux. This ben
hmark, along with approximate analysisdomain. We 
an show it is a stri
t partial order for the domain of bounded stru
tures,implying that α is still a well-de�ned fun
tion.10 For the reasoning behind this additional requirement, see [1℄.



stats referen
e spe
ialized stri
t spe
ialized looselo
 loop tot mem tot ave top tot ref mem tot ave top tot ref memsll-loop 33 2 900 1000 109 3.3 9 20 6 88 59 1.8 4 11 5 72sll-reverse 52 3 3000 2000 226 4.4 9 34 12 188 104 2.0 4 28 14 129sll-delete 49 3 12400 3200 485 9.9 48 202 59 379 215 4.4 20 100 44 235dll-loop 35 2 1400 1300 113 3.2 9 27 18 463 61 1.7 4 19 11 441dll-pairs 42 2 3000 2000 191 4.6 15 69 50 896 105 2.5 8 43 31 846Table 2. Ben
hmark results for �ve Java programs pro
essing singly- anddoubly-linked lists. Columns denote program statisti
s (number of CFG lo
a-tions and loops), running statisti
s using TVLA (total analysis time and peakmemory 
onsumption), and running statisti
s using the spe
ialized framework instri
t and loose embedding mode (total, average, and maximum number of stru
-tures for a CFG node, analysis total and re�nement times, and peak memory
onsumption). Time is in millise
onds, and memory is in kilobytes.statisti
s using the TVLA referen
e implementation on similar hardware, wereadopted from [3℄. The results suggest several insights regarding the e�e
tivenessof our framework. First, it is shown to 
onverge signi�
antly faster than the ref-eren
e implementation, ranging from a fa
tor of 40 (using stri
t embedding on asimple singly-linked list traversal) to a fa
tor of 124 (using loose embedding on aprogram that deletes an arbitrary element from a singly-linked list). Although animprovement of this kind was expe
ted�our analyzer is restri
ted by 
onstru
-tion and therefore better tweaked for performan
e�the a
tual speed-up fa
toris quite en
ouraging. While our results do not provide su�
ient eviden
e for therelative e�e
tiveness of stru
ture-based re�nement per-se (we implemented nei-ther fo
us nor 
oer
e in our framework), the fa
t that the time spent on abstra
theap re�nement by our analyzer�ranging between 30�73% of the total analy-sis time�suggests that our stru
ture-based approa
h is relatively time e�e
tive
ompared to the remaining operations. However, the fa
t that re�nement takesa larger portion in the doubly-linked list 
ase suggests that it may not s
ale verywell as dependen
ies among predi
ates in
rease. Memory 
onsumption is gener-ally lower than that of TVLA, but then again seems not as low in the heavierabstra
tion (doubly-linked list) as in the lighter abstra
tion (singly-linked list).Yet this issue has not been the fo
us of our performan
e optimization and 
ouldprobably be improved signi�
antly in the future.Se
ond, the 
ase of loose embedding appears quite e�e
tive in both de�atingthe number of stru
tures�45�55% and 46�58% de�ation in total and top numberof stru
tures, respe
tively�as well as shortening total analysis time, by 17�50%.The 
ase of sll-delete is parti
ularly notable, as one of its loops may terminateabruptly, allowing a greater number of abstra
t states to �es
ape� and propagateto other CFG nodes. Here, the use of loose embedding seems to provide thegreatest gain in both state set de�ation and analysis performan
e. Finally, it isworth mentioning that the a
tual (graphi
al) results of an analysis using loose



embedding are by far more 
omprehensible�and therefore, more usable�thanthose of a traditional (stri
t) analysis. We 
onsider this a ni
e pra
ti
al out
ome,whi
h supports our view of the problem with stri
t embedding abstra
tion.6 Related WorkThis work shares 
ommon goals with a few other e�orts, all aimed at improvingthe s
alability and appli
ability of shape analysis to pra
ti
al uses. In two 
ases,TVLA powerset heap abstra
tions were 
ompressed into a single stru
ture [7℄or partially disjun
tive sets [10℄ by means of merging (joining) predi
ate valuesand allowing individuals to represent zero 
on
rete nodes, or merging stru
tures
onsisting of isomorphi
 sets of individuals, respe
tively. Our loose embeddingapproa
h seems to resemble the former to some extent, as both allow 
ertainnodes to represent zero 
on
rete nodes and use a relaxed notion of �rst-orderquanti�
ation in formulas. It also shares a similar approa
h to the latter, as bothattempt to redu
e the number of stru
tures des
ribing �similar� 
ases based onsome 
riteria. Nonetheless, by 
arefully de�ning the notion of des
riptive redun-dan
y, and by extending the de�nition of the embedding relation�rather thanoverloading predi
ates or joining stru
tures�our approa
h has the advantage ofnot indu
ing impre
ision on remaining representative abstra
t states.11Other approa
hes deviate from 3-valued 
anoni
al abstra
tion and examinethe use of predi
ate abstra
tion for analyzing shape properties [11,5℄. While su
happroa
hes were shown to yield pre
ise and des
riptive results, their 
ontributionto s
alability of shape problems is un
lear due to the larger number of predi
atesrequired for su�
ient pre
ision.It is well-known that stru
ture-based semanti
 redu
tion is expressively in-ferior to general FOL formula-based re�nement (i.e., as obtained by fo
us and
oer
e [12℄). However, we argue that pre
ision 
an be improved by further elab-oration of re�ning stru
tures, suggesting a trade-o� between su�
ient pre
isionand tolerable 
omplexity. As far as we know, our work is the �rst attempt todeploy pra
ti
al stru
ture-based abstra
tion re�nement for 3-valued logi
 shapeanalysis and may serve as a point of referen
e for future e�orts.7 Con
lusionWe des
ribed a new implementation of a 3-valued logi
-based shape analysis toolthat uses an e�e
tive stru
ture-based approa
h for re�ning abstra
t heaps, andde�ates abstra
t state sets using an alternate de�nition of stru
ture ordering.We applied it to a small set of ben
hmark programs, with en
ouraging results,regarding both the e�e
tiveness of the analysis framework as well as the su

ess-ful restraining of powerset abstra
t states exhibited by the analysis. We believe11 Note that empty summaries have been used by other analyses (e.g., [6℄), so thenovelty of our approa
h in this 
ontext is restri
ted to 3-valued logi
-based analysis.



that the next step in this dire
tion is to further extend and examine the appli-
ability of our analyzer to di�erent (and more 
omplex) heap stru
tures on theone hand, and to assess the usefulness of loose embedding for programs of higher
omplexity in attempt to assert its expe
ted advantages on the other. A separatee�ort, aimed at the automati
 derivation of sound and pre
ise stru
ture-basedre�ning operators from logi
al formulas, should guarantee the 
orre
tness andimprove the adaptivity of our approa
h, and is 
urrently a work in progress.A
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