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Abstract covery of program points where explicit object dealloca-
tion can be safely added without a ecting the correctness
Although a highly desirable static analysis practice, pre- of the code. Nonetheless, shape analysis appears to be
cise shape analysis is widely considered a computationalamong the hardest problems in static program analysis:
dead-end for most practical purposes. In this work, as it is undecidable to prove even simple properties on
we explore ways to overrule this belief, by revisiting very small programs manipulating dynamic data struc-
and improving over a well-founded shape analysis frame- tures, with pointers and destructive updates, even the
work, that is based on 3-valued logic abstraction §]. compulsory use of conservative abstraction methods fol-
While the worst-case exponential asymptotic complex- lowing [3] implies non-trivial frameworks, that in turn
ity bound induced by the abstraction domain is not ad- induce considerable complexity issues.
dressed, we propose several practical and theoretical im- |n this work, we consider a framework for conducting
provements concerned with the representation of the ab- static shape analysis, that uses logical structures to rep-
stract values, as well as the application of abstract trans- resent heap topology and shape properties, and applies
formers, that are aimed at reducing the computational rst-order logic formulas to model the semantics of pro-
overhead associated with the analysis. We describe agram transformations [6]. For the purpose of abstraction,
fresh implementation of the analysis framework, which (potentially unbounded) sets of (potentially unbounded)
is intently restricted in exibility and adaptivity com-  |ogical structures occurring during the analysis of some
pared to the reference framework of 4], but manifests program, that have similar properties as per the analy-
some alternative approaches for implementing abstract sis in question, are collapsed into nite, abstract \rep-
elements and transformations, such that are specialized resentative" structures, while keeping these properties
and better suited to achieve a potential gain in perfor- intact. Although analyses instantiated by this frame-
mance. Although a highly optimized framework, this work are proven to yield precise and meaningful results
implementation proposes a modular architecture that is compared to the actual (concrete) set of con gurations
quite reusable and extendable, where future extensionsinduced by a program F], it is not so widely studied,
are considered. Our initial results indicate that the new |et alone deployed in actual production-level compilers
framework improves by a factor of 20-25 compared to or analysis tools: the worst-case complexity of the ab-
similar analyses performed using the current framework. straction is double-exponential by the number of ab-
straction predicates|namely, by the number of program
variables|thus implying a bad \explosion" of the ab-
1 Introduction stract states, requiring a respectively huge number of it-
erations before a xed point is reached.
The ability to extract the potentially unbounded set of While scalability in the asymptotic sense does not seem
heap con gurations that a computer program could in- to be a feasible goal, given the above complexity con-
duce without running the program, is a highly desir- cerns, 3-valued logic based shape analysis is commonly
able practice of static program analysis. Its applications considered an exclusively theoretical direction in the re-
range from complete program veri cation tasks, such as search of static analysis: an existing reference implemen-
proving the absence of null dereferences, through the as-tation in the form of TVLA [ 4] was used to demonstrate
sertion of temporal heap properties, such as heap safetythe precision of such analysis, as well as the adaptivity of
properties (e.g., object liveness), and on to practical pro- the 3-valued logic abstraction domain for a wide variety
gram optimizations, such as compile-time automatic dis- of shape-related problems, but could not e ectively scale



x = null;
while (...) {
y = new SLL();
&/...n =X, X =,
}

prev = null;
y =X
while (y = null) {
if (...){
if (prev null) x = y.n;
else prev.n = y.n;
break;

}

prev = y;

}

y =X

while (y '= null) {
t=yn y=¢

}

Figure 1. A simple Java program that constructs a
singly-linked list; traverses its element, possibly delet-
ing some element from the list; and nally traverses the
whole list from head to tail.

for programs beyond a few hundreds of lines of code. Fig-
ure 1 shows a simple program that constructs a singly-
linked list, then traverses it from head to tail, possibly
detaching some element from the list based on some cri-
teria. Analyzing the automatically generated intermedi-
ate representation of this program with a standard heap
shape abstraction in TVLA, yields slightly over 570 ab-
stract structures associated with program locations, and
takes over 12 seconds to converge. Given that, it is no
wonder that many interesting applications that derive
from shape analysis|such as the compile-time memory
management described in Z]|can hardly be shown to
yield signi cant practical results, as they cannot be ef-
fectively applied to anything beyond small and contrived
mini-benchmarks.

This paper describes the major guidelines that led to
the design and implementation of a shape analysis frame-
work that is based on the 3-valued logic canonical ab-
straction of [6]. Concentrating on a xed, specialized,
and highly-optimized abstraction domain, a xed set
of abstraction instrumentation, and a xed set of basic
yet universal transformations, the major contributions of
this work seem to be the following.

A new, fast implementation of the 3-valued logic
structure powerset domain, using a graph-based rep-
resentation of structures, which is aimed at ex-
ploiting the sparsity of abstract heap structures, as
well as promoting faster operation of both domain-
associated operators (i.e., join and meet) and over-
lying transformer operators (e.g., update formulas,
transitive closure computation). This is also a strict
implementation of the abstraction domain variant
described in P], assuring precise closure w.r.t. the
meet algorithm described in fL, 2].

A clean|both conceptual and practical|separation
between the topology abstraction domain and the
semantic transformers abstraction, suggesting new
insights about modular architectures of 3-valued
structure powerset domain based analysis, and im-
plying greater adaptivity to future framework exten-
sion.

The exclusive use of 3-valued structure powerset
domain operators|especially the meet operator|

for all purposes of re nement and validation of ab-
stract elements. By that, we are able to replace
and dismiss two re nement related algorithms in-
herent to the framework of [6], that consume most
of the processing time associated with analyses done
by TVLA.



An empirical improvement by a factor of 20-25 over
TVLA, for a restricted set of benchmark programs
manipulating recursive data structures.

more precise information when applying abstraction on
a concrete semantics. In particular, in Table 1 we de-
ne instrumentation predicates that capture reachability

information (via predicates of the form r., (v)), sharing

The rest of this paper is organized as follows. Sec-information (via the predicate s, (v)) and information on
tion 2 introduces 3-valued logic based abstraction for cycles in the heap graph (via the predicatec, (v)).

conducting heap shape analysis. Sectio3 explores sev-
eral practical bottlenecks induced by the TVLA frame-
work, and proposes alternative implementation of func-

Concrete (2-valued) logical structures are depicted as
directed graphs. Each individual of the universe is drawn
as a node. A unary predicatep(u), which holds for an

tionality. Section 4 describes the assumptions, concept, individual u, appears next to the corresponding node. If
and the inferred guidelines underlying the design and ar- a unary predicate represents a reference variable, then it
chitecture of our implementation, as well as some actual is shown by having an arrow drawn from its name to the

internal mechanisms used to improve the performance of node referenced by the variable. The binary predicate

the resulting framework. Initial experimental results are
given in Section5, and Section6 concludes.

2 3-Valued Logic Shape Analysis
Overview

We rst explain the representation of concrete program

n(us; u,), which holds for a pair of individuals u; and us,
is drawn as a directed edge fromu; to u,, and labeledn.
The predicate eqis not drawn, since any two nodes are
di erent and every node is equal to itself.

Figure 2(a) shows a concrete program state arising af-
ter the execution of the statementt = y:n at the second
loop of the program in Figure 1.

heap states and their abstraction, based on the paramet- 2.1.2  Abstract Program States

ric framework of [6]. Then, we describe in greater detalil

the approach used for representing and implementing ab-

stract transformers underlying that framework.

2.1 Abstract domain

2.1.1 Concrete Program States

We represent concrete program states by 2-valued logical

structures.

De nition 1  (Concrete state). A 2-valued logical struc-
ture over a vocabulary (set of predicates)P is a pair
S = (U; ) where U is the universe of the 2-valued struc-
ture, and is the interpretation function mapping predi-
cates to their truth-value in the structure: for every pred-
icate p2 P of arity k, (p):UX!f 0;1g.

In this paper, we assume that the set of predicates

includes the binary predicate eq and insist that it is in-
terpreted as equality between individuals.

We denote the set of all 2-valued logical structures over

a set of predicatesP by 2-STRUCT[P]. In the sequel,
we assume that the vocabularyP is xed, and abbreviate
2-STRUCTI[P] to 2-STRUCT.

The abstract program states we use are based on Kleene
3-valued logic B], which extends Boolean logic by in-
troducing a third value % denoting values that may be
either 0 or 1. In particular, we utilize the partially or-
dered setf 0; 1; 2g where Ov 1 and 1v %, with the join

f!
operationt , dened by xt y = x if x=y,andxt y= %
otherwise.

De nition 2  (Abstract state) . A 3-valued logical struc-
ture over a set of predicatesP is a pair S = (U; ) where
U is the universe of the 3-valued structure, and is the in-
terpretation function mapping predicates to their truth-
value in the structure: for every predicatep 2 P of arity
k, (p):UX!f 0120

An abstract state may include summary nodesi.e., an
individual which corresponds to one or more individuals
in a concrete state represented by that abstract state. A
summary nodeu hasequ;u) = % indicating that it may
represent more than a single individual.

Abstract (3-valued) logical structures are also depicted
as directed graphs, where unary predicates denoting ref-
erence variables, as well as binary predicates, wit# val-
ues are shown as dotted edges. Summary individuals

Table 1 shows the predicates used to record properties appear as double-circled nodes.

of individuals for the analysis of the program in Fig-
ure 1. We also de ne additional so-called \instrumen-
tation" predicates to capture properties of individuals
such as pointer-aliasing, sharing, cyclicity, and transi-
tive reachability. Instrumentation predicates provide for

We denote the set of all 3-valued logical structures over
a set of predicatesP by 3-STRUCT/[P], usually abbrevi-
ating it to 3-STRUCT.

We de ne a partial order on structures, denoted by v,
based on the concept oembedding



Predicates Intended Meaning

eqVvi; V) Is vi equal to v,?

fx(v):x 2 PVarg Does reference variable< point to object v?

n(vi;vz) Does then eld of object v; point to object v,?

frin (V) : X2 PVarg Is v reachable from reference variablex along a sequence ofi elds?
Sn(V) Do two or more n elds of heap elements point tov?

cn (V) Is v on a directed cycle ofn elds?

Table 1: Predicates used for shape analysis of the program in Figuré, and their intended meaning. The set of
pointer variables in a program is denoted byPVar
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Figure 2: (a) A concrete program state arising after the execution of the statmentt = y:n; (b) An abstract program
state approximating the concrete state in (a)



De nition 3 (Embedding). Let S = (U; ) and S° =
(U% 9 be two structures and letf : U! U%be a sur-
jective function. We say that f embedsS in S° denoted
Sv SO if for every predicate p 2 P ) and k individuals

1)

We say that S is embeddedn S° denotedS v SY, if there
exists a function f such that Svf S° We also say that
SO approximates S.

The embedding order is used to de ne a concretiza-
tion function for a single 3-valued structure S by (S) =
fS%2 2-STRUCT j S°v Sg. The concretizafion of a set
of 3-valued structuresisde ned by (XS)= 4,45 (S).

The embedding order induces a Hoare preorder on sets 50

of 3-valued structures.

De nition 4  (Powerset order). For sets of structures
XS1; XS, 3-STRUCT, XS; v XS; if and only if 8S; 2
XSj_ : 982 2 XSZ : Sj_ \ Sz.

We are now ready to present the general abstract do-
main used in our abstract interpretation framework.

De nition 5  (Core abstract domain). The abstract do-
main Da.struct consists of all nite sets of 3-valued
structures that do not contain non-maximal structures,
f XS 3-STRUCT ] 8S5:;S,2XS:S,v S, :) S, =
S,g, partially ordered as in De nition 3.

Together with the obvious de nition of a bottom ele-
ment (the empty set), a top element (a set containing one
empty structure, and one structure that contains a single

summary node and whose predicates are all interpreted

as%, for every node-tuple assignment), join operator (set
union minus non-maximal structures), and meet opera-
tor (de ned via join), Dsstruct forms a lattice.

2.1.3 Bounded Program States

Note that the size of a 3-valued structure is potentially
unbounded and that 3-STRUCT is in nite. This also
implies that sets of such unbounded structures could po-
tentially contain an in nite number of elements. The
analyses studied in §], one of which is implemented inx4,
rely on a fundamental abstraction function for convert-
ing a potentially unbounded structure|either 2-valued
or 3-valued|into a bounded 3-valued structure.

A 3-valued structure is said to be bounded if for ev-
ery two distinct individuals in its universe there exists
a unary predicate p such that either pS:(u;) = 0 and

1Disallowing non-maximal structures ensures a partial orde
the sets.

ron

pS2(up) = 1 or pSt(uq) =1 and pS2(uy) = 0.2 We denote
the set of all bounded 3-valued structures over a set of
predicates P by B-STRUCT[P]. The abstract domain
Dg.strRUCT is a sub-lattice of Dsa.strucT containing all
(nite) sets of bounded structures that do not contain
non-maximal structures.

The abstraction function [, : 2-STRUCT[P] !
B-STRUCT[ P] converts a (potentially unbounded) 2-
valued structure into a bounded 3-valued structure, by
merging all individuals with the same values for all unary
predicates. Namely, . ((U;)) = (U% 9, where U%is
the set of equivalence classes itV of nodes with same
values for all unary predicates, and the interpretation
O of each predicatep 2 P () and eachk individuals

ui 2 G

Figure 2(b) shows a bounded structure obtained from
the structure in Figure 2(a).

The abstraction function s is called canonical ab-
straction, and serves as the basis for the abstract inter-
pretation described in [6]. In particular, it serves as the
basis for de ning various di erent abstractions for the
(potentially unbounded) set of 2-valued logical structures
that may arise at a program point. We also de ne the
function g which extends , for sets of structures by

(XS)=  f puw(S)jS 2 XSg.® Along with a respec-
tive concretization function , that is de ned by means
of , the concrete domain 2-STRUCT and the abstract
domain 3-STRUCT form a Galois connection, and hence
comply with the framework requirements of [3].

2.2 Abstract transformers

The abstract interpretation framework described in [6]

models the semantics of program transformations w.r.t.
state predicates by rst order logic formulas with transi-

tive closure over the interpretation associated with each
inbound structure. For example, the transformation in-

duced by the program statementt = y.n from the ex-
ample in Figure 1, is modeled by

t(v) 9 v%:y(v9)~ n(v®v)
Fen (V) Fyn (W) (G (V) 0 (V)

While the correctness of this transformer is evident when
it is applied to some concrete structure, it is not at

2The notion of a bounded structure can be generalized by con-
sidering any subset of the set of unary predicates to serve as ab-
straction predicates gas done in TVLA.

3The operator is the least upper bound on the lattice
Dg-strucT



all obvious that the same holds for the case of an ab-
stract structure, such whose predicates may evaluate to
%. Nonetheless, theembedding theoremproved in [6]
shows that the result of such a transformation is always
a sound approximation of the best transformer?

Although evaluating update formulas over abstract
state elements in a straightforward manner is indeed
sound, it would cause a signi cant loss of precision upon
each transformation, thus leading to a useless analysis.
In order to address this problem, and since a best trans-
former is generally intractable in this case? two auxiliary
algorithms are described in §] in order to apply partial
concretization of abstract structures.

Focus. Given a 3-valued structures and some rst order
formula , this algorithm essentially enumerates the
set of structure that is both embedded infsg, and

whose corresponding concrete range is equal to that3

of fsg, and for which F evaluates to either O or 1,
for each structure.

Figure 3(a) shows a canonically bounded doubly-
linked list structure, that is processed by the trans-

former associated with the statementt = y.n . Fig-

ure 3(b) shows the result of the focus operator on
this structure, given a focus formula

y(v) ~ n(v;Vv9 ;

which is applied to each pair of individuals v, v° in
the structure operand. As it can be seen, the evalua-
tion of the focus formula on each resulting structure
yields a deterministic value. Note, however, that the
rst of the resulting structures does not satisfy the
integrity constraints, as the su x of the list appears
to be disconnected, and the other two structures are

not as precise as could be, as several binary predi-

cates (i.e., list pointers) are interpreted as% where
they can safely be tightened to either O or 1.

Coerce. Given a 3-valued structure, the functionality of
this operator is two-fold: by exhaustive evaluating
of formulas derived from structure integrity rules,
over all tuples of nodes, it both dismisses structures
for which some constraint is breached (e.g., the rst
structure in Figure 3(b) does not satisfy the reach-
ability property that is expressed by the ry., predi-
cate for the summary node), but also tightens predi-
cate values where such a tightening is implied by the

4Note, that the notion of a \best transformer" in the case of 3-
valued abstract structures implies an instrumented concre tization
function, such that assures the validity of concrete struct ures w.r.t.
the integrity constraints expressed by instrumentation predicates.

SRecent work has been done in [7] to elevate the applicability of
best transformers for the case of 3-valued analysis, using a theorem
prover to evaluate rst order logic formulas.

constraints (e.g., the second structure of Figure3(b),
in which the back pointer in the list is tightened to
1, and the self loop edges are tightened to 0).

The result of coercion for the focused structures is
shown in Figure 3(c).

The details involving the algorithms used to compute
both the above operators are found in §], and are omit-
ted here for brevity.

In the following section we discuss several issues having
to do with the implementation of the abstract domain,
its associated operators, and the various stages of the ab-
stract transformers, as they are evident in the reference
implementation of TVLA [ 4].

Issues with 3-Valued Shape
Analysis Implementation

Any implementation e ort compliant to the speci cation

of the 3-valued analysis framework described ix2 would
obviously result in a particularly complicated piece of
code. Furthermore, constructing such a software analy-
sis tool that can be parameterized by customizable anal-
ysis speci cation|predicates, abstraction instrumenta-
tion and integrity rules, and abstract transformers ex-
pressed as rst order logic formulas|in a relatively short
time, and without a previous reference or practical expe-
rience with the practical implications of the implemented
abstraction, is a di cult task.

Although a pretty mature software package by this
time, the TVLA framework [ 4] was developed in such
a way, and so it is not surprising that applying it to an-
alyze actual programs normally involves signi cant time
and space overheads, even when the program in ques-
tion is very small, often no more than a few dozens of
lines. Analyzing the example Java program in Figurel,
translated by the J2TVLA front-end into a simpli ed
intermediate representation that induces a CFG of 50
nodes (program locations) and a similar number of edges
(transformations), with a tweaked version of TVLA run-
ning a standard heap abstraction, would take over 12
seconds, consume over 3 MB of memory, and converge
to a steady state with a little more than 570 structures.
As such a penalty for that small of an input cannot be
justi ed, these symptoms make it very hard to convince
the program analysis community with the importance
and usefulness of 3-valued shape analysis.

With that in mind, we briey explain some of the
causes for performance bottlenecks that are associated
with TVLA analyses.
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Inadequate data representation. The generality
and intended exibility of TVLA|in particular,
the fact that it supports predicates of arbitrary
arity|sometime lead to representation that is
inappropriate for e cient processing of 3-valued
structures. One example to that is the repre-
sentation of predicate interpretation values, by
having each predicate use a hash table, in which

tuples of nodes are mapped to Kleene values.

While this is aimed at promoting fast predicate
evaluation, it has some bad e ects due to the fact
that traversing transitive binary connections (an
operation that's heavily used within the abstract
transformers) requires exhaustive iterations over
those interpretation tables. Another impact is a
signi cant slowdown incurred by canonical name
extraction, an operation whose ine ciency badly

a ect the performance of several operators, such as

the algorithm that's used to compute meet.

Non-optimized domain operators. As mentioned,
one example for that is the construction of canon-
ical names, which is often required for structure
embedding / isomorphism veri cation, as well as
a key operation when computing meet using the
algorithm described in [1]. Although a seemingly
trivial part in the algorithm, this phase happens to
consume most of the time that is spent by the meet
operator.

Costly re nement algorithms. The focus and co-
erce algorithmsi|the latter in particular|described
in x2.2, induce a signi cant performance overhead,
as it is evident through TVLA analysis statistics.
That is due to exhaustive constraint formula evalu-
ation that has to be carried out upon each update
operation.

Naive evaluation of updates. An example for that is
the ine cient evaluation of existential update for-
mulas, as well as transitive closure formulas, dur-
ing transformation evaluation. Obviously, proper-
ties whose evaluation includes a transitive closure
formula, such as reachability by a sequence of eld
references, correspond to graph reachability proper-
ties, and hence their values among di erent nodes
are not independent. In particular, if ry., holds for
some nodev, implying a path of n eld references
from some nodev® which is pointed by x, to v, then
the fact that n(v;v® holds for somev®immediately
implies that ry., (v%9 holds. Thus, there seems to be
an obvious analogy between transitive closure eval-
uation and global graph reachability computation,

but this correspondence is neglected in favor of a
naive and sub-optimal processing.

In the following section we describe an alternative im-
plementation of the 3-valued shape analysis framework,
that addresses the above drawbacks in the reference im-
plementation, and thus is likely to improve the perfor-
mance of the analysis signi cantly.

4 An Alternative Prototype Im-
plementation

We describe the major characteristics of an alternative
implementation of a restricted version of the 3-valued
domain analysis framework.

4.1 Goals, limitations, and assumptions

At the bottom line, we want to be able to run stan-
dard 3-valued shape analysis with performance charac-
teristics that are an order of magnitude better than those
of TVLA. We hope that, by introducing a \skim" and
specialized implementation of the 3-valued abstraction
domain and abstract transformers, we would allow such
an analysis to scale slightly better, and thus make it more
accessible for purposes of practical research. In this work,
we do not intend to improve on asymptotic worst-case
bounds induced by the abstraction domain itself, and we
consider that a separate topic for future study.

Our proposed implementation is restricted in several
manners, compared to the generic framework of TVLA.

Fixed predicate arity. As opposed to TVLA, in which
predicates in the abstraction can be de ned to be
of any arity k 0, we restrict our framework to
only support nullary, unary, and binary predicates.
This is guided by the fact that the heap relations
modeled by shape analysis always correspond to ei-
ther of those types of predicates: method-local refer-
ence variables are normally modeled by unary pred-
icates® and reference elds are modeled by binary
predicates. We also want to model Boolean vari-
ables and elds, in order to increase the precision
of our abstract interpreter: local Boolean variables
are modeled by nullary predicates, and Boolean ob-
ject elds are modeled by unary predicates. In the

61n this context, it is worth mentioning that several approac  hes
for interprocedural shape analysis extend this notion, by m odel-
ing local references as binary relations between \stack obj ects"
(frames) and heap objects.



case of our specialized abstraction, all instrumenta-

tion properties are modeled by unary predicates (see

below).

Fixed abstraction instrumentation. Our proposed

implementation supports a prede ned set of instru-
mentation predicates, that can be either instantiated
or not during the initialization of the analysis. The
supported instrumentation includes the following.

Reachability.  For each pair consisting of a (unary)
predicate x, representing a reference variable,
and a (binary) predicate f , representing a refer-
ence eld, a (unary) instrumentation predicate
rvf can be generated.ry (v) holds for some
nodev, i that node is reachable from a refer-
ence variablex through a sequence of (zero or
more) f dereferences. Note, that the compu-
tation of such a predicate value might require
the explicit evaluation of reachability transitive
closure, which we will discuss later.

Cyclicity. For a (binary) predicate f, represent-
ing a reference eld, a (unary) instrumentation
predicate ¢; can be generated.c; (v) holds for
some nodev, i that node resides on a cycle
formed by a sequence of (one or moref) refer-
ences.

Sharing. For a (binary) predicate f , representing a
reference eld, a (unary) instrumentation pred-
icate s can be generated.s; (v) holds i v is
pointed from more than one object by an f
eld.

Cancel. For a pair of (binary) predicates f , f 9rep-
resenting reference elds, a (unary) instrumen-
tation predicate ¢t o can be generated.cts o(V)
holds i for any node vPsuch that f (v;Vv° holds,
f qv%v) must hold.

The above set of supported instrumentation is
considered to be \standard" for general purpose
shape analysis tasks. While more complicated
instrumentation properties may lead to greater
precision|binary reachability instrumentation is

one example|we believe that their induced compu-

tational overhead is not worth this gain in precision.

Although in this proposed framework we do not
implement fully automatic inference of instrumen-
tation values|commonly referred to as dierenc-
ing [5]|the fact that we implement a xed set of
transformers implies that both soundness and pre-
cision of their value assignment is controlled by the

framework itself, and implemented within the xed
set of provided transformers (see below).

Fixed set of hard-coded transformers. In a similar
manner to the above, our proposed framework sup-
ports a xed set of transformers, which we believe to
be universal w.r.t. modeling the semantics of com-
mon imperative languages with pointers and de-
structive updates. Speci cally, we support empty
statements (skip); assignment of either a null value,
a reference variable's value, or a reference eld value,
to either a reference variable or eld; conditional
(non-) equivalence of two reference variables or a
reference variable and a null value; a similar set of
statements for the case of Boolean variables, which
are also modeled by the abstraction; object allo-
cation and deallocation statements; and procedure
call/return statements. We assume the use of a sim-
plifying front-end to yield a canonical intermediate
form that complies with this set of transformations.

Note, that at this point we do not support array

involving operations, and leave this for future de-
velopment. Also note that our current support for

procedure call/return is completely schematic, as
context-sensitivity is not embedded in our frame-
work, a topic that we consider to be future work as
well.

Our proposed set of transformers is to be implement
in code, as part of the framework implementation.
As it is derived from a well-known TVLA analysis
speci cation, it is assumed to be sound and quite
precise w.r.t. the available abstraction instrumenta-
tion. The details of the actual transformer semantics
are omitted for brevity.

Note, however, that the above work assumptions do
not limit the generality of our abstract domain im-
plementation, other than the loosening implied by the
bound on predicate arity. This actual implementation is
further described in x4.3.

4.2 Architecture outline

Figure 4 shows a general block diagram explaining the
architecture of our framework. Blocks with related or de-
pendent functionality have the same color. Thus, it can
be seen that our implementation of the 3-valued abstrac-
tion domain, along with that of the canonical abstrac-
tion, are independent from any particular analysis layout.
The latter is de ned using the analysis-dependent mod-
ules, that include the schema (responsible for predicate
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Figure 4. The general architecture of the framework im-
plementation

de nition and layout, construction of analysis-speci ¢ in-
strumentation scheme, etc.), the re nement module (re-
sponsible for constructing and applying re nement oper-
ators), and the abstract transformers module that uses
it. A monotone framework front-end provides a uni ed
singleton analysis interface. A simple analyzer, capable
of parsing TVLA-like speci cation, constructing an anal-
ysis, and conducting the chaotic iterations algorithm, is
provided for evaluation purposes.

The above diagram suggests that further extensions
to the analysis engine, like support for currently unsup-
ported abstraction or instrumentation features, can be
undertaken without needing to modify the abstract do-
main implementation.

4.3 3-valued structure powerset domain
implementation

We brie y sketch the outlines of our topology-based ap-
proach for representing and manipulating 3-valued struc-
tures and powerset elements.

4.3.1 Representing 3-valued structures

In our implementation, 3-valued structures are repre-
sented by directed graphs with attributes associated

to graph nodes and edges, corresponding to predi-

cate interpretations involving these (pairs of) nodes:
node-attached attributes correspond to unary predi-
cates, while edge-attached attributes correspond to bi-
nary predicates. A structure also stores the interpreta-
tion of nullary predicates' values.

dates only care for non-false predicates, hence a sparse
data structure is likely to be an advantage. But, fur-
thermore, we believe that its greatest advantage lies in
the fact that|unlike the TVLA node-tuple hash-based
representation|the preservation of actual topology pro-
motes a faster evaluation of transformer updates due
to the ability to easily decode \heap path" relation se-
quences. Consider, for example, the following formula
used for updating the value of a reference variable pred-
icate when applying the transformer corresponding to
t=yn,

t(v) 9 V2:y(v)~ n(vlv) :

While it's naive evaluation|which is inherent to the
hash-based predicate interpretation representation|
would have to consider every possible pair of nodes, a
topology-aware representation would only consider, for
each nodevthat is referred to by y, the subset of nodes
fv 2 Ug to which a non-false valuen(vCv) (i.e., a graph
edge with non-falsen attribute) exists. Since our topol-
ogy is likely to be rather sparse, the resulting evalua-
tion process is expected to be more economical than a
full-scale naive quanti cation. Put in a general way, it

is expected to promote faster computation wherever an
existential formula is used to infer non-false binary con-
nectivity, and there are quite a few cases of that in the
shape analysis transformations speci cation.

Our topology-based representation is also likely to
minimize overhead when transitive closure of binary re-
lations needs to be computed. Consider the following
formula, for example, that is used for updating the value
of reachability instrumentation predicates upon an as-
signment statementt = y.n ,

1y _ (919 ()
if 9O V00 y(vO) A o (VO A n(ve v,
3 9OV y(v) A n(vEVOg A f (V)
otherwise;

ree (V)

evaluated for each reference eldf 6 n for which
rys is dened. (Note, that due to the Kleene way of
logical value interpretation, it might be the case that
both sub-formulas need to be evaluated.) Here, the
notation f stands for a transitive conjunctive closure
of f predicate pairs sequence: while the naive way
of evaluation|which is, again, inherent to a topology-
unaware representation|would have to consider all the

The use of a graph-based representation has severa0des on each iteration of the transitive expansion,

intuitive justi cations. Initially, it is a concise repre-

sentation that exploits the sparsity which is common to
actual (and also to abstract) heap con gurations: as it
is observable from the transformations' code, most up-

our implementation can compute a complete closure in
strictly linear time. ”

"Moreover, in the case of the above formula, our specialized
transformer implementation combines both the e cient exis  tential
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4.3.2 Implementing lattice operators representation (a graph) to represent the relations be-
tween those predicates, and their induced instrumenta-
tion. For example, assuming a schema which contains
a single unary predicatex and two binary predicates n;
and ny, we represent their interrelated instrumentation
_ ; : X . predicates so that they can be e ective retrieved and
brevity, we omit the details and only mention some Of itS 5 ersed when applying transformation updates. Thus,
implications. _ _ an instrumentation predicate ry.,, is attached to the
_Wh|le tr_]e matching procedure underlying the enuMmer- irected edge &;n1), instrumentation predicates Cayin,
at|(_)n of §|ther embeddmg or co_rrespondence relatlons‘ IS and Cn,n, are attached to directed edges if1;n,) and
quite e cient, our experience hints that the operators’ (- ) respectively, and instrumentation predicatescy,
|mplementat|on spengis most of |ts't|me in constructing 44 s, are attached to nodesn; and n., respectively.
matching graphs, validating matching results and con- s jayout promotes faster access to predicates that are
structing intermediate structures (in the case of meet). (qjevant to an update transformation, as in the case of

The former implies that an e cient representation of o update formula for rys shown in x4.3.1, applied to
node attributes (unary predicates) that supports fast oocht & n for which Fot is de ned.8

Kleene operators over the whole vector of attributes, is

highly desirable. The other two strengthen this intuition,

however, they also hint that a topology-aware represen- 4.4.2 Domain operators based re nement

tation of binary predicate interpretation may promote ) ) o )
the validation and generation of intermediate structure. AN interesting approach, which is a novelty of our im-

Hence, we expect our implementation to improve in that plementation, is used to perform abstraction re nement,
essence as well. needed in order to retain precision of the abstract states,

Our implementation of the powerset domain complies 25 explained inx2.2. Our approach is based on the exclu-

with the strict 3-valued structure powerset lattice that ~SIV& use of domain-inherent operators, that is the meet
is discussed in 2]. This variant has some interesting and join operators. By doing so, we are able to avoid th?
properties, such as closure under a unique greatest lowerUS€ ©f focus and coerce, both of which are problematic
bound, and the uni cation of the meet operator with that ~ Parts of the 3-valued analysis framework of ¢].

of the general (containing) 3-valued structure powerset ~ While the principal use of meet to express structure
domain. This guarantees that meet operations using the '€ nement (i.e., focus) and ltering (i.e., precondition
algorithm described in [1, 2] would yield precise values enforcement) is explained and exempli ed in [1], the ap-

w.r.t. the bounded structure abstract domain that we are Plicability of such a mechanism for arbitrary re nement
using for the analysis. needs is in question: as it is well-known that 3-valued

structures are equivalent to a restricted, decidable fam-
. ) ) ily of logical formulas, it is evident that it cannot be used
4.4 Analysis speci cation to expressany re nement formula that the general focus
algorithm can handle, as the latter evaluates rst-order
logic formulas which are generally undecidable. Nonethe-
less, one of the important ndings implied by our im-
plementation, is that a simple meet-based re nement is
su cient for the re nements needs of the standard trans-
formation set that the framework supports. Speci cally,
we found that the only re nement required through the
standard analysis is such that focuses a reference by some
4.4.1 Abstraction schema reference variable, and such that focuses a reference of
the form y.n, wherey is a reference variable andch is a
reference eld.
However, an even more surprising fact that we man-
age to retain the precision of our transformations even
without the integrity constraint validation, as well as the

Our framework implements the join and meet operators,
as well as the embedding relation ¥ ), based on a fast
heuristic approach for computing structure embedding
and correspondence relations, as described ii,[2]. For

The proposed framework uses a unique approach to
e ciently represent the analysis specication, as well
as applies a new method for achieving precise ab-
straction re nement without the use of the dedicated,
general-purpose symbolic re nement algorithms men-
tioned in x2.2.

We provide an infrastructure for constructing per-
program analysis, by means of adding predicates that
correspond to program-specic variables and elds.
While this for itself is trivial, we do use a topological

guanti er inference, and the fast transitive closure compu tation,
presumably yielding a rather economical evaluation proces s com- 8This could be exemplied by a diagram, but was not due to
pared to the exhaustive one. time constraints. . .
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tightening functionality of coerce. These two criteria can
be explained separately.

Constraint validation. In the case of an arbitrary fo-
cus formula, a resulting \focused" structure might
not (conservatively) satisfy the re nement con-
straints, as expressed by the instrumentation predi-
cates. An example for such a case is the rst struc-
ture shown in Figure 3(b): the fact that ry., eval-
uates to 1, while the value ofn from the node for
which y holds and the summary node evaluates to
0, causes the constraint to be breached.

However, in the case of a tailored structure-based re-
nement, we can obviously avoid this kind of re ne-
ment consequences, if we assure that every structure
used for re nement|that is, to which a meet opera-
tor is applied together with some currently analyzed
structure|satis es the integrity constraints induced

by instrumentation predicate implementation. An
explicit example for a re nement structure set that
complies with this requirement is given in [1].

Abstraction tightening. While the renement in-
duced by a structure as the one described above nor-
mally results in a set of structures that are \sane",
it does not necessarily yield the most precise struc-
tures that it could have yielded, judging by the in-
terpretation of their instrumentation predicates. An
example for such a resulting structure is the second
structure shown in Figure 3(b). The sources for im-
precision with this structure lie within the fact that
the p binary predicate from the right-hand side node
to the left-hand side node evaluates to%, whereas by
the fact that ¢, holds for the left-hand side node
it could have been tightened to 1; and the fact the
both n and p binary predicates for the loop case of
the right-hand side node evaluate to1, whereas by
the fact that ¢, and ¢, do not hold for that node
they could be tightened to 0. We show how we re-
solve the former case, and claim (without explana-
tion) that the same method can be applied to the
latter case.

A straw-man solution to the tightening problem can
be found in the form of sub-case partial concretiza-
tion of the re ning structure set, down to the point
where all cases of a back edge from the right-hand
side node to the left-hand side one are enumerated
deterministically (i.e., to 0 and 1 values). While
this doesn't seem to be too complicated for the case
of just two con uent reference elds n and p, this
is de nitely problematic in the presence of an arbi-

it would require and enumeration in the order of X

structures to cover all sub-cases. Furthermore, all
that mass is there only to comply with the one par-
ticular case that the re ned structure corresponds
to...

Instead, we turn to a staged method for applying
re nement: we split the various cases of the value
of the n eld into distinct elements. Then, for each
such element, we construct a set of re nement sub-
cases, each of which focuses (among other things) on
a particular instrumentation predicate value Cnn,,
with 1 i k, while keeping all other pred-
icates cn;n;, and respectively returning n; edges,
non-deterministic (i.e., %), for all j 6 i. We know
that each resulting abstraction element generated by
meeting the processed structure with such a sub-case
re nement element must have the relevant n; back
edge focused. Thus, we now generate the meet of all
non-empty resulted elements, to get a single result
in which all these back edges are focused. Finally,
we join the result of all these (major) cases, to get
the complete set of re ned structures?

In the following section we describe preliminary results
of shape analysis run by our framework, and compare
them to those of TVLA.

5

We have tested our framework implementation for a set
of mini-benchmark programs, with whose analysis by
TVLA we are already acquainted. While these bench-
marks were far from thorough, and as they were mostly
used for tuning the implementation of transformations
and re nement operators, rather than testing the perfor-
mance of our analysis tool, we only describe the results
for the test program that is shown in Figure 1. This
benchmark induced the heaviest performance penalty
compared to its miniature size, as the deletion of a list el-
ement implies a relatively large number of possible heap
con gurations, corresponding to the dierent possible
positions of the deleted element within the list.

We used a slightly tweaked version of TVLA to ana-
lyze this program. Our analysis was using the standard
shape abstraction|the equivalent of what we have im-
plemented in our framework|with manual instrumenta-
tion update (i.e., without using automatic instrumenta-
tion di erencing, which tends to slow the analysis down

Initial Experimental Results

91'd love to give a detailed example by gure, but this was not
possible due to the combination of complexity of such a const ruct,
and the time constraints on the authoring. . .this method can be
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by an approximate factor of 2). The result is an analysis sent 3-valued structures and analysis schemas, and which
that takes more than 12 seconds to run, and consumesinduce a relatively well-optimized set of abstraction do-
over 3 MB of memory (peak), yielding slightly over 570 main operators. We described the use of such operators
structures for a set of 50 CFG nodes. to replace the functionality of general-purpose, heavy-
When run with our framework implementation, the weight re nement algorithms that are widely used in
analysis was completed in less than 500 miliseconds, TVLA. We demonstrated an analysis speed-up by an
yielding the same number of structures. Note that, as approximate factor of 20-25, for a small set of mini-
our framework is implemented in C, this time includes benchmarks, and we veri ed the precision of our analysis
the deallocation of all intermediate data objects that are compared to that of TVLA.
allocated during the analysis. Unfortunately, we did not  This work calls for immediate extensions, in the form
yet implement dynamic memory usage statistics, so we of a more thorough experimental session, and in particu-
cannot provide any evidence for memory footprint im- lar such that attempts to test the scalability of the analy-
provement, at the moment. Since the above tests were sis for bigger, complicated, real-world programs. Beyond
taken on a 1.6 GHz laptop machine, with the frame- that, further e ort is required in order to apply our tool
work code compiled and run with a Cygwin emulator, to achieve practical shape-related applications, like the
we also conducted another test on a stronger, 2.4 GHz compile-time GC framework described in P]. Being able
dual-processor machine running Linux. The time penalty to prove the applicability of such a framework for prac-
in this case dropped below 150 miliseconds for the wholetical purposes would be a highly desirable goal.
analysis. A separate possible e ort should aim at reducing the
While these results are not that astonishing, given the cost that is associated with abstraction in ation, due to
size of the analyzed program and with comparison to the high complexity of the abstraction domain. Several
real-world static analyses, they do indicate a performance ideas in that direction are being examined, and hopefully
improvement by a factor of 20-25 over that of TVLA. Wwill be brought to practice in the future.
An additional interesting detail about this result is that
most of the analysis time seems to be spent on the ex-
ecution of join operators, and in particular those that References
are used to propagate updated structures between CFG
nodes. While this is a surprising result, it is also an . . ) . g .
encouraging one, as it both indicates that our approach N9 abstractions. Master's thesis, Tel-Aviv Univer-
for conducting structure re nement and update is indeed sity, Oct. 2004.

highly e ective, as well as suggesting that further signi - [2] G. Arnold, R. Manevich, M. Sagiv, and R. Sha-

[1] G. Arnold. Combining heap analyses by intersect-

cant improvement can be achieved by optimizing a small ham. Intersecting heap abstractions with ap-

and restricted part of the implementation (namely, the plications to compile-ime memory manage-
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In addition to that, we have performed several other http://www.cs.tau.ac.ill  rumster/TR-2005-04-

tests on programs whose induced analysis scheme in-  135520.pdf.

volves cancel instrumentation predicates, in the presence

of which it was shown that more complicated re nement [3] P. Cousot and R. Cousot. Systematic design of pro-
methods are required. Our empirical results indicate that gram analysis frameworks. InSymp. on Princ. of
our re nement method sketched in x4.4.2 indeed results Prog. Lang., pages 269{282. ACM Press, 1979.

in precise and well-tightened structures. _ . .
[4] T. Lev-Ami and M. Sagiv. TVLA: A system for im-

plementing static analyses. InStatic Analysis Symp,

6 Conclusion pages 280{301, 2000.

] ] ) [5] T. W. Reps, M. Sagiv, and A. Loginov. Finite dif-
We have described our implementation of the 3-valued * ~ forencing of logical formulas for static analysis. In
logic based shape analysis, that is capable of conduct- ESOP, pages 380{398, 2003.
ing detailed and precise analyses that are comparable to
those performed using TVLA. We explained our unique [6] M. Sagiv, T. Reps, and R. Wilhelm. Parametric
approach for implementing this framework, which in- shape analysis via 3-valued logic. Trans. on Prog.
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