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Abstract

This is the second part of a two-part paper on informaticrothtically secure secret key agreement.
This paper focuses on the secret key rate problem undechtaenel modelln the channel model, a
set of two or more terminals wish to create a shared secretHatyis information-theoretically secure
from an eavesdropper. The rst terminal can choose a seguehdnputs to a discrete memoryless
broadcast channel, which has outputs at the other termamalsat the eavesdropper. After each channel
use, the terminals can engage in arbitrarily many roundstefactive authenticated communication over
a public channel; thus, each input by the rst terminal capatel on the previous inputs and the public
communication so far. At the end of the process each ternsinalild be able to generate the key. We
introduce a technique for proving that a given expressioands the secrecy rate from above. Using
this technique, a new upper bound on the secrecy rate in therglemulti-terminal case is proposed
that strictly improves the currently best known upper baung also derive a new lower bound on the

secrecy rate and prove that it strictly improves what is sy the best known lower bound.

Keywords Secret key agreement, unconditional security, secreggaiy, common randomness, public

discussion, channel model, security.

. INTRODUCTION

In this paper, we study the problem of determining the maximiaformation-theoretically secure
secret key rate against a passive eavesdropper in a wellrksetting in the information-theoretic security
literature, called thehannel model

The history of this model dates back to an early work by Wydé{,[who studied what may be called

a “degraded broadcast scenario”. In this setting Alice isnexted to Bob by a discrete memoryless
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channel. The eavesdropper, Eve, receives a noisy versidneobutput at Bob's end. In a subsequent
work, Csiszar and Korner [3] generalized Wyner's modelasguming that Alice is connected to Bob
and Eve through a broadcast channel. The channel from Adideve in this model is not necessarily a
degraded version of the channel between Alice and Bob. fgbénario, the secrecy rate, as one might
expect, would be zero if the channel from Alice to Eve is sgemthan the channel from Alice to Bob.

The scenario considered by Csiszar and Korner was fugkeeralized by Maurer [7], who made
the interesting observation that even if the channel froiceAto Eve is stronger than the channel from
Alice to Bob, Alice and Bob may still be able to generate a cammsecret key if we allow Bob to
send authenticated but public messages to Alice. This waten led to the formulation of the two main
models in this area, introduced by the works of Ahlswede asidZar [1], Csiszar and Narayan [4] and
Maurer [7], thesource modeland channel modelin this paper, we focus on the channel model. There
are m terminals interested in secret key generation against &ersary Eve. A discrete memoryless
broadcast channel exists from the rst terminal to all otheminals, and to Eve. The input to the
channel is governed by the rst terminal while the other tigvas, as well as Eve, observe the outputs
of the broadcast channel at their end. In what is traditignedlled the channel model, after each use
of the channel by the rst terminal, all the terminals are allowed to engage in arbitrary many rounds
of interactive authenticated communication over a pubtiarmel. We consider a generalization of this
where only the rstu terminals ¢ u m) are allowed such communication; terminals1 i m
listen and must participate in secret key generation, babhagtalk. This generalization is motivated by
the desire to put one-way capacity and interactive capacityhe same footing, and ts naturally with
the corresponding generalization that we made in the sauomel [6]. Note that we assume, mostly for
notational convenience, that terminal 1 is allowed to pgodite in the interactive authenticated public
communication.

Note that each input to the broadcast channel by the rst iteairis allowed to depend on the past
inputs and on the public communication so far. At the end eféhtire process, i.e. of theinputs and
of the interactive public communication after each inpw@cheterminall i  m generates random
variableS; as its secret key. Alg;'s should with high probability be equal to each other andy thieould
be approximately independent of Eve's whole informatiotetathe communication, i.e. the outputs
at Eve's end of the broadcast channel, and the entire pulditusision. The achieved secret key rate
would then be roughly%H (S1). The highest achievable secret key rate, asymptotically,iis called
the secrecy capacity. For a precise formulation see se2tion

Calculation of the exact secrecy capacity remains an uadoproblem, although some lower and
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upper bounds on this quantity are known. For the casa of2, the best known upper bound explicitly
mentioned in the literature, as far as we are awareirgsupy ) | (X;Y);supy) | (X;Y]Z))], which
was proposed by Maurer [7]. This can however be easily gépedgaoinfs , . [SUPy | (X YiZ).
The best know lower bound, as far as we are aware, is

SUPy maxfsup, y x vz[(UiYV) 1(U;ZiV)Lsupy y v xz [H(U;XiV)  1(U;ZjV)lg,
which one can nd in [4], [7].

In this paper, we improve the above mentioned upper boundseosecret key rate. Our proof technique
is similar to the one for proving upper bounds in the rst paftthis paper [6], but this paper can be
read independently of [6]. The idea is to de ne a potentialdiion and show that for any valid secret
key generating protocol, the potential function startsrirthe upper bound and decreases as we move
along the protocol, and eventually becomes equal to theeaetiisecret key rate of the protocol.

We also derive lower bounds on the secrecy rate by explodgimgnew lower bound on the secrecy
rate in the source model, which was proved in [6]. An examplprovided to show that the new bound
is strictly better thannfs , . [SUpyx) I (X YiZ)).

The outline of this paper is as follows. In section 2, we idtroe the basic notations and de nitions
used in this paper. Section 3 contains the main results sfgghper. This is followed by section 4 and

two appendices which give proofs for the results.

1. DEFINITIONS AND NOTATION

Throughout this paper we assumig, Xz, ...., X, andZ arem + 1 possibly dependent random
variables each taking values from a nite set.

Our multi-terminal channel model is basically the same &sdhe studied in the literature, see e.g.
[8]. We however relax the uniformity condition on the genedasecret key. Maurer in [7] argued that the
assumption of uniformity could always be added without losgenerality. We study the weak notion of
secrecy throughout this paper and assume thahatrminals are interested in secret key generation. It
is known that the weak and strong secret key rates are equa{B model is however somewhat more
general in the sense that it assumes that only some of théentdsnare able to participate in the public
discussion. Throughout this paper, we assume that terenind}:::;;u (1 u m) are allowed to talk
while terminalsu + 1;u + 2;::;;m are silent.

Given an ordered sequence mfrandom variables taking values from some nite set we dertloge
i of these by notation such &6(i). We write X 11 for (X (1); X (2);:::; X (i)). For X I we will often

instead writeX ".
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De nition 1. Let q(x2; X3; :::; Xm; ZjX1) be a conditional distributiom be a natural number,be a posi-
tive real numbe!rp = é C 1!; C ;5 Cp) be acollection ofi nite sets of discrete random variab!lési :
i=1;2::n. EacﬁlCi is a nite set of discrete random variabfe@:i = é Ci(l)!; Ci(2); :::!; Ci(r(i))).
Let M1, Mg, ..., My, XTI, X3, .., X}, Z" andSy, Sy, ..., Sm beu+(m +1)n+ m discrete random
variables.

Consider the following conditions:

1) Fori=1;2;:;n:

P(X2(i) = X2(i); 5 Xm (i) = xm(1);Z(0) = z()iX ' = xFT; X3 P=x3' LungXh 1=
xti Lzl 1= ZL0 1My = my;i My = my) =
a(x2(i) ; 25 xm (1) 5 2() jx2 (1)) ;
2) Fori=1;::;n:
H(X1()iC1 Coitt Ci 1My XE 1) =0;

3) P(M1::MyX1(1); X2(1); 25 Xm (1); Z(1)) = p(Ma)::p(Mu)p(X 1(1); X2(1); 15 Xm (1); Z(1));

4) H!(Ci(j)!jcl!; Cz;:::!; Ci !1Ci1:j XXMg)=0 8s:1 s u; s=j modulom. This means
that the indexing of the communications is done in roundmrabider and each communication is
adapted to the available information of the communicator.

Furthermor(!a,Ci(j) =0 8i;j;s :j = s modulom ands > u. This means thad-th terminal is not
allowed to participate in the communication;

5) H(Si!jC;Xi”Mi)zo forl i wu
H(Si!jC;Xi”) =0 foru+1 i m.

This means tha$; is created byi-th terminal at the end of the entire process;

6) P(S1=S;=S3=::=Sy)>1 . This ensures the reliability of the generated keys;

7 %I (Sl;Z”!; C) < . This ensures that the generated key is almost hidden freneadkiesdropper.

Intuitively, n represents the number of communication rou!rﬂ:,s;represents communications at the
i-th stageM1, Mo, ..., M represents external randomness provided to theurtgrminals.

The data typing condition SK(n, , Si, Sy, Ss,..., Sm,! C,M1;Mg; My, X155 X2 Xm:Zn) is
said to hold iff all above-mentioned conditions are satik &0 any Sk data type, we assign a number
called thegain of the SK- data type which is de ned a%H (S1).

De nition 2: C.y (u; g(X2X3:::XmZjX1)), the secret key rate, is de ned as:

limsup . sup Gain(SK)
nil SKc (n;;S1:52;S3;:58m ; CiM 155 M X DX 8 X nZn)
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De nition 3: Cch (u; q(X2X3:::XmzjX1)), the channel model secret key rate, is de ned as:

Iilm0 Cch (u; g(x2X3:::Xm ZjX1))

Note that we have allowed the rst user to participate in thble discussion and to randomize.
Further, all the terminals who participate in the publiccdission, i.e. terminald i u, are allowed
to randomize. The assumption on the participation of thé tesminal in the public discussion can be
removed but this terminal must be allowed to randomize. @tise, the inputs to the broadcast channel
will be always a deterministic function of the public comnzation and thus known to the eavesdropper,
resulting in zero secret key rate. It is legitimate to difietiate between the ability to randomize and
the ability to participate in the public discussion as lorggtlae rst user is concerned. For the sake of

notational simplicity, however, we allow the rst user torpeipate in the public discussion.

I1l. STATEMENT OF THE RESULTS

In this section, the main results of the paper are formalspnted as theorems 1 through 4. Following
each result there is an informal discussion of it in orderit@ @n intuitive feeling for the result.
Theorem 1For eachj 1, let' ;(p(X1;X2;:::;Xm; Z)) be a real-valued function from the set aff
probability distributions de ned on a product @ny m + 1 nite sets. We sometimes use the notation
" (X X2y X3p i XmkZ) to refer to' j(p(X1;X2; 15 Xm; 2)) when (X 1; X255 X m; Z) has the law
p(X1; 5 Xm; Z2). For any conditional distribution(X2; X3; ::3; Xm; ZjX1),
(A(X2; X35 25 Xm; Z]X1)) = SUP g(x,) * 1(A(X1):0(X2; X3; 1235 Xm ; Z]X1))
would be an upper bound ddcy (U; g(X2; X3; :::Xm; ZjX1)), the channel model secrecy rate assuming
that only the rstu terminals are permitted to talk, if;(j = 1;2;::) satisfy the following for all
P(X1;X2; 5 Xm; Z):
1) Whenever
H(XJX1)=0 and
X1X2:XmZ  Xp X9 XX2:x8z%nd
p(x9; x8; 11 x% 5 29%9) = a(x 2; X3 112 Xm s ZiX1)
are true, we have:
Ve (XX XX S i XX QkZZ Y 1 (X1 X255 XmKZ) + (A(X 25 X35 555 Xm ) ZiX1));
2) For any random variable such that9i u:H(FjX;)=0, we have:
(X Xy XmkZ) o (XaF XoF i XimFKZF),
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3) For any random variables ;X 9;:::: X 9 such thati : H (X 3X;) =0, we have:
(XX nnXmkZ) (XX X O kZ);
4) " j(X1;X2; 5 XmkZ)  H(X4j2) i i1y H (X 1jXi);
5) Whenever for random variablég,, Mo, ..., My
P(M1;Mo; My X1, X2 X3 XmiZ) = p(M1)p(M2):p(My)p(X1; Xo; X3; i Xm Z)
is true, we have:
(X X XmkZ) (M X 1 MoX s M Xy Xgsr s i XmKZ).

Discussion:For eachj 1, the quantity’ ; (p(X1; X2;:::;Xm; 2)) can be intuitively understood as
representing the secret key rate per channel use that isbf@#swe insist on rst usingj channel
uses to create the distributiguix1; X2; :::; Xm; z) and then work with this distribution as the “raw” joint
distribution across a new discrete memoryless channeh Wis rough picture in mind, condition 1 can
be understood as saying that having already insisted onimgpvidth aj -channel us@(x1; X2; :33; Xm}; 2),
one more use of the channel can at most buy us the channelityapa@a per use basis. Condition 2
says that further insistence on working with a distributibiat results from a particular kind of use
of the authenticated public channel by any termital i u cannot increase the per channel use
secrecy rate. Condition 3 has a similar interpretation.hEafcthese conditions has been stated only for
the case where the corresponding maps are deterministicjsttsuf cient because the possibility of
randomization by any of the rsti terminals is covered by condition 5. The right hand side afdition
4 is a convenient expression that is easily seen to be a loaandon the corresponding secrecy rate;
other such expressions would have worked as well. Finatpdition 5 would apply if independent
randomization was freely available to the terminals who i i.e. terminalsl i u.

Theorem 2.Let [m] and [u] respectively denote the sef4;2;:::;mg, f1;2;:::;ug. For every =

( ;B [m]) such that for eachi-tuple (R1; R2;:::; Ry) of real numbers we have
P P P

B:s e Wwe:esim B 28 W= LR
the following inequality holds:
Cen (U5 (X2; X35 11 Xm ; ZJX1))
SUPy(x,) FINfpajx X miz) [H (X222 XjJ) (Xl;Xz;:::;Xu;XL(li)l;:::;X,(nS)kJ)+
I (X1X2:: Xm:JjZ)] g.
In this expression{X 1; X 2;:::; Xm;J;Z) have the lawp(X1)q(X2; 35 Xm; ZX1)P(j jX1; 555 Xm; 2), IS
the mnemonic fo( g;B [m]), and (Xl;Xz;:::;Xu;Xfli)l;:::;Xrﬁf)kJ) is de ned as

P -
B:8 [m]e [ue::Bsm] BHXs @iXged):

Discussion:The above upper bound can be written as the in mum over thefsell valid of
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SUPy(x,) FINfpaijx X miz) [H (X222 X ) ) (Xl;Xz;:::;Xu;Xl(Ji)l;:::;X,(nS)kJ)+
I (X1 X2::Xm:JjZ)] g.

If the in mum over is swapped with the supremum ov#ix1), one gets the following lower bound

on our upper bound by applying theorem 6 of the rst part obthaper:
I (X1X2::Xm:JjZ)] g.

For the notation see [6]. We were not able to prove that thigllemexpression is an upper bound on
CcH (U; g(X2; X35 1::Xm; ZIX1)) -

Theorem 31In the case ofn = 2, the new upper bound 08¢y (2; q(y; Zjx)) equals

SUPyx) INfa[I (X5 Y]I) + (XY ;JjZ)].

This bound strictly improves th@in[supyx) | (X;Y);supyx) | (X;Y kZ))] bound proposed by Maurer
[7]. It also improves the stronger upper boumds , . Supyy) ! (X;Y]jZ) mentioned in the intro-
duction.

Discussioninfz , y Supyy I (X :YjZ) is an upper bound o8¢H (2; q(y; zjx)) because for every
choice ofp(zjz) the channel model secrecy rate is no bigger thap, ) | (X :YjZ). We will in fact
prove that the new bound is strictly smaller thamp,, inf> , «y 1(X;YjZ), which in tumn is no
bigger thaninf> ,  supyy) | (X;Y]jZ).

Theorem 4Assume thaty p are two arbitrary natural numbers a(d;; U,;::;;Up) are arbitrary
random variables satisfying the following properties:

Ui (i =1;2;::;p) takes values from a nite set;
P(Ug; Ug; i UpjX 13 X2, X355 Xy Z) = Qipzl P(UijUsi 1Xi mod m);
Forallr>u, we haveU; =0 8i:i r MO
Cch (U; g(X2; X3; ::Xm; ZjX1)) is bounded from below by
SUPy(x,) i Poglming ¢ m 1 (U5 XejUry 1) 1(Uj5ZjUry 1)]
where (X 1; X 2; 1 Xm; Z; Ug; i Up) inside the supremum has joint distribution
P(X1)a(X2; X35 :::2Xm; 21X 1)p(Ug; Uz; i UpjX 15 X2, X 3505 Xy Z).

In the case ofn = 2, the new lower bound ofcH (2; q(y; zjx)) derived by taking supremum over
all valid (q;p; Ur; Uz; 12 Up) strictly improves thesup, i [max(S(X ;Y (9kz); S(X 9); YkZ))] lower
bound, where in this expressioB(X ;Y (9kzZ) is the source-model one way secrecy rate fi¥nio Y
in the presence of, see [6].

In this Theoremg (written in italics) is a non-negative integer and should be confused with the

conditional distributiong(X2; X3; :::Xm; ZjX1).
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Discussion:Cc (U; q(X2; X3; :::Xm; ZjX1)) is bounded from below by
SUPy(x,) S(X1; X 2; :::;Xu;Xl(ff1 ; :::;X,ﬁf)kZ) (see [6] for the notation)
because the rst terminal can always insert i.i.d. repatisi of anyp(x;) at the input of the broad-
cast channel[7]. We then apply theorem 7 of the rst part db thaper [6] to bound from below
S(Xl;Xz;:::;Xu;Xt(ffl;:::;Xr(ﬁ)kZ) by
i Poglming ¢ m 1 (Ui XUy 1) 1(Uj5ZjUrg 1))
The proof for this theorem mainly involves proving that iretbase oim = 2, the new lower bound

strictly improves thesupy,, [max(S(X ; Y 9kZ); S(X (); YkZ))] lower bound.

IV. PROOFS OFTHEOREMS1-4

Proof of Theorem 1Fix a probability distributiorg(X2; Xs; ::3; Xm; zjX1) and assume that1; X 2; 35 X
andZ take values from the discrete nite sets, i =1::m+1. Forevery > 0and > 0, one can
nd a valid data type Sk (n, , Si1, Sz, Ss, ..., Sm,! C,M1;Mag; My, XT3 X255 X Z2™) whose
gain is within  of C, (u; q(X2; 125 Xm; ZjX1)) .

We have:

N (A(X2; X3; 515 Xm ) ZjX1))
(n 1) (a(x2;%3; 5 Xm Zjxg)) + " (X E X X L kzt)
(n 1) (a(X2;X3; 5 Xm;zixa)) + 1M X EMoXd M X L X, Xt kzh
(n 1) (a(X2;%3;:5 Xm; ZjX1))
+ ! 1(M1XI}C1;szgcl;:::;MuXécl;Xj,,i cl:::x,ﬁclkz'icl) i
(N 2) (d(x2;X3; 5 Xm; ZjX1))
+ 2(M1X11:|2C1;M2X21:|QC 1;:::;MUXL}:|2C1;X&;21 C1:::X,};|2C1k21:|201)
(N 2) (a(x2;X3; 15 Xm; ZjX1))
+' (M 1X11:I2C 1;2;M2X21:|2C 1;2;:::;MUX&:I2C 1;2;X&;Zi C1;2:::X#{I2C1;2k21:I2C 1:2)
(N 3) (alx2;X3; 55 Xm; ZjX1))
+ ' 3(M 1X111I3C 1;2;M2X%1|3C 1;2;:::;MUX31I3C 1;2;Xjf;{ Cl;zs::X,};%Cl;zkzlz%C 1:2)

| | | | | |
"n(M 1X%:n Cin; MZX%:n Cuinsiiy MUX&:n Cl:n;X&ﬂ Cl:n:::xr%]:n Cinkzn C1n)

.I .I .I .I .I .I
"n(M 1X%'n Cuin; sz%.n Cinsiiy MUX&'n Cl:n;X&i-n:.L Cl:n:::xr%{n Cl:nkzl'n Cu1n)

|
' n(S1;S2; 15 SmkZ M C 1)
S 1h Pm .

H(S1jZ*"C 1) j=2 H(S1)S)

NCch (U q(X2; X351 Xm; ZiX1)))  n (m  1h()+ n IOQQ{‘llj il
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The last inequality in this chain is a consequence of Famgguality. The inequality and its analogs
are valid because satis es property number 1 of theorem 1. All the other indijiga are consequence
of other properties required in theorem 1, in a straightoowvay.

The above inequalities show that

(X1;X2; X355 XmkZ)  Ceyy (U5 A(X2; X35 11 Xm 5 Z1X1))) m_ih()+ n IogQi”;lj ij]-

The rst part of the theorem is proved by taking the limit asnd go to zero.

Proof of Theorem 2Fix a =( ;B [m]) satisfying the conditions of the theorem. In order to

prove this theorem, it is enough to verify the ve conditioostheorem 1 when for afl 1 we set:

" (X1 X2 X g XmkZ) = (X1 X 25 X355 XmK2Z) 1)
= inf H(X1Xu}d) (X1 X215 Xus X 9 s X (kD)
+ 1 (X1 X2:: X JKZ)

where (X1;X5; :::;XL,;XL(f;_)1 ; :::;X,(ns)kJ) is as in the statement of the Theorem. In appendix |, we
show that this choice satis es the ve conditions of Theorémhus completing the proof.

Proof of Theorem 3The only possible value for¢;q and ¢,4 in the case ofm = u = 2 is one.
The upper bound, therefore reducestm, ) inf;[I (X;YjJ)+ 1 (XY ;JjZ)]. In order to prove that this
bound strictly improvesup, ) infz , yy 1(X :YjZ) we use the example of Renner and Wolf in [9].
X andY take values from the sd{0; 1; 2; 3g. Assuming thatP (X = i) = p;, Table (l) characterizes
the conditional probability distribution of given X . The conditional distribution oZ givenX andY
is speci ed by the following equation:

8
S (X +Y) mod 2 if X 2f0;1g

7Z =
' X mod 2 if X 2f23g

Renner and Wolf proved that for the choicemf= % fori =0;1;2;3 andU = b%c, one has
3
I(X;Y#Z):E I(X;Y #ZU)=0

wherel (X ;Y #Z), known as the intrinsic information is de ned &sf> , . 1(X;YjZ) [9].

Therefore

supyll (XY #2) 3

The proof will be completed if we can show thap,, inf;[I (X;YjJ) + 1 (XY ;JjZ)] 1
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TABLE |

JOINT PROBABILITY DISTRIBUTION OF X AND Y

X
Y 0 1 2 3
O[3p0 2pr O O
1|ipp i 0 O
2|1 0 0 p O
3| 0 0 0 ps

Let 8
<u if U=0

Jo= .
- Uz if U=1

We can upper bounsupy infy[I (X;Y]jJ) + 1 (XY ;JjZ)] by supyo[l (X;Y]do) + 1(XY ;IojZ)].
Sincel (X;Y]Jo) =0 andl (XY ;JojZ) 1 for all p(x), supyyy infa[l (X;Y]jI)+ 1 (XY ;JjZ)] is
less than or equal to one.
Proof of Theorem 4Cch (U; q(X2; X3; :’Xm; ZjX1)) is bounded from below by
SUPy(x,) S(X1; X 2; :::;Xu;Xl(ff1 ; :::;X,ﬁf)kZ) (see [6] for the notation)
because the rst terminal can always insert i.i.d. repatisi of anyp(x1) at the input of the broadcast
channel[7]. We apply theorem 7 of the rst part of this papebbund from below
S(Xl;Xz;:::;Xu;Xt(Ji)l;:::;Xrﬁf)kZ) by
i Pogming ¢ m (U5 XU 1) 1(Y;5ZjUrg 1))
For the case ofn = 2, we rst prove that the new lower bound dB¢c (2; q(y; zjx)) is not worse
than supyx) [max(S(X ; Y 9kz); S(X ;Y kZ))].
Take some particulap(x), and consider random variablés, Y and Z with the joint distribution
p(x)q(y; zjx). Take arbitrary random variablég andV, satisfying the Markov chai, Vi X
YZ Letp=qgq=3 andU; = Vo, U, = 0, U3 = V;. The lower bound achieved by this choice
of p(x), p, q and (Uy; Us; U3) is | (V2; Y V1) 1 (V2;ZjVy1). Therefore the new lower bound is no
worse tharsupy ) S(X .Y (9kZ). It can be similarly proved that the new lower bound is no wdisan
SUPx) S(X; Y OkZ).

Now we construct an example in which the new lower boundtstrimproves
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SUP o [Max(S(X; Y 9kzZ); S(X ;Y kZ))].

Assumethak = (X1;X2),Y =(Y1;Y2),Z =(21;Z5). The conditional distribution ofYy; Y2;Z1;Z>)
givenX; and X is de ned in gure 1. We prove that the upper bousdp,x, | (X;Y]jZ) is equal to
the new lower bound but is not strictly greater than the mnesilower bound.

In appendix I, with reference to gure 1 witlk = (X1;X2), Y =(Y1;Y2) andZ =(Z31;Z7), it is
shown that for an < < 1, 1 (X;YjZ) strictly increases when

X1 and X are not independent and we replgge 1; X 2)p(Y; ZjX) with p(X1)p(X2)p(Y;ZjX);
we change the distribution of 1 to a uniform distribution ifX, and X, are independent b ; is
not uniform;

we change the distribution of, to a uniform distribution ifX1 and X, are independent b is

not uniform.

But whenX 1 andX , are independent, the paiiX 1; Y1; Z1) and(X2; Y2; Z,) will become independent
and the upper bounld X ;YjZ) = | (X1;Y1jZ1)+ 1 (X2;Y2jZ2) = 1 (X1;Y1) 1(X1;Z1)+ 1(Y2; X2)
I (Y2; Z,) will become achievable by the choice 0f = X1 andU; = Y>.
Now, we will prove that
SUP ) [Max(S(X ;Y 9kzZ); S(X ;Y kZ))]
is strictly less than
supyxy 1 (X;Y]2).
Assume that this is not the case. Since for every choiga(xf, | (X ;YjZ) is as big as
max(S(X ;Y ®kz): S(X 9);YkZ))
the supremum of the maximum of the two one way rates must mappenX; andX, are independent
and have a uniform distribution. But in the proof of theorerofthe rst part of this paper, it is shown

that under these circumstandg¥ ; YjZ) strictly exceedsnax(S(X ;Y (9kz); S(X ®;YkZ)).

V. DISCUSSION

We have derived a new lower bound and upper bound on the geatecunder the channel model. The
latter was proved using a general technique for proving dhegrtain expression bounds the secrecy rate
from above, while the former was proved using the fact Baf; (u; q(X2; X3; :::Xm; ZjX1)) is bounded
from below bysup,y,) S(X1; X2; :::;XL,;XL(ﬁ,)1 ; :::;X,ﬁf)kZ).

The exact relation of the secrecy rate under the channel Inrasde source model remains an open

problem. Both the new lower bound and the new upper bound thevgeneric form of
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Fig. 1. The conditional distribution dfY1;Y2;Z1;Z>) given X1 and X».

SUP(x,) F (P(X1)d(X2; X3; 111Xm; Z]X1)) -
One can then conjecture th@tn (U; g(X2; X3; :::Xm; ZjX1)) equals
SUPy(x,) S(Xl;Xz;:::;Xu;Xfli)l;:::;Xr(rf)kZ).
If true, using the theorem 5 of the rst part of this paper for= 2, one can boun€cy (2; q(y; zjx))
from above by
SUPL(,) INfa f 3 (S(X1; X 2515 X (K et )5 255 (X m ) OKI)) +
St one way(X1X2::Xm;JOkZ)g
f R o 7! R ¢ is an arbitrary strictly increasing convex function ahebne-way secrecy rates
de ned as
St one way(X;Y©OkZ) =supy y x yz[f (H(UJZV)) f(H(UY V).
We do not know if this expression actually serves as an uppand onCcy (2;q(y; zjx)) for all
appropriate choices df, or less ambitiously for the particular choice ofx) = x. If it does, it may
represent an strict improvement over previous bounds.r@tbe, it will be evidence against the original

conjecture.

APPENDIX |

In this appendix, we prove thattheg,j 1 proposed in eqn. (1) satisfy the ve properties of Theorem
1. Recallthat =( ;B [m]) is assumed to verify the conditions in the statement of #m@o02.
Let
(X1;X2; X3 Xm JkZ) = H(X 1 Xyjd)
(X1; X2; :::;XU;XL(J‘?l ; :::;Xr(ns)k\]) + I (X1 X2::: X m; JkZ)

where (X 1;X2; :::;Xu;Xl(j‘_)1 : :::;Xr(ﬁ)k;l) is as in the statement of theorem 2.
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In this appendix, for any subs& of [m] = f1;2; 3;:::;; mg, we use the notatioiXg in reference to
the set of random variabldX;k 2 B).
Property 1.
It is required to verify that:
inf ( (XaX QXX XX Xm X $; FkZZ9)
info( (X123 X2: X325 X FRZ)) + - (Ax25 X35 255 Xim; ZKX 1))
From the continuity of the relevant information theoretimétions, for any > 0 one can bound from
below
(a(X2; X3; 355 Xm ; ZKX1)) by
XXX x8:3%z9  for somed %0
We will prove that the above inequality holds when we replaggX2; X3; ::; Xm ; ZkX1)) by this lower
bound. Without loss of generality, we can further assume tha
0 XX XmZ  Xp X9 XX Qx9z0  Joo
because in the corresponding optimization problems depethd
on p(FIX 1X2::X mZ) andp(J %X IX 9:::x 229,
In order to prove that
inf, (XX 9 XX XX XmX 2 $kzZ9
info (X1 X2 Xa i Xm; FRZ)+ (XY XXX 3%z9
it would be enough to show that for any arbitral{ satisfying
JO XiXouiXmZ Xp X9 XX Qx9z0 309
the following inequality holds:
(XX XX XX Qi X X 83 0 %zZ 9
XX Xg i Xmd%kzZ)+ (XXX 9, x253%zZ9.
We claim that the following two inequalities hold:
H (XX X 90X 9328 39 (XX D XX 8 Xy X 9 (X1 X 0,1) )55 (X X Q) Ok 0§
H(X1::XujJd9 (X1;X2;:::;Xu;Xl(j‘_)l;:::;Xr(ﬁ)kJ(b+
H (X %X 05399 X%XY,; :::;XS;XS&? : :::;X:,gs)kJC’?;
and
(X1 X2 X X X §:::x 8, 390927 9
| (X1X2::Xm; 39Z) + 1(X X 2::x 85 39%Z9.
Starting from the last inequality:
(X1 X2 Xy X X §:::x 9, 30§27 9 =
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HID%zz9 HEU%ZZ X X2 Xy XX §::X 8)
H(J92z9+ H(3%zz9
HI9ZZ X 1 X2 Xy XX 90X 0y HI%PIZZ K 1 XX iy X X 9::X Q)
HI9Z)+ HE%Z9 H9ZX1X2::Xm) H@%9ZX X 9:X )
| (X1 X2 X 39Z) + (XX 2::x 2539979

In stepi, we have used the Markov property

JO X XouiXmZ Xp X9 XX Qx9z0 300

It remains to prove the other inequality. We rst prove that every seB  [m]:

H(Xg X3 [u]jXchgcJoJ(’? H(X1jXgeX2.J00% =

H(Xg [iXe:d9 H(X1jXgd9+ H(XS 1, iiX2:3% H(XPxXZ.I%
This equality is true because

H(Xs wXg iXe:Xg.30%=

H(Xg wX3 [u]xlijcxgcJOJogz

H(X1jXg:X3:J0%9+ H(Xg X3 [u]jxlecxgcJOJC’?:i

H(X1jXgeX3:J0%+ H(Xp iX1 XX JU% +

HXE iX1XXe uXgeXg.30%="

H(X1jXg:XZ:JU%+ H(Xg iX1Xped)+ H(Xg iX7Xg8.3% =
H(X1jXg:X g JU%+ H(Xp uiXped) H(X1jXged)+ H(XZ ;iXgcd% H(XPXZ.3%.

(u]

In stepi, we have used the fact theit(X JjX ;) = 0 and in stedi, we have used the Markov property
JO XiXouiXmZ Xp X9 XX Qx9z0 309

This property lets us to rewrite the inequality we would likeprove in a new form:

H(X1jJ%J3%
P -
B:8 (s [ue::em BHX1iXp:Xg:I%I%
H (X 1jJ9
P -
B:g (mB [ue:Bem BHX1XgI)+
H (X 539
P

BB [m:B [ue;Bem BH (ijxg“]og
Further, we can restrict the summation on those Bessich thatl 2 B (otherwise the term in question
would be zero).
From the de nition of , we can write;
i B8 [m:B [u6::Be[m:128 B — 1 (this could be proved by settinB; = 1, andR; = 0 for

1<i u).
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Therefore
H(X1jJ%J3% i B:8 (mB [ue:Bem BHMX1iXgeXg:.JW% =
P . .
B8 mpe [ue:serm BIH(X1I%I%  H(X4jXpeX.JU%] =
88 (mys [ue;sem B! (X1iXpXgjIT%.
Similarly we can rewrite the two other expressions. It wolikedthen enough to prove that
(X1, XgeXgejdVOY 1(X1;Xpejd9+ 1(X1;XZ:j3%
forall B [m] such thatB 6 [ m]and12 B.
We have:
I (X1;XgeX3:jdV% = H(XgeX2:jIU%G H(XgeX2.jIU%% )
H(Xg:jd9+ H(X3:jI% H(XpeX3.jaW% ) ="
H(Xgejd)+ H(XZ3jI% H(Xp:jdX1) H(XEjI% ) =
(X1, XBejd9 + 1(X1;XZ:j39.
In stepi, we have usedd (X JjX 1) =0 and the Markov property

JO XiXouiXmZ Xp X9 XX Qx9z0 309

Property 2.
Letl i uandletH(FjX;)=0.We need to prove that:
infy (- (X1;X2; X3, X $KZ))
inf o(  (X1F; X2oF; X3F; i XmF; FKZF))
It is enough to prove that for any, there is al° such that:
(X1;X2; X3; 5 Xm; JkZ) (X1F; XoF; X3F ;i X mF i J%ZF)
LetJ%= JF. Sincel (F;J jZ) 0, one can show that the above inequality would hold if:
H(FjJ) P B:B [m]B [u]é::BE[m] sH(FjXg:J) O.
SinceH (FjX;) =0, we can rewrite the above inequality as follows:
HEFD)  oa mie (e es(myize 8H(FiXg:d) O
H(FjXg<J) is bounded from above bM (FjJ) hence
HFD) 98 (s (e seimiize 8H (FIXe:J)
H(FjJ):(1 BB [m]:B [u6::Be[m]:i2B B)-

But
P —
1 B:B [m];B [u]6;;B&[m]i2B B — 0

This could be proved by setting; =1, andR; =0 otherwise in the inequality involving;'s.
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Property 3.

We need to prove that:
infy( (X1;X2; X355 X m; $KZ))
inf o( (XXX XD FKZ))

It is enough to prove that for any:
(X1 X2 X355 XmsdkZ) (XX XS, X 95 JkzZ)

It is clear that
| (X1 X220 X m: JjZ)  1(X9X9::x 25 3jz).

It remains to show that the rst two terms of the expressitrat tis
H (X 1::Xyjd) (Xl;Xz;:::;Xu;XL(li)l;:::;X,ﬁf)k\]),

does not increase when we repldoe;; X ;5 Xm; Z; J) with (X9 X855 X2:2;9).

Since we can repladgX 1; X 2; ;X m)s with (X % X 952X 0) one at a time, it is enough to consider
the case that we only change one component, that is we reface&X »; :::; X m) by
(X1 X255 X5 13X % X155 X Q).

The proof can be completed by considering the two casg¢s-af andj u separately. In the case
j>u ,wenotethat (X1;Xo; :::;XL,;XL(I?1 ; :::;X,ﬁf)k\]) increases term by term while (X 1 X 2:::X 4jJ)
remains constant. In cage u, we note that for every sdB that does not contaif, the term

sH(Xg [yJXB:cJ) decreases as we repla¥e by on_ If the setB includesj, we have:
H(Xg @iXe:d)= HX@ )t jgXjiXeed)=
H(X@ pt joXiX[iXsed) =
HX@E i jgXJXeed)+ HXGIXXeX @ uyr jgd)
HX@ wyr joXiiXeed)+ HXG XX 1 jgd)
So, in order to prove the inequality, it would be enough tovprthat
H (XXX a1 jgd) i B8 ()8 [ul6:Be(m];2B sH (X[ iX{ X1 jgd) O
But the left hand side is zero sinCeg.g |mis [us::Be(mj2e B =1

Property 4.
" (X1 X2 X355 XmkZ) can be lower bounded as follows (in the following formula &s called
valid if it veri es the conditions in the statement of Theore?):
(X Xy Xz XmkZ) o infyaig finfy H(X 1 X))
(Xl;Xg;:::;XU;XL(,i)l;:::;X,(T?)kJ)+ [ (X1 X2::Xm:;JkZ) g=
inf 3 finfyiq H (X 1::XyjJ) (Xl;Xg;:::;Xu;Xl(j‘_)l;:::;Xr(ns)kJ)+ | (X1 X2::Xm;JkZ) g
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By applying Theorem 6 of the rst part of this paper [6] and theality theory, one gets the following
lower bound on j (X 1;X2; X3;::5; XmkZ):

" 1(X 1y X5 X35 XmkZ )

inf; S(X1J;X2J;:::X0d; Ky ) (XmI)OKI) + 1 (X1 X2 X m; IOKZ) .
According to Theorem 5 of the [6],

inf; S(X1J;X2J;::Xud; Ky 1) (XmI)OKI) + 1 (X1 X 2::X m; IOkZ)
is an upper bound on

S(Xl;Xz;:::;XU;XS?ls::;X,%S)kZ)
which is in turn bounded from below by

. P .
H (X1jZ) i, H(X1jX;).

P
Therefore' (X1;X2; X3;:5XmkZ)  H(X1j2) M H (X 1jXi).

Property 5.

We need to prove that:
infy (- (X1;X2; X3, X $KZ))
inf 5o( (X1M1; XoMo; i X aMy; X gt 225 Xm; $%2))
It is enough to prove that for any, there is al° such that:
(X1;X2; X35 Xm; JkZ) (X1M1; XoMo: i XMy Xuer 25 Xm: J%2)
We de ne J%in a way that it has the same joint distribution Witk 1; X »;:::; X m:Z) asJ has but at
the same be independent df;M,:::M . One can then prove that:
H(X1iM1::XyMyjd9 (X1M1;X2M2;:::;XUMU;XSS;)1;:::;Xr(ﬁ)k\]()+
I (X1 X2::XmM 1M ;:342) =
H (X 1::XjJd) (X1;X2;:::;XU;XL(J?l;:::;Xr(ﬁ)kJ)+ | (X1 X2 X3 JjZ) +
H(Mq)+ i+ H(My)
i B:B [m]B [u6::B&m] B 28 [uH (Mi)
But
H(M1)+ H(M2)+ i+ H(My)
i B:B [m]B [u6::B&[m] B 28 [uH (Mi)

is zero (this could be proved using the de nition ofand by settingR; = H(M;) for 1 i u).
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APPENDIXII

In this appendix, we will prove that for anyin the interval(0; 1), | (X ;YjZ) strictly increases in the

following three cases:

X1 and X are not independent and we replgge 1; X2)p(Y; ZjX) with p(X1)p(X2)p(Y;ZjX).
we change the distribution of ; to a uniform distribution ifX, and X, are independent b ; is
not uniform.
we change the distribution of, to a uniform distribution ifX1 and X, are independent b is
not uniform.

Case 1:

L(X5YJZ) = 1 (X1X2; Y1Y2]Z1Z5) = H(Y1Y2]Z1Z2)  H(Y1Y2]Z1Z2X1X2).
SinceY1Z1 X1 X2 YaoZ,, we can work out the second term

H (Y1Y2]Z1Z5X1X2) = H(Y1jZ1Z2X1X2)+ H(Y2]Z21Z5X1X Y1) = H(Y1jZ1X 1)+ H (Y2)X2Z3).
The rst term can be bounded from above as follows:

H(Y1Y2jZ1Z2) = H(Y2jZ1Z2) + H(Y1jZ1Z2Y2)  H(Y2jZ2) + H(Y1)Z1).

Thereforel (X;YjZ) 1(X1;Y1jZ1) + 1 (X2;Y2jZ2). This would mean that if we replace
pP(X 1; X2)p(Y; ZjX) with p(X1)p(X2)p(Y;ZjX), | (X;Y]jZ) does not decrease.

We prove that (X ;YjZ) strictly increases by contradiction. Assuingx ; YjZ) does not increase. In
this caseH (Y1jZ1Z,Y>2) must be equal tél (Y1jZ1) implying thatl (Y1;Y2jZ1) =0. SinceZ; Y1 Y>
form a Markov chain, thé (Y1; Y2jZ1) = 0 constraint implies thak(Y2;Z1) = 1(Y2; Y1). But since

F(Y2; Y1) 1(Y2;Ta)  1(Y2;Z4),
we getl (Y2; Ty) = 1(Y2;Z1).
1 (Y2;Z1) = 1 (Y2; 205121 = E]) =
1 (Y2;1[Z1 = E]) + 1 (Y2;Z1j1fZ1 = E]) =0+ I (Y2; Ty):
Since < 1, 1 (Y2;T1) = 1(Y2;Z;1) can hold only whenr (Yo; T1) = 1(Y2;Z1) = 1(Y2; Y1) =0.
0=1(Y2; Y1) = 1 (Y2;1fY2 = E]; Y1;1[Y1 = E])
I (Y2; Y1j1[Y2 = E[;1[Y1 = E])
P(Y26 E):p(Y1 6 E):l (Y2;Y1)Y26 E;Y1 6 E)=0:81 (X1;X>).

Thereforel (X1;X2) =0 meaning thaX; andX, are independent. This is a contradiction.

Case 2:

I(X1;Y1jZ1) = 1 (X1;Y1) 1(X1;Z1) = H(Y1) H(Y1jX1) H(Z1)+ H(Z1jX1) can be thought

of as a function ofp(X1 = 0) = a. H(Y1jX1) andH (Z1jX 1) are constant not depending @an The
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marginal distribution oZ; equals( : (0:9a+0:05);1 ; :( 0:9a+0:95)), and the marginal distribution
of Y1 equals(0:9a;0:1;0:9 0:9a)). Therefore it is enough to show thkk(Y;) H(Z1) reaches its

maximum at and only a = 0:5. This can be seen by noting that the derivativ%]:g(H (Y1) H(Zy)

with respect toa equals:log % log %ﬁzgig which is zero only ata = 0:5.

Case 3:
| (X2;Y2jZ2) = 1 (X2; (Y2; 1Yz = E])jZ2) = | (X2;1Y2 = E]iZ2) + 1 (X2; Y2j1[Y2 = E];Z3) =
0+ P(Y2= E):0O+ P(Y26 E)H(X2jZ2) = 0:9H (X 2jZ5).

But H(X2jZ2) = P(Z,=0):0+ P(Z>,=1):0+ P(Z, = E):H(X3). Therefore
I (X2:Y2jZ2)=0:9 0:19H (X5).

We are done by noting th&t (X ») strictly increases when the distribution %% is changed to uniform.
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