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Abstract— We derive a new upper bound on the secrecy
capacity in the source model with eavesdropper which strictly
improves the currently best upper bound, i.e. the double intrinsic
information bound of Renner and Wolf [2]. Furthermore, unlike
that hound, which is defined only in the case of two terminals,
the new upper bound is not specific to the two terminals case.
We define a problem of communication for omniscience by a
neutral observer and establish the equivalence between this new
problem and the problem of secret key agreement.

I. INTRODUCTION

Complete secrecy is the most desirable form of security
measure as it does not make any assumptions on the compu-
tational power of the adversary. Shannon was the first who
precisely formulated the problem of information theoretic
secret key generation [9]. Since then, the work of Shannon
has been much developed and modified (for example see [7],
[51, [4]). In this paper we deal with an important model,
known as the “source model”, introduced by the works of
Ahlswede and Csiszdr [4] and Csiszdr and Narayan [1]. In this
model, there are m parties interested in secret key generation
against an adversary Eve. The m parties and Eve have access
to i.i.d. repetition of jointly correlated random variables X;
{it=1,..,m), and Z. We assume that all the i parties desire
to agree on a random variable which is hidden from Eve.
The parties are permitted to have an interactive authenticated
public communication after observing, say n i.i.d repetition
of their random variables. Following the communication, the
parties generate random variables S;’s as the secret key (i =
1,2,..,m). All 8;7’s should with high probability be equal
to each other and they should be approximately independent
of Eve’s whole information after the communication (that is
the n i.i.d repetitions of Z and the public discussion). The
achieved secret key rate would then be = H (S1). The highest
achievable secret key rate is called the secrecy capacity.
Calculation of the exact secrecy capacity remains an unsolved
problem, although some lower and upper bounds have been
proved. For the case of m = 2, the best know upper bound
is that of Remner and Wolf [2]. This bound is known as
the “double intrinsic information”™ bound and is equal to
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infulH({UN+1(X1; Xo | ZU) where [(X;Y | Z) is defined
asinfyy_z_71(X;Y[Z) and is called the “intrinsic informa-
tion” [3]. The best known lower bound, proved using random
binning arguments, is due to Ahlswede and Csiszdr [4]: the
maximum of supy_v_x_vz(I({U;Y|V) — I(U; Z|V)) and
supy _u_y—xz(1(U; X|V)— I{U; Z]V)). Under some spe-
cial circumstances, Csiszdr and Narayan [1] derived a single-
letter characterization of the secrecy capacity, notably when
Z is independent of (X3, Xs,..., Xs). In [1] the connection
between a problem of communication for omniscience by the
terminals and the secret key generation problem is introduced.
In the former problem the required condition is that at the end
of the communication all the terminals become omniscient
about each other’s random variables, and the goal is to
minimize the communication rate required to achieve this.

In this paper, we improve the above mentioned results
relating to multi-terminal secret key rate calculations [1] and
the state of art upper bound on secret key rate of [2].

The outline of this paper is as follows. In section II, we
introduce or review the definitions and the notations which
are frequently used in this paper. Among the definitions
discussed are those relating to the Communication for Secret
Key generation in the presence of an eavesdropper (SK), and
the Communication For Omniscience by a neutral observer
(CFO). Section III contains the main results of this paper
followed by section IV which gives proof sketches for the
results. Appendix I contains an example showing that our
upper bound for secret key rate is strictly better than the
currently best know upper bound from [2].

II. DEFINITIONS AND NOTATIONS

Throughout this paper we assume Xj, Xo, ..., Xy and Z
are m+ 1 correlated random variables each taking values from
a finite set.

We use C.H.{P(p(x1, z2,..., Tm, )} } to refer to the con-
cave hull of the function ¢ defined on the set of probability
distributions on (X, Xs, ..., X,, Z).

We basically use the same multi-terminal model defined by
Csiszar and Narayan in [1]. We however relax the uniformity
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condition on the generated secret key i.e. equation (2) in [1]
{Maurer in [5] argued that the assumption of uniformity could
always be added without loss of generality). We study the
weak notion of secrecy throughout this paper and assume that
all me parties are interested in secret key generation.

We proceed with the follo&ing definitions:

Definition 1. The pair (n, C'), where n is a natural number
and & = (C1,C%,...,Cr) is a finite set of discrete random
variables is considered a “valid communication” if:

o H{CY|Clg_1), Xj™) =0V 1<j<m, i —j ="0

Please note that if (n, 8) is wvalid, then one has
HB(CIX3, X5, ., Xy =0.

Definition 24 Let n be a natural number, € be a positive
real number, ' = (1, C, ..., ) be a finite set of discrete
random variables and Sy, ..., S, be m discrete random
variables. Consider the following conditions.

1} the pair (n, 8) is a valid communication.

2y H{S|Cp., X}y =0forall 1< i <m

3) P(S]_:SQZSE,:...: m)>1—6

4y lI(Sl, Zl:ﬂ, C[l:?"]) <L €

5y Lpxke, Xdn, L XEn 250 81 85, S < €

The data typing condition SK{n,e, 51, S2, S3,..., Spm, 8) is
said to hold iff conditions 1, 2, 3 and 4 are satisfied. To any
SK data type, we assign a number called the “gain” of the SK
data type which is defined as L H(S1).

The data typing condition CEO(n.e, 81, Sa, Sy Soms C)
is said to hold iff conditions 1, 2, 3 and 5 are satisfied. To any
CFO data type, we assign a number calkigl the “cost” of the
CFO data type which is defined as £ H(C'|Z™).

A valid communication (n, 5) for which, for some € > 0
and some (S1, S2,...,8) the data typing condition SK{n,e,
S1, 89, Ss,..., Sm, C) holds is called a Communication for
Secret Key generation in the presence of an eavesdropper. The
intuitive reason for this terminology should be clear from the
definition. .

A valid communication (n, C') for which, for some e > 0
and some (11,75, ..., Ty,) the data typing condition CFO(n,e,
T, T, Ts,..., T, 6) holds is called a Communication
For Omniscience by a neutral observer (CFO). Intuitively
speaking, a Communication For Omniscience protocol works
as follows. The terminals will conduct a public discussion
in order to agree (with high probability) on a common ran-
domness, but there is no secrecy constraint. We can assume
that there is a neutral party, say Charles, who receives Z"
from Eve and the common randomness 7;’s obtained by the
terminals. Charles is required to become omniscient about
X1 XE, ., X The “cost” of the communication would be
the entropy of the overall communication conditioned on Z™.

If Z is independent of (X1,..., X,), then Charles will not
learn anything about X7, X2, ..., X2 from Z™ and thus each
T; should be approximately equal to X7*, XJ, ..., X meaning
that each terminal has leamed the random variables of all other
terminals, The Communication For Omniscience by a neutral
observer would be transformed to a simple Communication

For Omniscience studied by Csiszar and Narayan [1]. The
cost of communication in this case, as expected from the
work of Csiszdr and Narayan, is equal to the sum of the
rates of the communications. Therefore the Communication
For Omniscience by a neutral observer is a generalization of
the Communication For Omniscience of [1].

Definition 3: St (X1; Xo; X3; ... Xin| Z), the € secret

key rate when the terminals cannot randomize, is defined

as: limsup,, .., SUDG 1 (noe. 51,82 5 5o T Gain(5K).
Similarly, TE(X1; X X0 X is defined:

liminf, oo meFO(n Ty Ty Te... T8 Cost(CFO).
Sno—r(X1; X2; X35 .. X || Z), the secret key rate when

the terminals cannot randomize, is defined as the limit

of 8t (X1, Xo; Xg; .. Xin||Z) as e goes to zero.
T(X1; Xo; X35 Xon | Z) is defined similarly.

S(X1; Xo; X X 2), the secret key
rate when the terminals can randomize, is
defined as supremum over all (M, Mo, ..., My)
satisfying: (M1, ., My, X1, Xy Z) =
p(M1).p(Mz)..p(My).p(X1, ..., Xin, Z) of

Snofr(XlMl; X2M2; XSMS; ‘3 XmMmHZ)
III. STATEMENT OF THE RESULTS

Theorem 1. Let (X1; Xo; X35y Xin||2) be a func-
tion from the set of all probability distributions de-
fined on (X3, Xo, Xz, .., X, 4} (where X;'s and Z
are taking wvalues from discrete sets), to real num-
bers. @(X1; Xo; X3;..; X Z) is an upper bound on
Sno—r(X1; Xo; Xa;..; Xon || Z) if it satisfies the following
properties:
1) For any natural number 7
(X5 Xop oo X[l Z2) 2 o(XT5 X35 X021 27)

2) For any random variable ¥ such that & : H{F|X;) =0,
we have:
(X1 Xoj s Xl 2) 2 @(Xo B Xo Iy s X || 2 1)

3) For any random variables X{, X, ..., X/, such that ¥i :

H(X]|X;) =0, we have:

(X015 Xoj o5 Xl £) = (X5 X555 X Z).
4y (X1 Xg; s Xl Z2) > H(Xq|Z) = 5010, H(X4]X3)
Further Sy, »(X1; Xo; X3;..; X || 2) satisfies these prop-

erties.

Theorem 2. Let (X1; Xo; X3;..; X[ Z) be a func-
tion from the set of all probability distributions de-
fined on (Xq,X2, X5, ..., X, 4) (where Xi’s and Z
are taking wvalues from discrete sets), to real num-
bers. (X1; Xo; Xg;..; X |Z) is a lower bound on
T(X1; Xo; Xa;..; Xon | Z) if it satisfies the following prop-
erties:

1) For any natural number 7
rap(X1; Xo; s X | 2) < o (XT5 X555 X2 27)

2) For any random variable ¥ such that & : H{F|X;) =0,
we have:

V(X1 Xoy s X Z) <
(X1 F; XoFs . X F|ZF) + H(F|Z)
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3) For any random variables X7, X7, ..., X, such that ¥i :

H{X]|X;) = 0, we have:

(X Xo; s X | Z2) < (XL XG5 X2 +
H(X:.. X | X{.. XL 7).
4) b( X Xoy s Xl Z) £ H(Xo. Xn|X1Z) +

>oine H(X|X3)

Further T'(X1; Xo; X3; .. Xon || ) satisfies these properties.

Theorem 3. For any joint distribution p(z1,zsa,...; Tm, 2),
we have: Snomr(X1; Xa; Xs; 5 Xon|| 2) +
T(Xl, XQ; Xg; .l XmHZ) = H(Xl,XQ, ceey Xm|Z)

Theorem 4. If 26 (X1; Xo; X3;...; Xin||Z) is a lower bound
on T'(Xy; Xo; Xa; .

X ||Z) satisfying the four properties
of Thm. 2, so would be %' (X7; Xo; X3;..

X|Z) which is
defined in the following way:
’q’) (Xl,XQ,Xg,..., HZ) =
inf, 2O H [ HXT; X535 .. X0 ||1Z27)

Theorem 5. For the special case of n = 2, we get the upper
bound infs (I(X, Y|y + I(XY; J\Z)j on Spe (XY %)
where the infimum is taken over all random variables J. This
expression is also an upper bound on S{X; Y| Z) and further
the infimum could be replaced by minimum. This bound
strictly improves the Renner-Wolf double intrinsic information
upper bound.

IV. PrOOFS OF THEOREMS 1-5

Proof of Theorem 1.  Fix a probability distribution
p(T1, T2, ., 2m,2) on (X1,Xe, .., Xy, Z) and assume
that X7, Xs, ..., Xinn, Z take values in the discrete finite sets
A i = liom + 1. For every 6 > 0 and_}e > 0, one can
find data type SK{n,e, 51, Sa, S3,..., S, ') whose Gain is
within § of S¢, .(X1; Xo;...; X[ Z). We have:

ngo(Xl,Xg,Xg;...;XmHZ) 2”
QO(X Cl,X C]_, XnC]_HZnC]_) 22%
C,D(X 0102,&0102, _;X ClCQHZ”C?lc'g) zw
P(X[PCi X5, X5 C |20 C ) , =

(51 25 .. Sim |\ch') > i H(8|27C) -
TG H SIS 2 w8, (X Xaps Xl Z)} —

n8 — (m — DIA(e) +enlog T2, Al

Inequalities 4,24,2¢¢,2v,v,07 are true respectively because of
the properties 1,2,2,2,3,4. Inequality viz is true because of the
Fano mequahty, and the fact that the gain of SK(n,e, S1, 53,

S0y S C’) is within ¢ of S5, . (X1; Xo; ...; Xon| Z).
Therefore we gel (X1 Xo; Xg; o Xin | 2) >
no T‘(X]JXQ"“’ mHZ) - 6 - mTil[h(e) +

enlog|]i, |A:l]. The theorem is proved by taking the

limit as ¢ and § go to zero.
Sno—r(X1; Xa; ..y Xin||Z) itself satisfies the four properties

(the details are suppressed). It satisfies the last property since
Sno—r(X1; Xoy s Xon| Z) is greater than or equal to the one
way secret key rate from X7 to X, ..., X}, in the presence of
Z which in turn is greater than or equal to the stated lower
bound (the details are suppressed).

Proof of Theorem 2. Fix the probability distribution
D(T1, T2, ey T, z) o0 (X7, Xo, o, Xp, 2) and assume that
(X1, X2,..., Xpm, ) take values in the discrete finite sets A;,
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i =1...m + 1. For every & > Oande>0 one can find data
type CFO{(r,e, 51, S2, S3yeres Sons C) whose Cost is within &

of T(X1; Xa; ...; Xin|| 7). We have:
nd)(Xl;Xg;Xg;...;XmHZ) Sz

DOXT; Xgs X350 X1 27) <

’l,f)(X?C]_,XSCl,,X ClHZnCI) + H(C]_|Zn) Lue

b(X7 L0 XEC1Cli s XECY | 27C1Ce) +
H(CyCo|Z)... <% (X C; X5 055X 0|2 0) +
H(C|27) < (13 8555 S 27C)
H(X{ X5 X2 |8150,..502%)  +  H(C|27) <vi
H(SQSQSm|Slan) + 23 QH(Sl‘S) +
H(XPXP. X2[818..5.2%) + H(C|Z™ <o

h(e)+enlog [y | Ad+ (m—1)[A(e) +en log [Ty |Ad] +
ne +nT(X1; Xoy oo X | D)} + nd

Inequalities ¢,22,¢¢2,3v,v,02 are true respectively because of
the properties 1,2,2,2,3,4. Inequality viz is true due to the Fano
inequ&lity, and the fact that the cost of CFO(n,e, 51, 52, S3,...,

S, C)1s within & of T¢(X1; Xo; ..; Xon || Z2).
Therefore  we get o (Xy; Xo; Xs; .00 X || 2) <
Te(X1; Xo; s X | Z) + 6+ Z[h{e) + enlog[Timq | Adl] +e.

The theorem is proved by taking the limit as ¢ and 4 go to
Zero.

T(X1; Xo; .. Xin | Z) itself satisfies the four properties. For
property number 3, intuitively, one possible communication
for omniscience for (X1; Xa;...; Xy 4) is to first conduct
a communication for omniscience for {(X{; X4;...; X/.; Z).
The party who wants to become omniscient, Charles, would
be able to approximately leam (X{; X4;...; X),;Z) with
the cost of T(X{; X3;...; XL ||Z). If Charles exactly knew
(X1, XY .5 X0, Z), the m parties could have revealed their
exira knowledge by revealing H(Xp... Xpn| X1 X5... X0 7)
bits using a Slepian-Wolf type communication scheme. Even
though Charles does not exactly know (X{; X;...; X/,; Z),
the Slepian-Wolf algorithm still works; the details are sup-
pressed.

Proof of Theorem 3. It can be easily shown that
(X715 Xo; Xs; .y X || Z4)  satisfies the four properties
of Theorem 2 if and only if H(X:1Xs..Xn|Z) —
(X715 Xo; Xs; .y X || Z4)  satisfies the four properties
of Theorem 1. T'(Xy; Xo;...; X5 || 2) itself satisfies the four
properties of Theorem 2. Hence H{X1Xs.. . X,|74) —
T(XI:XQ:aXmHZ) z Sno—r(Xl;XQZ aXmHZ)
Further since Snor (X1; Xy 0 X |1 ) itself
satisfies the four properties of Theorem 1, we get
H(XlXQXm|Z) — Sno_r(Xl;XQ; ,XmHZ)
T(X1; Xoy s X || Z).  Therefore H{X1X2.. Xw|Z)
Sno—r(Xl; Xosog XmHZ) =+ T(Xl; KXo XmHZ)

Proof of Theorem 4. We prove that
W (Xq; Xo; Xg; s X || Z)  satisfies  the four properties
of Theorem 2. We prove this in two stages: First we assume
that C.H.{s} satisfies the last three properties and prove that
(X715 Xo; Xg;.o; X || Z) satisfies all four properties; and
then we prove that C.H.{¢} satisfies the last three properties.

Property number 1@ o/(X1; Xo; Xs5. Xon || 2)
inf,_12,. 2CHA{YHXT; X555 X7 || Z27)

| IPAN

A

2058



inf,_p o0, 2CH{YNXT; X5 X1 || Z7) =
infry 2, o= CILAPIXT)s (X575 (X)) (27)7) =
L (X XS Xg . X2,

Property number 2: Assuming that CH.{¢/} satisfies
property number (2), we have ¥’ (X1; Xo; X3;...; X0 | 2)
inf, LCH.{} (X[ X5:..: X2, 27)
inf, 2CH{SNXTF™ XTFT; . XD F7| Z7F7)
H(F"|77)] -
inf, [2C.HA{¢MXTF™; X3F7; . X7 Fr||Z27F7) +
H{F|Z) =" {(XaF;, XoF; XsF . X0 F | ZF) + H(F| Z).

The two other properties can be proved similarly (the details
are suppressed).

Now, we prove that C.H.{¢)} satisfies properties (2-4).
CHA{} = sup; 3, P(J = §).9(X{; X3; XY;..; X7, [127)
where J is a jointly distributed random variable with
(X1; Xo; Xs3 s Xy Z), and (XY X3; X5 X7,; 27) s
distributed according to the probability distribution of
D(T1; T2; T3 ...; Tpn; #J = 7). We have also assumed that
satisfies properties (1-4).

Property mumber 2: C.H.{4)}(X1; Xo; X35, X ||Z) =
gup 5 Ej P(J = i)p(X]; X3; X5 X1, | 29) <
sup; >+, P(T = 3).

Y(X{F, X9, XL FIZVF7y+ H(F|Z,J = 3)] =
supy [, P(J = F)ab(X]FF XD F7 L X2, P9 | 27 F7)) +
H(F|ZJ) <CH[DYX F Xo by X F|Z2F)y + H(F| 2)

The other properties can be proved similarly (the details are
suppressed).

Proof of Theorem 5. infyy , 7 I(X;Y[Z) is an upper
bound on S, ~(X; Y| Z) that satisfies properties (1-4)
of Theorem 1. Theorem 3 implies that (X;Y||Z) =
H(XY|Z) —infyy_, zI{X;Y|Z) is a lower bound on
T(X;Y|Z). According to Theorem 4, '(X;Y|Z) =
inf, LCH{}( X" Y7 Z") would also be a lower bound
on T'(X;Y|[Z). Since (X;Y[|Z) = H(XY|Z) —
IX5Y) = (X Y]Z), we have: ¢'(X3Y[Z2) =
inf, LCHASHX™ YT Z7) = '(X;Y]Z) Tt can be
proved that ¢'(X;Y||Z) =CH.{4}(X;Y||Z). Therefore
sup;(H{(XY|ZJ) — I{X;Y|.J)) would be a lower bound
on T'(X;Y|Z) and hence inf; [(X;Y|J) + I(XY;.J]|Z)
would be an upper bound on S, (XY |Z). It tums
out that inf;[I{(X;Y|Jir(XY; J|Z)] satisfies the prop-
erties (1-4) of Theorem 1, so nothing can be gained
by using it instead of infyy , 7 I(X;Y[Z) to initi-
ate the proof. It can be proved that inf;[{{X;Y]J) +
I(XY;J|2)] is also an upper bound on S(X;Y|Z). The
proof uses the fact that for every pair (M, Ma) satisfying:
(M1, M2, X\Y, 7Z) = p(Mq).p(M2).p(X,Y,7) we have:
infy[I(X;Y|J) + I(XY;J|Z) = nfs[I(XMy;Y M| J) +
(XM Y Ms; J|Z)]. In order to prove that the new bound is
not worse than the double intrinsic information bound, it is
sufficient to prove that for any random variable IV, there is
a random variable J such that [(X;Y|J) + (XY J|Z) <
H({U)+ming.x_v_ g7 HX;Y|Z)]. Choosing J = Z, we
will have I{X;Y|J) = I{X;Y|Z) and also I(XY;J|Z) =
Xy, U1z - XY, U|lZ5y < I(XY,U|Z) < H({).

+ 1A
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Therefore the new bound is no worse than the double intrinsic
information bound. Appendix [ contains an example for which
the new bound is strictly better than the double intrinsic
information bound. Infimum over J could be replaced by
minimum over J using Carathodory’s theorem (details are
suppressed).

V. DISCUSSION

The process of finding new upper bounds in Thm. 5 could
be generalized to the case of m users. We can prove similar
results on the secret key rate when randomization is allowed
at the terminals by adding the following condition to the four
conditions of Theorem 1: For any set of random variables
My, Ms,..., M., being jointly independent of each other
and of the pair (X1, Xo, ..., X)), ©o{X1; Xo; .. Xin||Z) =
go(XlMlg XQMQ; P XmMmHZF)

Other upper bounds could be derived by noting
that infji,jz,...,jf [maxi(Sno—r(Xl;XQ;m;XmHJz')) +
S r(X1; Xog ooy Xy JE I8 T Z)]  satisfies  the
four properties of Thm. 1 and therefore is an upper
bound on Spe r(X1; X ...;XmUZ). In this formulation
S(X1; Xo; 0 X Jl(s);JQ(S);...Jt(S |Z) refers to the secret
key rate for the problem in which the m + ¢ parties
Xy Xo; o Xy Ja; Jo; Sy are desiring  to  create  a
common secret key hidden from Z but that the last ¢
parties Jy;Jo;...Jy are silent and do not participate in the
communications. By taking ¢ = 1 and n = 2, we get
S(X;Y[2)y < infy[SCGYI) + S(XY;002)] <
inf;[I(X;Y|S) + S(XY;J9|Z)]. The value of
S(XY;J®||Z), the one way secret key rate from
XY to J in the presence of Z, is known. The
inf ;[I(X;Y|J) + S(XY; J#||Z)] upper bound is always less
than or equal to the inf;[I(X;Y|J) + I(XY;J|Z)] upper
bound and may improve it.

We have also studied the secret key generation in the
channel model case studied by I. Csiszdr and P. Narayan [8].
Similar techniques could be carried over to the channel model
case and for example it can be proved that C.(P(y, z|z)) <
SUPp ey infy I(X; Y| J) + I(XY; J|Z)]. The details will be
provided in another paper.

VI. CONCLUSION

We have derived a new upper bound on the secret key rate
which generalizes and improves the double intrinsic informa-
tion bound of [2] to the multi-terminal case. We have also
strengthened the results of [1] via a newly formulated problem
of communication for omniscience by a neutral observer.

APPENDIX [

In this Appendix we prove existence of a joint probability
distribution on X,Y, 7 for which the new bound is strictly
better than the double intrinsic information bound. We need
the following Lemmas which we will prove at the end of this
Appendix:

Lemma Al.1 Assume that infy [H{U) + (XY | ZU)] =
ming [[(X;Y|J) + [(XY; J|Z)], then there is a sequence of
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TABLE 1
JOINT PROBABILITY DISTRIBUTION OF X AND Y

X

Y 0 1 2 3
o[t & o o
1 £ 0 o0
2|0 o + o0
300 0 0 %

random variables U;, ¢ = 1,2, ... taking values in finite sets
£};, and a sequence of positive real numbers 4; converging to
zero, such that:
1y HU) + I{X,Y | Z2U;) — infg[H{U) + [(X;Y ]
ZU) asi — oo
2y HU3XYZ) - 0asi — o0
3 I 7)) —0asi— oo
Y pUi=wylX =2,V =y, Z=2)- 4 >
Oy, (z,y,2): plz,y,2) >0
5) The variational distance d(3(UV:]|Z = z), S|4 =
z;)) = 0ast — oo Va2 0 p(Z =2z) > 0,p(4 =
Zj) > 0
Lemma Al.2 Continuity of I{X;Y | Z): V&€ > 0,35 > Osuch
that for all random variables 1" having entropy less than &, we
have [I(X;Y | 21— I(X;Y | Z)| < & (|
We will perturb the example that Renner and Wolf provided
in [2] in order to prove that the double intrinsic information
bound can be strictly better than the intrinsic information
bound of Maurer [3]. Table (I) shows the joint probability
distribution between X and Y in that example. 7 is defined
as:

(%] [

—d; Vuj =

Z_{§+Y((

Renner and Wolf proved that for the choice of I/ = | £ ], one
has g

IX:Y | 2) =3

mod 2)
mod 2)

if X,Y € {0,1}
if X €{2,3}

I(X;Y | Z) =0

And therefore their bound would be less than or equal to
HU)+ I(X;Y | ZU) =1, while [{(X;Y | Z) =2 > 1.

Take a binary random variable V satisfying the V — {7 —
XY Z Markov property and the following property {0, p({/ =
OV = 0),1 - p(U = 0|V = 0),2p(U =0V = 0),1
Lp(U = 0V = 0),1} [ {0,p(U = 0|V = 1),1 - p(U =
OV =1),4p0 =0V = 1),1 - 1pU = 0|V = 1),1} =
{0,1}. _ _

Let X =X, Y=Y, Z=(Z,V). We would like to prove
that the new bound is strictly better than the double intrinsic
information bound for the triple (X, ¥, Z).

Assuming that the new bound is not better than the double
mntrinsic information bound, we can apply Lemma Al.l to
get a sequence U; having the five properties given in Lemma
Al.l. Using the properties number 2,3, and 4 and the fact that
kh(z) = z log(%) is monotonic for all z < £ and for all z > 4,
it can be proved that H(U/;} — 0 as i — co (the details are
suppressed).
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Hence, the limit of H(U;) + I(X;Y | ZU;) is the same
as that of I(X;Y | ZU;). The property number 1 of Lemma
Al.l states that the series converges to the double intrinsic
information upper bound which is assumed to be equal to
ming [[(X;Y|J) + [(XY; J|Z))]. N

Evaluating the expression at J = ZU, gives us 0 +
XY, UzV|ZV)=1(XY,;U|ZV) <1

Therefore we should have: lim;_..., f{X;Y | ZVU;) < 1.
On the other hand, Renner and Wolf have shown that 7(X; Y |
Z) = 3. Letting H(V) — 0, this would be in contradiction
with Lemma Al.2 noting that H(U;) — 0 as i — oo.

Now, we prove the Lemmas mentioned at the beginning of
this Appendix:

Proof of Lemma Al.l Take a sequence U/, Us,... such that
HUH+ (XY | ZU) — infg[HOU) + I(X,Y | ZU)).

For every U;, there exists J; such that 1(X;Y | ZU;) =
1(X;Y)J;), and also XY — ZU;— J; forming a Markov chain.

We have: I(XY;J;|2) = XY, U] 2)
IXy,uzn) < (XY, U7%)y =  H{HZ)
H{U)XYZy = H{U;) - 1(Us2) — H{U;|XYZ
Hence H(U;) + I(X;Y | ZUy) = [IUzZ)
HU|XYZ)] + (XY + (XY Ji|Z)]
[{{Us Z)+ HU| XY Z)+min; [{(X; Y| DH+I(XY; J| Z)]
[[(Us; 2y + H{UG XY D) +infp[HU) + I(X; Y | ZU0))].

Taking the limit as i — oo, we conclude that [{(U;; Z) +
H{U;|XYZ)] — 0as i — oo. Properties 1-4 could be proved
using this statement (the details are suppressed).

—
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