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Abstract- We derive a new upper bound on the secrecy
capacity in the source model with eavesdropper which strictly
improves the currently best upper bound, i.e. the double intrinsic
information bound of Renner and Wolf [2]. Furthermore, unlike
that bound, which is defined only in the case of two terminals,
the new upper bound is not specific to the two terminals case.
We define a problem of communication for omniscience by a
neutral observer and establish the equivalence between this new
problem and the problem of secret key agreement.

I. INTRODUCTION

Complete secrecy is the most desirable form of security
measure as it does not make any assumptions on the compu-
tational power of the adversary. Shannon was the first who
precisely formulated the problem of information theoretic
secret key generation [9]. Since then, the work of Shannon
has been much developed and modified (for example see [7],
[5], [4]). In this paper we deal with an important model,
known as the "source model", introduced by the works of
Ahlswede and Csiszair [4] and Csiszair and Narayan [1]. In this
model, there are m parties interested in secret key generation
against an adversary Eve. The m parties and Eve have access
to i.i.d. repetition of jointly correlated random variables Xi
(i 1, ..,= ), and Z. We assume that all the m parties desire
to agree on a random variable which is hidden from Eve.
The parties are permitted to have an interactive authenticated
public communication after observing, say n i.i.d repetition
of their random variables. Following the communication, the
parties generate random variables Si's as the secret key (i
1, 2, .., m). All Si's should with high probability be equal
to each other and they should be approximately independent
of Eve's whole information after the communication (that is
the n i.i.d repetitions of Z and the public discussion). The
achieved secret key rate would then be 1 H(S1). The highest
achievable secret key rate is called the secrecy capacity.
Calculation of the exact secrecy capacity remains an unsolved
problem, although some lower and upper bounds have been
proved. For the case of m = 2, the best know upper bound
is that of Renner and Wolf [2]. This bound is known as
the "double intrinsic information" bound and is equal to
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iMfu[H(U)+I(Xi; X2 L ZU)] where I(X; Y { Z) is defined
as infxyf -z(X; Y Z) and is called the "intrinsic informa-
tion" [3]. The best known lower bound, proved using random
binning arguments, is due to Ahlswede and Csiszair [4]: the
maximum of supv_u_x_yz (I(U; Y V) I(U; ZlV)) and
SuPv-u- -xz(I(U; X|V) -I(U; ZlV)). Under some spe-
cial circumstances, Csiszair and Narayan [1] derived a single-
letter characterization of the secrecy capacity, notably when
Z is independent of (Xi, X2,..., Xm). In [1] the connection
between a problem of communication for omniscience by the
terminals and the secret key generation problem is introduced.
In the former problem the required condition is that at the end
of the communication all the terminals become omniscient
about each other's random variables, and the goal is to
minimize the communication rate required to achieve this.

In this paper, we improve the above mentioned results
relating to multi-terminal secret key rate calculations [1] and
the state of art upper bound on secret key rate of [2].
The outline of this paper is as follows. In section II, we

introduce or review the definitions and the notations which
are frequently used in this paper. Among the definitions
discussed are those relating to the Communication for Secret
Key generation in the presence of an eavesdropper (SK), and
the Communication For Omniscience by a neutral observer
(CFO). Section III contains the main results of this paper
followed by section IV which gives proof sketches for the
results. Appendix I contains an example showing that our
upper bound for secret key rate is strictly better than the
currently best know upper bound from [2].

II. DEFINITIONS AND NOTATIONS

Throughout this paper we assume X,, X2 ...., Xm and Z
are m+1 correlated random variables each taking values from
a finite set.
We use C.H.{J.(p(xi,X2, XmZ))} to refer to the con-

cave hull of the function D defined on the set of probability
distributions on (X,, X2, ..., Xm, Z).
We basically use the same multi-terminal model defined by

Csiszair and Narayan in [1]. We however relax the uniformity
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condition on the generated secret key i.e. equation (2) in [1]
(Maurer in [5] argued that the assumption of uniformity could
always be added without loss of generality). We study the
weak notion of secrecy throughout this paper and assume that
all m parties are interested in secret key generation.
We proceed with the following definitions:
Definition 1: The pair (n, C), where n is a natural number

and C (Cl, C2, ..., Cr) is a finite set of discrete random
variables is considered a "valid communication" if:

* H(CilC[l:j_i],Xj') OVj:l<j< m, i__ o

Please note that if (n, C) is valid, then one has
H(C lXln x2n, ... , Xn) = O.

Definition 2. Let n be a natural number, e be a positive
real number, C = (Cl, C2, ..., Cr) be a finite set of discrete
random variables and S , Sm be m discrete random
variables. Consider the following conditions.

1) the pair (n, C) is a valid communication.
2) H(Si C[l:r],X :n) = 0 for all 1 < i K< m
3) P(Si = S2 = S3 Sm)>1 -
4) 1 I(SI; Zln , C[l ] ) <
5) I H(Xvl:n vxl:n, .. 1n r71:n,c f c

nv -1 2 , m Sl S2 ... ,*-,Sm) <
The data typing condition SK(n,E, Si, S2, S3,..., Sm, C) is

said to hold iff conditions 1, 2, 3 and 4 are satisfied. To any
SK data type, we assign a number called the "gain" of the SK
data type which is defined as 1 H(Si).
The data typing condition CFO(n,c, Si, S2, S3 ., Sm, C)

is said to hold iff conditions 1, 2, 3 and 5 are satisfied. To any
CFO data type, we assign a number called the "cost" of the
CFO data type which is defined as +H(C Zn).
A valid communication (n, C) for which, for some c > 0

and some (Si, S2,... , Sm) the data typing condition SK(n,c,
Si, S2, S3,..., Sm, C) holds is called a Communication for
Secret Key generation in the presence of an eavesdropper. The
intuitive reason for this terminology should be clear from the
definition.
A valid communication (n, C) for which, for some e > 0

and some (Ti, T2,..., Tm) the data typing condition CFO(n,c,
Ti, T2, T3,..., Tm, C) holds is called a Communication
For Omniscience by a neutral observer (CFO). Intuitively
speaking, a Communication For Omniscience protocol works
as follows. The terminals will conduct a public discussion
in order to agree (with high probability) on a common ran-
domness, but there is no secrecy constraint. We can assume
that there is a neutral party, say Charles, who receives Zn
from Eve and the common randomness Ti's obtained by the
terminals. Charles is required to become omniscient about
Xn, X2n, ..., Xn. The "cost" of the communication would be
the entropy of the overall communication conditioned on Zn.

If Z is independent of (Xi,..., Xm), then Charles will not
learn anything about X{n, Xn,..., Xn from Zn and thus each
Ti should be approximately equal to X{n, Xn,..., Xn meaning
that each terminal has learned the random variables of all other
terminals. The Communication For Omniscience by a neutral
observer would be transformed to a simple Communication

For Omniscience studied by Csiszair and Narayan [1]. The
cost of communication in this case, as expected from the
work of Csiszair and Narayan, is equal to the sum of the
rates of the communications. Therefore the Communication
For Omniscience by a neutral observer is a generalization of
the Communication For Omniscience of [1].

Definition 3: S,o_r(Xl;X2;X3; ...;Xm, Z), the e secret
key rate when the terminals cannot randomize, is defined
as: limsp S _UPSKn,,l ,S2 S3* )Gaitn(SK).
Similarly, T6(Xl; X2; X3; ...; Xm Z) is defined:
lmr infn JCFO(,e,Tl,T2,T3.T. C) Cost(CFO).

Sno-r(Xl; X2; X3; ...;XmjZ), the secret key rate when
the terminals cannot randomize, is defined as the limit
of Sno-r(Xl; X2; X3; ...; Xmn Z) as e goes to zero.

T(Xl; X2; X3; .. .; Xm 1 Z) is defined similarly.
S(Xl; X2; X3; ... ; XnmZ), the secret key

rate when the terminals can randomize, is
defined as supremum over all (Mi, M2, ..., Mm)
satisfying: p(Ml, ,Mm,Xl ...,Xm, Z)
p(Ml).p(M2)...P(Mm).p(Xi, ..., Xm, Z) of
Sno-r(XlMl; X2M2; X3M3; ... XmMmlZ).

III. STATEMENT OF THE RESULTS

Theorem 1. Let ~o(Xl; X2;X3; ...; Xm Z) be a func-
tion from the set of all probability distributions de-
fined on (Xi: X2, X3, ..., Xm, Z) (where Xi's and Z
are taking values from discrete sets), to real num-
bers. (O(Xl; X2; X3; ...; Xm Z) is an upper bound on
Snoro (Xl; X2; X3; ...; Xm Z) if it satisfies the following
properties:

1) For any natural number n:
nf(Xl; X2; ... ; XTn Z) > 1(l X2; ..;?ln)

2) For any random variable F such that 3i : H(F Xi) = 0,
we have:
9O(Xl; X2; ... ; XTjZ) > 9o(X,F; X2F ; ... ; XTnFlZF)

3) For any random variables X1, X2 X...X such that Vi:
H(XI Xi) = 0, we have:
9O(Xl; X2; ...-; Xn lZ) > WO(XI; XI; ...-;XXm|Z)-

4) WO(Xl; X2; ...-;XTj||Z) > H(XI |Z) - Ei=2 H(Xi IXi)
Further Sn r(Xl; X2; X3; ...; Xm Z) satisfies these prop-

erties.
Theorem 2. Let O(Xl;X2;X3; ...; Xm Z) be a func-

tion from the set of all probability distributions de-
fined on (Xl X2, X3, ..., Xm, Z) (where Xi's and Z
are taking values from discrete sets), to real num-
bers. 4b(Xl; X2; X3; ...; Xmn Z) is a lower bound on
T(Xi; X2; X3; .. .; Xm Z) if it satisfies the following prop-
erties:

1) For any natural number n:

no(Xj; X2; ...;Xn ||~Z) <- (Xi' ;Xn; ...;X'ilZ')
2) For any random variable F such that 3i : H(F Xi)

we have:

4b(Xl; X2; ...*;XmTZ)
O(XiF; X2F; ...;XmF lZF)

0,

+ H(FIZ)
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3) For any random variables X1, X2,..., Xm such thatVi:
H(X' Xi) = 0, we have:
4b(X1; X2; ...; XmTJZ) K 49(XX2;X...;Xm lZ) +
H(X1 ...XTn Xl ...X,4Z).

4) O(Xl;X2;...;XmZ) < H(X2 ...Xm|XiZ) +
m2 H(X1 Xi)

Further T(Xi; X2; X3; ...; Xm Z) satisfies these properties.
Theorem 3. For any joint distribution p(Xl, X2, **. Xm, Z),

we have: Sno-,r(X1; X2; X3; ...; Xmn Z) +
T(Xl; X2; X3; ...; XmlZ) = H(Xi,X2: ..., XmlZ)

Theorem 4. If y(X1; X2; X3; ...; Xm Z) is a lower bound
on T(Xl; X2;X3; ...; Xm Z) satisfying the four properties
of Thm. 2, so would be b'(Xl; X2; X3; ...; Xmn Z) which is
defined in the following way:

b'0(Xl; X2; X3; ...*;XmZ):
infJ 1 C.H.{f}(27Xl;X>; ...[zX' r)
Theorem 5. For the special case of n = 2, we get the upper

bound itnfj(I(X; Y J) + I(XY; J Z)) on Sno-,r(X; Y Z)
where the infimum is taken over all random variables J. This
expression is also an upper bound on S((X; Y Z) and further
the infimum could be replaced by minimum. This bound
strictly improves the Renner-Wolf double intrinsic information
upper bound.

IV. PROOFS OF THEOREMS 1-5

Proof of Theorem 1. Fix a probability distribution
P(X1,X2 ...,Xm,Z) on (X1,X2, ..., Xm,Z) and assume

that Xl, 7X2, ... Xm, Z take values in the discrete finite sets
A\,i 1=...m + 1. For every d > 0 and e > 0, one can
find data type SK(n,E, Si, S2, S3,..., Sm, C) whose Gain is
within d of Sno r(Xi; X2; ...; X2, Z). We have:
n o(X1;2X2;2X3; ...;2Xm Z)

WO(Xln; X2n; X3n; ..; Xn ||Zn) >ii
((X{nCl; X2nC;..C ; Xn C, ZnC,) >iii

1(1 kCiC2; /CiC2;..47C1C2 ZnCiC2)... >iv
(v7n fC;Xn C; ...v;n C11C n C) >vWt1 : 2 : y>11W >

9O(Sl; S2; ...; S. lZnC) >vil H(Si lZnC)
m2 H(Si Sj) >Vii nSn-,r(Xi; X2; ...;XJmZ)}

n -(m -1) [h(E) +e.n log Hn Ai ]
Inequalities i,ii,iii,iv,v,vi are true respectively because of

the properties 1,2,2,2,3,4. Inequality vii is true because of the
Fano inequality, and the fact that the gain of SK(n,E, S,, S2,
S3,..., Sm, C) is within d of Sno-r(Xl; X2; ...; Xm Z).

Therefore we get (o(Xl; X2; X3; ...; XTJmZ) >

S1no-r(XI;X2;..;mXTZ) - - ml [h(E) +
E.n log HZI= A,i] The theorem is proved by taking the
limit as e and d go to zero.
Sn r r(X1; X2; ...; X2m 1 Z) itself satisfies the four properties

(the details are suppressed). It satisfies the last property since
Snor(Xi; X2; ...; Xm Z) is greater than or equal to the one
way secret key rate from X1 to X2, ..., Xm in the presence of
Z which in turn is greater than or equal to the stated lower
bound (the details are suppressed).

Proof of Theorem 2. Fix the probability distribution
P(X1,X2 ...,Xm,Z) on (X1,X2, ..., Xm,Z) and assume that
(Xi, X22, ..., X2m, Z) take values in the discrete finite sets A 4,

i = l...m + 1. For every d > 0 and e > 0, one can find data
type CFO(n,c, Si, S2, S3,..., Sm, C) whose Cost is within d
of T6(Xl; X2; ...; Xm Z). We have:

nob(Xi;2X2;2X3; ...;XmTjZ)
4b(Xi'; X27; X37; ...;2XMZ)
(X2Cl;X;2 Cl; ...;2XnCl ZnCl) + H(C,iZn) <iii

f(X2nCiC2;2XnCiC2; ...;XnClC2||ZnClC2) +
H(ClC2 Zn)... <iv (XnC;X2nC; ...;XnClZnC) +

H(CZS) <v (S1;iS2;..SmjZ C) +
H(XnXn SXn2...SmZn) + H(CqZn) <Vi
H(S2S2...SmSiZn(C) + +=2H(S,lSj) +
H(XnXn.2..Xnf SlS2S...SmZn) + H(CqZn) <vii
h(E) +E.n log HE=i7 A i + (m- 1)[h() +E.n log HT7 i lAdl +
nc + nT6(Xl; X2; ...; X7m Z)} + n6

Inequalities i,ii,iii,iv,v,vi are true respectively because of
the properties 1,2,2,2,3,4. Inequality vii is true due to the Fano
inequality, and the fact that the cost of CFO(n,E, Si, S2, S3,...,
Sm, C) is within d of T((Xl;2X2;...;XmTjZ).

Therefore we get 4b(Xi; X2; X3;...; XmTjZ) <
T6(Xl; X2; ...; XTmnZ) + + m [h() +c.nlogHni7= lAi] +,.
The theorem is proved by taking the limit as e and d go to
zero.
T(Xi; X2; ...; XTm Z) itself satisfies the four properties. For

property number 3, intuitively, one possible communication
for omniscience for (X1; X2; ...; Xm; Z) is to first conduct
a communication for omniscience for (X{; X'; ...; X ; Z).
The party who wants to become omniscient, Charles, would
be able to approximately learn (X2; X2;...;X7; Z) with
the cost of T(X2;X2; ...; X2 Z). If Charles exactly knew
(X1; X2; ...;X2 ; Z), the m parties could have revealed their
extra knowledge by revealing H(Xi ....Xm X27XX...X Z)
bits using a Slepian-Wolf type communication scheme. Even
though Charles does not exactly know (X2; X2; ...; X27; Z),
the Slepian-Wolf algorithm still works; the details are sup-
pressed.

Proof of Theorem 3. It can be easily shown that
(X1; X2; X3; ...; Xm Z) satisfies the four properties

of Theorem 2 if and only if H(XlX2 ...Xm Z)
4b(X1; X2; X3; ...; Xm Z) satisfies the four properties
of Theorem 1. T(X2;X2; ...; X2m Z) itself satisfies the four
properties of Theorem 2. Hence H(XlX2 ...XTm Z)
T(Xl;2X2; ...;Xm Z) > Sno_r(X1;2X2; ...;mX Z).
Further since Sno-r(X1; X2; ...; X2m Z) itself
satisfies the four properties of Theorem 1, we get
H(XiX22...Xm2 Z) - Sno-r(X1; X2;... ; Xm Z) <
T(Xl; X2; ...m;XTnZ). Therefore H(XlX27...XTm Z)
Sno-r(X1; X2;... ; X Z) + T(Xi; X2;... ; XTZ).
Proof of Theorem 4. We prove that

b'(Xl; X2; X3; ...; Xmn Z) satisfies the four properties
of Theorem 2. We prove this in two stages: First we assume
that C.H.{f } satisfies the last three properties and prove that
4'(Xl;X2;X3; ...;X2m Z) satisfies all four properties; and
then we prove that C.H.{f4} satisfies the last three properties.

Property number 1: '(Xl; X2; X3; ... ; XTml Z)
infr1,2, C...rC.H.{f}(fX'; X27; ...;X.2 ZZr) <
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infr=n,2n .... 1C.H.{ }(Xr; Xr;); X[ ..Zr)
inf,=1,2) C.H.{fOf((Xln),r; (X2n),r; ...;(Xn)r 11(Zn)r)=
1 O/tXn. Xn. Xn. .. vn t7n.
n V1: 2: 3: ?mn.

Property number 2: Assuming that C.H.{ b} satisfies
property number (2), we have b'(Xl;X2;X3; ...; XmV) =

infr l C.H.{f}(Xi'; X2r; ...; XXrFYr Z F) <

inf'r r [C.H. f(XlrF'; X2rF'; ... ; XI Frl Z'F')
H(F Zr)]
infrL[rC.H.f{O}(XrFFr; XrFr; X Fr ZlFr)] +
H(F Z) = '(XlF; X2F; X3F; ...; XmF lZF) + H(F Z).
The two other properties can be proved similarly (the details

are suppressed).
Now, we prove that C.H.{f } satisfies properties (2-4).

C.H.{fO = supj Y:j P(J = j).O (Xj; Xj; Xj; ..;XXml Zi)
where J is a jointly distributed random variable with
(Xl; X2; X3; ...; Xm; Z), and (Xj; Xj; Xj; ... ;Xi; Zi) is
distributed according to the probability distribution of
P(X; X2; X3; ...; Xm; Z J j). We have also assumed that b
satisfies properties (1-4).

Property number 2: C.H.{f}(Xl;X2;X3;...;XmZ)
SUpJ E j P( = j) .Of(X1; X2; X3; ....; Xi ||Zi ) <
supj[j P(J = j).
0(X'Fi;X'Fi; ...; Xi FiJZiFi) + H(FZ,J j)]
SUpJ[Zj P(J j).4b(X1jFi;X2Fi;...;X/FJ ZJFJ)] +
H(F ZJ) <C.H.{f}(XlF; X2F; ...; XmF lZF) + H(F Z)
The other properties can be proved similarly (the details are

suppressed).
Proof of Theorem 5. infxy_z_z I(X; YIZ) is an upper

bound on Sno_r(X; Y Z) that satisfies properties (1-4)
of Theorem 1. Theorem 3 implies that b(X; Y Z) =

H(XY Z) -infxY_z_z1(X;Y Z) is a lower bound on
T(X; Y Z). According to Theorem 4, b'(X; Y Z) =

infr 1C.H.{f}(Xr;Yr zr) would also be a lower bound
on T(X; Y Z). Since b(X; Y Z) > H(XY Z)
I(X;Y) := b(X;Y lZ), we have: O'(X;Y lZ) >
infr lC.H.{y}(Xr; yr Zr) := '(X; Y Z) It can be
proved that b'(X; Y Z) =C.H.{f`}(X; Y Z). Therefore
SupJ(H(XY ZJ) -I(X; Y J)) would be a lower bound
on T(X; Y Z) and hence infj I(X; Y J) + I(XY; J Z)
would be an upper bound on Sno_r(X; Y Z). It turns
out that infj[I(X; Y J)i(XY; J Z)] satisfies the prop-
erties (1-4) of Theorem 1, so nothing can be gained
by using it instead of infxY_z_z 1(X; Y Z) to initi-
ate the proof. It can be proved that infj[1(X; YqJ) +
I(XY;J Z)] is also an upper bound on S(X;Y lZ). The
proof uses the fact that for every pair (M1, M2) satisfying:
p(Mi, M2, X, Y, Z) = p(Ml).p(M2).p(X, Y, Z) we have:
infj[I(X; Y J) + I(XY; J|Z)] = infj[I(XM,; YM2 J) +
I(XM,YM2; J Z)]. In order to prove that the new bound is
not worse than the double intrinsic information bound, it is
sufficient to prove that for any random variable U, there is
a random variable J such that 1((X; Y J) + I(XY; J Z) <
[H(U)+minz x Zu I(X; Y Z)]. Choosing J = Z, we
will have I(X; Y J) = I(X; Y Z) and also I(XY; J Z)
I(XY; UlZ) -I(XY; UlZJ) < I(XY; UlZ) < H(U).

Therefore the new bound is no worse than the double intrinsic
information bound. Appendix I contains an example for which
the new bound is strictly better than the double intrinsic
information bound. Infimum over J could be replaced by
minimum over J using Carathodory's theorem (details are
suppressed).

V. DISCUSSION

The process of finding new upper bounds in Thm. 5 could
be generalized to the case of m users. We can prove similar
results on the secret key rate when randomization is allowed
at the terminals by adding the following condition to the four
conditions of Theorem 1: For any set of random variables
M1, M2,..., Mm being jointly independent of each other
and of the pair (X21, X27 ... Xm)T, 9(Xl; X2;... ; XmZ)
(O(XlMl; X2M2;... ;XmMm lZF).

Other upper bounds could be derived by noting
that irnjf,J2J.j[maxiS(S-r(Xi; X2; ;Xm Ji)) +
Sno-r (Xl; X2; ... ;XT; J( ; J2 .... it Z)] satisfies the
four properties of Thm. 1 and therefore is an upper
bound on Snr,r(Xl; X2; ...; XmLlZ). In this formulation
S(Xl; 2X2; ...XXm;Jm ; (. iZ) refers to the secret
key rate for the problem in which the m + t parties
Xl; X2; ...; Xm; J1; J2; ...Jt are desiring to create a
common secret key hidden from Z but that the last t
parties J1; J2; ...Jt are silent and do not participate in the
communications. By taking t 1 and n = 2, we get
S(X; Y Z) < infj[S(X;YI J) + S(X;Y;Js5 Z)] <
infj[I(X; Y J) + S(XY;Js lZ)]. The value of
S(XY; Js5 Z), the one way secret key rate from
XY to J in the presence of Z, is known. The
infj[I((X; Y J) + S((XY; Js5 Z)] upper bound is always less
than or equal to the infj [I((X; Y J) + I(X2Y; J Z)] upper
bound and may improve it.
We have also studied the secret key generation in the

channel model case studied by I. Csiszair and P. Narayan [8].
Similar techniques could be carried over to the channel model
case and for example it can be proved that Cs(P(y, zsx)) <
supp(x) [infj I(X; Y J) + I(XY; J Z)]. The details will be
provided in another paper.

VI. CONCLUSION

We have derived a new upper bound on the secret key rate
which generalizes and improves the double intrinsic informa-
tion bound of [2] to the multi-terminal case. We have also
strengthened the results of [1] via a newly formulated problem
of communication for omniscience by a neutral observer.

APPENDIX I

In this Appendix we prove existence of a joint probability
distribution on X, Y, Z for which the new bound is strictly
better than the double intrinsic information bound. We need
the following Lemmas which we will prove at the end of this
Appendix:
Lemma Al.] Assume that infu[H(U) + I(X; Y { ZU)]

minj[I(X; Y J) + I(XY; J Z)], then there is a sequence of
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TABLE I

JOINT PROBABILITY DISTRIBUTION OF X AND Y

x
Y 0 1 2 3

1 1 o O0 8 8
1 1 o O1 8 8

2 0 0 1 04
3 0 0 0 14

random variables Ui, i 1, 2, ... taking values in finite sets
Qi, and a sequence of positive real numbers 6i converging to
zero, such that:

1) H(Ui) + I(X;Y { ZUi) -> infu[H(U) + I(X;YY
ZU)] as i -> oo

2) H(Ui XYZ) 0> as i > oo
3) I(Ui;Z) -> asi ->X
4) lp(Ui = ujIX = x, Y = y, Z = z) - > 1 - Viuj

Qi, (X, y, z) : p(c, y, z) > o
5) The variational distance d(a(UdZ = Zi), (U Z

zj)) -* 0 as i -*> oo Vzj, zj p(Z = Zi) > 0,p(Z
Zj) > 0

Lemma A1.2 Continuity of I(X; Y { Z): VW > 0, Th6 > 0 such
that for all random variables T having entropy less than 6, we
have I(X; Y { ZT) -I(X; Y { Z) < (. D
We will perturb the example that Renner and Wolf provided

in [2] in order to prove that the double intrinsic information
bound can be strictly better than the intrinsic information
bound of Maurer [3]. Table (I) shows the joint probability
distribution between X and Y in that example. Z is defined
as:

z X + Y ( mod2) if X,YE{0,1}
lX ( mod2) ifXE-C{2,3}

Renner and Wolf proved that for the choice of U Lx , one
has

I(X;Y{ Z) = I(X;Y{ ZU)= 0

And therefore their bound would be less than or equal to
H(U) + I(X; Y I ZU) = 1, while I(X; Y I Z) =32 > 1.

Take a binary random variable V satisfying the V- U-
XYZ Markov property and the following property {0, p(U
OV = 0),1 - p(U OV = 0), p(U = OV = 0),1
2p(u =OV 0)1} )n { ,p(U = olv = 1),1 -p(Uu
OyV = 1), 2p(U =OyV 1), I - 2p(U = OyV = 1), if
{0,1}.~

Let X X, Y Y, Z (Z, V). We would like to prove
that the new bound is strictly better than the double intrinsic
information bound for the triple (X, Y, Z).
Assuming that the new bound is not better than the double

intrinsic information bound, we can apply Lemma Al.1 to
get a sequence Ui having the five properties given in Lemma
Al. 1. Using the properties number 2,3, and 4 and the fact that
h(x) = xlog(') is monotonic for all x < 1 and for all x > 1
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it can be proved that H(Uj) -> 0 as i -*> X (the details are
suppressed).

Hence, the limit of H(Ui) + I(X; Y { ZUj) is the same
as that of I(X; Y { ZUI). The property number 1 of Lemma
Al.1 states that the series converges to the double intrinsic
information upper bound which is assumed to be equal to
minj [I(X; Y J) + I(XY; J Z)].

Evaluating the expression at J = ZU, gives us 0 +
I(XY; UZV ZV) = I(XY; U ZV) < 1

Therefore we should have: limi, I(X; Y { ZVUi) < 1.
On the other hand, Renner and Wolf have shown that I(X; Y {
Z) = 3. Letting H(V) -> 0, this would be in contradiction
with Lemma A1.2 noting that H(U1) -> 0 as i -> x".
Now, we prove the Lemmas mentioned at the beginning of

this Appendix:
Proof of Lemma A].] Take a sequence Ul, U2,... such that

H(U,) + I(X; Y { ZU,) -> infu [H(U) + I(X; Y { ZU)].
For every Ui, there exists Ji such that I(X; Y { ZU,)

I(X; Y Jr), and also XY-ZUi-Ji forming a Markov chain.
We have: I(XY; Ji Z) I(XY; Uj Z)

I(XY; Uj ZJj) < I(XY; Uj Z) H(Uj Z) -

H(U,,lXYZ) = H(Uj) - I(Ui; Z) -H(UjlXYZ).
Hence H(Uj) + I(X;YY ZUj) > [I(Uj; Z) +
H(Uj XYZ)] + [I(X;Y Jj) + I(XY; Jj Z)] >

[I(Ui; Z)+H(UilXYZ)]+minj[I(X; Y|J)+I(XY; JIZ)]=
[I(Ui; Z) + H(U |XYZ)] + infu[H(U) + I(X; Y { ZU)].
Taking the limit as i -> oc, we conclude that [I(Ui; Z) +

H(U, XYZ)] -> 0 as i -> oo. Properties 1-4 could be proved
using this statement (the details are suppressed).
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