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Abstract— We exhibit upper and lower bounds on the pairwise
error probability of the exponential-server timing channel in
terms of an appropriately-defined distance between codewords.
We show that this distance plays a crucial role in determining the
reliability function at low rates. In particular, by lower bounding
the minimum distance of good low-rate codes, we provide an
improved lower bound on the reliability function of the channel
at rate zero. This improved bound proves that at low rates, the
exponential-server timing channel is strictly more reliable than
is the related Poisson channel with zero dark current, answering
an open question posed by Arikan. Some remarks are also made
about using the results of this paper to prove an improved upper
bound on the reliability function at rate zero.

I. INTRODUCTION

We consider the exponential-server timing channel (ESTC),
as introduced by Anantharam and Verdd [1], in which the
sender chooses the arrival times of identical jobs to a -/M/1
queue, while the receiver observes their departure times.
Timing channels such as the ESTC have been studied in
the context of covert communication [2]; by modulating the
times at which it performs routine tasks, the sender can send
information to the receiver so that it is unclear to a casual
observer that communication has occurred. We do not consider
this intriguing application here but rather focus on the channel
model itself.

We shall assume that the service discipline is first-in-first-
out, and that the queue is initially empty. Neither of these
assumptions is crucial; see Anantharam and Verdd [1] for
a discussion of these assumptions and for a discussion of
the cost of transmission for the channel. Unlike conventional
channels, the transmission and reception times of the ESTC
can be quite different, and the reception time depends on the
realization of the channel. This results in multiple reasonable
definitions of a block code. We shall resolve this ambiguity
here by considering only the window codes of Sundaresan and
Verdu [3].

A (n, M, T) (window) code is a collection of M codewords,
each of which is a vector of n nonnegative interarrival times
(v1,...,vy) such that the kth arrival occurs at time Zle Vs,
and the nth arrival occurs before time 77; and a decoder that
selects a codeword or declares an error for each possible
channel output. The (data) rate of a (n, M, T) code is defined
to be (1/T)log M. The arrival rate is n/T. We exclusively
use logarithms with base e.

The capacity achievable using window codes is shown to be
/e nats/time by Sundaresan and Verdu [3], where 1/u is the
mean service time. Anantharam and Verdd [1] find the same
capacity using a different block code definition. Arikan [4]
proves that the cutoff rate is p/4, and gives upper and lower
bounds on the reliability function that coincide at rates above
(11/4) log 2. These bounds are reproduced in Section IIL

Arikan points out that these bounds provide for an interest-
ing comparison between the ESTC and the Poisson channel
with zero dark current and a peak power constraint of .
The latter models a direct-detection optical channel; the input
is a nonnegative waveform A(¢), which is upper bounded
by p, while the output is a Poisson process with intensity
A(t). The capacity of this channel is also p/e nats/time,
and its reliability function is completely known [5], [6] and
coincides with Arikan’s lower bound on the reliability function
of the ESTC. Thus the ESTC is at least as reliable as is the
Poisson channel, and their reliability functions coincide at rates
between (r/4)log2 and their common capacity. Arikan [4]
posed the problem of determining whether the ESTC is strictly
more reliable at low rates than is the Poisson channel.

It is instructive to begin a study of this problem by con-
sidering the binary symmetric and Gaussian channels. These
channels have a natural distance metric over the channel inputs
(Hamming distance and Euclidean distance, respectively), such
that the maximum-likelihood (ML) error probability between a
pair of codewords only depends on the distance between them.
For low-rate codes over these channels, the error probability
of a codeword is well-approximated by the probability that it
is confused with its “nearest neighbor,” measured according
to this metric. The reliability function at low rates in turn is
governed by the greatest distance by which the codewords can
be separated in a sequence of codes with positive asymptotic
rate.

We show that much of this reasoning applies to the ESTC.
Unfortunately, the standard estimates of the pairwise error
probability under ML detection are intractable for this channel.
To bypass this, we introduce a simple suboptimal decoder for
which the pairwise error probability can be readily estimated.
We show that at low arrival rates, this decoder performs
well, and the pairwise error probability is governed by the
distance between the codewords, measured according to a
particular metric. These results are contained in Section II.



In Section III we show that the problem of determining the
ESTC’s reliability function at low rates can be reduced to a
combinatorial sphere-packing problem involving our distance
metric. By lower bounding the minimum distance of good
low-rate codes, we prove that the ESTC is indeed strictly
more reliable at low rates than is the Poisson channel. Some
concluding remarks are made in Section IV.

II. PAIRWISE ERROR PROBABILITY BOUNDS

The exponentially-distributed service times make the ML
decoder for the ESTC particularly simple. Given the received
departure times, the ML decoder first excludes any codeword
for which a departure occurs before the corresponding arrival;
we call such a codeword infeasible for this output. For each
feasible codeword, the decoder computes the service times that
would cause the observed departure times. It then selects the
codeword whose service times have the smallest sum.

Unfortunately, the simplicity of this decoder does not
translate into ease of analysis. To proceed, we introduce a
suboptimal decoder that approximates ML detection. Observe
that every pair of codewords u™ # v™ partitions the output
space into four sets: the outputs for which u” is feasible but
v™ is not, the outputs for which v™ is feasible but u™ is not,
the outputs for which neither are feasible, and the outputs for
which they both are. In general, the ML decoder will split
this last set between the decision regions of u™ and v"; our
suboptimal decoder will place the entire set in one of the two.
To specify which, we use the following definition.

Definition 1: To each codeword (uq,...,u,) we associate
the arrival process u(t) defined by

1
u(t) := sup Ogign:Zujgt ,
=1

where an empty sum is defined to be zero. For two codewords
u™ and v™, we say that u" leads v™ by
L(u™ ") = 1(u(t) > v(¢)) dt.

Then our pseudo-ML degoder for the codeword pair u",
v™ operates as follows: if L(u",v™) > L(v™,u™), then the
decoding region for v™ consists of all outputs for which v™
is feasible, and all others are assigned to ™. Similarly, if
L™ u™) > L(u™,v™), then the decoding region for u”
consists of all outputs for which u™ is feasible, and all others
are assigned to v". If L(u",v™) = L(v",u"), then we
arbitrarily assign the outputs for which both codewords are
feasible to one of the two codewords. Although the choice
might affect the error probability of the decoder, it will not
affect our bound on it.

To evaluate this bound, we use the following lemma, whose
proof follows immediately from Chernoff’s bound.

Lemma 1: If {S;}5°, are i.i.d. exponential with mean 1/,
then for all @ > 1/u, all 0 < b < 1/u, and all n > 1,

Pr (% Z S; > a> < exp(—n(ap — 1 —log(apu))),

i=1

and

Pr (% D 8 <b| < exp(—n(bu — 1 —log(bu))).

i=1
More useful than the £ quantity defined above is the
following symmetrized version.
Definition 2: For two codewords u™ and v", let

L(u",0") := max(L(u",v™), L™, u™)).
For a code C consisting of codewords (u?, ..
£() = inf Z(u ).
i#]

Theorem 1: Let u™ and v™ be the two codewords in a
(n,2,T) code that uses a pseudo-ML decoder, and let P, and
P, be their probabilities of error. If L(u",v™) > n/u, where
1/p is the mean service time, then

Sul), let

max (P, P,) <
exp(—n(pLl(u”,v")/n =1 —log(L(u",v")u/n))).

Proof: When using a pseudo-ML decoder, P, - P, =
0, so suppose without loss of generality that P, = 0. Then
L(u™ v™) = L(u™ v™), and given that u™ was transmitted,
an error occurs if and only if v™ is feasible for the resulting
output. But this requires that the server be busy whenever
u(t) > v(t). So if Sy,..., S, are the service times,

P, <Pr (Z S; > E(u”,v")) .
i=1
The result then follows from Lemma 1. O

A corollary _of the theorem is that for the ML decoder,
assuming that L(u",v™) > n/u,

P, + P, <
—5 =
exp (—n (uL(u",v™)/n— 1 —log (L(u™,v"™)u/n))) .

The £ quantity is the distance mentioned in the introduction.
Two of its properties are listed in the next result, whose
straightforward proof is omitted.

Lemma 2:

(a) L is a metric on the space of codewords with n points,
for each n.
(b) If u™ and v™ are codewords and w™ is defined by w(t) =
min(u(t),v(t)), then
L(u™w™) = L(u",v"™),
L™, w") = L™, u").

Observe that if ™ and v" are two codewords and w"
is as in (b), then w™, when viewed as a channel output, is
feasible for both u™ and v™. A ML detector will assign it
to u™ if L(u™,w™) < L(v™,w"), and to v™ if L(v™,w") <
L(u™ w™), since L(z™,y™) is the sum of the service times
required to cause output y” when the input is z™. Since
Lu™w™) = L"v") and L™, w") = L(v™,u"), a
pseudo-ML decoder treats all outputs that are feasible for both
codewords identically to w™. We expect the resulting loss to be



small since, regardless of which codeword is sent, we expect
w™ to be the dominating point of the set of outputs for which
both codewords are feasible. The next theorem bounds this
loss.

Theorem 2: Let u" and v™ be two codewords. For any
decoder, if P, and P, are their probabilities of error, then

1 _
max(Py, P,) > 5 exXP (—,uﬁ(u",v")) ,

where 1/p is the mean service time.

Proof: Let D, C R be the decision region for u"
and let D, C R? be the decision region for v™. Define the
codeword w™ as in Lemma 2(b), and let

Y., = {y" € R} : u" is feasible for the output y"},

and define Y, and Y,, similarly. Then
P, = / N’n exp (—MZ(U“, yn)) dyna
DENY,,

> [ e (o (B ) < Tt ) dy
DENY,,
= exp(—pL(u”,v"))-
/ " exp (—pL(w™, y™)) dy",
DgNY,,
> exp(—pLl(u",v™))-
/ p exp (—pL(w”, y"™)) dy",
DeNYy
where we have used Lemma 2. Similarly,

Py > exp(—pL(u",v"))

/ " exp (—pL(w™, y™)) dy™.
DsNYy,

But
[ esp(-uElwt,y) dy” = 1.

So since D,, and D,, are disjoint,
[ rep(-uZwn ) dy
D&Y,

/ p"exp(—pL(w”, y")) dy™ > 1.
DSNYy,

Therefore at least one of these integrals must be at least 1/2.
]

III. LOW-RATE RELIABILITY

We illustrate the efficacy of the bounds in the previous
section by using them to establish an improved lower bound
on the reliability function of the ESTC at low rates.

Let P.(R,T) be the infimum of the maximum probability
of error over all codes that are (n, M,T') for some n > 1 and
M > ef'T' Then the reliability function (or error exponent) of
the channel at rate R > 0 is defined by

E(R) := limsup f% log P.(R,T).

T—o0

The zero-rate error exponent is defined by

E(0) := sup E(R).
R>0
By modifying the random-coding and sphere-packing bounds
[7] to handle the unique features of this channel, Arikan [4]
proves the following.
Proposition 1 ([4]): Let E,,(R) be defined parametrically
for 0 < R < pu/e by

Egp(R) = 5[ —log(1 4 p)];

Y U
T+ )0
o

)/
1
W log(1+ p)'/*,

where p ranges over (0,00), and let E,,(0) = p. For R. :=
(u/4)log2 < R < pfe, let E.(R) = E,(R), while for
0 < R < R let E.(R) = u/4 — R. Then the reliability
function of the exponential-server timing channel with mean
service time 1/u satisfies

E.(R) < E(R) < Eqp(R)

forall 0 < R < p/e.

Since E,(R) and E,y,(R) coincide for R in [R., u/e], the
reliability function is determined at these rates. The reliability
function is currently not known at rates below R., and in
particular E(0) is not known: one only has the bounds
u/4 < E(0) < p. But determining FE(0) might reveal whether
the ESTC is more reliable at low rates than is the Poisson
channel, whose reliability function is known to be exactly
E,.(R) [5], [6]. One expects that it is, since the random-coding
exponent is rarely tight at low rates. In particular, one can show
using Gallager’s expurgated exponent [7] that the random-
coding bound lies strictly below the reliability function at
sufficiently low rates for any discrete memoryless channel
with nonzero capacity. Unfortunately, one cannot evaluate the
standard expurgated bound for the ESTC. We shall instead use
the results from the last section to lower bound F(0).

Definition 3: For n € N and = € (0,1], let

M(n,x) =
sup {M : there exists a (n, M, 1) code C with £(C) >z} .

It is not difficult to verify that M (n,1) =n+ 1 for all n and
M (n,z) < oo for all n and z. Define also

Ly =sup<z€[0,1]: limsupllogM(n,x) >0,.
n—oo T
We call Lj the maximum separable distance of the channel.
We shall show later that it satisfies Ly > 1/2. First we link it
to the zero-rate error exponent.

Proposition 2: The zero-rate error exponent of the
exponential-server timing channel with mean service time
1/ satisfies E(0) = puLo.

Proof: We shall first show that E(0) > pLg. This is
obvious if Ly = 0. Otherwise, let 0 < ¢ < L. By the
definition of Ly, there exists a sequence of codes {C,} such



that C,, is (n, M,,, 1) for each n, £(C,) > Lo — ¢ for all n,
and

1
limsup — log M,, = R > 0.

n— oo

Let 0 < A < pu, and for each n, redefine C,, to be the
(n, M,,n/\) code obtained by dilating time in the original
codewords by a factor of n/\. Consider decoding C,, using a
pseudo-ML decoder: we make a binary decision between all
distinct pairs of codewords, and if one codeword wins all the
comparisons in which it participates, we select it. Otherwise,
we declare an error.

By choosing A sufficiently small, we may assume that
u(Lo — €)/X > 1. Then using the union bound, Lemma 1,
and the fact that x — 1 — logx is increasing on [1,00), we
have that the error probability of any codeword in C,, is upper

bounded by
(M — 1) exp(—n(u(Lo — €)/A — 1 —log(u(Lo — €)/A))).

If p, is the maximum error probability of all codewords in
C,, then

P < (M, —1) exp(—n(u(Lo—€)/A—1—log(pu(Lo—€)/N))).

Since the asymptotic rate of {C,} is positive,

lim su log M,, = AR > 0,
BRSO /A 5
we have
E0) > linrriigffﬁ log py,
—AR+ p(Lo —€) — A — Alog(u(Lo — €) /).

Taking A — 0 and € — 0 establishes that F(0) > uLg. Now
let 0 < 6 < E(0) and let {Cy} be a sequence of codes such
that Cy is (ng, My, Ty) with maximum error probability py
satisfying

Tk 1 o0, (a)
i >
Jim T, 1ngk E(0) — 9, (b)
and
hm — log My > 0. (©
k—oo Tk

If liminf Ty /ng = 0, then we can remedy this by choosing
K > 1 such that 1 + KlogK — K > (E(0) — d)/u, and
discarding any points beyond the first [ K uT})| =: Ny in each
codeword of Cy. If pj, is the maximum error probability of the
new code then by Lemma 1,

Pl < pr+Pr (NL
< pr +exp(—Ni(1/K — 1 —1log(1/K))),
< pi + exp(=Tx (E(0) - 0)),

so that (b) above holds with p}, in place of pj. Therefore we
shall assume that lim inf T} /nj > 0.

For each k there exists a pair of codewords »"* and v"* in
Ci such that L(u™,v™) = L(Cy). Then by Theorem 2,

pr > max(P,, P,) > %exp(—,uZ(Ck)).

Thus o
L(Ck)
T

0< E(0)—¢ < p-liminf
k—oo k

Since M}, — oo by (a) and (c), and liminf}, o £(Cy)/Tk >
0, it follows that n; — oo. This combined with the observation

log M
lim inf &2k > lim mf — - lim 1nf — log M >0
k—o0 ng k—oco N k— Ty
implies
lim inf M < Lo,
k—o0 k
Thus E(0) — ¢ < pLg, but § > 0 was arbitrary. 0

The problem of determining F(0) for the ESTC has been
reduced to the combinatorial problem of determining Lq. Next
we shall show that Ly > 1/2 using a random coding argument.
First we require the following lemma about random walks.

Lemma 3: Let { X}, be a continuous-time random walk
on Z with Xy = 0 and transition rates

g(n,n+1)=¢q(n,n—1)=A>0 for all n € Z.

Let 7 = fo (X5 = 0) ds. Then for all 6 > 0, there exists
C,~ > 0 such that for all t>0,

Pr(r/t > 6) < Cexp(—~t).
Proof: Let Uy =0 and for 7 > 1, let

V= inf{t >U;_1: X, 75 O},
U; =inf{t > V;: X; =0},

and for 7 > 1, let
Yi=Vi— Ui,
Z; =U; = V.
Let N; = sup{n : U, < t}. Then
Pr(re/t > &) < Pr(Ny > dAt/2)+Pr(r/t > §, Ny < 6At/2).

Now E[Z;] = oo, so for any M € N, there exists M’ such
that if Z] = min(Z;, M') then M < E[Z{] < oo, and there
exists € > 0 such that

1 — 1
Nz.<M) <pPr| =
(igaeu)en(;

by Hoeffding’s inequality [8]. Write T" =
exists € > 0 such that

=1

ZZZ{ < M) < exp(—en).

[6At/2]. Then there

T
Pr(N; > 6At/2) < Pr (Z Z; < t) < exp(—edAt/2).

i=1



And by Lemma 1, there exists « > 0 such that for all
sufficiently large t,

T+1
PI‘(Tt/t > 6, Ny < (5/\t/2) <Pr (Z Y, > t(5>

i=1

< exp(—adAt/2).

]

Define a n-point Poisson process with rate X to be a random

vector U™ such that {U;}?_, are i.i.d. exponential with mean

1/\. Define a constrained n-point Poisson process with rate
A to be a random vector V™ with distribution

Pr(V" e A) =
Pr (U" EA\n/)\—\/ﬁ<ZUZ- <n/)\+\/ﬁ> ,
i=1

where U™ is a (unconstrained) n-point Poisson process with
rate \.
Proposition 3: The maximum separable distance satisfies
Ly >1/2.
Proof: Let U™ and V™ be independent n-point Poisson
processes with rate A\, and define the event

A, = {zn:UZ Zn/)\—\/ﬁ,ﬁ:Vi >n/)\—\/ﬁ}.

i=1 i=1

Write T,, = n/A + /n. Then if U™ and V" are independent
constrained n-point Poisson processes with rate A,

Pr (L0, V") < (1/2 - OT,,) <
Pr (L(U™, V") < (1/2 = 6)Tn, Ay)
Pr(n/A—vn <Y U <n/A+yn)?
Let X, and 7, be as in the previous lemma, coupled so that U™

and V" are the interevent times of the first n up-movements
and the first n down-movements of X, respectively. Then

Pr (C(U™, V") < (1/2 = 86)T,, Ay) <
Pr (Tn/A,ﬁ >n/A—vn—(1-25)(n/A+n)).
By the previous lemma, there exists C,y > 0 so that
Pr (rn i > n/A — Vi — (1= 26) (/A + V)
< Cexp(—7n).
This combined with the observation that
inf Pr (n/A—\/ﬁ<ZUi <n/>\+\/ﬁ> >0
n
i=1

shows that
Pr (207, V") < (1/2 = 6)T, ) < Cexp(—m)

for all n. Then for all sufficiently large n, a (n, exp(yn/4),Ty)
code C,, consisting of codewords chosen independently and
identically distributed to U™ will satisfy

L(Cy) > (1/2-6)T,

with high probability. Normalizing the code to have block-
length 1 shows that Ly > 1/2 — §. Since § was arbitrary, the
proof is complete. O

Theorem 3 follows immediately from Proposition 2 and
Proposition 3.

Theorem 3: The zero-rate error
exponential-server timing channel
time 1/u satisfies E(0) > p/2.

exponent of the
with mean service

IV. CONCLUDING REMARKS

It would follow that Ly = 1/2 and hence that E(0) = /2 if
one could show that for all § > 0, there exists a function fs(n)
that grows subexponentially with n such that any (n, M, 1)
code C with M > fs(n) satisfies £(C) < 1/2 + 6. We are
unable to prove or disprove this assertion, but we note that
a code described by Arikan [4] shows that f5(n) must grow
at least linearly in order for the assertion to hold: consider
the (n,n + 1,1) code C,, such that the mth codeword places
m — 1 jobs at time 0 and n + 1 — m jobs at time 1, for
1 < m < n+ 1. This code satisfies £(C,) = 1 for each n
and number of codewords grows linearly with the number of
points.
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