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Abstract

We prove that the zero-rate error exponent of the exponential-server timing channel is
at leastu/2, wherel/u is the mean service time. This proves that at low data rates, the
timing channel is strictly more reliable than the related Poisson channel with peak intensity
w1 and zero dark current. This answers a question recently posed by Arikan, who proved
that the timing channel’s reliability function is at least as large as the Poisson channel’s at
all rates, and that the two reliability functions coincide at high rates. Our proofs provide
insight into the construction of good codes for the timing channel by revealing a useful
distance metric between codewords.

1 Introduction

The exponential-server timing channel (ESTC) is one in which the sender chooses the times at
which identical jobs arrive at &M /1 queue, while the receiver observes their departure times.
We shall assume a first-in-first-out service discipline, but clearly other disciplines resulting in
the same conditional law of the departure times given the arrival times, such as last-in-first-
out, may be substituted. We shall also assume that the queue is initially empty, although this
assumption is also not crucial.

Our interest in this channel is due to its canonical nature and the important role it plays in
the study of covert timing channels, in which the sender sends messages containing irrelevant
or misleading information, and actually communicates with the receiver using the timing of the
messages, unknown to a casual observer [1, 2].

The ESTC is unusual among channels in that the difference between the transmission time
and reception time of a codeword is not negligible, and both the transmission time and reception
time depend on the codeword that is sent. This makes the cost of transmission amelear
see Anantharam and Verd3] for a discussion of this point. We resolve this ambiguity by
adopting thevindow codelefinition of Sundaresan and Vér{i].

A (n, M, T) (window) code is a collection of/ codewords, each a vectorohonnegative
interarrival times(a4, . .., a,) such that the:th arrival occurs at tim@f’;l a;, and thenth
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arrival occurs before tim&’; and a decoder that observes the output ¢WeF] then selects a
codeword or declares an error. The data rate ©f,a/, T") code is(1/7") log M (throughout
we use logarithms with bas¢. The arrival rate i /7.

Leta” = (a4,...,a,) be a codeword. Then the conditional density of the channel output,
the interdeparture time&' = (d,, ..., d,), givena™ is

P(d"|a") ﬁeu d; —w;),

i=1

wheree,,(-) is the exponential density with meaniy andw; is the time that the server is idle
between servicing jobs— 1 andj,

i i—1
w; = max (Zaj — Zdj,0> ,
j=1 j=1

andw; = a; by convention.

The Shannon capacity of this channel, when using window codgge¢ isats/time [1]. The
channel was introduced by Anantharam and Yd@], who found an identical capacity while
using a slightly different block code definition.

We shall study the more refined characterization of the channel known as the reliability
function [4], continuing the work of Arikan [5]. LeP.(R,T) be the infimum of the average
probability of error over alln, M, T) codes withn, > 1 andM > efT. Then thereliability
function(or error exponentat rateR > 0 of the channel is

1
E(R) = limsup ~7 log P.(R,T),

T—o00

and
E(0) =sup E(R).

R>0

By modifying the random-coding and sphere-packing bounds [4] to handle the unique features
of this channel, Arikan proved the following.

Proposition 1 ([5]) Let E,,(R) for 0 < R < p/e be defined parametrically by

Eop(R) = ()—Hp/p[ﬂ —log(1 +p)],

I

B= e

7 log(1+p)',

asp ranges over0, o), and letE,,(0) = u. For R, = (u/4)log2 < R < p/e, letE.(R) =
Es,(R), while for0 < R < R,, let E,(R) = p/4 — R. Then the reliability function of the
exponential-server timing channel with mean service fithesatisfies

E,(R) < E(R) < Ey(R)
forall 0 < R < p/e.

SinceE, (R) andE,(R) coincide forR. < R < C, the reliability function is determined at
these rates. The reliability function is currently not known for rates beétgvand in particular
E(0) is not known; one only has the boundst < E(0) < u. We wish to determiné’(0) for
two reasons.
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The first is to compare the reliability function to the Poisson channel’'s. The input to the
Poisson channel is a wavefork(t) while the output is a Poisson process with rate) + .
It models an optical channel with direct detection; the paramet@enodels a “dark current.”
Generally,\(¢) is constrained in both peak and mean. We shall restrict our attention to the case
of a peak constraint on the input: < A(t) < p, no constraint on the average, and zero dark
current:\g = 0.

The capacity of the Poisson channel under these constraints ig.4sfb]. Further-
more, the reliability function, which was determined by Wyner [7, 8], coincides with Arikan’s
random-coding lower boundy,, for the reliability function of the ESTC. Thus the two relia-
bility functions are equal at rates abo¥e. A natural question, posed by Arikan, is whether
the two reliability functions coincide at all rates. The answer likely hinges on their zero-rate
asymptotes since this is where the random-coding and sphere-packing exponents tend not to be
tight. In particular, one can show using Gallager’s expurgated exponent [4] that the random-
coding bound lies strictly below the reliability function at all sufficiently low rates for any
discrete-memoryless channel with nonzero capacity. Indeed, we prove, using a modified ex-
purgated exponent bound, that0) > /2 for the ESTC, so that the two reliability functions
differ at low rates: the ESTC is strictly more reliable. These results are contained in Section 2.
Some remarks about the tightness of our bound are made in Section 3.

Our second source of interest#(0) is that low-rate error exponents typically reveal con-
siderable insight into the structure of good low-rate codes. The calculatiofOoffor the BSC
(resp. Gaussian) channel, for instance, reveals that the error probability of a low-rate code is
governed by the minimum Hamming (resp. Euclidean) distance between pairs of codewords.
Although we do not determing(0), we exhibit an analogous notion of distance for the ESTC
and show that the error probability of a low rate cbiaedetermined by the minimum of this
distance between codeword pairs.

2 An Expurgated-Exponent Bound

The exponentially-distributed service times make the maximume-likelihood (ML) decoder for

the channel simple to describe. Given the received vector of interdeparture times, the ML

decoder first excludes those codewords for which a departure occurs before the corresponding

arrival—these codewords could not have been sent, and we calinifiessible For each feasi-

ble codeword, the decoder computes the service times that would cause the observed departure

times. The ML decoder then selects the codeword with the smallesbf service times.
Unfortunately, the ML decoder is not as simple to analyze as it is to describe. We proceed

by approximating ML detection with a suboptimal rule. To any interevent timmes . . , u,),

we associate the function

u(t)—sup{()gignzz%gt}.

Jj=1

Observe that a codewor is feasible for an outpug” if and only if y(t) < x(t) for all t. For
any pair of interevent timeg"” andv™, we say that.” leadsv™ by

Ll ) = /Ooo u(t) > v(t)) dt.

IMore precisely, a code with a small data rated arrival rate.
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If ™ are the interarrival times for a single-server queue, i@hdre the interdeparture times,
thenL(z", y") is the time that the server is busy. Thus the ML rule can be stated as

arg min L(z", y").
z" feasible

Consider the ML detection of two codewordsg, andv™. Define the codeword™ by w(t) =
min(u(t),v(t)). If the outputy™ satisfiesy(t) > w(t) for somet, then only one of.” and
v™ is feasible fory™. If y(t) < w(t), then both codewords are feasible, and a comparison of
L(u™,y™) to L(v™, y") is required. LetV = {y" : y(t) < w(t)}. In general, there are outputs
in W thatu" leads less than™ does, and different outputs iV thatv™ leads less than”
does. In this casd} is not wholly contained in the decision region of eithé&ror v™. If u”
andv™ are well-separated, however, one expects the probability @6 be small under both
codewords, and dominated by the chance ghas close tow™. This suggests that there would
be little loss in placing the regiol entirely within the decision region of the codeword that
leadsw™ by the smallest amount. It is easily verified tigt.", w") = L£(u™,v™) and similarly
L(v™,w™) = L(v",u"), which leads us to examine the following suboptimal decoder.

Definition 1 A codeword:” in a (n, M, T) codedominatesanother codewora™ in the same
code given the output® if at least one of two conditions holds:

1. u" is feasible fory™ andv™ is not, or
2. u" andv™ are both feasible fog™ and L(v™, u™) > L(u™, v™).

The pseudo-ML decodeoperates as follows: given the channel outptt if there exists a
unigue codeword,” that dominates all other codewords givgh thenu™ is chosen. Other-
wise, an error is declared.

Typically the output,” is clear from the context and we abbreviat& ‘lominates™ given
y"" as simplyu™ >4 v".

The next two lemmas relate the lead time between codewords to their error probabilities.
The first lemma follows immediately from the Chernoff bound.

Lemma 1 If {S;}:2, are i.i.d. exponential with meaty y, then for alla > 1/p and alln > 1,
1 n
Pr{—=>» Si>a| < - -1-1 .
r (n ;:1 > a) < exp(—n(ap og(ap)))

Let £L(u", v") = max(L(u",v™), L(v™, u™)). Itis readily verified that is a metric on the
space of codewords with points, for each.

Lemma 2 Let«™ andv™ be two codewords. If

then
P(u" >4 u"|u") < exp (—pL(u",v") +n+nlog (L(u",v")u/n)),

wherel/p is the mean service time.
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Proof. If L(v"™,u™) > L(u™,v"), then itis impossible for™ to dominate:” given an output

caused by,”, SOP(v" >4 u"|u™) = 0. If L(u",v™) > L(v"™,u™), thenL(u™,v"™) = L(u",v").
Now v™ >, u™ only if v™ is feasible, and this requires that the server be busy during the entire
time thatu” leadsv™. Thus ifS;, ..., S, are then service times,

P(" >4 u"lu™) < Pr (Z S; > Z(u”,v")) .

i=1

The result then follows from Lemma 1. O

Our approach will be to select codewords randomly as i.i.d. Poisson processes. We will
then bound the minimuni-time between pairs of codewords in these codes and use Lemma 2
to estimate their error probability. This will require the following lemma about the local time
of random walks.

Lemma 3 Let {X,;}*, be a continuous-time random walk @nwith X, = 0 and transition
rates
qg(n,n+1)=q(n,n—1)=X>0foralln € Z.

Letr, = fot 1(Xs = 0) ds. Then for ally > 0 there exists”, v > 0 such that for allt > 0,
Pr(r/t > §) < Cexp(—t).
Proof. Let Uy = 0 and for: > 1, let

‘/; = ll’lf{t > Ui—l : Xt 7£ O},
U; = inf{t >V;: X, =0},

and
Yi=Vi=U-,
Z; =U; = V.
Let N; = inf{n : U, < t}. Then
Pr(r/t > §) = Pr(N; > 6At/2) + Pr(r/t > 6, Ny < 6At/2).

Now E[Z;] = oo, so for anyM € N, there exists\’ such that ifZ! = min(Z;, M’) then
M < E[Z}] < oo and there exists > 0 such that

Pr (Z Z; < Mn) < Pr (Z 7z < Mn> < exp(—en).

i=1 =1

by Hoeffding’s inequality [9]. Writel' = [6At/2]. Then there exists > 0 such that

Pr(N; > 6At/2) < Pr (i Z; < t) < exp(—et).

i=1

And by Lemma 1, there exists > 0 such that for all sufficiently largg

T+1
Pr(r/t > 6, N, < 0At/2) < Pr (Zn > t5>
=1
< exp(—at).Od
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Define an-point Poisson process with rateto be a random vectdr™ such that{U, }_,
are i.i.d. exponential with mealy A. Define aconstrainedn-point Poisson process with rate
to be a random vectdr” with distribution

Pr(V" € A) =Pr (U” € Aln/A —/n < ZUZ- <n/)\+\/ﬁ> ,
i=1

whereU™" is a (unconstrained)-point Poisson process with rake

Lemma 4 Forall A\, > 0, there exist€’, v > 0 such that for alln if U™ and V" are indepen-
dent constrainea-point Poisson processes with ratethen

Pr (L(U", V") < (1/2 = 6)T) < Cexp(—vyn),
whereT = n/\ + /n.

Proof. Let U™ and V" be independent (unconstrainedpoint Poisson processes with rate
and define the event

A = {ZU Zn/A—ﬁ,ijiZn/A—\/ﬁ}.
Then
Pr (Z(Un, V) < (1/2 - 0)T, An)

= Pr(n/\ —/n <30 U <n/A+y/n)?

Let X; andr, be as in the previous lemma, constructed so thaand V" are the interevent
times of the first, up-movements and the firstdown-movements ok, respectively. Then

Pr (L(U", V") < (1/2—6)T)

Pr (Z(Un, Uy < (1/2 — 6)T, An> < Pr (raeym > /A — v — (1= 20)(n/A + /) .
By the previous lemma, there exisgtsy > 0 so that
Pr (7, /n_ya > n/A —v/n— (1= 26)(n/A+ v/n)) < Cexp(—yn).

This combined with the observation that
inf Pr (n/)\—\/ﬁ< ZUZ < n/)\—f—\/ﬁ) >0
=1

completes the proof. |

Proposition 2 The zero-rate error exponent of the exponential-server timing channel with
mean service time/y satisfiesk'(0) > /2.

Proof. Let0 < § < 1/2. For any(n, M, T') code with codewords?, ..., u}, that uses the
pseudo-ML decoder, the probability of error of tile codeword satisfies

Py < PO 2q ).
J#i
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Suppose in addition thqt = n/\ + y/n for some < (1/2 — d)u. Let
g L(u},u}) > (1/2=0)T
Y1 0 otherwise.

Then using Lemma 2 and the inequality_, z;)* < ),z for all nonnegativer; and all
s € (0, 1], we have

Pies 3|0 )+ dyee (on (/2= 05 1 -tog (02 -913) )]

Now fix A < (1/2—0)u, and consider a random ensembléafA/, n/A++/n) codes in which
each codeword is chosen independently as a constraipaint Poisson process with raike

the distribution of which we denote [y (-). Each code in the ensemble uses the pseudo-ML
decoding rule. For each<: < M, P, averaged over the ensemble satisfies

s [ 20t tew (o (a2 -05 ~1 -0 (02-95)))]

j#i
dQx(uy) - - - dQx (ujy).
Exchanging the summation and the integral, then observing that all terms in the sum are equal,
we apply Lemma 4 to obtain

P, < (M —1) [Cexp(—yn) + exp (—ns ((1/2 - 5)% —1—log ((1/2 - 5)%)))} .

To translate this into a statement about the probability of error for a particular code, one can
double the number of codewords in the codes and use Markov’s inequality to upper bound
the probability of error of the best half. The details are given in Gallager [4, p. 151], and the
result is that for each € (0, 1] there exists &n, M, n/\ + /n) code for each such that the
probability of error of theth codeword satisfies

Pe,i S
1/s . 1/s . . . H 1 . H 1/s
2V5(2M —2) [Cexp( yn) + exp ( ns ((1/2 5))\ 1 —log <(1/2 5)/\)))}
forall 1 < i < M. Equivalently, for all rates > 0, there exists &, M, n/\ + \/n) code for
eachn with rate at leasf? such that

Pe,ig

yl/s exp(RT,/s) [C’ exp(—yn) + exp (—ns ((1/2 — 5)% —1—log ((1/2 - 5)%)))} v )

whereT,, = n/\ + /n. Thus
E(R) > —R/s

- limsup%log [C’exp(—fyn) + exp <—n5 ((1/2 - 5); —1—log ((1/2 - 5)%)))] :

n—oo S n

Thus for all sufficiently smals,

E(R) > —R/s + (1/2 — 8)p — A — Alog ((1/2 - 5)%) .

So
E(0) > (1/2 — 6)u — A — Alog ((1/2 - 5)§> .

Since\ > 0 andé > 0 were arbitrary, the result follows. O
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3 Remarks on Tightness

For a code with a large number of codewords chosen as Poisson processes, the nRimum
distance between pairs of distinct codewords is riear with high probability, wherel" is

the blocklength. The next result implies th&t0) > 1/2 only if there is ano > 1/2 and a
sequence of codes whose blocklengths tend to infinity while the data rates do not tend to zero,
each with the property that if is the blocklength then

L(ul,u?) > aT,

19 7g
for all distinct codewords;” andu .
Proposition 3 If (uf,...,u},) is a(n, M,T) code (with any decoder) and

o = inf £(u}',u)/T.

7
] I

and P. is the maximum probability of error over thd codewords then
P, > (1/2) exp(—paT),
wherel/u is the mean service time.

Proof. Suppose: andu? havel(u},u})/T = «. Let D; C R’} be the decision region
for «} and letD; C R’} be the decision region far}. Define the codewordg by ug(t) =
min(u,(t), u;(t)), and let

Y; = {y" € R" : u? is feasible for the output™}

and defingy; andY similarly. Then the probability of error for codewoidatisfies
P, :/ pexp (—pl(ui,y")) dy”,
DsNY;
> / " exp (—p (L(uf', ug) + L(ug,y"))) dy”,
DZ.CQYO

= exp(—pL(u, uf)) / W exp (—plL( y™) dy

DENYy

=eXp(—uaT)/ p" exp (—pL(ug,y")) dy",
DfﬂYO

where we have used the fact thats a metric and thaf (a", b") = L(a", b") if a(t) > b(t) for
all t. Similarly,

Py > exp(—uaT)/ p" exp (—pL(ug,y")) dy".

D]c NYo

But
/ " exp(—pL(ug, y")) dy" = 1.
Yo

So sinceD; andD; are disjoint,

/ p" exp(—pLl(ug, y")) dy" + / p" exp(—pLl(ug,y")) dy™ > 1.
DfﬂYo D;TTWYO
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Therefore at least one of these integrals must be at least 1/2. O

Thus to showr (0) = /2, it suffices to show that all positive-rate codes have a minimum
L-distance between pairs /2, or more precisely that for all > 0, there exists a function
fs(n) that grows subexponentially with such that for all(n, M, T) codes withM > f5(n)
there exists a pair of codeworad$, v" such that(u",v")/T < 1/2 + 6. We are unable to
prove or disprove this assertion, but we note that a code described by Arikan [5] shows that
fs(n) must grow at least linearly in order for the assertion to hold: considénthe 1, M, T),)
code wherél’,; = M /u such that thenth codeword places: — 1 jobs at time 0 and/ — m
jobs at timeM /u, for 1 < m < M. This code has & distance ofl; between all pairs of
codewords and the number of codewords grows linearly with the number of points.

A reader interested in investigating this problem should note that the normalidestance
between two randomly chosen Poisson codewords has a wide distribution: its spread is on the
same scale as its mean. This is in contrast to codewords for the BSC chosen as fair coin flips,
and codewords for the Gaussian channel chosen as independent Gaussian random variables,
for which the distance distribution is concentrated around its mean. For the ESTC then, either
the Poisson distribution is not the optimum one with which to choose codewords at low rates,
or the best low-rate codes have a wide distance spectrum, so that the usual Plotkin-type bound
on the minimum distance fails to establish the tightness of our lower bouit@n
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