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Abstract— We study the problem of Information-theoretically
secure secret key agreement under the well-knownsource model
and channel model. In both of these models the parties wish to
create a shared secret key that is secure from an eavesdropper
with unlimited computational resources. In the channel model,
the first party can choose a sequence of inputs to a discrete
memoryless channel, which has outputs at the other parties and at
the eavesdropper. After each channel use, the parties can engage
in arbitrarily many rounds of interactive authenticated commu-
nication over a public channel. At the end, each party shouldbe
able to generate the key. In the source model, the parties wishing
to generate a secret key (as well as the eavesdropper) receive a
certain number of independent identically distributed copies of
jointly distributed random variables after which the parti es are
allowed interactive authenticated public communication,at the
end of which each party should be able to generate the key.
We derive new lower and upper bounds on the secret key rate
under the source model and the channel model, and introduce a
technique for proving that a given expression bounds the secrecy
rate from above in the channel model. Our lower bounds strictly
improve what is essentially the best known lower bound in both
the source model and the channel model. Our upper bound
in the channel model strictly improves the current state of art
upper bound. We do not know whether our new upper bound in
the source model represents an strict improvement but we have
included the bound for completeness.

I. I NTRODUCTION

A fundamental problem in cryptography is the generation of
a common secret key between a set of parties in the presence
of an eavesdropper. This secret key can then be, for instance,
used in private communication. Information theoretic security
is the most stringent form of security since it does not make
any assumptions on the computational power of the adversary.
Shannon was the first who precisely formulated the problem
of information-theoretically secure secret key generation [12].
Since then, the work of Shannon has been much developed and
modified (for example see [11], [10], [7], [3], [4]). In an early
work, Maurer considered the model in which Alice can send
a message to Bob (which is also heard by the eavesdropper
Eve) through a broadcast channel [7]. He made the interesting
observation that even if the channel from Alice to Eve is
stronger than the channel from Alice to Bob, Alice and Bob
may still be able to generate a common secret key that is
asymptotically information-theoretically secure from Eve if we
allow Bob to send authenticated but public messages to Alice.

This observation led to the formulation of the two main models
in this area, introduced by the works of Ahlswede and Csiszár
[3], Csiszár and Narayan [1] and Maurer [7], called thesource
modelandchannel model. In both models there arem parties
interested in secret key generation against an adversary Eve.
In the channel model, them parties and Eve have access to
n independently and identically distributed (i.i.d.) repetitions
of jointly distributed random variablesXi (i = 1, .., m),
and Z. Following the reception of then i.i.d. repetitions of
(X1, X2, ..., Xm, Z), in the traditional source model them
parties are allowed to have interactive authenticated public
communication. In the channel model, a secure DMC channel
q(x2, x3, ...xm, z|x1) exists from the first terminal to all other
terminals (including Eve). The input of the DMC is governed
by the first party while the other parties (including Eve)
observe the outputs of the broadcast channel at their end. Inthe
traditional channel model, after each use of the channel by the
first party, all them parties are allowed to engaged in arbitrary
many rounds of interactive authenticated communication over
a public channel. We generalize both models somewhat by
allowing the communication only among the firstu (1 ≤ u ≤
m) of the parties; partiesu + 1, ..., m can listen and have
to participate in secret key generation, but do not talk. This
generalization has the technical advantage of putting one-way
secret key generation and interactive secret key generation on
the same footing and includes the standard model as a special
one.

Following the communication, in both models, each party
generates random variableSi as its secret key (i = 1, 2, .., m).
All Si’s should with high probability be equal to each other
and they should be approximately independent of Eve’s whole
information after the communication (e.g. then i.i.d repeti-
tions ofZ and the public discussion in the source model). The
achieved secret key rate would then be roughly1

n
H(S1). The

highest achievable secret key rate (asymptotic inn) is called
the secrecy capacity (for a precise formulation see section2).

Calculation of the exact secrecy capacity remains an un-
solved problem, although some lower and upper bounds on
this quantity are known. In the source model and for the
case ofm = 2, the best know upper bound due to Gohari
and Anantharam equalsinfJ [I(X1; X2|J) + I(X1X2; J |Z)]
[4]. In the channel mode, the best know upper bound ex-



plicitly mentioned in the literature, as far as we are aware,
is min[supp(x1) I(X1; X2), supp(x1) I(X1; X2|Z))] proposed
by Maurer [7]. This can however be easily generalized to
infZ−Z−X1X2

[supp(x1) I(X1; X2|Z)]. In the source model,
the essentially best known lower bound, proved using random
binning arguments, is due to Ahlswede and Csiszár [3]: the
maximum ofsupV −U−X−Y Z

(

I(U ; Y |V ) − I(U ; Z|V )
)

and
supV −U−Y −XZ

(

I(U ; X |V )− I(U ; Z|V )
)

(Maurer provided
a different technique for deriving lower bounds on the secret
key rate in [7]. More specifically, he proved that even when
the maximum of the two one-way communications vanishes,
the secret key rate may be positive. This technique however
seems to give us a rather low secrecy rate.) In the channel
model, the essentially best known lower bound as far as we
are aware issupp(x1) max{supV −U−X1−X2Z [I(U ; X2|V ) −
I(U ; Z|V )], supV −U−X2−X1Z [I(U ; X1|V ) − I(U ; Z|V )]}
where(X1, X2, Z) inside the supremum has joint distribution
p(x1)q(x2, z|x1) [7] [1].

In this paper we develop a new single letter lower bound
for the secrecy rate under both the source model and the
channel model. Our bounds, in the case of two terminals,
strictly improve the above mentioned results. Roughly speak-
ing our bound in the source model is proved by follow-
ing the interactive communication stage by stage, however
we have to do some careful bookkeeping of the buildup
of the secret-key rate by controlling the amount of reduc-
tion of secret key rate built-up in earlier stages due to the
communication in later stages. The lower bound in source
model is exploited for deriving a new lower bound on the
secrecy rate in the channel model. An example is provided
to show that the new bound represents an strict improvement
of better thansupp(x1) max{supV −U−X1−X2Z [I(U ; X2|V )−
I(U ; Z|V )], supV −U−X2−X1Z [I(U ; X1|V )−I(U ; Z|V )]}. In
this paper, we also improve the above mentioned upper bound
on secret key rate in the channel model. Our proof technique
is similar to the one for proving upper bounds in our previous
paper [4]. The idea is to define a potential function and show
that for any valid secret key generating protocol, the potential
function starts from the upper bound and decreases as we move
along the protocol, and eventually becomes equal to the gain
of the protocol. Finally, we propose a new upper bound in the
source model that generalizes the upper bound of [4] andmay
improve it. We have included this bound for completeness.

The outline of this paper is as follows. In section II, we
introduce the basic notations and definitions used in this paper.
Section III contains the main results of this paper followedby
section IV which gives brief heuristic sketch of the proofs for
the results.

II. D EFINITIONS AND NOTATIONS

Throughout this paper we assumeX1, X2, ...., Xm andZ

are m + 1 possibly dependent random variables each taking
values from a finite set.

Our model is similar to the multi-terminal source and chan-
nel models as in [1] and [2] except that we relax the uniformity
condition on the generated secret key i.e. equation (2) in [1]

(Maurer in [7] argued that the assumption of uniformity could
always be added without loss of generality). We study the
weak notion of secrecy throughout this paper and assume that
all m parties are interested in secret key generation. (It is
known that the weak and strong secret key rates are equal [8])

A. Source Model

Given n i.i.d. repetitions of a random variableX , we
denote the ith of these by X(i). We write X1:i for
(X(1), X(2), ..., X(i)). For X1:n we will often instead write
Xn.

Definition 1: Given n i.i.d repetitions of the random
variables (X1, X2, ..., Xm, Z) having the joint distribu-
tion p(x1, x2, x3, ..., xm, z), the pair (n,

−→
C ), where

−→
C =

(C1, C2, ..., Cr) is a finite set of discrete random variables
is considered a “valid communication” if:

• H(Ci|C1, C2, ..., Ci−1, X
n
j ) = 0 ∀j : 1 ≤ j ≤ m, i −

j ≡m 0
• For all r > u, we haveCi = 0 ∀i : i − r ≡m 0 (r-th

terminal is not allowed to participate in the communica-
tion)

Please note that if(n,
−→
C ) is valid, then one has

H(
−→
C |Xn

1 , Xn
2 , ..., Xn

m) = 0.
Definition 2. Let p(x1, x2, x3, ..., xm, z) be a joint distri-

bution, n be a natural number,Xn
1 , Xn

2 , ..., Xn
m and Zn be

n i.i.d. repetitions of random variablesX1,...,Xm and Z

having the joint distributionp(x1, x2, x3, ..., xm, z), ǫ be a
positive real number,

−→
C = (C1, C2, ..., Cr) be a finite set

of discrete random variables andS1, ..., Sm be m discrete
random variables.

The data typing condition SK(n,ǫ, S1, S2, S3,..., Sm,
−→
C )

is said to hold iff the following conditions are satisfied:

1) the pair(n,
−→
C ) is a valid communication.

2) H(Si|C1, C2, ..., Cr , X
n
i ) = 0 for all 1 ≤ i ≤ m

3) P (S1 = S2 = S3 = ... = Sm) > 1 − ǫ

4) 1
n
I(S1; Z

n, C1, C2, ..., Cr) < ǫ

To any SK data type, we assign a number called the “gain”
of the SK data type which is defined as1

n
H(S1).

Definition 3: S(X1; X2; X3; ...; Xu; X
(s)
u+1...; X

(s)
m ‖Z),

the secret key rate when the terminals can
randomize, is defined as the supremum over all
(M1, M2, ..., Mu) satisfying:p(M1, ..., Mu, X1, ..., Xm, Z) =
p(M1).p(M2)...p(Mu).p(X1, ..., Xm, Z) of
limǫ→0 lim supn→∞ sup

SK(n,ǫ,S1,S2,S3,...,Sm

−→
C )

Gain(SK).

The data typing SK(n, ǫ, S1, S2, S3, ..., Sm

−→
C )

inside the supremum is defined for
(X1M1, X2M2, ..., XuMu, Xu+1, ..., Xm).

Please note that the superscript“(s)” is used to denote the
silent parties.

B. Channel Model

Given an ordered sequence ofn random variables taking
values from the setX , we denote theith of these byX(i).
We write X1:i for (X(1), X(2), ..., X(i)). For X1:n we will
often instead writeXn.



Definition 4. Let q(x2, x3, ..., xm, z|x1) be a conditional
distribution,n be a natural number,ǫ be a positive real number,
−→
C = (

−→
C 1,

−→
C 2, ...,

−→
C n) be a collection ofn finite sets of

discrete random variables
−→
C i : i = 1..n. Each

−→
C i is a finite

set of discrete random variables:
−→
C i = (C1

i , C2
i , ..., C

r(i)
i ).

Let M1,...,Mu, Xn
1 , Xn

2 , ..., Xn
m, Zn and S1, ..., Sm be

u + (m + 1)n + m discrete random variables.

Consider the following conditions:

1) For i = 1, ..., n: p(X2(i) = x2(i), X3(i) =
x3(i), ..., Xm(i) = xm(i), Z(i) = z(i)|X1:i

1 =
x1:i

1 , X1:i−1
2 = x1:i−1

2 , ..., X1:i−1
m = x1:i−1

m , Z1:i−1 =
z1:i−1, M1 = m1, ..., Mu = mu) =
q(x2(i), x3(i), ..., xm(i), z(i)|x1(i))

2) Fori = 2, ..., n: H(X1(i)|
−→
C 1,

−→
C 2, ...,

−→
C i−1, M1, X

1:i−1
1 )

= 0
3) p(M1...MuX1(1), X2(1), ..., Xm(1), Z(1)) =

p(M1)...p(Mu)p(X1(1), X2(1), ..., Xm(1), Z(1))

4) H(
−→
C

j
i |
−→
C 1,

−→
C 2, ...,

−→
C i−1

−→
C

1:j−1
i X1:i

s Ms) = 0 ∀s : 1 ≤
s ≤ u, s − j ≡m 0
−→
C

j
i = 0 ∀i, j, s : j − s ≡m 0 and s > u (meaning

that s-th terminal is not allowed to participate in the
communication)

5) H(Si|
−→
C , Xn

i Mi) = 0 for 1 ≤ i ≤ u

H(Si|
−→
C , Xn

i ) = 0 for u + 1 ≤ i ≤ m

6) P (S1 = S2 = S3 = ... = Sm) > 1 − ǫ

7) 1
n
I(S1; Z

n,
−→
C ) < ǫ

Intuitively, n represents the number of communication
rounds;

−→
C i communications at thei-th stage; M1,...,Mu

external randomness provided to the firstu parties.

The data typing condition SKC (n,ǫ, S1, S2, S3,..., Sm,
−→
C ,

(M1, M2, ..., Mu), Xn
1 , Xn

2 , ..., Xn
m, Zn) is said to hold iff all

above-mentioned conditions are satisfied. To any SKC data
type, we assign a number called the “gain” of the SKC data
type which is defined as1

n
H(S1).

Definition 5: Cǫ
CH(u, q(x2...mz|x1)), the ǫ secret key rate,

is defined as:

lim supn→∞ supSKC(n,ǫ,...) Gain(SK)

Definition 6: CCH(u, q(x2...mz|x1)), the channel model
secret key rate, is defined as the limit ofCǫ

CH(u, q(x2...mz|x1))
as ǫ goes to zero.

Note that we have allowed the first user to participate in
the public discussion and to randomize. The assumption on
the participation of the first party in the public discussion
can be removed but this party must be allowed to randomize.
Otherwise, the inputs to the broadcast channel will be always
a deterministic function of the public communication and thus
known to the eavesdropper, resulting in zero secret key rate. It
is legitimate to differentiate between the ability to randomize
and the ability to participate in the public discussion as long as
the first user is concerned. For the sake of notational simplicity,
however, we allow the first user to participate in the public
discussion.

III. STATEMENT OF THE RESULTS

A. Source Model

Theorem 1.S(X1; X2; ...; Xu; (Xu+1)
(s)...; (Xm)(s)‖Z) is

lower bounded by
∑p

j=q[min1≤r≤m I(Uj ; Xr|U1:j−1) −
I(Uj ; Z|U1:j−1)] for everyq ≤ p, and(U1, ..., Up) satisfying
the following constraints:

• Ui (i = 1, ...p) takes values from a finite set.
• p(U1, ..., Up|X1X2, X3, ..., Xm, Z) =

∏p

i=1 p(Ui|U1:i−1Xi mod m)
• For all r > u, we haveUi = 0 ∀i : i − r ≡m 0

This lower bound strictly improves the known lower bound
given by the maximum of the two one-way secrecy rates.

Theorem 2.S(X1; X2; ...; Xu; X
(s)
u+1...; X

(s)
m ‖Z) is upper

bounded by
infJ f−1{f(S(X1; X2; ...; Xu; (Xu+1)

(s)...; (Xm)(s)‖J)) +
Sf−one−way(X1X2...Xm; J (s)‖Z)}. where f : ℜ ≥ 0 7→
ℜ ≥ 0 is a strictly increasing convex function and the
f-one-way secrecy rate is defined as be

Sf−one−way(X ; Y (s)‖Z) =
supV −U−X−Y Z [f(H(U |ZV )) − f(H(U |Y V ))].

This upper bound is in turn upper bounded by
infJ f−1

(

f(S(X1J ; X2J ; ...; XuJ ; (Xu+1J)(s)...; (XmJ)(s)‖J))+
Sf−one−way(X1X2...Xm; J (s)‖Z)

)

whose single letter
characterization could be computed using Theorem 3.

Remark.This upper bound reduces to our previous upper
bound given in the [4] (section V) for the special case of
f(x) = x. We don’t know if this bound strictly improves that
of [4].

Theorem 3.Let [m] and [u] respectively denote the sets
{1, 2, ..., m} and {1, 2, ..., u}. The following formula on the
secret key rate in the presence of silent parties holds:

S(X1Z; X2Z; ...; XuZ; (Xu+1Z)(s)...; (XmZ)(s)‖Z) =
H(X1...Xu|Z) − min(R1,...,Ru)∈ℜ(

∑u

i=1 Ri), where:
ℜ = {(R1, ..., Ru) : ∀B : B ⊂ [m], B

⋂

[u] 6= ∅, B 6= [m] :
∑

j∈B
T

[u] Rj ≥ H(XB
T

[u]|XBcZ)}.

B. Channel Model

Theorem 4.Assume thatq ≤ p are two arbitrary natural
numbers,(U1, ..., Up) are arbitrary random variables satisfying
the following properties:

• Ui (i = 1, ...p) takes values from a finite set.
• p(U1, ..., Up|X1X2, X3, ..., Xm, Z) =

∏p

i=1 p(Ui|U1:i−1Xi mod m)
• For all r > u, we haveUi = 0 ∀i : i − r ≡m 0

CCH(u, q(x2, x3, ...xm, z|x1)) is lower bounded by
supp(x1)

∑p

j=q[min1≤r≤m I(Uj ; Xr|U1:j−1) −
I(Uj ; Z|U1:j−1)] where (X1, ..., Xm, Z, U1, ..., Up)
inside the supremum has joint distribution
p(x1)q(x2, x3, ...xm, z|x1)p(U1, ..., Up|X1X2, X3, ..., Xm, Z).

In the case of m = 2, the new lower bound
on CCH(2, q(y, z|x)) derived by taking supremum
over all valid (q, p, U1, ..., Up) strictly improves the
supp(x)[max(S(X ; Y (s)‖Z), S(X(s); Y ‖Z))] lower bound.
In this expression,S(X ; Y (s)‖Z) is the source-model one
way secrecy rate fromX to Y in the presence ofZ.



Theorem 5.Let ϕj(p(x1, ..., xm, z)) (j = 1, 2, ...) be a
function from the set of probability distributions defined
on finite sets to real numbers. For any conditional dis-
tribution q(x2, x3, ..., xm, z|x1), φ(q(x2, x3, ..., xm, z|x1)) =
supq(x1) ϕ1(q(x1).q(x2, x3, ..., xm, z|x1)) would be an upper
bound onCCH(u, q(x2, x3, ...xm, z|x1)), the channel model
secrecy rate (assuming that only the firstu terminals are
permitted to talk), ifϕj(j = 1, 2, ...) satisfy the following:

Take some arbitrary j and p(x1, ..., xm, z).
ϕj(X1; X2; X3; ...; Xm‖Z) should satisfy the
following properties (we sometimes use the notation
ϕj(X1; X2; X3; ...; Xm‖Z) to refer to ϕj(p(x1, ..., xm, z))
when (X1, ..., Xm, Z) has the lawp(x1, ..., xm, z))

1) Whenever
H(X ′

1|X1) = 0 and
X1X2...XmZ − X1 − X ′

1 − X ′
1X

′
2...X

′
mZ ′ and

p(x′
2, x

′
3, ..., x

′
m, z′|x′

1) = q(x2, x3, ..., xm, z|x1)
are true, we have:
ϕj+1(X1X

′
1; X2X

′
2; ...; XmX ′

m‖ZZ ′) ≤
ϕj(X1; X2; ...; Xm‖Z) + φ(q(x2, x3, ..., xm, z|x1))

2) For any random variableF such that ∃i ≤ u :
H(F |Xi) = 0, we have:
ϕj(X1; X2; ...; Xm‖Z) ≥
ϕj(X1F ; X2F ; ...; XmF‖ZF )

3) For any random variablesX ′
1, X

′
2, ..., X

′
m such that∀i :

H(X ′
i|Xi) = 0, we have:

ϕj(X1; X2; ...; Xm‖Z) ≥ ϕj(X
′
1; X

′
2; ...; X

′
m‖Z).

4) ϕj(X1; X2; ...; Xm‖Z) ≥ H(X1|Z)−
∑m

i=2 H(X1|Xi)
5) Whenever for random variablesM1, M2,..., Mu

p(M1, M2, ..., Mu, X1, X2, X3, ..., Xm, Z) =
p(M1)p(M2)...p(Mu)p(X1, X2, X3, ..., Xm, Z)
is true, we have:
ϕj(X1; X2; ...; Xm‖Z) ≥
ϕj(M1X1; M2X2; ...; MuXu; Xu+1; ...; Xm‖Z)

Furthermore there exists ϕj(p(x1, ..., xm, z))
(j = 1, 2, ...) satisfying the above proper-
ties such that CCH(u, q(x2, x3, ...xm, z|x1)) =
supq(x1) ϕ1(q(x1).q(x2, x3, ..., xm, z|x1)).

Theorem 6.Let [m] and [u] respectively denote the sets
{1, 2, ..., m}, {1, 2, ..., u}. For everyΛ = (λB , B ⊆ [m])
satisfying the following equation for allu-tuple (R1, ..., Ru)
of real numbers

∑

B:B⊂[m],B
T

[u] 6=∅,B 6=[m] λB

∑

j∈B
T

[u] Rj =
∑

j=1..u Rj .
, the following inequality holds:
CCH(u, q(x2, x3, ...xm, z|x1)) ≤

supp(x1){infp(J|X1,...,Xm,Z)

(

[H(X1...Xu|J) −

τΛ(X1, X2, ..., Xu, X
(s)
u+1, ..., X

(s)
m ‖J) +

I(X1X2...Xm; J |Z)]
)

}.
In this expression (X1, ..., Xm, J, Z) have the law

p(X1)q(x2, ..., xm, z|x1)p(J |X1, ..., Xm, Z) and Λ is the
mnemonic for(λB , B ⊆ [m]).

And τΛ is defined as
∑

B:B⊂[m],B
T

[u] 6=∅,B 6=[m] λBH(XB
T

[u]|XBcJ).

Remark.The above upper bound can be written as the
infimum over the set of all validΛ of
supp(x1){infp(J|X1,...,Xm,Z)
(

[H(X1...Xu|J) − τΛ(X1, X2, ..., Xu, X
(s)
u+1, ..., X

(s)
m ‖J) +

I(X1X2...Xm; J |Z)]
)

}. If the infimum over Λ is swaped
with the supremum overp(x1), one gets the following lower
bound on our upper bound by applying theorem 3:
supp(x1){infp(J|X1,...,Xm,Z)
(

[S(X1J ; X2J ; ...; XuJ ; (Xu+1J)(s)...; (XmJ)(s)‖J) +
I(X1X2...Xm; J |Z)]

)

}. We were not able to prove
that this smaller expression is an upper bound on
CCH(u, q(x2, x3, ...xm, z|x1)).

Theorem 7.In the case ofm = 2, the new upper bound
on CCH(2, q(y, z|x)) equals supp(x) infJ [I(X ; Y |J) +
I(XY ; J |Z)]. This bound strictly improves the
maxp(x)[min(I(X ; Y ), I(X ; Y ‖Z))] bound proposed by
Maurer [7].

IV. PROOFS OFTHEOREMS1-7

In this section, we give brief heuristic sketch of the proofs
for the results.

Proof of Theorem 1. The second property of
(U1, ..., Up) is equivalent to the following condition:
I(Ui; X[m]−{j}|U1:i−1Xj) = 0 ∀i, j : 1 ≤ j ≤ m, i−j ≡m 0.
Intuitively, assuming that all theXi’s and Z have learnt
U1:i−1, the (i mod m)th party can createUi. This random
variable is then communicated to all other parties using a
random binning algorithm. If all them − 1 good parties
have more information aboutUi than the Eavesdropper,
i.e. min1≤r≤m I(Uj ; Xr|U1:j−1) > I(Uj ; Z|U1:j−1), the
parties can exploit this advantage and increase their shared
secret key bymin1≤r≤m I(Uj ; Xr|U1:j−1)− I(Uj ; Z|U1:j−1)
bits. On the other hand, ifmin1≤r≤m I(Uj ; Xr|U1:j−1) <

I(Uj ; Z|U1:j−1), Ui can be communicated to all other parties
while making sure that this would not destroy more than
I(Uj ; Z|U1:j−1)−min1≤r≤m I(Uj ; Xr|U1:j−1) bits from the
previously generated secret key.

In order to prove that the new lower bound strictly improves
the maximum of the two one way lower bounds, we use
the example and proof technique provided by Ahlswede and
Csiszár in [3].

Proof of Theorem 2. In order to prove that
infJf−1

(

f(S(X1; X2; ...; Xu; (Xu+1)
(s)...; (Xm)(s)‖J)) +

Sf−one−way(X1X2...Xm; J (s)‖Z)
)

is an upper bound on

S(X1; X2; ...; Xu; X
(s)
u+1...; X

(s)
m ‖Z), it is sufficient to verify

the five conditions of Theorem 1 of [4]. The following facts
were used in the proof: 1. The convexity off implies that
it is continuous and thatf(x + a) − f(x) is an increasing
function in x for any fixeda 2. Without loss of generality we
can assumef(0) = 0, becauseSf−one−way(X ; Y (s)‖Z) and
f−1

(

f(a) + b) (for any non-negativea and b) are invariant
with respect to shifts inf .

Proof of Theorem 3.The proof techniques are very similar
to the ones used in Lemma 2 and appendix A of [1].

Proof of Theorem 4.CCH(u, q(x2, x3, ...xm, z|x1)) is lower
bounded by



supp(x1) S(X1; X2; ...; Xu; (Xu+1)
(s)...; (Xm)(s)‖Z) because

the first party can always insert i.i.d. repetitions of anyp(x1) at
the input of the broadcast channel [7]. We then apply theorem
1 to lower boundS(X1; X2; ...; Xu; (Xu+1)

(s)...; (Xm)(s)‖Z)
by

∑p

j=q[min1≤r≤m I(Uj ; Xr|U1:j−1) − I(Uj ; Z|U1:j−1)].
In order to prove that the new lower bound is

strictly better than the maximum of the two one
way, we designed an example in which the expression
supp(x1) max{supV −U−X1−X2Z [I(U ; X2|V ) − I(U ; Z|V )],
supV −U−X2−X1Z [I(U ; X1|V ) − I(U ; Z|V )]} uniquely
achieves its supremum at a certainp(x1), and thereby
proved that this expression is strictly smaller than
supp(x1) I(X1; X2|Z) which is achievable by the new
lower bound.

Proof of Theorem 5. Fix a probability distribution
q(x2, ..., xm, z|x1) and assume thatX1, X2, ..., Xm, Z

are taking values from the discrete finite sets∆i,
i = 1...m + 1. For every δ > 0 and ǫ > 0, one can
find valid data type SKC (n,ǫ, S1, S2, S3,..., Sm,

−→
C ,

(M1, M2, ..., Mu), Xn
1 , Xn

2 , ..., Xn
m, Zn) whose Gain

is within δ interval of Cǫ
CH(u, q(x2, ..., xm, z|x1)).

We have: nφ(q(x2, x3, ..., xm, z|x1)) ≥ (n −
1)φ(q(x2, x3, ..., xm, z|x1)) + ϕ1(X

1
1 ; X1

2 ; ...; X1
m‖Z1) ≥

(n − 1)φ(q(x2, x3, ..., xm, z|x1)) +
ϕ1(M1X

1
1 ; M2X

1
2 ; ...; MuX1

u; X1
u+1...X

1
m‖Z1) ≥

(n − 1)φ(q(x2, x3, ..., xm, z|x1)) +

+ ϕ1(M1X
1
1

−→
C 1; M2X

1
2

−→
C 1; ...

; MuX1
u

−→
C 1; X

1
u+1

−→
C 1...X

1
m

−→
C 1‖Z1−→C 1) ≥i

(n − 2)φ(q(x2, x3, ..., xm, z|x1)) +

+ ϕ2(M1X
1:2
1

−→
C 1; M2X

1:2
2

−→
C 1; ...; MuX1:2

u

−→
C 1;

X1:2
u+1

−→
C 1...X

1:2
m

−→
C 1‖Z1:2−→C 1) ≥ ...

ϕn(M1X
1:n
1

−→
C 1:n; M2X

1:n
2

−→
C 1:n; ...; MuX1:n

u

−→
C 1:n;

X1:n
u+1

−→
C 1:n...X1:n

m

−→
C 1:n‖Z1:n−→C 1:n) ≥

ϕn(S1; S2; ...; Sm‖Z1:n−→C 1:n) ≥ H(S1|Z
1:n−→C 1:n) −

∑m

j=2 H(S1|Sj) ≥ nCǫ
CH(u, p(x2...mz|x1)) − nδ − (m −

1)[h(ǫ) + ǫ.n log
∏m

i=1 |∆i|]
The inequalityi is valid becauseϕ satisfies property number

1. The theorem is proved by taking the limit asǫ andδ go to
zero.

Proof of Theorem 6.In order to prove that the suggested
expression bounds the secrecy rate from above, it suffices to
show that it satisfies all the required properties of Theorem5.
The details are suppressed.

Proof of Theorem 7.The only possible value forλ{1} and
λ{2} in the case ofm = u = 2 is one. The upper bound,
therefore reduces tosupp(x) infJ [I(X ; Y |J) + I(XY ; J |Z)].
In order to prove that this bound strictly improves the
maxp(x)[min(I(X ; Y ), I(X ; Y ‖Z))] bound proposed by
Maurer [7], we need to find a conditional distributionp(yz|x)
for which the new upper bound is less than Maurer’s upper
bound. For this, we use the example of Renner and Wolf
in [9]. X and Y are taking values from the set{0, 1, 2, 3}.
Assuming thatP (X = i) = pi, Table (I) characterizes
the conditional probability distribution ofY given X . The
conditional distribution ofZ given X and Y is specified by

TABLE I

JOINT PROBABILITY DISTRIBUTION OF X AND Y

X

Y 0 1 2 3

0 1

2
p0

1

2
p1 0 0

1 1

2
p0

1

2
p1 0 0

2 0 0 p2 0

3 0 0 0 p3

the following equation:

Z =

{

X + Y ( mod 2) if X, Y ∈ {0, 1}
X ( mod 2) if X ∈ {2, 3}

V. CONCLUSION

We derived new lower bounds on the secret key rate that
generalize and improve the essentially best lower bound on
the secrecy rate. We have provided new upper bounds on
the secrecy rate in the general multi-user case. In the case
of channel model, this bound strictly improves the currently
best upper bound on the secrecy rate. In the source model,
the proposed upper bound may improve our previous bound
in [4].
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