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Abstract— We study the problem of Information-theoretically ~ This observation led to the formulation of the two main madel
secure secret key agreement under the well-knowsource model i this area, introduced by the works of Ahlswede and Csisza
and channd modédl. In both of these models the parties wish to [3], Csiszar and Narayan [1] and Maurer [7], called sveirce
create a shared secret key that is secure from an eavesdroppe mo’deland channel modelln both models the;re ame parties
with unlimited computational resources. In the channel moel, ’ h ) p
the first party can choose a sequence of inputs to a discrete interested in secret key generation against an adversay Ev
memoryless channel, which has outputs at the other partiesnal at  In the channel model, the: parties and Eve have access to
the eavesdropper. After each channel use, the parties can gage 1, independently and identically distributed (i.i.d.) repehs
in arbitrarily many rounds of interactive authenticated commu- of jointly distributed random variables; (i = 1,..,m)
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nication over a public channel. At the end, each party shouldbe - . L L
able to generate the key. In the source model, the parties wisg and Z. Following the reception of the i.i.d. repetitions of

to generate a secret key (as well as the eavesdropper) reeeia (X1, X2, ..., Xm, Z), in the traditional source model the
certain number of independent identically distributed copes of parties are allowed to have interactive authenticatedipubl

jointly distributed random variables after which the parti es are  communication. In the channel model, a secure DMC channel
allowed interactive authenticated public communication,at the q(X27X37 ...xm7z|x1) exists from the first terminal to all other

end of which each party should be able to generate the key. . . . . .
We derive new lower and upper bounds on the secret key rate terminals (including Eve). The input of the DMC is governed

under the source model and the channel model, and introduce a Py the first party while the other parties (including Eve)
technique for proving that a given expression bounds the seecy observe the outputs of the broadcast channel at their erige In

rate from above in the channel model. Our lower bounds stricly  traditional channel model, after each use of the channehéy t
improve what is essentially the best known lower bound in bdt first party, all them parties are allowed to engaged in arbitrary

the source model and the channel model. Our upper bound ds of int fi thenticated icati
in the channel model strictly improves the current state of at many rounds or intéraclive authentcated communicatar ov

upper bound. We do not know whether our new upper bound in @ public channel. We generalize both models somewhat by
the source model represents an strict improvement but we has allowing the communication only among the fits{1 < u <

included the bound for completeness. m) of the parties; parties; + 1,...,m can listen and have
to participate in secret key generation, but do not talksThi
generalization has the technical advantage of puttingvese-

A fundamental problem in cryptography is the generation skecret key generation and interactive secret key genaratio
a common secret key between a set of parties in the preseticesame footing and includes the standard model as a special
of an eavesdropper. This secret key can then be, for instanmee.
used in private communication. Information theoretic sitgu  Following the communication, in both models, each party
is the most stringent form of security since it does not makgnerates random variab$ as its secret keyi (= 1,2, .., m).
any assumptions on the computational power of the adversakll S;'s should with high probability be equal to each other
Shannon was the first who precisely formulated the probleand they should be approximately independent of Eve’s whole
of information-theoretically secure secret key generafi?]. information after the communication (e.g. thei.i.d repeti-
Since then, the work of Shannon has been much developed &ads of Z and the public discussion in the source model). The
modified (for example see [11], [10], [7], [3], [4]). In an &ar achieved secret key rate would then be rougiqu(Sl). The
work, Maurer considered the model in which Alice can sentghest achievable secret key rate (asymptotie)ins called
a message to Bob (which is also heard by the eavesdropiher secrecy capacity (for a precise formulation see se@jon
Eve) through a broadcast channel [7]. He made the integestin Calculation of the exact secrecy capacity remains an un-
observation that even if the channel from Alice to Eve isolved problem, although some lower and upper bounds on
stronger than the channel from Alice to Bob, Alice and Bothis quantity are known. In the source model and for the
may still be able to generate a common secret key thatdase ofm = 2, the best know upper bound due to Gohari
asymptotically information-theoretically secure fromelfwe and Anantharam equalsf ;[I(X;; Xo|J) + (X1 X2; J|Z)]
allow Bob to send authenticated but public messages to Ali¢é]. In the channel mode, the best know upper bound ex-
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plicitly mentioned in the literature, as far as we are awar@aurer in [7] argued that the assumption of uniformity abul
is min[sup,,,,) [(X1; X2),sup,,,) [(X1; X2|Z))] proposed always be added without loss of generality). We study the
by Maurer [7]. This can however be easily generalized tweak notion of secrecy throughout this paper and assume that
infz_,_x x, [Supp(ml)I(Xl;Xﬂ?)]. In the source model, all m parties are interested in secret key generation. (It is
the essentially best known lower bound, proved using randdmown that the weak and strong secret key rates are equal [8])
binning arguments, is due to Ahlswede and Csiszar [3]: tI:&e Source Model
maximum ofsupy_y_y_y, (I(U;Y|V) = I(U; Z|V)) and " = a N _
supy_y_y_xz (I{U; X|V) — I(U; Z|V)) (Maurer provided Given n i.i.d. repetitions of a random v_arlabIX_, we
a different technique for deriving lower bounds on the secrdenote thei* of these by X(i). We write X' for
key rate in [7]. More specifically, he proved that even whefX (1), X(2), ..., X (¢)). For X' we will often instead write
the maximum of the two one-way communications vanishe$,"
the secret key rate may be positive. This technique howevePefinition 1: Given n iid repetitions of the random
seems to give us a rather low secrecy rate.) In the chanMgfiables (X1, X5, ..., X,,,Z) having the joint distribu-
model, the essentially best known lower bound as far as en p(z1,r2,3,...,2m, 2), the pair (n, C'), where C' =
are aware issup,,,, max{supy_y_x, x,z[[(U; X2|V) — .(Cl,ng...,CT) is a.finite set qf d_iscrgte random variables
LU; ZIV)], supy_y_x,—x,zLU; X1|V) — I(U; Z|V)]} s considered a “valid communication” if:
where (X1, X, Z) inside the supremum has joint distribution « H(C’i|C’1,CQ,...,CZ-,1,X;l) =0Vj:1<j<m, i-—
p(z1)q(x2,2[x1) [7] [1]. j=m0

In this paper we develop a new single letter lower bound e« For all » > u, we haveC; =0 Vi : i —r =™ 0 (r-th
for the secrecy rate under both the source model and the terminal is not allowed to participate in the communica-
channel model. Our bounds, in the case of two terminals, tion)
strictly improve the above mentioned results. Roughly kpea please note that if(n’ﬁ’) is valid, then one has
ing our bound in the source model is proved by foIIowH(EqX{z’X;’ LX) =0.
ing the interactive communication stage by stage, howeverpefinition 2. Let p(z1, 22,23, ..., zm, 2) be a joint distri-
we have to do some careful bookkeeping of the buildyytion, » be a natural numbetX?, X2, ..., X" and Z" be
of the secret-key rate by controlling the amount of redug; i d. repetitions of random variableX,....X,, and Z
tion of secret key rate built-up in earlier stages due to thgying the joint distributionp(zy, 22, =3, ..., Tm, 2), € be a
communication in later stages. The lower bound in SourtRysitive real numberC = (C1,Cs, ..., C,) be a finite set

model is exploited for deriving a new lower bound on thg¢ qiscrete random variables arf| S be m discrete
secrecy rate in the channel model. An example is provideg,yom variables. Lo

to show that the new bound represents an strict improvementna gata typing condition SKie, Si, Sa, S3,..., S 5’)

?E[t])egtf‘r/;?amupp(w]) maX{SU[F}l(/[}U)—(Xﬁ;)Xzzl [(A,(}Uéf%']‘;)l_n is said to hold iff the following conditions are satisfied:

; y SUDY _ [/ — X0 — X1 Z ; Xq|V)—I(U; . L= . L

this paper, we also imrz)rovle the above mentioned upper boun ; E?SP%r(”éc) ISCa \)/?J:;jfoon}cr:}uglllci’:ltfh-<

on secret key rate in the channel model. Our proof techniqueg) P(Sl _1:9 2_’5’ R S_ > 1—c sr=m

is similar to the one for proving upper bounds in our previous 4 17 é*-_Z"Q (_j é_ a m

paper [4]. The idea is to define a potential function and show ) w1(51:27,C1, Cr, o T)_< € _

that for any valid secret key generating protocol, the pisén 10 @ny SK data type, we assign a number called the “gain”

function starts from the upper bound and decreases as we mgl/#1€ SK data type which is defined a1 (1)

along the protocol, and eventually becomes equal to the gairPefinition  3:  S(X1; Xa; Xa;..; Xus X\ X301 2),

of the protocol. Finally, we propose a new upper bound in tiee ~ secret key rate when the terminals can

source model that generalizes the upper bound of [4Jray randomize, is defined as the supremum over all

improve it. We have included this bound for completeness. (M1, Mz, ..., M) satisfying:p(Mu, ..., My, X1, ..., X, Z) =
The outline of this paper is as follows. In section II, we?(M1).p(Mz)...p(My).p(X1, ... Xin, Z) of

introduce the basic notations and definitions used in thiepa limc— limsup,,_, SUP G K (n,e,51,52,55,...,5m C) Gain(SK).
Section Il contains the main results of this paper follovisgd The data typing SKu, €, S1, S5, Ss, ..., s,,ﬁ)
section IV which gives brief heuristic sketch of the prodas f jnside the supremum is defined for

the reSUIts (XlMla X2M27 ceey XuMua Xu+17 ceey Xm)
Please note that the superscriipt)” is used to denote the

Il. DEFINITIONS AND NOTATIONS . .
silent parties.

Throughout this paper we assumg, Xo, ...., X,, andZ
arem + 1 possibly dependent random variables each takify Channel Model
values from a finite set. Given an ordered sequence ofrandom variables taking
Our model is similar to the multi-terminal source and charvalues from the sefX, we denote theé'" of these byX (7).
nel models as in [1] and [2] except that we relax the unifoymitwe write X ¢ for (X (1), X (2), ..., X (i)). For X" we will
condition on the generated secret key i.e. equation (2) Jin [dften instead writeX ™.



Definition 4. Let q(x2,x3,...,xm,%|x1) be a conditional [1l. STATEMENT OF THE RESULTS
distribution,n be a natural number,be a positive real number, o source Model
C = (01, CQ,..., Ch) be a collection ofn f|n|te sets of Theorem 1.5(X1: Xo: s Xu: (Xus1)® s (X)) 2) is
discrete random variable§ ; : i = l.n. EachC; is a finite S e

lower bounded b X r<m L(Uj; X0 |Uq.5 —

set of discrete random variable§’; = (C!,C?2, ... CT(Z ). Y 2 j—glmitasr<m I(Us X, |U1)
Let My,....M,, X7, X%, ..., X}, Z™ and 54, ..., S, be
u+ (m + 1)n + m discrete random variables.

I(U;; Z|Uy.;_1)] for everyq < p, and (U1, ..., U,) satisfying
the following constraints:
e U; (i =1,...p) takes values from a finite set.

Consider the following conditions: o p(Us, ., Up| X1 X2, X3, oo, Xon, Z) _
S N . N 171 p(UilUr:i—1 X mod m)

K xFo(r)Z > (1) - g()%(l)z(l)_ = (2)( ;|()3(( ! _ o Forallr >u, we havelU; =0 Vi:i—r="0

xg )’(12 B R r :_171.1 i/ 711 _  This lower bound strictly improves the known lower bound
%17 N 2 7;11’ " " ) given by the maximum of the two one-way secrecy rates.
q(xz(i) x5 (i), ooy Xon (i) Z’(i)l;(l ) Theorem 2.5(X1; Xo; ..; X,; XI%..; X32(|2) is upper
G I = bounded by
2) Fori=2,...n: H(X1(i)|C1, Ca,..., Ci_q, My, X1
)zo I, ¢ ' )mef (S (X0 Xos oo Xus (Xug )™y (X)) D1T) - +

St one—way (X1 X2.. Xon; JO|Z2)}. where f : R > 0 —
3 »p E%; M(]\);lg;%’x)f(g)’)é’()gm(1))’(2((1))) 701 )) ~ R > 0 is a strictly increasing convex function and the
S = f-one-way secrecy rate is defined as be
4) H(CJ|Cy, C, .., iy G XEM) = 0 ¥s 1 < Sy ’ (X.§<s>|tz> _
5 < U, _,] =" —one—way 3
i —m . SUPV—U—X—YZ[f(H(U|ZV)) - f(H(U|YV))]-
Cl=0Vijs:j—s 0 ands > u (meaning This upper bound is in turn upper bounded by
that s-th termmal is not allowed to participate in the £ f (f( (X1J: X oo Xud s (Xug1 D) ooy (X ) D))+
5 corgmgnl;eglj\(i[n) 0for1<i< Sf,one,way(Xng...Xm; J®|Z)) whose single letter
) H( | . ) =0 for isu characterization could be computed using Theorem 3.
H(S; |C Xj)=0forut+1<i<m Remark.This upper bound reduces to our previous upper
6) le(Sl =5 iS3 = =5n)>1—c¢ bound given in the [4] (section V) for the special case of
7) G 1(S1:2",C) <e f(x) = 2. We don’t know if this bound strictly improves that
o ... of [4].

Intuitively, n represents the number of communication 'I['h]eorem 3.Let [m] and [u] respectively denote the sets
rounds; C'; commumcatlo_ns at the-th stage; My,....M, {1,2,..,m} and {1,2, ...,u}. The following formula on the
external randomness provided to the figsparties. _,  secret key rate in the presence of silent parties holds:

The data typing condition SK(n,e, S1, S, S3,..., Sm, C, S(X17Z; X275 .. XuZ; (Xui1 Z2)®) . (X 2)9)|| Z) =
(Mq, Ms, ..., M,), X1, X5, .., X}, Z") is said to hold iff all H(X;...X,|Z) — mm(R1 _____ ryer(diq Ri), where:
above-mentioned conditions are satisfied. To any-Skata R = {(Ry,...,R,) : VB : B C [m], BN[u] # 0, B # [m] :
type, we assign a number called the “gain” of thecSHata 3. 5, B = H(Xpnw|Xp-Z)}.
type which is defined ag H(S1). 5. Channel Model

_ Definition 5: Cg.py (u, q(x2. mzlx1)), the e secret key rate, 000 4 Acsime thaty < p are two arbitrary natural
is defined as: : . .
numbers(Us, ..., U,) are arbitrary random variables satisfying

lim sup,, oo SUPs K4 (nse,...) GaiN(SK) the following properties:

Definition 6: Cor(u,q(x2..mz|x1)), the channel model o+ U; (i = 1,...p) takes values from a finite set.
secret key rate, is defined as the limit@f, ;; (u, q(x2...mz|x1)) o p(Un,....Up| X1 X5, X3,..., Xpn, Z) =
ase goes to zero. T2, p(UilU:i—1X: mod m)

Note that we have allowed the first user to participate in * For allr > u, we havelU; =0 Vi:i—r="0
the public discussion and to randomize. The assumption onCo (u, q(x2,X3, ...xm,2|x1)) is lower bounded by
the participation of the first party in the public discussioRup,,) Z;’:q[minlgrgm I(Uj; X |U1:j-1) -
can be removed but this party must be allowed to randomiZél;; Z|U1.j—1)] where (X1, Xy Z, U1, ., Up)
Otherwise, the inputs to the broadcast channel will be awaipside  the  supremum  has  joint  distribution
a deterministic function of the public communication andsth p(z1)q(x2, X3, ...Xm, 2|x1)p(Ut, ..., Up| X1 X2, X3, ..., Xpn, Z).
known to the eavesdropper, resulting in zero secret key itate In the case ofm = 2, the new lower bound
is legitimate to differentiate between the ability to ramdee on  Ccu(2,q(y,z|x)) derived by taking supremum
and the ability to participate in the public discussion agjlas over all valid (q,p,Us,...,U,) strictly improves the
the first user is concerned. For the sake of notational saityli sup,(,) [max(S(X; Y| Z), S(X*); Y| Z))] lower bound.
however, we allow the first user to participate in the publim this expression,S(X;Y ()| Z) is the source-model one
discussion. way secrecy rate fronX to Y in the presence of.



Theorem 5.Let ¢;(p(z1,...,2m,2)) (j = 1,2,...) be a Remark.The above upper bound can be written as the
function from the set of probability distributions definednfimum over the set of all valid\ of
on finite sets to real numbers. For any conditional diSupp(ml){infp(ﬂXl’___1Xm_’Z)

tribution q(xa, X3, ..., Xm, z[x1), G(d(x2, X3, Xm, 2[x1)) = ([H(X1.. X |J) = 78(X1, Xoy ooy Xy X1, XSUT) +
SUPy(z,) P1(q(71).q(X2, X3, ..., Xm, z[x1)) would be an upper I(X1X3..Xm; J|Z)])}. If the infimum over A is swaped
bound onCom (u, q(x2, X3, ---Xm, z[x1)), the channel model with the supremum ovep(z,), one gets the following lower
secrecy rate (assuming that only the fiistterminals are pound on our upper bound by applying theorem 3:

permitted to talk), ifp;(j = 1,2, ...) satisfy the following: SUDp (o) {0 (1 X1 o X, 2)

i . x1 yeeeyKm,
Take some arbitrary j; and p(xl_,...,xm,z). ([S(X1J; XoJ; oo XT3 (Xug1 ))& oy (X ) D) +
0 (X15 Xo; X5 ...; Xom[| Z) should satisfy the 7(X,X,..X,;J|Z)])}. We were not able to prove
following properties (we sometimes use the notatiofhat this smaller expression is an upper bound on
©;(X1; Xo; X355 Xn|| Z) 1O refer 0 @;(p(21, .. @m, %)) Cop(u, q(x2,X3, ... Xm, 2]x1)).

when (Xy, ..., Xon, Z) has the lawp(zy, ..., Tm, 2)) Theorem 7.n the case ofm = 2, the new upper bound

1) Whenever on Cou(2,q(y,z[x)) equals sup,inf;[I(X;Y]]) +
H(X!|X;) =0 and I(XY;J|Z)]. This  bound strictly improves the
X1 Xoe XmZ — X1 — X! — X! X}.. X! 7" and max;,(,) [min(I(X;Y), I(X;Y|Z))] bound proposed by
p(xh, ah, .., xh,, 2'|2]) = q(x2, X3, ..., Xm, 2]X1) Maurer [7].
are true, we have: IV. PROOFS OFTHEOREMS1-7

/. /. . / /

@JEL;((X;(XD Xi(Xﬁ[éj’fng”ZZ ) %)) < In this section, we give brief heuristic sketch of the proofs
PjlAL;A25 .5 Am T PLA{X2, X3, .., Xm, Z]X1 for the results.

2) For any random var@bleF such thatdi < w Proof of Theorem 1. The  second  property  of
H(F|X;) =0, we have: Ui,..,U,) is equivalent to the following condition:

. . . p

0j (X135 X5 ...; Xon | Z) 2 (Ui X 301 X5) = 06, j s 1< j < m, i—j =™ 0.

0 (X By XoFs s X F|| ZF)

3) For any random variable¥;, X}, ..., X/, such thatvi :
H(X!|X;) =0, we have:
0 (X35 Xo5 s Xin || Z) = 5 (X1 X553 X, (|1 Z).

Intuitively, assuming that all theX;'s and Z have learnt
Ui.i_1, the (i mod m)*" party can creaté/;. This random
variable is then communicated to all other parties using a
random binning algorithm. If all then — 1 good parties
) have more information about/; than the Eavesdropper,
5) Whenever for random variabléd,, Ma,..., M, ie. miny<,<m I(Us; Xo|Urj—1) > I(Uj; Z|Us 1), the
P(My, M, o.s My, X1, X2, X3, .., Xin, Z) ~ parties can exploit this advantage and increase their dhare
P(Ml)p(MQ)"'p(Mu)p(Xl’X2’X3’ oy X Z) secret key bynin1<r<m I(Uj;XT|U1;j_1) —I(Uj; Z|U1;j_1)
is true, we have: bits. On the other hand, ifning<,<, 1(Uj; X, |[U1.;_1) <
i (X1; Xo5 s X || 2) 2 I(U;; Z|Uv—1), U; can be communicated to all other parties
0 (M Xy Mo X oos MuXu; X3 Xin[| Z) while making sure that this would not destroy more than
Furthermore there exists o, (p(x1, .., Tm,2))  L(Uj; Z|Urj-1) — mini<p<pm 1(Uy; X, |Ur5-1) bits from the

(y = 1,2,...) satisfying the above proper-previously generated secret key.
ties such that Ceopg(u,q(x2,x3,...Xm,2[x1)) = In order to prove that the new lower bound strictly improves
Supq(wl)gOl(q(Il).q(Xg,Xg,...,Xm’z|xl)), the maximum of the two one way lower bounds, we use

Theorem 6.Let [m] and [u] respectively denote the setsthe example and proof technique provided by Ahlswede and
{1,2,....,m}, {1,2,...,u}. For everyA = (Ag,B C [m]) Csiszarin [3].
satisfying the following equation for ali-tuple (R, ..., R,) Proof of Theorem 2. In  order to prove that
of real numbers ZlfJfl(f(»(S(Xu Xo; ...;X(u;|(X1)L)+1)(S)...; (Xm)(s)y)J)) d—|—

. A _ R. _  St—one—way(X1X2..Xp; J'9)|Z)) is an upper bound on

Effdj_ﬂ’Bmu#@’B#m] ¥ ZJGBOM ! S(X1; Xo; ...;Xu;Xlsle...;X,(,f)HZ), it is sufficient to verify
, the following inequality holds: the five conditions of Theorem 1 of [4]. The following facts
were used in the proof: 1. The convexity @fimplies that

C X, < . 4 k .
. CH(?{HC}(X%X& b'e Z|}((EI)}(X X,1) — it is continuous and thaf(z + a) — f(x) is an increasing

App(“) UKL X B AL function inz for any fixeda 2. Without loss of generality we
THX0, Xy ey Xy Xy s X || ) T can assumg (0) = 0, becauseS_one—way (X; Y| Z) and

I(X1X2'l“Xm?J|Z)D}' f71(f(a) + b) (for any non-negative: and b) are invariant
In this expression (X1,..., X, J,Z) have the law jith respect to shifts iry.
P(X1)q(x2, . Xm, z[x1)p(J| X1, ..., Xim, Z) @and A is the  proof of Theorem 3The proof techniques are very similar
mnemonic for(Ag, B C [m]). to the ones used in Lemma 2 and appendix A of [1].
And A is defined as  Proof of Theorem 4Ccy (u, q(x2, X3, -.-Xm, z|x1)) iS lower

ZB:Bc[m],B N[u]£0,B£[m] ApH (XA XBeJ). bounded by



TABLE |

Y. . . (s) . (s)
SUPp(z,) S(Xl’ Xoios Xuj (X“+1) Y (Xm) HZ) because JOINT PROBABILITY DISTRIBUTION OF X AND Y

the first party can always insert i.i.d. repetitions of gy, ) at
the input of the broadcast channel [7]. We then apply theorem

X
1 to lower boundS(X1; Xo; ...; Xu; (Xut1)® o (X)) 2) Y 0 1 2 3
by >0 [mini<,<p I(Uj; X, |Uj—1) — 1(Uy; Z|Urj-1)]- 0| Zp Zpm 0 O
In order to prove that the new lower bound is 1dpo Ipp 0 0O
strictly better than the maximum of the two one 2|1 o 0 p2 O
way, we designed an example in which the expression 3| 0 0 0 bps
SUPp(a1) max{supy _y_x, x,z[{(U; X2|V) — I(U; Z|V)],
supy _y_x,-x,z{(U; X1|V) — I(U;Z|V)]}  uniquely
achieves its supremum at a certajifz;), and thereby the following equation:
proved that this expression is strictly smaller than .
sup,(o,) [(X1; Xa|7) which is achievable by the new z_{ R 3) y §7Y€2{3071}
lower bound. ( mod2) if X e€{23}

Proof of Theorem 5. Fix a probability distribution
q(x2, ..., Xm,2/x1) and assume thatX;, X,,...,X,,,Z
are taking values from the discrete finite setd,,
i = l..m + 1. For everyé > 0 ande > 0, one can

V. CONCLUSION

find valid data type SK(me, Sy, Sor Ssi S roi We d_erived new lower bounds on the secret key rate that
(My, My, .., M), X7, X2 X”, Z")' V\’Ih(,)SGm’ Ga;n generalize and improve the esse_ntlally best lower bound on
is ’vvith7in ’ 5“ 'interv;I’ %% ,(Fm’(u (%2, )Xo 2[51)). the secrecy rate._We have prowded_ new upper bounds on
We have: ng(q(as, s, ...x Czllixl)’) ’;’ m’(n /" the secrecy rate in t_he general _mult|.-user case. In the case
1)6(q(z2, T3, 2 z|a701))7 +’ (Z’(XI'XI' e 1zl > of channel model, this bound strictly improves the curnrentl
(n T 1)é(q(ws, 3 1’x 2’Z|ljl))’” J_r best upper bound on the secrecy rate. In the source model,
o1 (M X3 My X3 ...;MUX;;XgH’...}(ﬁfZl) 3 _the proposed upper bound may improve our previous bound
(0 = D{g(wa, 3, 2 2lan) + " 1
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