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Abstract— We derive a new upper bound on the secrecy
capacity in the source model with eavesdropper which strictly
improves the currently best upper bound, i.e. the double intrinsic
information bound of Renner and Wolf [2]. Furthermore, unli ke
that bound, which is defined only in the case of two terminals,
the new upper bound is not specific to the two terminals case.
We define a problem of communication for omniscience by a
neutral observer and establish the equivalence between this new
problem and the problem of secret key agreement.

I. I NTRODUCTION

Complete secrecy is the most desirable form of security
measure as it does not make any assumptions on the compu-
tational power of the adversary. Shannon was the first who
precisely formulated the problem of information theoretic
secret key generation [9]. Since then, the work of Shannon
has been much developed and modified (for example see [7],
[5], [4]). In this paper we deal with an important model,
known as the “source model”, introduced by the works of
Ahlswede and Csiszár [4] and Csiszár and Narayan [1]. In this
model, there arem parties interested in secret key generation
against an adversary Eve. Them parties and Eve have access
to i.i.d. repetition of jointly correlated random variables Xi

(i = 1, ..,m), andZ. We assume that all them parties desire
to agree on a random variable which is hidden from Eve.
The parties are permitted to have an interactive authenticated
public communication after observing, sayn i.i.d repetition
of their random variables. Following the communication, the
parties generate random variablesSi’s as the secret key (i =
1, 2, ..,m). All Si’s should with high probability be equal
to each other and they should be approximately independent
of Eve’s whole information after the communication (that is
the n i.i.d repetitions ofZ and the public discussion). The
achieved secret key rate would then be1

n
H(S1). The highest

achievable secret key rate is called the secrecy capacity.
Calculation of the exact secrecy capacity remains an unsolved
problem, although some lower and upper bounds have been
proved. For the case ofm = 2, the best know upper bound
is that of Renner and Wolf [2]. This bound is known as
the “double intrinsic information” bound and is equal to

infU [H(U)+I(X1;X2 ↓ ZU)] whereI(X ;Y ↓ Z) is defined
asinfXY −Z−ZI(X ;Y |Z) and is called the “intrinsic informa-
tion” [3]. The best known lower bound, proved using random
binning arguments, is due to Ahlswede and Csiszár [4]: the
maximum ofsupV −U−X−Y Z

(
I(U ;Y |V ) − I(U ;Z|V )

)
and

supV −U−Y −XZ

(
I(U ;X |V )− I(U ;Z|V )

)
. Under some spe-

cial circumstances, Csiszár and Narayan [1] derived a single-
letter characterization of the secrecy capacity, notably when
Z is independent of (X1, X2,..., Xm). In [1] the connection
between a problem of communication for omniscience by the
terminals and the secret key generation problem is introduced.
In the former problem the required condition is that at the end
of the communication all the terminals become omniscient
about each other’s random variables, and the goal is to
minimize the communication rate required to achieve this.

In this paper, we improve the above mentioned results
relating to multi-terminal secret key rate calculations [1] and
the state of art upper bound on secret key rate of [2].

The outline of this paper is as follows. In section II, we
introduce or review the definitions and the notations which
are frequently used in this paper. Among the definitions
discussed are those relating to the Communication for Secret
Key generation in the presence of an eavesdropper (SK), and
the Communication For Omniscience by a neutral observer
(CFO). Section III contains the main results of this paper
followed by section IV which gives proof sketches for the
results. Appendix I contains an example showing that our
upper bound for secret key rate is strictly better than the
currently best know upper bound from [2].

II. D EFINITIONS AND NOTATIONS

Throughout this paper we assumeX1, X2, ....,Xm andZ
arem+1 correlated random variables each taking values from
a finite set.

We useC.H.{Φ(p(x1, x2, ..., xm, z))} to refer to the con-
cave hull of the functionΦ defined on the set of probability
distributions on (X1, X2, ...,Xm, Z).

We basically use the same multi-terminal model defined by
Csiszár and Narayan in [1]. We however relax the uniformity



condition on the generated secret key i.e. equation (2) in [1]
(Maurer in [5] argued that the assumption of uniformity could
always be added without loss of generality). We study the
weak notion of secrecy throughout this paper and assume that
all m parties are interested in secret key generation.

We proceed with the following definitions:
Definition 1:The pair(n,

−→
C ), wheren is a natural number

and
−→
C = (C1, C2, ..., Cr) is a finite set of discrete random

variables is considered a “valid communication” if:

• H(Ci|C[1:i−1], X
1:n
j ) = 0 ∀j : 1 ≤ j ≤ m, i− j ≡m 0

Please note that if (n,
−→
C ) is valid, then one has

H(
−→
C |Xn

1 , X
n
2 , ..., X

n
m) = 0.

Definition 2. Let n be a natural number,ǫ be a positive
real number,

−→
C = (C1, C2, ..., Cr) be a finite set of discrete

random variables andS1, ..., Sm be m discrete random
variables. Consider the following conditions.

1) the pair(n,
−→
C ) is a valid communication.

2) H(Si|C[1:r], X
1:n
i ) = 0 for all 1 ≤ i ≤ m

3) P (S1 = S2 = S3 = ... = Sm) > 1 − ǫ

4) 1
n
I(S1;Z

1:n, C[1:r]) < ǫ

5) 1
n
H(X1:n

1 , X1:n
2 , ..., X1:n

m |Z1:n, S1, S2, ..., Sm) < ǫ

The data typing condition SK(n,ǫ, S1, S2, S3,...,Sm,
−→
C ) is

said to hold iff conditions 1, 2, 3 and 4 are satisfied. To any
SK data type, we assign a number called the “gain” of the SK
data type which is defined as1

n
H(S1).

The data typing condition CFO(n,ǫ, S1, S2, S3,...,Sm,
−→
C )

is said to hold iff conditions 1, 2, 3 and 5 are satisfied. To any
CFO data type, we assign a number called the “cost” of the
CFO data type which is defined as1

n
H(

−→
C |Zn).

A valid communication(n,
−→
C ) for which, for someǫ > 0

and some(S1, S2, . . . , Sm) the data typing condition SK(n,ǫ,
S1, S2, S3,..., Sm,

−→
C ) holds is called a Communication for

Secret Key generation in the presence of an eavesdropper. The
intuitive reason for this terminology should be clear from the
definition.

A valid communication(n,
−→
C ) for which, for someǫ > 0

and some(T1, T2, . . . , Tm) the data typing condition CFO(n,ǫ,
T1, T2, T3,..., Tm,

−→
C ) holds is called a Communication

For Omniscience by a neutral observer (CFO). Intuitively
speaking, a Communication For Omniscience protocol works
as follows. The terminals will conduct a public discussion
in order to agree (with high probability) on a common ran-
domness, but there is no secrecy constraint. We can assume
that there is a neutral party, say Charles, who receivesZn

from Eve and the common randomnessTi’s obtained by the
terminals. Charles is required to become omniscient about
Xn

1 , X
n
2 , ..., X

n
m. The “cost” of the communication would be

the entropy of the overall communication conditioned onZn.
If Z is independent of(X1, ..., Xm), then Charles will not

learn anything aboutXn
1 , X

n
2 , ..., X

n
m from Zn and thus each

Ti should be approximately equal toXn
1 , X

n
2 , ..., X

n
m meaning

that each terminal has learned the random variables of all other
terminals. The Communication For Omniscience by a neutral
observer would be transformed to a simple Communication

For Omniscience studied by Csiszár and Narayan [1]. The
cost of communication in this case, as expected from the
work of Csiszár and Narayan, is equal to the sum of the
rates of the communications. Therefore the Communication
For Omniscience by a neutral observer is a generalization of
the Communication For Omniscience of [1].

Definition 3: Sǫ
no−r(X1;X2;X3; ...;Xm‖Z), the ǫ secret

key rate when the terminals cannot randomize, is defined
as: lim supn→∞

sup
SK(n,ǫ,S1,S2,S3,...,Sm

−→
C )
Gain(SK).

Similarly, T ǫ(X1;X2;X3; ...;Xm‖Z) is defined:
lim infn→∞ inf

CFO(n,ǫ,T1,T2,T3,...,Tm

−→
C )
Cost(CFO).

Sno−r(X1;X2;X3; ...;Xm‖Z), the secret key rate when
the terminals cannot randomize, is defined as the limit
of Sǫ

no−r(X1;X2;X3; ...;Xm‖Z) as ǫ goes to zero.
T (X1;X2;X3; ...;Xm‖Z) is defined similarly.
S(X1;X2;X3; ...;Xm‖Z), the secret key

rate when the terminals can randomize, is
defined as supremum over all (M1,M2, ...,Mm)
satisfying: p(M1, ...,Mm, X1, ..., Xm, Z) =
p(M1).p(M2)...p(Mm).p(X1, ..., Xm, Z) of
Sno−r(X1M1;X2M2;X3M3; ...;XmMm‖Z).

III. STATEMENT OF THE RESULTS

Theorem 1. Let ϕ(X1;X2;X3; ...;Xm‖Z) be a func-
tion from the set of all probability distributions de-
fined on (X1, X2, X3, ..., Xm, Z) (where Xi’s and Z

are taking values from discrete sets), to real num-
bers. ϕ(X1;X2;X3; ...;Xm‖Z) is an upper bound on
Sno−r(X1;X2;X3; ...;Xm‖Z) if it satisfies the following
properties:

1) For any natural numbern:
nϕ(X1;X2; ...;Xm‖Z) ≥ ϕ(Xn

1 ;Xn
2 ; ...;Xn

m‖Zn)
2) For any random variableF such that∃i : H(F |Xi) = 0,

we have:
ϕ(X1;X2; ...;Xm‖Z) ≥ ϕ(X1F ;X2F ; ...;XmF‖ZF )

3) For any random variablesX ′

1, X
′

2, ..., X
′

m such that∀i :
H(X ′

i|Xi) = 0, we have:
ϕ(X1;X2; ...;Xm‖Z) ≥ ϕ(X ′

1;X
′

2; ...;X
′

m‖Z).
4) ϕ(X1;X2; ...;Xm‖Z) ≥ H(X1|Z) −

∑m

i=2H(X1|Xi)

FurtherSno−r(X1;X2;X3; ...;Xm‖Z) satisfies these prop-
erties.

Theorem 2. Let ψ(X1;X2;X3; ...;Xm‖Z) be a func-
tion from the set of all probability distributions de-
fined on (X1, X2, X3, ..., Xm, Z) (where Xi’s and Z

are taking values from discrete sets), to real num-
bers. ψ(X1;X2;X3; ...;Xm‖Z) is a lower bound on
T (X1;X2;X3; ...;Xm‖Z) if it satisfies the following prop-
erties:

1) For any natural numbern:
nψ(X1;X2; ...;Xm‖Z) ≤ ψ(Xn

1 ;Xn
2 ; ...;Xn

m‖Zn)
2) For any random variableF such that∃i : H(F |Xi) = 0,

we have:

ψ(X1;X2; ...;Xm‖Z) ≤

ψ(X1F ;X2F ; ...;XmF‖ZF ) + H(F |Z)



3) For any random variablesX ′

1, X
′

2, ..., X
′

m such that∀i :
H(X ′

i|Xi) = 0, we have:
ψ(X1;X2; ...;Xm‖Z) ≤ ψ(X ′

1;X
′

2; ...;X
′

m‖Z) +
H(X1...Xm|X ′

1...X
′

mZ).
4) ψ(X1;X2; ...;Xm‖Z) ≤ H(X2...Xm|X1Z) +∑m

i=2H(X1|Xi)

FurtherT (X1;X2;X3; ...;Xm‖Z) satisfies these properties.
Theorem 3.For any joint distributionp(x1, x2, ..., xm, z),

we have: Sno−r(X1;X2;X3; ...;Xm‖Z) +
T (X1;X2;X3; ...;Xm‖Z) = H(X1, X2, ..., Xm|Z).

Theorem 4.If ψ(X1;X2;X3; ...;Xm‖Z) is a lower bound
on T (X1;X2;X3; ...;Xm‖Z) satisfying the four properties
of Thm. 2, so would beψ′(X1;X2;X3; ...;Xm‖Z) which is
defined in the following way:

ψ′(X1;X2;X3; ...;Xm‖Z) :=
infr

1
r
C.H.{ψ}(Xr

1 ;Xr
2 ; ...;Xr

m‖Zr)
Theorem 5.For the special case ofn = 2, we get the upper

boundinfJ

(
I(X ;Y |J) + I(XY ; J |Z)

)
on Sno−r(X ;Y ‖Z)

where the infimum is taken over all random variablesJ . This
expression is also an upper bound onS(X ;Y ‖Z) and further
the infimum could be replaced by minimum. This bound
strictly improves the Renner-Wolf double intrinsic information
upper bound.

IV. PROOFS OFTHEOREMS1-5

Proof of Theorem 1. Fix a probability distribution
p(x1, x2, ..., xm, z) on (X1, X2, ..., Xm, Z) and assume
that X1, X2, ..., Xm, Z take values in the discrete finite sets
∆i, i = 1...m + 1. For everyδ > 0 and ǫ > 0, one can
find data type SK(n,ǫ, S1, S2, S3,..., Sm,

−→
C ) whose Gain is

within δ of Sǫ
no−r(X1;X2; ...;Xm‖Z). We have:

nϕ(X1;X2;X3; ...;Xm‖Z) ≥i

ϕ(Xn
1 ;Xn

2 ;Xn
3 ; ...;Xn

m‖Zn) ≥ii

ϕ(Xn
1 C1;X

n
2 C1; ...;X

n
mC1‖Z

nC1) ≥iii

ϕ(Xn
1 C1C2;X

n
2 C1C2; ...;X

n
mC1C2‖Z

nC1C2)... ≥iv

ϕ(Xn
1

−→
C ;Xn

2

−→
C ; ...;Xn

m

−→
C ‖Zn

−→
C ) ≥v

ϕ(S1;S2; ...;Sm‖Zn
−→
C ) ≥vi H(S1|Z

n
−→
C ) −∑m

j=2H(S1|Sj) ≥vii nSǫ
no−r(X1;X2; ...;Xm‖Z)} −

nδ − (m− 1)[h(ǫ) + ǫ.n log
∏m

i=1 |∆i|]
Inequalitiesi,ii,iii,iv,v,vi are true respectively because of

the properties 1,2,2,2,3,4. Inequalityvii is true because of the
Fano inequality, and the fact that the gain of SK(n,ǫ, S1, S2,
S3,..., Sm,

−→
C ) is within δ of Sǫ

no−r(X1;X2; ...;Xm‖Z).
Therefore we get ϕ(X1;X2;X3; ...;Xm‖Z) ≥

Sǫ
no−r(X1;X2; ...;Xm‖Z) − δ − m−1

n
[h(ǫ) +

ǫ.n log
∏m

i=1 |∆i|]. The theorem is proved by taking the
limit as ǫ andδ go to zero.
Sno−r(X1;X2; ...;Xm‖Z) itself satisfies the four properties

(the details are suppressed). It satisfies the last propertysince
Sno−r(X1;X2; ...;Xm‖Z) is greater than or equal to the one
way secret key rate fromX1 to X2, ..., Xm in the presence of
Z which in turn is greater than or equal to the stated lower
bound (the details are suppressed).

Proof of Theorem 2. Fix the probability distribution
p(x1, x2, ..., xm, z) on (X1, X2, ..., Xm, Z) and assume that
(X1, X2, ..., Xm, Z) take values in the discrete finite sets∆i,

i = 1...m+ 1. For everyδ > 0 and ǫ > 0, one can find data
type CFO(n,ǫ, S1, S2, S3,..., Sm,

−→
C ) whose Cost is withinδ

of T ǫ(X1;X2; ...;Xm‖Z). We have:
nψ(X1;X2;X3; ...;Xm‖Z) ≤i

ψ(Xn
1 ;Xn

2 ;Xn
3 ; ...;Xn

m‖Zn) ≤ii

ψ(Xn
1 C1;X

n
2 C1; ...;X

n
mC1‖Z

nC1) + H(C1|Z
n) ≤iii

ψ(Xn
1 C1C2;X

n
2 C1C2; ...;X

n
mC1C2‖Z

nC1C2) +

H(C1C2|Z
n)... ≤iv ψ(Xn

1

−→
C ;Xn

2

−→
C ; ...;Xn

m

−→
C ‖Zn−→C ) +

H(
−→
C |Zn) ≤v ψ(S1;S2; ...;Sm‖Zn−→C ) +

H(Xn
1X

n
2 ...X

n
m|S1S2...SmZ

n) + H(
−→
C |Zn) ≤vi

H(S2S2...Sm|S1Z
n−→C ) +

∑m

j=2H(S1|Sj) +

H(Xn
1X

n
2 ...X

n
m|S1S2...SmZ

n) + H(
−→
C |Zn) ≤vii

h(ǫ)+ǫ.n log
∏m

i=1 |∆i|+(m−1)[h(ǫ)+ǫ.n log
∏m

i=1 |∆i|]+
nǫ+ nT ǫ(X1;X2; ...;Xm‖Z)} + nδ

Inequalitiesi,ii,iii,iv,v,vi are true respectively because of
the properties 1,2,2,2,3,4. Inequalityvii is true due to the Fano
inequality, and the fact that the cost of CFO(n,ǫ, S1, S2, S3,...,
Sm,

−→
C ) is within δ of T ǫ(X1;X2; ...;Xm‖Z).

Therefore we get ψ(X1;X2;X3; ...;Xm‖Z) ≤
T ǫ(X1;X2; ...;Xm‖Z)+ δ+ m

n
[h(ǫ)+ ǫ.n log

∏m

i=1 |∆i|]+ ǫ.
The theorem is proved by taking the limit asǫ and δ go to
zero.
T (X1;X2; ...;Xm‖Z) itself satisfies the four properties. For

property number 3, intuitively, one possible communication
for omniscience for(X1;X2; ...;Xm;Z) is to first conduct
a communication for omniscience for(X ′

1;X
′

2; ...;X
′

m;Z).
The party who wants to become omniscient, Charles, would
be able to approximately learn(X ′

1;X
′

2; ...;X
′

m;Z) with
the cost ofT (X ′

1;X
′

2; ...;X
′

m‖Z). If Charles exactly knew
(X ′

1;X
′

2; ...;X
′

m;Z), them parties could have revealed their
extra knowledge by revealingH(X1....Xm|X ′

1X
′

2...X
′

mZ)
bits using a Slepian-Wolf type communication scheme. Even
though Charles does not exactly know(X ′

1;X
′

2; ...;X
′

m;Z),
the Slepian-Wolf algorithm still works; the details are sup-
pressed.

Proof of Theorem 3. It can be easily shown that
ψ(X1;X2;X3; ...;Xm‖Z) satisfies the four properties
of Theorem 2 if and only if H(X1X2...Xm|Z) −
ψ(X1;X2;X3; ...;Xm‖Z) satisfies the four properties
of Theorem 1.T (X1;X2; ...;Xm‖Z) itself satisfies the four
properties of Theorem 2. HenceH(X1X2...Xm|Z) −
T (X1;X2; ...;Xm‖Z) ≥ Sno−r(X1;X2; ...;Xm‖Z).
Further since Sno−r(X1;X2; ...;Xm‖Z) itself
satisfies the four properties of Theorem 1, we get
H(X1X2...Xm|Z) − Sno−r(X1;X2; ...;Xm‖Z) ≤
T (X1;X2; ...;Xm‖Z). Therefore H(X1X2...Xm|Z) =
Sno−r(X1;X2; ...;Xm‖Z) + T (X1;X2; ...;Xm‖Z).

Proof of Theorem 4. We prove that
ψ′(X1;X2;X3; ...;Xm‖Z) satisfies the four properties
of Theorem 2. We prove this in two stages: First we assume
that C.H.{ψ} satisfies the last three properties and prove that
ψ′(X1;X2;X3; ...;Xm‖Z) satisfies all four properties; and
then we prove that C.H.{ψ} satisfies the last three properties.

Property number 1: ψ′(X1;X2;X3; ...;Xm‖Z) =
infr=1,2,...

1
r
C.H.{ψ}(Xr

1 ;Xr
2 ; ...;Xr

m‖Zr) ≤



infr=n,2n,...
1
r
C.H.{ψ}(Xr

1 ;Xr
2 ; ...;Xr

m‖Zr) =
infr=1,2,...

1
nr

C.H.{ψ}((Xn
1 )r; (Xn

2 )r; ...; (Xn
m)r‖(Zn)r) =

1
n
ψ′(Xn

1 ;Xn
2 ;Xn

3 ; ...;Xn
m‖Zn).

Property number2: Assuming that C.H.{ψ} satisfies
property number (2), we haveψ′(X1;X2;X3; ...;Xm‖Z) =
infr

1
r
C.H.{ψ}(Xr

1 ;Xr
2 ; ...;Xr

m‖Zr) ≤
infr

1
r
[C.H.{ψ}(Xr

1F
r;Xr

2F
r; ...;Xr

mF
r‖ZrF r) +

H(F r|Zr)] =
infr[

1
r
C.H.{ψ}(Xr

1F
r;Xr

2F
r; ...;Xr

mF
r‖ZrF r)] +

H(F |Z) = ψ′(X1F ;X2F ;X3F ; ...;XmF‖ZF ) +H(F |Z).
The two other properties can be proved similarly (the details

are suppressed).
Now, we prove that C.H.{ψ} satisfies properties (2-4).

C.H.{ψ} = supJ

∑
j P (J = j).ψ(Xj

1 ;Xj
2 ;Xj

3 ; ...;Xj
m‖Zj)

where J is a jointly distributed random variable with
(X1;X2;X3; ...;Xm;Z), and (Xj

1 ;Xj
2 ;Xj

3 ; ...;Xj
m;Zj) is

distributed according to the probability distribution of
p(x1;x2;x3; ...;xm; z|J = j). We have also assumed thatψ
satisfies properties (1-4).

Property number2: C.H.{ψ}(X1;X2;X3; ...;Xm‖Z) =
supJ

∑
j P (J = j).ψ(Xj

1 ;Xj
2 ;Xj

3 ; ...;Xj
m‖Zj) ≤

supJ [
∑

j P (J = j).

ψ(Xj
1F

j ;Xj
2F

j ; ...;Xj
mF

j‖ZjF j) +H(F |Z, J = j)] =
supJ [

∑
j P (J = j).ψ(Xj

1F
j ;Xj

2F
j ; ...;Xj

mF
j‖ZjF j)] +

H(F |ZJ) ≤C.H.{ψ}(X1F ;X2F ; ...;XmF‖ZF ) +H(F |Z)

The other properties can be proved similarly (the details are
suppressed).

Proof of Theorem 5.infXY −Z−Z I(X ;Y |Z) is an upper
bound on Sno−r(X ;Y ‖Z) that satisfies properties (1-4)
of Theorem 1. Theorem 3 implies thatψ(X ;Y ‖Z) =
H(XY |Z) − infXY −Z−Z I(X ;Y |Z) is a lower bound on
T (X ;Y ‖Z). According to Theorem 4,ψ′(X ;Y ‖Z) =
infr

1
r
C.H.{ψ}(Xr;Y r‖Zr) would also be a lower bound

on T (X ;Y ‖Z). Since ψ(X ;Y ‖Z) ≥ H(XY |Z) −
I(X ;Y ) := ψ̃(X ;Y ‖Z), we have: ψ′(X ;Y ‖Z) ≥
infr

1
r
C.H.{ψ̃}(Xr;Y r‖Zr) := ψ̃′(X ;Y ‖Z) It can be

proved that ψ̃′(X ;Y ‖Z) =C.H.{ψ̃}(X ;Y ‖Z). Therefore
supJ(H(XY |ZJ) − I(X ;Y |J)) would be a lower bound
on T (X ;Y ‖Z) and henceinfJ I(X ;Y |J) + I(XY ; J |Z)
would be an upper bound onSno−r(X ;Y ‖Z). It turns
out that infJ [I(X ;Y |J)I(XY ; J |Z)] satisfies the prop-
erties (1-4) of Theorem 1, so nothing can be gained
by using it instead of infXY −Z−Z I(X ;Y |Z) to initi-
ate the proof. It can be proved thatinfJ [I(X ;Y |J) +
I(XY ; J |Z)] is also an upper bound onS(X ;Y ‖Z). The
proof uses the fact that for every pair(M1,M2) satisfying:
p(M1,M2, X, Y, Z) = p(M1).p(M2).p(X,Y, Z) we have:
infJ [I(X ;Y |J) + I(XY ; J |Z)] = infJ [I(XM1;YM2|J) +
I(XM1YM2; J |Z)]. In order to prove that the new bound is
not worse than the double intrinsic information bound, it is
sufficient to prove that for any random variableU , there is
a random variableJ such thatI(X ;Y |J) + I(XY ; J |Z) ≤
[H(U)+minZ:X−Y −ZU−Z I(X ;Y |Z)]. ChoosingJ = Z, we
will have I(X ;Y |J) = I(X ;Y |Z) and alsoI(XY ; J |Z) =
I(XY ;U |Z) − I(XY ;U |ZJ) ≤ I(XY ;U |Z) ≤ H(U).

Therefore the new bound is no worse than the double intrinsic
information bound. Appendix I contains an example for which
the new bound is strictly better than the double intrinsic
information bound. Infimum overJ could be replaced by
minimum overJ using Carathodory’s theorem (details are
suppressed).

V. D ISCUSSION

The process of finding new upper bounds in Thm. 5 could
be generalized to the case ofm users. We can prove similar
results on the secret key rate when randomization is allowed
at the terminals by adding the following condition to the four
conditions of Theorem 1: For any set of random variables
M1, M2,..., Mm being jointly independent of each other
and of the pair(X1, X2, ..., Xm), ϕ(X1;X2; ...;Xm‖Z) =
ϕ(X1M1;X2M2; ...;XmMm‖ZF ).

Other upper bounds could be derived by noting
that infJ1,J2,...,Jt

[maxi(Sno−r(X1;X2; ...;Xm‖Ji)) +

Sno−r(X1;X2; ...;Xm; J
(s)
1 ; J

(s)
2 ; ...J

(s)
t ‖Z)] satisfies the

four properties of Thm. 1 and therefore is an upper
bound on Sno−r(X1;X2; ...;Xm‖Z). In this formulation
S(X1;X2; ...;Xm; J

(s)
1 ; J

(s)
2 ; ...J

(s)
t ‖Z) refers to the secret

key rate for the problem in which them + t parties
X1;X2; ...;Xm; J1; J2; ...Jt are desiring to create a
common secret key hidden fromZ but that the lastt
partiesJ1; J2; ...Jt are silent and do not participate in the
communications. By takingt = 1 and n = 2, we get
S(X ;Y ‖Z) ≤ infJ [S(X ;Y ‖J) + S(X ;Y ; Js‖Z)] ≤
infJ [I(X ;Y |J) + S(XY ; Js‖Z)]. The value of
S(XY ; Js‖Z), the one way secret key rate from
XY to J in the presence ofZ, is known. The
infJ [I(X ;Y |J) + S(XY ; Js‖Z)] upper bound is always less
than or equal to theinfJ [I(X ;Y |J) + I(XY ; J |Z)] upper
bound and may improve it.

We have also studied the secret key generation in the
channel model case studied by I. Csiszár and P. Narayan [8].
Similar techniques could be carried over to the channel model
case and for example it can be proved thatCs(P (y, z|x)) ≤
supp(x)[infJ I(X ;Y |J) + I(XY ; J |Z)]. The details will be
provided in another paper.

VI. CONCLUSION

We have derived a new upper bound on the secret key rate
which generalizes and improves the double intrinsic informa-
tion bound of [2] to the multi-terminal case. We have also
strengthened the results of [1] via a newly formulated problem
of communication for omniscience by a neutral observer.

APPENDIX I

In this Appendix we prove existence of a joint probability
distribution onX,Y, Z for which the new bound is strictly
better than the double intrinsic information bound. We need
the following Lemmas which we will prove at the end of this
Appendix:

Lemma A1.1Assume thatinfU [H(U) + I(X ;Y ↓ ZU)] =
minJ [I(X ;Y |J) + I(XY ; J |Z)], then there is a sequence of



TABLE I

JOINT PROBABILITY DISTRIBUTION OF X AND Y

X

Y 0 1 2 3

0 1

8

1

8
0 0

1 1

8

1

8
0 0

2 0 0 1

4
0

3 0 0 0 1

4

random variablesUi, i = 1, 2, ... taking values in finite sets
Ωi, and a sequence of positive real numbersδi converging to
zero, such that:

1) H(Ui) + I(X ;Y ↓ ZUi) → infU [H(U) + I(X ;Y ↓
ZU)] as i→ ∞

2) H(Ui|XY Z) → 0 as i→ ∞
3) I(Ui;Z) → 0 as i→ ∞
4) |p(Ui = uj |X = x, Y = y, Z = z)− 1

2 | ≥
1
2 −δi ∀uj ∈

Ωi, (x, y, z) : p(x, y, z) > 0
5) The variational distanced(ℑ(Ui|Z = zi),ℑ(Ui|Z =

zj)) → 0 as i → ∞ ∀zi, zj : p(Z = zi) > 0, p(Z =
zj) > 0

Lemma A1.2Continuity ofI(X ;Y ↓ Z): ∀ξ > 0, ∃δ > 0 such
that for all random variablesT having entropy less thanδ, we
have|I(X ;Y ↓ ZT )− I(X ;Y ↓ Z)| < ξ. 2

We will perturb the example that Renner and Wolf provided
in [2] in order to prove that the double intrinsic information
bound can be strictly better than the intrinsic information
bound of Maurer [3]. Table (I) shows the joint probability
distribution betweenX andY in that example.Z is defined
as:

Z =

{
X + Y ( mod 2) if X,Y ∈ {0, 1}
X ( mod 2) if X ∈ {2, 3}

Renner and Wolf proved that for the choice ofU = ⌊X
2 ⌋, one

has
I(X ;Y ↓ Z) =

3

2
I(X ;Y ↓ ZU) = 0

And therefore their bound would be less than or equal to
H(U) + I(X ;Y ↓ ZU) = 1, while I(X ;Y ↓ Z) = 3

2 > 1.
Take a binary random variableV satisfying theV − U −

XY Z Markov property and the following property{0, p(U =
0|V = 0), 1 − p(U = 0|V = 0), 1

2p(U = 0|V = 0), 1 −
1
2p(U = 0|V = 0), 1}

⋂
{0, p(U = 0|V = 1), 1 − p(U =

0|V = 1), 1
2p(U = 0|V = 1), 1 − 1

2p(U = 0|V = 1), 1} =
{0, 1}.

Let X̃ = X, Ỹ = Y, Z̃ = (Z, V ). We would like to prove
that the new bound is strictly better than the double intrinsic
information bound for the triple(X̃, Ỹ , Z̃).

Assuming that the new bound is not better than the double
intrinsic information bound, we can apply Lemma A1.1 to
get a sequenceUi having the five properties given in Lemma
A1.1. Using the properties number 2,3, and 4 and the fact that
h(x) = x log( 1

x
) is monotonic for allx < 1

2 and for allx > 1
2 ,

it can be proved thatH(Ui) → 0 as i → ∞ (the details are
suppressed).

Hence, the limit ofH(Ui) + I(X̃ ; Ỹ ↓ Z̃Ui) is the same
as that ofI(X̃ ; Ỹ ↓ Z̃Ui). The property number 1 of Lemma
A1.1 states that the series converges to the double intrinsic
information upper bound which is assumed to be equal to
minJ [I(X̃; Ỹ |J) + I(X̃Ỹ ; J |Z̃)].

Evaluating the expression atJ = Z̃U , gives us 0 +
I(XY ;UZV |ZV ) = I(XY ;U |ZV ) ≤ 1

Therefore we should have:limi→∞ I(X ;Y ↓ ZV Ui) ≤ 1.
On the other hand, Renner and Wolf have shown thatI(X ;Y ↓
Z) = 3

2 . Letting H(V ) → 0, this would be in contradiction
with Lemma A1.2 noting thatH(Ui) → 0 as i→ ∞.

Now, we prove the Lemmas mentioned at the beginning of
this Appendix:

Proof of Lemma A1.1Take a sequenceU1, U2,... such that
H(Ui) + I(X ;Y ↓ ZUi) → infU [H(U) + I(X ;Y ↓ ZU)].

For everyUi, there existsJi such thatI(X ;Y ↓ ZUi) =
I(X ;Y |Ji), and alsoXY −ZUi−Ji forming a Markov chain.

We have: I(XY ; Ji|Z) = I(XY ;Ui|Z) −
I(XY ;Ui|ZJi) ≤ I(XY ;Ui|Z) = H(Ui|Z) −
H(Ui|XY Z) = H(Ui) − I(Ui;Z) − H(Ui|XY Z).
Hence H(Ui) + I(X ;Y ↓ ZUi) ≥ [I(Ui;Z) +
H(Ui|XY Z)] + [I(X ;Y |Ji) + I(XY ; Ji|Z)] ≥
[I(Ui;Z)+H(Ui|XY Z)]+minJ [I(X ;Y |J)+I(XY ; J |Z)] =
[I(Ui;Z) +H(Ui|XY Z)] + infU [H(U) + I(X ;Y ↓ ZU)].

Taking the limit asi → ∞, we conclude that[I(Ui;Z) +
H(Ui|XY Z)] → 0 asi→ ∞. Properties 1-4 could be proved
using this statement (the details are suppressed).
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