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Abstract

This is the second part of a two-part paper on information-theoretically secure secret key agreement.

This part covers the secret key capacity under thechannel model. In this model, multiple terminals wish

to create a shared secret key that is secure from an eavesdropper with unlimited computational resources.

The terminals are all connected to a noiseless and authenticated but unsecure channel, called the “public

channel”. Furthermore, the terminals have access to a secure but noisy discrete memoryless broadcast

channel (DMBC). The first terminal can choose a sequence of inputs to the DMBC, which has outputs

at the other terminals and at the eavesdropper. After each channel use, the terminals can engage in

arbitrarily many rounds of interactive authenticated communication over the public channel. At the end,

each legitimate terminal should be able to generate the secret key. In this paper, we derive new lower

and upper bounds on the secrecy capacity. In each case, an example is provided to show that the new

bound represents an strict improvement over the previouslybest known bound.

This part of the paper is not standalone, and is written underthe assumption that the reader has

access to Part I, which is published in the same issue.

Keywords: Secret key agreement, unconditional security, communication for omniscience, secret key

capacity, common randomness, public discussion, source model, channel model, security.

I. INTRODUCTION

In this paper, we study the problem of determining the maximum information-theoretically secure

secret key rate against a passive eavesdropper in a well-known setting in the information-theoretic security

literature, called thechannel model. The history of the development of the model dates back to an early

work by Wyner [16], who considered the setting in which Aliceis connected to Bob by a discrete
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memoryless channel. The eavesdropper, Eve, receives a noisy version of the output at Bob’s end. This

work was subsequently generalized by Csiszár and Körner [3] and later by Maurer [10] who recognized

the value of public discussion (see the introduction of the first part of the paper for a more detailed

treatment of the development of the model). The recognitionof the value of public discussion led to the

formulation of the two main models in this area, introduced by the works of Ahlswede and Csiszár [1],

Csiszár and Narayan [5] and Maurer [10], thesource modelandchannel model. This part of the paper

covers the secret key capacity under the channel model.

In the channel model, there arem terminals interested in secret key generation against an adversary

Eve. The terminals are all connected to a noiseless and authenticated but public communication channel.

In addition, the terminals have access to a secure but noisy discrete memoryless broadcast channel

(DMBC), q(x2, x3, ...xm, z|x1). The input to the DMBC is governed by the first terminal while the other

terminals, as well as Eve, observe the outputs of the broadcast channel at their respective ends. In what

is traditionally called the channel model, after each use ofthe channel by the first terminal, all them

terminals are allowed to engage in arbitrary many rounds of interactive authenticated communication

over the public channel. The public channel is noiseless. The eavesdropper is assumed to remain passive

throughout the public discussion, but hears the messages sent over the public channel. We consider a

generalization of this where only the firstu terminals (1 ≤ u ≤ m) are allowed such communication;

terminalsu + 1 ≤ i ≤ m listen and must participate in secret key generation, but cannot talk. This

generalization is motivated by the desire to put one-way capacity and interactive capacity on the same

footing, and fits naturally with the corresponding generalization that we made in the source model in the

first part of the paper. Note that we assume, mostly for notational convenience, that the first terminal is

allowed to participate in the interactive authenticated public communication.

Note that each input to the broadcast channel by the first terminal is allowed to depend on the past

inputs and on the public communication so far. At the end of the entire process, i.e. of then uses of the

DMBC and of the interactive public communication after eachuse, each terminal1 ≤ i ≤ m generates

random variableSi as its secret key. AllSi’s should with high probability be equal to each other and

they should be approximately independent of Eve’s whole information after the communication, i.e. the

n outputs at Eve’s end of the broadcast channel, and the entirepublic discussion. The achieved secret

key rate would then be roughly1
n
H(S1). The highest achievable secret key rate, asymptotically inn, is

called the secret key capacity. For a precise formulation see the first part of the paper.

In this paper, we prove new lower and upper bounds on the secret key capacity. In each case, an

example is provided to show that the new bound is strictly better than the previous one. For the case
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of m = 2, the best known upper bound explicitly mentioned in the literature, as far as we are aware, is

min[supp(x1) I(X1;X2), supp(x1) I(X1;X2|Z))], which was proposed by Maurer [10]. This can however

be easily generalized toinfZ→Z→X1X2

[supp(x1) I(X1;X2|Z)]. The best know lower bound, as far as we

are aware, is

sup
p(x1)

max
{

sup
V →U→X1→X2Z

[I(U ;X2|V ) − I(U ;Z|V )], sup
V →U→X2→X1Z

[I(U ;X1|V ) − I(U ;Z|V )]
}
, (1)

which one can find in [5], [10].

The technique used for deriving the upper bounds can be described as follows. Take an arbitrary secret

key generation scheme that uses the DMBC for sayn times. During the simulation of the protocol, the

“secret key reservoir”(representing the amount of secret key bits built up so far)1 of the legitimate

terminals gradually increases until it reaches its final state where the legitimate terminals create the

common secret key. Each use of the DMBC increases the “secretkey reservoir” of the terminals, whereas

the public discussion that follows after each use of the DMBCallows for coordination and processing

of the “secret key reservoir”, but does not increase the amount of secret key bits, since the public

discussion is observed by the eavesdropper. The idea is to quantify this gradual evolution of the “secret

key reservoir”, bound the derivative of its growth at each stage from above by showing that one use of

the DMBC can buy us at most a certain amount of secret bits (useof the public channel does not increase

the “secret key reservoir”), and conclude that the final sizeof the “secret key reservoir” is not bigger than

n times the upper bound on its derivative per use of the DMBC. Animplementation of this idea requires

quantification of the “secret key reservoir” of them terminals at a given stage of the process. To that

end, we take a real-valued function of joint distributions,and evaluate it at the joint distribution ofm+1

random variables that represent, roughly speaking, the knowledge of them legitimate terminals and the

eavesdropper at the given stage of the secret key generationprotocol. Properties that such a function

would need to satisfy are identified. The new upper bound is then proved by a verification argument.

We have divided the presentation of results into two parts, one for source model and one for channel

model. In order to minimize duplication, we have decided to include in part I a unified introduction which

sets out all the common notation, discussion and fundamentals. This part of the paper is therefore not

standalone, and is written under the assumption that the reader has access to Part I. Table I summarizes

the notation used throughout the paper.

The outline of this paper is as follows. Section II illustrates the technique used for proving the upper

1We do not need to define “secret key reservoir” formally.
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TABLE I

NOTATIONS(SEE THE DEFINITION SECTION OF THE FIRST PART OF THE PAPER)

Variable Description

R≥0 Non-negative real numbers.

[k], [m] The sets{1, 2, 3, ..., k} and{1, 2, 3, ..., m}.

m Number of legitimate terminals.

u Number of legitimate terminals that participate in public discussion.

q(x2, ..., xm, z|x1) A secure but noisy discrete memoryless broadcast channel (DMBC)

exploited for secret key generation.

Cǫ

CH(u, q(x2, x3, ...xm, z|x1)) The capacity channelǫ-secret key capacity when the firstu terminals talk.

CCH(u, q(x2, x3, ...xm, z|x1)) The channel model secret key capacity when the firstu terminals talk.

S(X1; ...; Xu; (Xu+1)
(s)...; (Xm)(s)‖Z) The source model secret key capacity when the firstu terminals talk.

SKC Secret key generation scheme. Parameters are

n: the number of uses of the DMBC

ǫ: an upper bound on the probability of key mismatch, and secret key rate leak out.

S1, S2, ..., Sm: The secret keys generated by them terminals at the final stage.

C = (C1, C2, ..., Cn): Interactive public discussions

among the parties withCi being conducted following thei-th use of the DMBC.

M1, M2, ..., Mu: Private randomness available to the firstu parties.

Xn
1 , Xn

2 , ..., Xn
m, Zn: Xn

1 = (X1(1), ..., X1(n)) is then inputs to the DMBC;

Xn
2 , ..., Xn

m, Zn are then outputs.

φ(·) a real-valued function, and a place holder for

an upper bound on the channel model secret key capacity.

ϕ(·) a real-valued function that intuitively takes the

knowledge available to the legitimate terminals as well as the eavesdropper,

at a given stage in the key generation process,

and maps it to a number quantifying the secret bits accumulated so far.bX1, bX2, ..., bXm, bZ Represents thetotal information available to them terminals and the eavesdropper

terminal at a given stage during the secret key generation scheme.

bounds at an intuitive level. Section III contains the main results of this paper. This is followed by section

IV and two appendices which give proofs for the results.

II. T HE TECHNIQUE FOR PROVING UPPER BOUNDS

In this section, we illustrate the main proof technique we use for proving the upper bounds at an

intuitive level. Consider the special case ofu = m = 2 and take an arbitrary secret key generation
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protocol SKC(n, ǫ, S1, S2, C, M1,M2, Xn
1 ,Xn

2 , Zn) (see the first part of the paper for definitions).

During the simulation of the protocol, the “secret key reservoir” of the legitimate terminals gradually

evolves until it reaches its final state where the terminals know enough to create the common secret key.

We can represent the state of the system at a given stage of theprocess by the joint distribution of three

random variables that represent, roughly speaking, the knowledge of the two legitimate terminals and the

eavesdropper at that stage. The state of the system therefore evolves as follows:

→ (X1(1),X2(1), Z(1)) → (X1(1)M1,X2(1)M2, Z(1)) → (X1(1)M1C1,1,X2(1)M2C1,1, Z(1)C1,1)

→ (X1(1)M1C1,1C1,2,X2(1)M2C1,1C1,2, Z(1)C1,1C1,2) → · · · → (X1(1)M1C1,X2(1)M2C1, Z(1)C1)

→ (X1(1)X1(2)M1C1,X2(1)X2(2)M2C1, Z(1)Z(2)C1)

→ (X1(1)X1(2)M1C1C2,1,X2(1)X2(2)M2C1C2,1, Z(1)Z(2)C1C2,1)

→ (X1(1)X1(2)M1C1C2,1C2,2,X2(1)X2(2)M2C1C2,1C2,2, Z(1)Z(2)C1C2,1C2,2)

→ · · · → (X1(1)X1(2)M1C1C2,X2(1)X2(2)M2C1C2, Z(1)Z(2)C1C2)

→ (X1(1)X1(2)X1(3)M1C1C2,X2(1)X2(2)X2(3)M2C1C2, Z(1)Z(2)Z(3)C1C2)

→ (X1(1)X1(2)X1(3)M1C1C2C3,1,X2(1)X2(2)X2(3)M2C1C2C3,1, Z(1)Z(2)Z(3)C1C2C3,1)

→ · · · → (Xn
1 M1C,Xn

2 M2C, ZnC) → (S1, S2, Z
nC)

Formally speaking, we can represent the state by three finitesets and a joint distribution on these finite

sets, i.e. a four-tuple(X̂1, X̂2, Ẑ , p(x̂1, x̂2, ẑ)). Please note that here we have used random variables

X̂1, X̂2 and Ẑ to represent the total information available to the terminals at a given stage of the key

generation process (whereas random variablesX1, andX2, Z were representing the input and outputs

to the broadcast channel).

A. The functionsφ(·) and ϕ(·), and properties imposed on them

To quantify the evolution of the “secret key reservoir” of the legitimate parties, we use a function

ϕ defined from the set of all four tuples(X̂1, X̂2, Ẑ , p(x̂1, x̂2, ẑ)) to non-negative real numbers. We

sometimes use the notationϕ(X̂1; X̂2‖Ẑ) to refer to ϕ(p(x̂1, x̂2, ẑ)) when (X̂1, X̂2, Ẑ) has the law

p(x̂1, x̂2, ẑ).2

Suppose we would like to prove that some given non-negative function φ(q(x2, z|x1)) is an upper

bound on the secret key capacity. It would be enough to prove that each use of the DMBC in each stage,

2As in the source model notation, we have separated the legitimate parties and the eavesdropper via the symbol‖.
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cannot buy us more thanφ(q(x2, z|x1)) secret bits. This would imply thatn uses of the DMBC does

not buy us more thann × φ(q(x2, z|x1)) secret bits, and therefore the secret key rate achieved willbe

less than or equal toφ(q(x2, z|x1)) secret bits
DMBC use.

Motivated by the above discussion, let us assume that the system is in the state(X̂1, X̂2, Ẑ, p(x̂1, x̂2, ẑ)),

and the terminals decide to use the DMBC. The first terminal would createX1 as a function ofX̂1, and

puts it at the input of the DMBCq(x2, z|x1). The second terminal and the eavesdropper will receiveX2

andZ. The state of the system will evolve to(X̂1 × X1, X̂2 ×X2, Ẑ × Z, p(x̂1x1, x̂2x2, ẑz)). Note that

the following statements are true about the joint distribution of X̂1,X1, X̂2,X2, Ẑ, Z:

H(X1|X̂1) = 0, (2)

X̂1X̂2Ẑ → X̂1 → X1 → X1X2Z, (3)

p(x2, z|x1) = q(x2, z|x1). (4)

We then expect the quantified state does not increase by more thanφ(·). In other words, we would like

to have the following property:

1) Whenever equations (2), (3) and (4) hold, we require:

ϕ(X̂1X1; X̂2X2‖ẐZ) ≤ ϕ(X̂1; X̂2‖Ẑ) + φ(q(x2, z|x1)).

Next, we expect the public discussion that follows each use of the DMBC does not increase the “secret

key reservoir” (since the public discussion is heard by the eavesdropper). Let us assume that the system is

in the state(X̂1, X̂2, Ẑ , p(x̂1, x̂2, ẑ)), and thei-th legitimate terminal (1 ≤ i ≤ 2) decides to use the public

channel. This terminal creates random variableF , so we must haveH(F |X̂i) = 0. Random variableF

is made public and the state of the system evolves to(X̂1 × F , X̂2 × F , Ẑ × F , p(x̂1f, x̂2f, ẑf)). We

then expect the quantified state to stay the same or to decrease. In other words, we would like to have

the following property:

2) For any random variableF such that∃i : H(F |X̂i) = 0, we require:

ϕ(X̂1; X̂2‖Ẑ) ≥ ϕ(X̂1F ; X̂2F‖ẐF );

Next, sinceϕ(·) is quantifying the “secret key reservoir”, and reducing theinformation available to the

legitimate terminals should not increase their “secret keyreservoir”, we impose the following constraint:

3) For any random variableŝX ′
1, X̂

′
2 such that∀i : H(X̂ ′

i|X̂i) = 0, we require:

ϕ(X̂1; X̂2‖Ẑ) ≥ ϕ(X̂ ′
1; X̂

′
2‖Ẑ).

Next, consider the special case ofX̂1
∼= X̂2, andẐ being almost independent of(X̂1, X̂2). In this case,

we expectϕ(X̂1; X̂2‖Ẑ) to be approximately equal toH(X̂1). In order to ensure this property, and
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inspired by the lower boundI(X̂1; X̂2)− I(X̂1; Ẑ) on the source model secret key capacity, we impose

the following constraint:

4) ϕ(X̂1; X̂2‖Ẑ) ≥ H(X̂1|Ẑ) − H(X̂1|X̂2) = I(X̂1; X̂2) − I(X̂1; Ẑ).

Sinceϕ(·) is quantifying the “secret key reservoir”, providing the legitimate terminals with private external

randomness should not increase their “secret key reservoir”. We therefore impose the following constraint:

5) Whenever random variablesM1, M2 satisfy

p(M1,M2, X̂1, X̂2, Ẑ) = p(M1)p(M2)p(X̂1, X̂2, Ẑ),

we require

ϕ(X̂1; X̂2‖Ẑ) ≥ ϕ(X̂1M1; X̂2M2‖Ẑ).

Lastly, we assume the following constraint: for any conditional distributionq(x2, z|x1),

sup
q(x1)

ϕ(q(x1) · q(x2, z|x1)) < ∞. (5)

B. Implication of the properties imposed onφ(·) and ϕ(·)

Claim: Assume that the above conditions 1-5, and equation (5) are satisfied for some functionsϕ(·)

andφ(·). Then the channel model secret key capacity,CCH(2, q(x2, z|x1)), must be bounded from above

by φ(q(x2, z|x1)) for any channelq(x2, z|x1).

Intuitive Proof: Take some DMBC channelq(x2, z|x1), and a secret key generation protocol SKC(n,

ǫ, S1, S2, C, M1,M2, Xn
1 ,Xn

2 , Zn) whose secret key rate is approximately equal toCǫ
CH(2, q(x2, z|x1))).

Then we have (here we are using the notationX1
1 to representX1(1), andX1:k

1 to representX1(1)...X1(k)):

(n − 1)φ(q(x2, z|x1)) + supq(x1) ϕ(q(x1) · q(x2, z|x1)) ≥

(n − 1)φ(q(x2, z|x1)) + ϕ(X1
1 ;X1

2‖Z
1)

≥ (n − 1)φ(q(x2, z|x1)) + ϕ(M1X
1
1 ;M2X

1
2‖Z

1) (6)

≥ (n − 1)φ(q(x2, z|x1)) + ϕ(M1X
1
1C1,1;M2X

1
2C1,1‖Z

1C1,1) (7)

≥ (n − 1)φ(q(x2, z|x1)) + ϕ(M1X
1
1C1,1C1,2;M2X

1
2C1,1C1,2‖Z

1C1,1C1,2) (8)

≥ · · ·

≥ (n − 1)φ(q(x2, z|x1)) + ϕ(M1X
1
1 C1;M2X

1
2 C1‖Z

1C1)

≥ (n − 2)φ(q(x2, z|x1)) + ϕ(M1X
1:2
1 C1;M2X

1:2
2 C1‖Z

1:2C1) (9)

≥ (n − 2)φ(q(x2, z|x1)) + ϕ(M1X
1:2
1 C1:2;M2X

1:2
2 C1:2‖Z

1:2C1:2) (10)
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≥ (n − 3)φ(q(x2, z|x1)) + ϕ(M1X
1:3
1 C1:2;M2X

1:3
2 C1:2‖Z

1:3C1:2) (11)

≥ · · ·

≥ ϕ(M1X
1:n
1 C1:n;M2X

1:n
2 C1:n‖Z

1:nC1:n)

≥ ϕ(S1;S2‖Z
1:nC1:n) (12)

≥ H(S1|Z
1:nC1:n) − H(S1|S2) (13)

∼= nCǫ
CH(2, q(x2, z|x1))) − 0, (14)

where equation (6) holds because of condition 5; equation (7) holds because of condition 2 and the fact that

H(C1,1|M1X
1
1 ) = 0; equation (8) holds because of condition 2 and the fact thatH(C1,2|M2X

1
2C1,1) = 0;

equation (9) holds because of condition 1; equation (10) is true because we can repeatedly invoke condition

2 for the individual communications withinC2; equation (11) holds because of condition 1; equation (12)

holds because of condition 3, and the fact thatH(S1|M1X
1:n
1 C1:n) = H(S2|M2X

1:n
2 C1:n) = 0; equation

(13) holds because of condition 4; and equation (14) holds since the secret key rate of the protocol is

approximately equal toCǫ
CH(2, q(x2, z|x1))), andS1 is approximately equal toS2.

Intuitively, the above chain of inequalities imply thatn−1
n

φ(q(x2, z|x1))+
1
n

supq(x1) ϕ(q(x1)·q(x2, z|x1))

is greater than or equal toCǫ
CH(2, q(x2, z|x1))). Letting n → ∞ and thenǫ → 0, we would get that

φ(q(x2, z|x1)) is greater than or equal toCCH(2, q(x2, z|x1)).

C. Discussion

As the above proof indicates, as one moves along a given protocol, the expression1
n

(
(n−i)φ(q(x2, z|x1))+

ϕ(current state)
)

(where i denotes the number of uses of the DMBC so far) is non-increasing. This

quantity starts from the upper boundφ(q(x2, z|x1)) and decreases as we move along the protocol, and

eventually becomes equal to the secret key rate of the protocol. Thus, it is justified to view the expression

as apotential function. The reader may compare this section with section III of the first part of the paper

where the idea of a potential function is discussed in the context of the source model.

In order to show the effectiveness of the technique, and showthat it could make the converse proofs

systematic, we provide an example:

Example.Prove thatsupp(x1) I(X1;X2|Z) is an upper bound onCCH(2, q(x2, z|x1)).

Proof.Let ϕ(X̂1; X̂2‖Ẑ) = I(X̂1; X̂2|Ẑ) andφ(q(x2, z|x1)) = supp(x1) I(X1;X2|Z). Clearly equation

(5) is satisfied. We need to verify the five properties: the first property holds since whenever equations
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(2), (3) and (4) are hold, we have

I(X̂1X1; X̂2X2|ẐZ) = H(X̂2X2|ẐZ) − H(X̂2X2|ẐZX̂1X1)

= H(X̂2X2|ẐZ) − H(X̂2|ẐX̂1) − H(X2|ZX1) (15)

≤ H(X̂2|Ẑ) + H(X2|Z) − H(X̂2|ẐX̂1) − H(X2|ZX1) = I(X̂1; X̂2|Ẑ) + I(X1;X2|Z)

= ϕ(X̂1; X̂2‖Ẑ) + ϕ(X1;X2‖Z) ≤ ϕ(X̂1; X̂2‖Ẑ) + φ(q(x2, z|x1)).

Equation (15) holds because

H(X̂2X2|ẐZX̂1X1) = H(X̂2|ẐZX̂1X1) + H(X2|ẐZX̂1X1X̂2) =

H(X̂2|ẐX̂1) − I(X̂2;ZX1|ẐX̂1) + H(X2|ZX1) − I(X2; ẐX̂1X̂2|ZX1).

But equation (3) implies thatI(X̂2;ZX1|ẐX̂1) ≤ I(ẐX̂2;ZX1|X̂1) = 0, and I(X2; ẐX̂2X̂1|ZX1) ≤

I(X2Z; ẐX̂2X̂1|X1) = 0.

The second property holds because assuming thatH(F |X̂1) = 0, I(X̂1; X̂2|Ẑ) = I(X̂1F ; X̂2|Ẑ) =

I(F ; X̂2|Ẑ) + I(X̂1; X̂2|ẐF ) ≥ I(X̂1F ; X̂2F |ẐF ). The other properties can be easily verified. �

In order to find a new upper bound, one can think of a given functionsϕ(X̂1; X̂2‖Ẑ) andφ(q(x2, z|x1))

as a point in the set of all functions that satisfy the properties, and try to slightly perturb the expression

so that all the properties remain satisfied.

III. STATEMENT OF THE RESULTS

In this section we state the main results of this paper. All the results are proved in detail in section 4

and the appendices. Following the formal statement of each result, a brief informal discussion is provided

to clarify the statement.

A. Sufficient conditions for being an upper bound on the SKC capacity

Let ϕ(p(x̂1, x̂2, ..., x̂m, ẑ)) be a real-valued function from the set ofall probability distributions defined

on a product ofany m + 1 finite sets. We sometimes use the notationϕ(X̂1; X̂2; X̂3; ...; X̂m‖Ẑ) to refer

to ϕ(p(x̂1, x̂2, ..., x̂m, z)) when (X̂1, X̂2, ..., X̂m, Ẑ) has the lawp(x̂1, ..., x̂m, ẑ).3 Furthermore, letφ(·)

be a real-valued function from the set ofall conditional lawsq(x2, x3, ...xm, z|x1) defined on a product

of m + 1 finite sets. Further assume that for any channelq(x2, x3, ...xm, z|x1),

sup
q(x1)

ϕ(q(x1) · q(x2, x3, ...xm, z|x1)) < ∞. (16)

3Inspired by the source model notation, we have separated thelegitimate parties and the eavesdropper via the symbol‖.
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The following theorem formalizes the ideas discussed in section II:

Theorem 1:Given functionsφ(·) andϕ(·) satisfying equation (16) for any channelq(x2, x3, ...xm, z|x1),

the function φ(q(x2, x3, ...xm, z|x1)) will be an upper bound onCCH(u, q(x2, x3, ...xm, z|x1)) (the

channel model secret key capacity assuming that only the first u terminals are permitted to talk) if

ϕ(·) satisfies the following 5 conditions for allp(x̂1, x̂2, ..., x̂m, ẑ):

1) For any random variablesX1,X2, ...,Xm, Z jointly distributed withX̂1, X̂2, ..., X̂m, Ẑ such that

H(X1|X̂1) = 0,

X̂1X̂2...X̂mẐ → X̂1 → X1 → X1X2...XmZ, and

p(x2, x3, ..., xm, z|x1) = q(x2, x3, ...xm, z|x1)

hold, we have:

ϕ(X̂1X1; X̂2X2; ...; X̂mXm‖ẐZ) ≤ ϕ(X̂1; X̂2; ...; X̂m‖Ẑ) + φ(q(x2, x3, ...xm, z|x1));

2) For any random variableF such that∃i ≤ u : H(F |X̂i) = 0, we have:

ϕ(X̂1; X̂2; ...; X̂m‖Ẑ) ≥ ϕ(X̂1F ; X̂2F ; ...; X̂mF‖ẐF );

3) For any random variableŝX ′
1, X̂

′
2, ..., X̂

′
m such that∀i : H(X̂ ′

i|X̂i) = 0, we have:

ϕ(X̂1; X̂2; ...; X̂m‖Ẑ) ≥ ϕ(X̂ ′
1; X̂

′
2; ...; X̂

′
m‖Ẑ);

4) ϕ(X̂1; X̂2; ...; X̂m‖Ẑ) ≥ H(X̂1|Ẑ) −
∑m

i=2 H(X̂1|X̂i);

5) Whenever random variablesM1, M2, ..., Mu satisfy

p(M1,M2, ...,Mu, X̂1, X̂2, ..., X̂m, Ẑ) = p(M1)p(M2)...p(Mu)p(X̂1, X̂2, ..., X̂m, Ẑ),

we have:

ϕ(X̂1; X̂2; ...; X̂m‖Ẑ) ≥ ϕ(M1X̂1;M2X̂2; ...;MuX̂u; X̂u+1; ...; X̂m‖Ẑ).

B. New upper bound on the SKC capacity

Before stating the theorem, we make a few definitions. The intuitive meaning of the definitions and

of the new upper bound are provided in the discussion that follows the statement of the theorem.

Definitions.Let [m] and [u] respectively denote the sets{1, 2, ...,m}, {1, 2, ..., u}. For any subsetB

of [m], let λB be a non-negative real number, andΛ = (λB , B ⊆ [m]) denote a vector of dimension2m

whose elements areλB for various subsets of[m]. Let V denote the set of vectorsΛ = (λB , B ⊆ [m])

satisfying the following equation for any(R1, R2, ..., Ru) ∈ R
u
≥0:

∑

B:B⊂[m],B∩[u] 6=∅,B 6=[m]

λB

∑

j∈B∩[u]

Rj =

u∑

j=1

Rj. (17)

For any subsetB of [m] = {1, 2, 3, ...,m}, we use the notation̂XB in reference to the set of random

variables(X̂k, k ∈ B). Note that unlikeλB , X̂B is a set of random variables.
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We then have the following theorem:

Theorem 2:For anyΛ = (λB , B ⊆ [m]) ∈ V , the secret key capacityCCH(u, q(x2, x3, ...xm, z|x1))

is bounded from above by

supp(x1){infJ

(
[H(X1...Xu|J) − τΛ(X1,X2, ...,Xu,X

(s)
u+1, ...,X

(s)
m ‖J) +

I(X1X2...Xm;J |Z)]
)
}.

In this expression(X1,X2, ...,Xm, J, Z) have the lawp(x1)q(x2, x3, ...xm, z|x1)p(j|x1, ..., xm, z); the

infimum is taken over finite random variablesJ arbitrarily distributed withX1,X2, ...,Xm, Z; and

τΛ(X1,X2, ...,Xu,X
(s)
u+1, ...,X

(s)
m ‖J)

.
=

∑

B:B⊂[m],B∩[u] 6=∅,B 6=[m]

λBH(XB∩[u]|XBcJ). (18)

Discussion:This upper bound was derived in an attempt to imitate the source model upper bound. In the

first part of the paper we showed that

S(X1;X2; ...;Xu; (Xu+1)
(s)...; (Xm)(s)‖Z) ≤

infJ
[
S(X1J ;X2J ; ...;XuJ ; (Xu+1J)(s)...; (XmJ)(s)‖J) + I(X1X2...Xm;J |Z)

]
, (19)

where the infimum is taken over finite random variablesJ arbitrarily distributed withX1, X2, ..., Xm

andZ. Theorem 6 of the first part of this paper provides a single letter expression for the first term in

the right hand side of equation (19). This upper bound on the secret key capacity in the source model

suggests the following upper bound onCCH(u, q(x2, x3, ...xm, z|x1)):

sup
p(x1)

{inf
J

[S(X1J ;X2J ; ...;XuJ ; (Xu+1J)(s)...; (XmJ)(s)‖J) + I(X1X2...Xm;J |Z)]}. (20)

In order to prove that this expression is an upper bound onCCH(u, q(x2, x3, ...xm, z|x1)), one simply

needs to define appropriate functionsφ(·) and ϕ(·), and then verify the properties of Theorem 1. We

were not however able to complete the proof. So, we modified the expression of equation (20) for the

proof to go through. We first provide an alternative characterization of the expression of equation (20),

and then mention our modification.

Note that Theorem 6 of the first part of this paper provides thefollowing expression:

S(X1J ;X2J ; ...;XuJ ; (Xu+1J)(s); ...; (XmJ)(s)‖J) = H(X1X2...Xu|J) − min
(R1,R2,...,Ru)∈ℜ

(

u∑

i=1

Ri)

where

ℜ = {(R1, ..., Ru) : ∀B : B ⊂ [m], B ∩ [u] 6= ∅, B 6= [m] :
∑

j∈B∩[u]

Rj ≥ H(XB∩[u]|XBcZ)}.
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The intuitive meaning of the quantityRi is to be found in the context of the problem of communication

for omniscience (CFO) discussed in the first part of the paper, or in [5]. The above expression can be

rewritten using the duality theory as follows:

S(X1J ;X2J ; ...;XuJ ; (Xu+1J)(s); ...; (XmJ)(s)‖J) =

H(X1X2...Xu|J) − maxΛ∈V (τΛ(X1,X2, ...,Xu,X
(s)
u+1, ...,X

(s)
m ‖J)) =

minΛ∈V [H(X1X2...Xu|J) − τΛ(X1,X2, ...,Xu,X
(s)
u+1, ...,X

(s)
m ‖J)]. (21)

Therefore we can write the expression in equation (20) as follows:

supp(x1)

{
infJ minΛ∈V

(
H(X1...Xu|J) − τΛ(X1,X2, ...,Xu,X

(s)
u+1, ...,X

(s)
m ‖J) + I(X1X2...Xm;J |Z)

)}
.

We modified this expression by swappingminΛ∈V with supp(x1) infJ as follows:

minΛ∈V supp(x1)

{
infJ

(
H(X1...Xu|J) − τΛ(X1,X2, ...,Xu,X

(s)
u+1, ...,X

(s)
m ‖J)

+I(X1X2...Xm;J |Z)
)}

. (22)

The statement of Theorem 2 implies that equation (22) is an upper bound onCCH(u, q(x2, x3, ...xm, z|x1)),

since it states that for any arbitraryΛ ∈ V ,

CCH(u, q(x2, x3, ...xm, z|x1)) ≤

supp(x1)

{
infJ

(
H(X1...Xu|J) − τΛ(X1, ...,Xu,X

(s)
u+1, ...,X

(s)
m ‖J) + I(X1...Xm;J |Z)

)}
.

�

Corollary. In the case ofm = u = 2, the new upper bound onCCH(2, q(x2, z|x1)) equals

supp(x1) infJ [I(X1;X2|J) + I(X1X2;J |Z)],

where the infimum is taken over finite random variablesJ arbitrarily distributed withX1,X2, Z. This

is because the only possible value forλ{1} and λ{2} in the case ofm = u = 2 is one. In order to

intuitively understand this upper bound, assume that instead of the broadcast channelq(x2, z|x1), we

have an extended broadcast channelq(x2, z, j|x1) where a fictitious terminal receivingJ is introduced.

The total secret key is “split” into two parts: one that is independent of withJ , and one that is shared

of J . These two parts correspond with the termsI(X1;X2|J) andI(X1X2;J |Z) respectively.

The new upper bound is always less than or equal toinfZ→Z→X1X2

supp(x1) I(X1;X2|Z) (which in

turn is less than or equal tomin[supp(x1) I(X1;X2), supp(x1) I(X1;X2|Z))]). This is because in the new

upper bound, the minimum is over finite random variablesJ arbitrarily distributed withX1,X2, Z; if
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one takesJ = Z for someZ → Z → X1X2, I(X1X2;J |Z) will be zero, andI(X1;X2|J) will be equal

to I(X1;X2|Z). Therefore

sup
p(x1)

inf
J

[I(X1;X2|J) + I(X1X2;J |Z)] ≤ sup
p(x1)

inf
Z→Z→X1X2

I(X1;X2|Z)

Lastly, note thatsupp(x1) infZ→Z→X1X2

I(X1;X2|Z) ≤ infZ→Z→X1X2

supp(x1) I(X1;X2|Z).

Remark:One can use the strengthened Carathéodory theorem of Fenchel and Eggleston to get the

cardinality bound of|X1||X2||Z| on the size of the alphabet set ofJ . One can therefore express the new

upper bound as

supp(x1) minJ [I(X1;X2|J) + I(X1X2;J |Z)],

where the infimum is replaced with a minimum.

Theorem 3:The new upper bound represents a strict improvement over thepreviously best known

upper bound for the case ofu = m = 2: there exists an example for which the new upper bound is

strictly smaller thansupp(x1) infZ→Z→X1X2

I(X1;X2|Z) which in turn is always less than or equal to

infZ→Z→X1X2

supp(x1) I(X1;X2|Z).

C. New lower bound on the SKC capacity

Theorem 4:Assume thata ≤ b are two arbitrary natural numbers and(U1, U2, ..., Ub) are arbitrary

finite random variables satisfying the following properties:

• p(U1, U2, ..., Ub|X1,X2,X3, ...,Xm, Z) =
∏b

k=1 p(Uk|U1:k−1Xjk
) where1 ≤ jk ≤ m is such that

jk = k modulom;

• Uk = 0 wheneveru + 1 ≤ jk ≤ m wherejk is defined as above.4

CCH(u, q(x2, x3, ...xm, z|x1)) is bounded from below by

supp(x1)

∑b
j=a[min1≤r≤m I(Uj ;Xr|U1:j−1) − I(Uj ;Z|U1:j−1)]

where(X1,X2, ...,Xm, Z, U1, ..., Ub) inside the supremum has joint distribution

p(x1)q(x2, x3, ...xm, z|x1)p(u1, u2, ..., ub|x1, x2, x3, ..., xm, z).

In the case ofm = 2, the new lower bound onCCH(2, q(x2, z|x1)) derived by taking supremum over

all valid (a, b, U1, U2, ..., Ub) strictly improves thesupp(x1)[max(S(X1;X
(s)
2 ‖Z), S(X

(s)
1 ;X2‖Z))] lower

bound, where in this expression,S(X1;X
(s)
2 ‖Z) is the source model one-way secret key capacity from

X1 to X2 in the presence ofZ.

4By Uk = 0, we meanP (Uk = 0) = 1, in effect meaning that the alphabet set forUk is of size one.
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Discussion:CCH(u, q(x2, x3, ...xm, z|x1)) is bounded from below by (see the first part of the paper for

the definition of the source model secret key capacity)

sup
p(x1)

S(X1;X2; ...;Xu;X
(s)
u+1; ...;X

(s)
m ‖Z),

because given anyp(x1) and a source model key generation scheme forS(X1; ...;Xu;X
(s)
u+1; ...;X

(s)
m ‖Z),

one can simulate the scheme in the channel model [10]. More specifically, let SK(n, ǫ, S1, S2, S3, ...,

Sm, C) denote the secret key generation scheme. Let the first terminal insert i.i.d. copies ofX1 at the

input of the DMBC forn stages, and let the firstn− 1 public discussionsC1, C2, ..., Cn−1 be vacuous,

and letCn to be equal to the source model discussionC. The same secret keysS1, S2, S3, ..., Sm are

then created at the end of the scheme.

We can then apply Theorem 7 of the first part of the paper to bound S(X1;X2; ...;Xu;X
(s)
u+1; ...;X

(s)
m ‖Z)

from below by
∑b

j=a[min1≤r≤m I(Uj ;Xr|U1:j−1) − I(Uj ;Z|U1:j−1)].

The proof will establish that in the case ofu = m = 2, this new lower bound represents an strict

improvement over the

sup
p(x1)

[max(S(X1;X
(s)
2 ‖Z), S(X

(s)
1 ;X2‖Z))]

lower bound. �

IV. PROOFS OFTHEOREMS

Proof: [Proof of Theorem 1] Fix a probability distributionq(x2, x3, ..., xm, z|x1) and assume that

X1,X2, ...,Xm and Z take values from finite setsX1,X2, ...,Xm,Z. For everyδ > 0 and ǫ > 0,

one can find a valid secret key generation scheme, SKC(n, ǫ, S1, S2, S3, ..., Sm, C, M1,M2, ...,Mu,

Xn
1 ,Xn

2 , ...,Xn
m, Zn), whose secret key rate is withinδ of Cǫ

CH(u, q(x2, x3, ...xm, z|x1)). Furthermore

without loss of generality we can add the uniformity condition 1
n

log |S1| < 1
n
H(S1) + ǫ.5 Following the

5This point is argued in [10], or Lemma 5 of [13]. Please see thediscussion following definition 2 of the first part of the

paper for details.
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secret key generation scheme, we can write the following chain of inequalities:

(n − 1)φ(q(x2, x3, · · ·, xm, z|x1)) + supq(x1) ϕ(q(x1) · q(x2, x3, ...xm, z|x1))

≥ (n − 1)φ(q(x2, · · ·, xm, z|x1)) + ϕ(X1
1 ;X1

2 ; · · ·;X1
m‖Z1)

≥ (n − 1)φ(q(x2, x3, · · ·, xm, z|x1)) + ϕ(M1X
1
1 ;M2X

1
2 ; · · ·;MuX1

u;X1
u+1 · · · X

1
m‖Z1) (23)

≥ (n − 1)φ(q(x2, x3, · · ·, xm, z|x1))

+ϕ(M1X
1
1C1,1;M2X

1
2C1,1; · · ·;MuX1

uC1,1;X
1
u+1C1,1 · · · X

1
mC1,1‖Z

1C1,1) (24)

≥ (n − 1)φ(q(x2, x3, · · ·, xm, z|x1))

+ϕ(M1X
1
1C1,1C1,2; · · ·;MuX1

uC1,1C1,2;X
1
u+1C1,1C1,2 · · · X

1
mC1,1C1,2‖Z

1C1,1C1,2) (25)

≥ · · ·

≥ (n − 1)φ(q(x2, x3, · · ·, xm, z|x1))

+ϕ(M1X
1
1 C1;M2X

1
2 C1; · · ·;MuX1

uC1;X
1
u+1C1 · · · X

1
mC1‖Z

1C1)

≥ (n − 2)φ(q(x2, x3, ...y, xm, z|x1))

+ϕ(M1X
1:2
1 C1;M2X

1:2
2 C1; · · ·;MuX1:2

u C1;X
1:2
u+1C1 · · · X

1:2
m C1‖Z

1:2C1) (26)

≥ (n − 2)φ(q(x2, x3, · · ·, xm, z|x1))

+ϕ(M1X
1:2
1 C1:2;M2X

1:2
2 C1:2; · · ·;MuX1:2

u C1:2;X
1:2
u+1C1:2 · · · X

1:2
m C1:2‖Z

1:2C1:2) (27)

≥ (n − 3)φ(q(x2, x3, · · ·, xm, z|x1))

+ϕ(M1X
1:3
1 C1:2;M2X

1:3
2 C1:2; · · ·;MuX1:3

u C1:2;X
1:3
u+1C1:2 · · · X

1:3
m C1:2‖Z

1:3C1:2) (28)

≥ · · ·

≥ ϕ(M1X
1:n
1 C1:n;M2X

1:n
2 C1:n; · · ·;MuX1:n

u C1:n;X1:n
u+1C1:n · · · X1:n

m C1:n‖Z
1:nC1:n) (29)

≥ ϕ(S1;S2; · · ·;Sm‖Z1:nC1:n) (30)

≥ H(S1|Z
1:nC1:n) −

∑m
j=2 H(S1|Sj) (31)

≥ nCǫ
CH(u, q(x2, x3, · · ·xm, z|x1))) − nδ − (m − 1)[h(ǫ) + ǫ · log |S1|], (32)

where equation (23) holds because of condition 5 of Theorem 1; equation (24) holds because of condition

2 and the fact thatH(C1,1|M1X
1
1 ) = 0; equation (25) holds because of condition 2 and the fact that

H(C1,2|M2X
1
2C1,1) = 0; equation (26) holds because of condition 1; equation (27) is true because we

can repeatedly invoke condition 2 for the individual communications ofC2; equation (28) holds because
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of condition 1; equation (29) holds because of condition 3; equation (30) holds because of condition

4; and equation (31) is a consequence of Fano’s inequality and the fact that the secret key rate of the

protocol is withinδ of Cǫ
CH(u, q(x2, x3, ...xm, z|x1)).

The above inequalities show that

n−1
n

φ(q(x2, x3, ···, xm, z|x1)) ≥ Cǫ
CH(u, q(x2, x3, ...xm, z|x1)))−δ−m−1

n
h(ǫ)−(m−1)ǫ 1

n
log |S1|−

1
n

supq(x1) ϕ(q(x1) · q(x2, x3, ...xm, z|x1)).

Note that 1
n

log |S1| < 1
n
H(S1) + ǫ < Cǫ

CH(u, q(x2, x3, ...xm, z|x1))) + δ + ǫ. The theorem is proved

by first taking the limit asn → ∞, and then lettingǫ andδ converge zero.

Proof: [Proof of Theorem 2] Fix aΛ = (λB , B ⊆ [m]) in the setV . In order to prove this theorem,

it is enough to verify the five conditions of Theorem 1 when we set:

ϕ(X̂1; X̂2; X̂3; ...; X̂m‖Ẑ) = inf
J

(
H(X̂1...X̂u|J) − τΛ(X̂1, X̂2, ..., X̂u, X̂

(s)
u+1, ..., X̂

(s)
m ‖J)

+ I(X̂1X̂2...X̂m;J‖Ẑ)

)
, (33)

φ(p(x2, x3, ...xm, z|x1)) = sup
p(x1)

ϕ
(
p(x1) · p(x2, x3, ...xm, z|x1)

)
, (34)

where the infimum is over finite random variablesJ arbitrarily distributed withX̂1, X̂2, ..., X̂m, Ẑ, and

τΛ(X̂1, X̂2, ..., X̂u, X̂
(s)
u+1, ..., X̂

(s)
m ‖J) is defined as in the statement of the Theorem. In Appendix I, we

show that this choice satisfies the five conditions of Theorem1, thus completing the proof.

Proof: [Proof of Theorem 3] Sincem = 2, for simplicity we use the notationX, Y instead ofX1 and

X2 for the rest of the proof. In order to prove that this bound strictly improvessupp(x) infZ→Z→XY I(X;Y |Z)

we use the example of Renner and Wolf in [7].X andY take values from the set{0, 1, 2, 3}. Assuming

that P (X = i) = pi, Table (II) characterizes the conditional probability distribution of Y given X. The

conditional distribution ofZ given X andY is specified by the following equation:

Z =





(X + Y ) mod 2 if X ∈ {0, 1}

X mod 2 if X ∈ {2, 3}

Renner and Wolf proved that for the choice ofpi = 1
4 for i = 0, 1, 2, 3 andU = ⌊X

2 ⌋, one has

I(X;Y ↓ Z) =
3

2
I(X;Y ↓ ZU) = 0

whereI(X;Y ↓ Z), known as the intrinsic information is defined asinfZ→Z→XY I(X;Y |Z) [7].

Therefore

supp(x)[I(X;Y ↓ Z)] ≥ 3
2
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TABLE II

JOINT PROBABILITY DISTRIBUTION OF X AND Y

X

Y 0 1 2 3

0 1
2
p0

1
2
p1 0 0

1 1
2
p0

1
2
p1 0 0

2 0 0 p2 0

3 0 0 0 p3

The proof will be completed if we can show thatsupp(x) minJ [I(X;Y |J)+ I(XY ;J |Z)] < 3
2 . We show

that supp(x) minJ [I(X;Y |J) + I(XY ;J |Z)] is in fact less than or equal to one.

Let

J0 =





U if U=0

UZ if U=1

We can upper boundsupp(x) minJ [I(X;Y |J) + I(XY ;J |Z)] by supp(x)[I(X;Y |J0) + I(XY ;J0|Z)].

SinceI(X;Y |J0) = 0 andI(XY ;J0|Z) ≤ 1 for all p(x), supp(x) minJ [I(X;Y |J) + I(XY ;J |Z)] is

less than or equal to one.

Proof: [Proof of Theorem 4]CCH(u, q(x2, x3, ...xm, z|x1)) is bounded from below by

sup
p(x1)

S(X1;X2; ...;Xu;X
(s)
u+1; ...;X

(s)
m ‖Z).

This is argued in the discussion following the statement of Theorem 4. We apply Theorem 7 of the first

part of this paper to bound

S(X1;X2; ...;Xu;X
(s)
u+1; ...;X

(s)
m ‖Z) from below by

∑b
j=a[min1≤r≤m I(Uj ;Xr|U1:j−1)− I(Uj ;Z|U1:j−1)]. ThereforeCCH(u, q(x2, x3, ...xm, z|x1)) is

bounded from below by

sup
p(x1)

[
b∑

j=a

[ min
1≤r≤m

I(Uj ;Xr|U1:j−1) − I(Uj ;Z|U1:j−1)]]. (35)

For the case ofu = m = 2, for simplicity we use the notationX, Y instead ofX1 andX2 for the

rest of the proof. We first prove that the new lower bound onCCH(2, q(y, z|x)) is always greater than

or equal tosupp(x)[max(S(X;Y (s)‖Z), S(X(s);Y ‖Z))].
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Take some arbitraryp(x), and consider random variablesX, Y and Z with the joint distribution

p(x)q(y, z|x). Take arbitrary random variablesV1 and V2 satisfying the Markov chainV2 → V1 →

X → Y Z. Specializing equation (35) toa = b = 3, the chosenp(x), and (U1, U2, U3) = (V2, 0, V1)
6,

one can show thatCCH(2, q(y, z|x)) ≥ I(V2;Y |V1) − I(V2;Z|V1). Therefore the new lower bound

is always greater than or equal tosupp(x) S(X;Y (s)‖Z). By symmetry, it is greater than or equal to

supp(x) S(X;Y (s)‖Z). Thus,

CCH(2, q(y, z|x)) ≥ supp(x)[max(S(X;Y (s)‖Z), S(X(s);Y ‖Z))].

Next, we construct an example to show that there are cases in which the new lower bound outperforms

supp(x)[max(S(X;Y (s)‖Z), S(X(s);Y ‖Z))]. Our example is in part motivated by example and proof

technique of Ahlswede and Csiszár in [1].

Assume thatX = (X1,X2), Y = (Y1, Y2), Z = (Z1, Z2). The conditional distribution of(Y1, Y2, Z1, Z2)

given X1 and X2 is defined in Figure 1 in terms ofǫ, a parameter in the interval of[0, 1]. We prove

that the new lower bound and the upper boundsupp(x) I(X;Y |Z) match in this case, implying that

CCH(2, q(y, z|x)) = supp(x) I(X;Y |Z). But on the other hand, we show that

supp(x) I(X;Y |Z) > supp(x)[max(S(X;Y (s)‖Z), S(X(s);Y ‖Z))], (36)

meaning that the previously known lower bound does not closethe gap.

We begin by showing that the supremumsupp(x) I(X;Y |Z) is uniquelyachieved at a uniform distri-

bution onX, i.e. whenp(x) = 1
4 for all x = (x1, x2) ∈ {0, 1} × {0, 1}. In other words, the supremum

is uniquely achieved whenX1 andX2 are independent uniform binary random variables. In Appendix

II, with reference to Figure 1 withX = (X1,X2), Y = (Y1, Y2) andZ = (Z1, Z2), it is shown that for

any 0 < ǫ < 1, I(X;Y |Z) strictly increaseswhen

• X1 andX2 are not independent and we replacep(X1,X2)p(Y,Z|X) with p(X1)p(X2)p(Y,Z|X),

i.e. replacing the joint distribution ofX1,X2 with the product of their marginal distributions;

• we change the marginal distribution ofX1 to a uniform distribution ifX1 andX2 are independent,

but X1 is not uniform;

• we change the marginal distribution ofX2 to a uniform distribution ifX1 andX2 are independent,

but X2 is not uniform.

Therefore the supremumsupp(x) I(X;Y |Z) is uniquely achieved whenX1 and X2 are independent

uniform binary random variables.

6By U2 = 0, we mean that the finite random variableU2 takes on the value0 with probability one.
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Fig. 1. The conditional distribution of(Y1, Y2, Z1, Z2) given X1 andX2.

WhenX1 andX2 are independent, the pairs(X1, Y1, Z1) and (X2, Y2, Z2) will become independent,

and we will have:I(X;Y |Z) = I(X1;Y1|Z1)+I(X2;Y2|Z2). SinceX1 → Y1 → Z1 andY2 → X2 → Z2,

the sumI(X1;Y1|Z1) + I(X2;Y2|Z2) will be equal toI(X1;Y1) − I(X1;Z1) + I(Y2;X2) − I(Y2;Z2).

The latter secrecy rate can be seen to be achievable via the choice of a = 1, b = 2, (U1, U2) = (X1, Y2)

in equation (35).

Now, we will prove equation (36). Since

∀p(x), I(X;Y |Z) ≥ max(S(X;Y (s)‖Z), S(X(s);Y ‖Z)),

and that the supremumsupp(x) I(X;Y |Z) is uniquelyachieved whenX1 andX2 are independent uniform

binary random variables, it suffices to show thatI(X;Y |Z) > max(S(X;Y (s)‖Z), S(X(s);Y ‖Z)) when

X1 andX2 are independent uniform binary random variables. In the proof of Theorem 7 of the first part

of this paper, we have considered exactly the same joint distribution onX, Y andZ, and have shown

that I(X;Y |Z) strictly exceedsmax(S(X;Y (s)‖Z), S(X(s);Y ‖Z)). In order to avoid duplication, the

argument is not repeated here.

V. RELATION OF THE SECRET KEY CAPACITY SOURCE MODEL AND CHANNEL MODEL

The exact relation of the secret key capacity under the channel model and source model remains an

open problem. Both the new lower bound and the new upper boundhave the generic form of

sup
p(x1)

F (p(x1)q(x2, x3, ...xm, z|x1))

for some upper boundF (p(x1, x2, x3, ...xm, z)) on S(X1;X2; ...;Xu;X
(s)
u+1; ...;X

(s)
m ‖Z).

DRAFT



20

One can then conjecture thatCCH(u, q(x2, x3, ...xm, z|x1)) equals

supp(x1) S(X1;X2; ...;Xu;X
(s)
u+1; ...;X

(s)
m ‖Z).

If true, using the Theorem 5 of the first part of this paper form = 2, one can boundCCH(2, q(y, z|x))

from above by

supp(x1) infJ f−1{f(S(X1;X2; ...;Xu; (Xu+1)
(s); ...; (Xm)(s)‖J)) +

Sf−one−way(X1X2...Xm;J (s)‖Z)}

f : R≥0 7→ R≥0 is an arbitrary strictly increasing convex function, andf -one-way secrecy rateis

defined as

Sf−one−way(X;Y (s)‖Z) = supV →U→X→Y Z [f(H(U |ZV )) − f(H(U |Y V ))].

We do not know if this expression actually serves as an upper bound onCCH(2, q(y, z|x)) for all

appropriate choices off , or less ambitiously for the particular choice off(x) = x. If it does, it may

represent an strict improvement over previous bounds. Otherwise, it will be evidence against the original

conjecture.

APPENDIX I

In this Appendix, we prove thatϕ(·), proposed in equation (33) satisfies the five properties of Theorem

1. Recall that the elements of the vectorΛ = (λB , B ⊆ [m]) satisfy equation (17). Let

θΛ(X̂1; X̂2; X̂3; ...; X̂m;J‖Ẑ)
.
=

H(X̂1...X̂u|J) − τΛ(X̂1, X̂2, ..., X̂u, X̂
(s)
u+1, ..., X̂

(s)
m ‖J) + I(X̂1X̂2...X̂m;J‖Ẑ),

whereτΛ(X̂1, X̂2, ..., X̂u, X̂
(s)
u+1, ..., X̂

(s)
m ‖J) is as in the statement of Theorem 2. We can then re-express

equation (33) as

ϕ(X̂1; X̂2; X̂3; ...; X̂m‖Ẑ) = infJ
(
θΛ(X̂1; X̂2; X̂3; ...; X̂m;J‖Ẑ)

)
,

where the infimum is over finite random variablesJ arbitrarily distributed withX̂1, X̂2, ..., X̂m, Ẑ.

Property 1.

It is required to verify that:

inf eJ(θΛ(X̂1X1; X̂2X2; X̂3X3; ...; X̂mXm; J̃‖ẐZ)) ≤

inf eJ ′
(θΛ(X̂1; X̂2; X̂3; ...; X̂m; J̃ ′‖Ẑ)) + φ(q(x2, x3, ..., xm, z|x1)). (37)

φ(q(x2, x3, ..., xm, z|x1)) is by definition greater than or equal toϕ(X1;X2; ...;Xm‖Z) which is equal

to

infeJ ′′

(θΛ(X1;X2;X3; ...;Xm; J̃ ′′‖Z)).
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In order to show equation (37), it suffices to prove that for any J ′′, the following inequality holds:

inf eJ θΛ(X̂1X1; X̂2X2; X̂3X3; ...; X̂mXm; J̃‖ẐZ) ≤

inf eJ ′
θΛ(X̂1; X̂2; X̂3; ...; X̂m; J̃ ′‖Ẑ) + θΛ(X1;X2;X3; ...;Xm;J ′′‖Z). (38)

Without loss of generality, we can further assume that

J̃ ′ → X̂1X̂2...X̂mẐ → X̂1 → X1 → X1X2...XmZ → J ′′

because the two terms on the right hand side of equation (38) depend only onp(J̃ ′|X̂1...X̂mẐ) and

p(J ′′|X1...XmZ).

In order to prove equation (38), it would be enough to show that for any arbitraryJ ′ satisfying

J ′ → X̂1X̂2...X̂mẐ → X̂1 → X1 → X1X2...XmZ → J ′′,

the following inequality holds:

θΛ(X̂1X1; X̂2X2; X̂3X3; ...; X̂mXm;J ′J ′′‖ẐZ) ≤

θΛ(X̂1; X̂2; X̂3; ...; X̂m;J ′‖Ẑ) + θΛ(X1;X2;X3; ...;Xm;J ′′‖Z).

We claim that the following two inequalities hold:

H(X̂1...X̂uX1...Xu|J
′, J ′′) − τΛ(X̂1X1, ..., X̂uXu, (X̂u+1Xu+1)

(s), ..., (X̂mXm)(s)‖J ′J ′′)

≤ H(X̂1...X̂u|J
′) − τΛ(X̂1, X̂2, ..., X̂u, X̂

(s)
u+1, ..., X̂

(s)
m ‖J ′) +

H(X1...Xu|J
′′) − τΛ(X1,X2, ...,Xu,X

(s)
u+1, ...,X

(s)
m ‖J ′′), (39)

and

I(X̂1X̂2...X̂mX1X2...Xm;J ′J ′′|ẐZ) ≤ I(X̂1X̂2...X̂m;J ′|Ẑ) + I(X1X2...Xm;J ′′|Z). (40)

Starting from the last inequality:

I(X̂1X̂2...X̂mX1X2...Xm;J ′J ′′|ẐZ) = H(J ′J ′′|ẐZ) − H(J ′J ′′|ẐZX̂1X̂2...X̂mX1X2...Xm) ≤

H(J ′|ẐZ) + H(J ′′|ẐZ) − H(J ′|ẐZX̂1...X̂mX1...Xm) − H(J ′′|J ′ẐZX̂1...X̂mX1...Xm) ≤i

H(J ′|Ẑ) + H(J ′′|Z) − H(J ′|ẐX̂1X̂2...X̂m) − H(J ′′|ZX1X2...Xm) =

I(X̂1X̂2...X̂m;J ′|Ẑ) + I(X1X2...Xm;J ′′|Z)

In stepi, we have used the Markov property

J ′ → X̂1X̂2...X̂mẐ → X̂1 → X1 → X1X2...XmZ → J ′′.

It remains to prove the inequality (39). We first prove that for every setB ⊆ [m]:

H(X̂B∩[u]XB∩[u]|X̂BcXBcJ ′J ′′) − H(X̂1|X̂BcXBcJ ′J ′′) =
(
H(X̂B∩[u]|X̂BcJ ′) − H(X̂1|X̂BcJ ′)

)
+

(
H(XB∩[u]|XBcJ ′′) − H(X1|XBcJ ′′)

)
.
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This equality is true because

H(X̂B∩[u]XB∩[u]|X̂BcXBcJ ′J ′′) =

H(X̂B∩[u]XB∩[u]X̂1|X̂BcXBcJ ′J ′′) =

H(X̂1|X̂BcXBcJ ′J ′′) + H(X̂B∩[u]XB∩[u]|X̂1X̂BcXBcJ ′J ′′) =i

H(X̂1|X̂BcXBcJ ′J ′′) + H(X̂B∩[u]|X̂1X̂BcXBcJ ′J ′′) +

H(XB∩[u]|X̂1X1X̂B∩[u]X̂BcXBcJ ′J ′′) =ii

H(X̂1|X̂BcXBcJ ′J ′′) + H(X̂B∩[u]|X̂1X̂BcJ ′) + H(XB∩[u]|X1XBcJ ′′) =

H(X̂1|X̂BcXBcJ ′J ′′)+H(X̂B∩[u]|X̂BcJ ′)−H(X̂1|X̂BcJ ′)+H(XB∩[u]|XBcJ ′′)−H(X1|XBcJ ′′).

In stepi, we have used the fact thatH(X1|X̂1) = 0 and in stepii, we have used the Markov property

J ′ → X̂1X̂2...X̂mẐ → X̂1 → X1 → X1X2...XmZ → J ′′.

This property lets us to rewrite the inequality we would liketo prove in a new form:

H(X̂1|J
′, J ′′) −

∑
B:B⊂[m],B∩[u] 6=∅,B 6=[m] λBH(X̂1|X̂BcXBcJ ′, J ′′) ≤

H(X̂1|J
′) −

∑
B:B⊂[m],B∩[u] 6=∅,B 6=[m] λBH(X̂1|X̂BcJ ′) +

H(X1|J
′′) −

∑
B:B⊂[m],B∩[u] 6=∅,B 6=[m] λBH(X1|XBcJ ′′)

Further, we can restrict the summation on those setsB such that1 ∈ B (otherwise the term in question

would be zero).

Using equation (17), and by settingR1 = 1, andRj = 0 for 1 < j ≤ u, one can get:

∑

B:B⊂[m],B∩[u] 6=∅,B 6=[m],1∈B

λB = 1

Therefore

H(X̂1|J
′, J ′′) −

∑
B:B⊂[m],B∩[u] 6=∅,B 6=[m],1∈B λBH(X̂1|X̂BcXBcJ ′J ′′) =

∑
B:B⊂[m],B∩[u] 6=∅,B 6=[m],1∈B λB[H(X̂1|J

′, J ′′) − H(X̂1|X̂BcXBcJ ′J ′′)] =
∑

B:B⊂[m],B∩[u] 6=∅,B 6=[m],1∈B λBI(X̂1; X̂BcXBc |J ′J ′′).

Similarly we can rewrite the two other expressions. It wouldbe then enough to prove that

I(X̂1; X̂BcXBc |J ′J ′′) ≤ I(X̂1; X̂Bc |J ′) + I(X1;XBc |J ′′)

for all B ⊆ [m] such thatB 6= [m] and1 ∈ B.

We have:

I(X̂1; X̂BcXBc |J ′J ′′) = H(X̂BcXBc |J ′J ′′) − H(X̂BcXBc |J ′J ′′X̂1) ≤

H(X̂Bc |J ′) + H(XBc |J ′′) − H(X̂BcXBc |J ′J ′′X̂1) =i

H(X̂Bc |J ′) + H(XBc |J ′′) − H(X̂Bc |J ′X̂1) − H(XBc |J ′′X1) =

I(X̂1; X̂Bc |J ′) + I(X1;XBc |J ′′).
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In stepi, we have usedH(X1|X̂1) = 0 and the Markov property

J ′ → X̂1X̂2...X̂mẐ → X̂1 → X1 → X1X2...XmZ → J ′′. �

Property 2.

Let 1 ≤ i ≤ u and letH(F |X̂i) = 0. We need to prove that:

inf eJ(θΛ(X̂1; X̂2; X̂3; ...; X̂m; J̃‖Ẑ)) ≥ inf eJ ′
(θΛ(X̂1F ; X̂2F ; X̂3F ; ...; X̂mF ; J̃ ′‖ẐF ))

It is enough to prove that for anyJ , there is aJ ′ such that:

θΛ(X̂1; X̂2; X̂3; ...; X̂m;J‖Ẑ) ≥ θΛ(X̂1F ; X̂2F ; X̂3F ; ...; X̂mF ;J ′‖ẐF )

Let J ′ = JF . SinceI(F ;J | Ẑ) ≥ 0, one can show that the above inequality would hold if:

H(F |J) −
∑

B:B⊂[m],B∩[u] 6=∅,B 6=[m] λBH(F |X̂BcJ) ≥ 0.

SinceH(F |X̂i) = 0, we can rewrite the above inequality as follows:

H(F |J) −
∑

B:B⊂[m],B∩[u] 6=∅,B 6=[m],i∈B λBH(F |X̂BcJ) ≥ 0.

H(F |X̂BcJ) is bounded from above byH(F |J) hence

H(F |J) −
∑

B:B⊂[m],B∩[u] 6=∅,B 6=[m],i∈B λBH(F |X̂BcJ) ≥

H(F |J).(1 −
∑

B:B⊂[m],B∩[u] 6=∅,B 6=[m],i∈B λB).

But 1−
∑

B:B⊂[m],B∩[u] 6=∅,B 6=[m],i∈B λB = 0. This could be proved by settingRi = 1, andRj = 0 for

any 1 ≤ j ≤ u, j 6= i in equation (17). �

Property 3.

We need to prove that:

inf eJ(θΛ(X̂1; X̂2; X̂3; ...; X̂m; J̃‖Ẑ)) ≥ inf eJ ′
(θΛ(X̂ ′

1; X̂
′
2; X̂

′
3; ...; X̂

′
m; J̃ ′‖Ẑ)).

It is enough to prove that for anyJ :

θΛ(X̂1; X̂2; X̂3; ...; X̂m;J‖Ẑ) ≥ θΛ(X̂ ′
1; X̂

′
2; X̂

′
3; ...; X̂

′
m;J‖Ẑ)

It is clear thatI(X̂1X̂2...X̂m;J |Ẑ) ≥ I(X̂ ′
1X̂

′
2...X̂

′
m;J |Ẑ). It remains to show that the first two terms

of the expression, that isH(X̂1...X̂u|J)− τΛ(X̂1, X̂2, ..., X̂u, X̂
(s)
u+1, ..., X̂

(s)
m ‖J), does not increase when

we replace(X̂1, X̂2, ..., X̂m, Ẑ, J) with (X̂ ′
1, X̂

′
2, ..., X̂

′
m, Ẑ, J).

Since we can replace the components of(X̂1, X̂2, ..., X̂m) with (X̂ ′
1, X̂

′
2, ..., X̂

′
m) one at a time, it is

enough to consider the case that we only change one component, that is we replace(X̂1, X̂2, ..., X̂m) by

(X̂1, X̂2, ..., X̂j−1, X̂
′
j , X̂j+1, ..., X̂m).
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The proof can be completed by considering the two cases ofj > u andj ≤ u separately. In the case

j > u, we note thatτΛ(X̂1, X̂2, ..., X̂u, X̂
(s)
u+1, ..., X̂

(s)
m ‖J) increases term by term whileH(X̂1X̂2...X̂u|J)

remains constant. In casej ≤ u, we note that for every setB that does not containj, the term

−λBH(X̂B∩[u]|X̂BcJ) decreases as we replacêXj by X̂ ′
j. If the setB includesj, we have:

H(X̂B∩[u]|X̂BcJ) = H(X̂B∩[u])−{j}X̂j |X̂BcJ) = H(X̂B∩[u])−{j}X̂jX̂
′
j |X̂BcJ) =

H(X̂B∩[u])−{j}X̂
′
j |X̂BcJ) + H(X̂j |X̂

′
jX̂BcX̂B∩[u])−{j}J) ≤

H(X̂B∩[u])−{j}X̂
′
j |X̂BcJ) + H(X̂j |X̂

′
jX̂[u]−{j}J)

So, in order to prove the inequality, it would be enough to prove that

H(X̂j |X̂
′
jX̂[u]−{j}J) −

∑
B:B⊂[m],B∩[u] 6=∅,B 6=[m],j∈B λBH(X̂j |X̂

′
jX̂[u]−{j}J) ≥ 0.

But the left hand side is zero since
∑

B:B⊂[m],B∩[u] 6=∅,B 6=[m],j∈B λB = 1. �

Property 4.

Equation (21) implies that for any random variableJ arbitrarily correlated withX̂1, X̂2, ..., X̂m and

Ẑ we have:

S(X̂1J ; X̂2J ; ...; X̂uJ ; (X̂u+1J)(s); ...; (X̂mJ)(s)‖J) ≤

H(X̂1X̂2...X̂u|J) − τΛ(X̂1, X̂2, ..., X̂u, X̂
(s)
u+1, ..., X̂

(s)
m ‖J).

Therefore

infJ
(
S(X̂1J ; X̂2J ; ...; X̂uJ ; (X̂u+1J)(s); ...; (X̂mJ)(s)‖J) + I(X̂1X̂2...X̂m;J‖Ẑ)

)
≤

infJ
(
H(X̂1X̂2...X̂u|J) − τΛ(X̂1, X̂2, ..., X̂u, X̂

(s)
u+1, ..., X̂

(s)
m ‖J) + I(X̂1X̂2...X̂m;J‖Ẑ)

)

= ϕ(X̂1; X̂2; X̂3; ...; X̂m‖Ẑ).

Thus,

ϕ(X̂1; X̂2; X̂3; ...; X̂m‖Ẑ) ≥

infJ
(
S(X̂1J ; X̂2J ; ...; X̂uJ ; (X̂u+1J)(s)...; (X̂mJ)(s)‖J) + I(X̂1X̂2...X̂m;J (s)‖Ẑ)

)
. (41)

According to Theorem 5 of the first part of the paper,

infJ
(
S(X̂1J ; X̂2J ; ...; X̂uJ ; (X̂u+1J)(s)...; (X̂mJ)(s)‖J) + I(X̂1X̂2...X̂m;J (s)‖Ẑ)

)

≥ S(X̂1; X̂2; ...; X̂u; X̂
(s)
u+1...; X̂

(s)
m ‖Ẑ) (42)
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Since Theorem 1 of the first part of the paper shows thatS(X̂1; X̂2; ...; X̂u; X̂
(s)
u+1...; X̂

(s)
m ‖Ẑ) satisfies

the condition 4 of the same theorem, we have

S(X̂1; X̂2; ...; X̂u; X̂
(s)
u+1...; X̂

(s)
m ‖Ẑ) ≥ H(X̂1|Ẑ) −

∑m
i=2 H(X̂1|X̂i) (43)

Equations (41), (42) and (43) imply thatϕ(X̂1; X̂2; X̂3; ...; X̂m‖Ẑ) ≥ H(X̂1|Ẑ) −
∑m

i=2 H(X̂1|X̂i).

�

Property 5.

We need to prove that

inf eJ(θΛ(X̂1; X̂2; X̂3; ...; X̂m; J̃‖Ẑ)) ≥ inf eJ ′
(θΛ(X̂1M1; X̂2M2; ...; X̂uMu; X̂u+1...; X̂m; J̃ ′‖Ẑ)),

where the first infimum is taken over finite random variableJ̃ arbitrarily distributed withX̂1, X̂2, ...,

X̂m and Ẑ; and the second infimum is taken over finite random variableJ̃ ′ arbitrarily distributed with

X̂1, X̂2, ..., X̂m, Ẑ, M1, M2, ..., Mu.

It is enough to prove that for anyJ , there is aJ ′ such that:

θΛ(X̂1; X̂2; X̂3; ...; X̂m;J‖Ẑ) ≥ θΛ(X̂1M1; X̂2M2; ...; X̂uMu; X̂u+1...; X̂m;J ′‖Ẑ)

We defineJ ′ in a way that it has the same joint distribution with(X̂1, X̂2, ..., X̂m, Ẑ) asJ has, and

furthermore(X̂1, X̂2, ..., X̂m, Ẑ, J ′) is independent ofM1M2...Mu. One can then prove that:

H(X̂1M1...X̂uMu|J
′) − τΛ(X̂1M1, X̂2M2, ..., X̂uMu, X̂

(s)
u+1, ..., X̂

(s)
m ‖J ′) +

I(X̂1X̂2...X̂mM1...Mu;J ′|Ẑ) =

H(X̂1...X̂u|J) − τΛ(X̂1, X̂2, ..., X̂u, X̂
(s)
u+1, ..., X̂

(s)
m ‖J) + I(X̂1X̂2...X̂m;J |Ẑ) +

H(M1) + .... + H(Mu) −
∑

B:B⊂[m],B∩[u] 6=∅,B 6=[m] λB

∑
i∈B∩[u] H(Mi)

But H(M1) + H(M2) + ... + H(Mu) −
∑

B:B⊂[m],B∩[u] 6=∅,B 6=[m] λB

∑
i∈B∩[u] H(Mi) is zero. This

could be proved using equation (17) and by settingRj = H(Mj) for 1 ≤ j ≤ u. �

APPENDIX II

In this Appendix, we will prove that with reference to Figure1 with X = (X1,X2), Y = (Y1, Y2)

andZ = (Z1, Z2), for any0 < ǫ < 1, I(X;Y |Z) strictly increaseswhen

• X1 andX2 are not independent and we replacep(X1,X2)p(Y,Z|X) with p(X1)p(X2)p(Y,Z|X),

i.e. replacing the joint distribution ofX1,X2 with the product of their marginal distributions;

• we change the marginal distribution ofX1 to a uniform distribution ifX1 andX2 are independent,

but X1 is not uniform;
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• we change the marginal distribution ofX2 to a uniform distribution ifX1 andX2 are independent,

but X2 is not uniform.

Case 1:

I(X;Y |Z) = I(X1X2;Y1Y2|Z1Z2) = H(Y1Y2|Z1Z2) − H(Y1Y2|Z1Z2X1X2).

SinceY1Z1 → X1 → X2 → Y2Z2, we can work out the second term

H(Y1Y2|Z1Z2X1X2) = H(Y1|Z1Z2X1X2)+H(Y2|Z1Z2X1X2Y1) = H(Y1|Z1X1)+H(Y2|X2Z2).

The first term can be bounded from above as follows:

H(Y1Y2|Z1Z2) = H(Y2|Z1Z2) + H(Y1|Z1Z2Y2) ≤ H(Y2|Z2) + H(Y1|Z1).

ThereforeI(X;Y |Z) ≤ I(X1;Y1|Z1) + I(X2;Y2|Z2). This would mean that if we replace

p(X1,X2)p(Y,Z|X) with p(X1)p(X2)p(Y,Z|X), I(X;Y |Z) does not decrease.

We prove thatI(X;Y |Z) strictly increases by contradiction. AssumeI(X;Y |Z) does not increase. In

this case,H(Y1|Z1Z2Y2) must be equal toH(Y1|Z1) implying thatI(Y1;Y2|Z1) = 0. SinceZ1 → Y1 →

Y2 form a Markov chain, theI(Y1;Y2|Z1) = 0 constraint implies thatI(Y2;Z1) = I(Y2;Y1). But since

I(Y2;Y1) ≥ I(Y2;T1) ≥ I(Y2;Z1),

we getI(Y2;T1) = I(Y2;Z1).

I(Y2;Z1) = I(Y2;Z1, 11[Z1 = E]) =

I(Y2; 11[Z1 = E]) + I(Y2;Z1|11[Z1 = E]) = 0 + ǫ · I(Y2;T1).

Sinceǫ < 1, I(Y2;T1) = I(Y2;Z1) can hold only whenI(Y2;T1) = I(Y2;Z1) = I(Y2;Y1) = 0.

0 = I(Y2;Y1) = I(Y2, 11[Y2 = E];Y1, 11[Y1 = E]) ≥

I(Y2;Y1|11[Y2 = E], 11[Y1 = E]) ≥

p(Y2 6= E).p(Y1 6= E).I(Y2;Y1|Y2 6= E,Y1 6= E) = 0.81I(X1;X2).

ThereforeI(X1;X2) = 0 meaning thatX1 andX2 are independent. This is a contradiction. �

Case 2:

I(X1;Y1|Z1) = I(X1;Y1) − I(X1;Z1) = H(Y1) − H(Y1|X1) − H(Z1) + H(Z1|X1) can be thought

of as a function ofp(X1 = 0) = a. H(Y1|X1) and H(Z1|X1) are constant not depending ona. The

marginal distribution ofZ1 equals(ǫ ·(0.9a+0.05), 1−ǫ, ǫ ·(−0.9a+0.95)), and the marginal distribution

of Y1 equals(0.9a, 0.1, 0.9 − 0.9a)). Therefore it is enough to show thatH(Y1) − H(Z1) reaches its

maximum at and only ata = 0.5. This can be seen by noting that the derivative of1
0.9(H(Y1)−H(Z1))

with respect toa equals:log 0.5−(a−0.5)
0.5+(a−0.5) − ǫ log 0.5−0.9(a−0.5)

0.5+0.9(a−0.5) which is zero only ata = 0.5. �

Case 3:

I(X2;Y2|Z2) = I(X2; (Y2, 11[Y2 = E])|Z2) = I(X2; 11[Y2 = E]|Z2) + I(X2;Y2|11[Y2 = E], Z2) =

0 + P (Y2 = E).0 + P (Y2 6= E).H(X2|Z2) = 0.9H(X2|Z2).
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But H(X2|Z2) = P (Z2 = 0).0 + P (Z2 = 1).0 + P (Z2 = E).H(X2). Therefore

I(X2;Y2|Z2) = 0.9 ∗ 0.19H(X2).

We are done by noting thatH(X2) strictly increases when the distribution ofX2 is changed to uniform.
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