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Abstract

This is the second part of a two-part paper on informaticothtically secure secret key agreement.
This part covers the secret key capacity underd@nnel modelln this model, multiple terminals wish
to create a shared secret key that is secure from an eavestnith unlimited computational resources.
The terminals are all connected to a noiseless and auth&dibut unsecure channel, called the “public
channel”. Furthermore, the terminals have access to aesdaurnoisy discrete memoryless broadcast
channel (DMBC). The first terminal can choose a sequencepftéinto the DMBC, which has outputs
at the other terminals and at the eavesdropper. After eaahne use, the terminals can engage in
arbitrarily many rounds of interactive authenticated camination over the public channel. At the end,
each legitimate terminal should be able to generate thesskey. In this paper, we derive new lower
and upper bounds on the secrecy capacity. In each case, aplexis provided to show that the new
bound represents an strict improvement over the previdussy known bound.

This part of the paper is not standalone, and is written utlderassumption that the reader has

access to Part I, which is published in the same issue.

Keywords Secret key agreement, unconditional security, commtioicdor omniscience, secret key

capacity, common randomness, public discussion, sourakinchannel model, security.

. INTRODUCTION

In this paper, we study the problem of determining the maxinmaformation-theoretically secure
secret key rate against a passive eavesdropper in a wellrksetting in the information-theoretic security
literature, called thehannel modelThe history of the development of the model dates back toaaly e

work by Wyner [16], who considered the setting in which Alite connected to Bob by a discrete
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memoryless channel. The eavesdropper, Eve, receives ya verision of the output at Bob's end. This
work was subsequently generalized by Csiszar and Kojearid later by Maurer [10] who recognized
the value of public discussion (see the introduction of thgt fpart of the paper for a more detailed
treatment of the development of the model). The recognitibthe value of public discussion led to the
formulation of the two main models in this area, introducgdte works of Ahlswede and Csiszar [1],
Csiszar and Narayan [5] and Maurer [10], theurce modeand channel modelThis part of the paper
covers the secret key capacity under the channel model.

In the channel model, there are terminals interested in secret key generation against sarsary
Eve. The terminals are all connected to a noiseless andrdighted but public communication channel.
In addition, the terminals have access to a secure but nasyetle memoryless broadcast channel
(DMBC), q(x2, x3, ...Tm, z|z1). The input to the DMBC is governed by the first terminal white bther
terminals, as well as Eve, observe the outputs of the breadt@nnel at their respective ends. In what
is traditionally called the channel model, after each us¢hefchannel by the first terminal, all the
terminals are allowed to engage in arbitrary many roundsntdractive authenticated communication
over the public channel. The public channel is noiseless. ddvesdropper is assumed to remain passive
throughout the public discussion, but hears the messagdssger the public channel. We consider a
generalization of this where only the firgtterminals { < u < m) are allowed such communication;
terminalsu + 1 < ¢ < m listen and must participate in secret key generation, bohattalk. This
generalization is motivated by the desire to put one-wayaciy and interactive capacity on the same
footing, and fits naturally with the corresponding genegtlon that we made in the source model in the
first part of the paper. Note that we assume, mostly for mmtaticonvenience, that the first terminal is
allowed to participate in the interactive authenticatetllipucommunication.

Note that each input to the broadcast channel by the firstineins allowed to depend on the past
inputs and on the public communication so far. At the end efehtire process, i.e. of theuses of the
DMBC and of the interactive public communication after easle, each terminal < ¢ < m generates
random variableS; as its secret key. AllS;’s should with high probability be equal to each other and
they should be approximately independent of Eve’s wholerimftion after the communication, i.e. the
n outputs at Eve’s end of the broadcast channel, and the gnilséic discussion. The achieved secret
key rate would then be rough&H(Sl). The highest achievable secret key rate, asymptotically, iis
called the secret key capacity. For a precise formulatientse first part of the paper.

In this paper, we prove new lower and upper bounds on the tskeyecapacity. In each case, an

example is provided to show that the new bound is strictiyelnghan the previous one. For the case
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of m = 2, the best known upper bound explicitly mentioned in therditere, as far as we are aware, is
min[sup,,,,) 1 (X1; X2), sup,,,) I(X1; X2|Z))], which was proposed by Maurer [10]. This can however
be easily generalized taf;_ , v [sup,,) I (X1; X5|Z)]. The best know lower bound, as far as we
are aware, is

ps(li?) maX{VﬂU_S)&gﬁXzZ[I(U; Xo|V) = I(U; Z|V)], vﬁUﬁSgﬁxiz[[(U; XiV) - I(U; Z|V)]}, (1)
which one can find in [5], [10].

The technique used for deriving the upper bounds can beilledas follows. Take an arbitrary secret
key generation scheme that uses the DMBC for sdimes. During the simulation of the protocol, the
“secret key reservoir”(representing the amount of secret key bits built up so' faf)the legitimate
terminals gradually increases until it reaches its finatestahere the legitimate terminals create the
common secret key. Each use of the DMBC increases the “dezyatservoir” of the terminals, whereas
the public discussion that follows after each use of the DM&IBws for coordination and processing
of the “secret key reservoir”, but does not increase the amof secret key bits, since the public
discussion is observed by the eavesdropper. The idea isaatifuthis gradual evolution of the “secret
key reservoir”, bound the derivative of its growth at eacigstfrom above by showing that one use of
the DMBC can buy us at most a certain amount of secret bitsqdee public channel does not increase
the “secret key reservoir”), and conclude that the final sizéhe “secret key reservoir” is not bigger than
n times the upper bound on its derivative per use of the DMBCimplementation of this idea requires
guantification of the “secret key reservoir” of the terminals at a given stage of the process. To that
end, we take a real-valued function of joint distributioasd evaluate it at the joint distribution of + 1
random variables that represent, roughly speaking, thevletme of them legitimate terminals and the
eavesdropper at the given stage of the secret key geneatiwocol. Properties that such a function
would need to satisfy are identified. The new upper boundds throved by a verification argument.

We have divided the presentation of results into two pamg, for source model and one for channel
model. In order to minimize duplication, we have decidechtdude in part | a unified introduction which
sets out all the common notation, discussion and fundarserfthis part of the paper is therefore not
standalone, and is written under the assumption that thaerdaas access to Part |. Table | summarizes
the notation used throughout the paper.

The outline of this paper is as follows. Section Il illus&gitthe technique used for proving the upper

We do not need to define “secret key reservoir” formally.
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TABLE |

NOTATIONS(SEE THE DEFINITION SECTION OF THE FIRST PART OF THE PAPER

Variable Description
R>o Non-negative real numbers.
[k], [m] The sets{1,2,3,...,k} and{1, 2,3, ..., m}.
m Number of legitimate terminals.
U Number of legitimate terminals that participate in publisadission.

q(z2, ..., Tm, z|T1)

A secure but noisy discrete memoryless broadcast chaniéB@)

exploited for secret key generation.

Céu(u,q(x2, 23, ...Tm, z|T1)) The capacity channelsecret key capacity when the firgtterminals talk.
Ccu(u,q(x2, 23, ...Tm, z|T1)) The channel model secret key capacity when the firstrminals talk.
(X150 Xu; (Xus1)® s (X)) 2) The source model secret key capacity when the firgrminals talk.

SK¢

Secret key generation scheme. Parameters are
n: the number of uses of the DMBC
e: an upper bound on the probability of key mismatch, and sé@y rate leak out.
S1, 52, ..., Sm: The secret keys generated by theterminals at the final stage.
C = (Cy,Co, ...

among the parties witke; being conducted following théth use of the DMBC.

,Cr): Interactive public discussions

My, M, ..., M, Private randomness available to the figsparties.
Xt X3, X0, Z™ X1 = (X1(1),..., X1(n)) is then inputs to the DMBC;

X3 ..., X%, Z™ are then outputs.

a real-valued function, and a place holder for

an upper bound on the channel model secret key capacity.

a real-valued function that intuitively takes the
knowledge available to the legitimate terminals as welltes @¢avesdropper,
at a given stage in the key generation process,

and maps it to a number quantifying the secret bits accueullad far.

Represents th#otal information available to then terminals and the eavesdropps

terminal at a given stage during the secret key generatibense.

D

bounds at an intuitive level. Section Il contains the masuits of this paper. This is followed by section

IV and two appendices which give proofs for the results.

[I. THE TECHNIQUE FOR PROVING UPPER BOUNDS

In this section, we illustrate the main proof technique we @ proving the upper bounds at an

=

intuitive level. Consider the special case wf= m = 2 and take an arbitrary secret key generation
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protocol SKo(n, €, S1, Sa, C, My, My, X7, X3, Z™) (see the first part of the paper for definitions).
During the simulation of the protocol, the “secret key reset of the legitimate terminals gradually
evolves until it reaches its final state where the terminal®xkenough to create the common secret key.
We can represent the state of the system at a given stage pfabess by the joint distribution of three
random variables that represent, roughly speaking, thevkaalge of the two legitimate terminals and the

eavesdropper at that stage. The state of the system themfolves as follows:
— (X1(1), X2(1), Z2(1)) — (X1 (1) My, Xo(1)Ma, Z(1)) — (X1 (1)M1C1 1, X2(1)MaCy 1, Z(1)Ch 1)
— (X1(1)M1C11Cr 2, Xo(1) Mo Cy 1Cr 2, Z(1)C11Cr2) — -+ - — (X1 (1)M1Cq, X2 (1) M2Cy, Z(1)Cy)
— (X1(1)X1(2)M:1Cy, Xo(1)X2(2)M2Cy, Z(1)Z(2)Cy)
— (X1(1)X1(2)M1C1Co1, X2(1) X2(2) M2C1Ca 1, Z(1) Z(2)C1Co,1)
— (X1(1)X1(2)M1C1C51Ca 2, X2(1) X2(2) M2C1Co 1Ca 2, Z(1) Z(2)C1C2,1Co 2)
— o= (X1(1)X1(2)M1C1Cy, X5(1) X5 (2) M2C1Co, Z(1)Z(2)C1Cs)
— (X1(1)X1(2) X1 (3)M1C1C2, X2(1) X2(2) X2(3) M2C1Co, Z(1)Z(2) Z(3)C1Cs)
— (X1(1)X1(2)X1(3)M1C1C2C3 1, X2(1) X2(2) X2 (3)M2C1C2C5 1, Z(1) Z(2) Z(3)C1C2C5 1)

— = (XTM1C, XJM5C, Z"C) — (51,52, Z2"C)

Formally speaking, we can represent the state by three finie and a joint distribution on these finite
sets, i.e. a four—tupléfl,)?g,ZA,p(El,@,E)). Please note that here we have used random variables
X1, X, and Z to represent the total information available to the terisiret a given stage of the key
generation process (whereas random variallgsand X», Z were representing the input and outputs

to the broadcast channel).

A. The functions)(-) and ¢(-), and properties imposed on them

To quantify the evolution of the “secret key reservoir” of the legitimatarties, we use a function
¢ defined from the set of all four tuple§Y;, X, Z, p(Z1,%2,%)) to non-negative real numbers. We
sometimes use the notation(X:; X5 Z) to refer to o(p(z1, 72, %)) when (X1, X5, Z) has the law
p(T1,29,2).2

Suppose we would like to prove that some given non-negatinetion ¢(q(z2, z|z1)) is an upper

bound on the secret key capacity. It would be enough to ptosedach use of the DMBC in each stage,

2As in the source model notation, we have separated thertegiti parties and the eavesdropper via the syribol
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cannot buy us more thap(q(z2, z|x1)) secret bits. This would imply that uses of the DMBC does
not buy us more tham x ¢(q(z2, z|z1)) secret bits, and therefore the secret key rate achievedwiill
less than or equal t(q(x2, z|21)) SeareLbis

Motivated by the above discussion, let us assume that thersyis in the statéX;, X», Z, p(z1, T2, 2)),
and the terminals decide to use the DMBC. The first terminalldvareateX; as a function oti'l, and
puts it at the input of the DMB((z2, z|x1). The second terminal and the eavesdropper will rec&iye
and Z. The state of the system will evolve {&) x Xy, Xy x Xs, Z x Z,p(Z121, Toxa, 22)). Note that

the following statements are true about the joint distidoubf X’l,Xl,X'Q,Xg, 2, Z.

H(X1]X1) =0, )
X1 X2Z — X1 — X1 — X1 X7, (3)
p(2, z|71) = q(22, 2]21). (4)

We then expect the quantified state does not increase by mmane)t-). In other words, we would like
to have the following property:

1) Whenever equations (2), (3) and (4) hold, we require:

P(X1X1; X2 X2 22) < o(X1; Xo|| Z) + pla(wa, 2|71)).

Next, we expect the public discussion that follows each diskeoDMBC does not increase the “secret
key reservoir” (since the public discussion is heard by #neeedropper). Let us assume that the system is
in the statg Xy, X», Z, p(Z1, 72, 2)), and thei-th legitimate terminal{ < i < 2) decides to use the public
channel. This terminal creates random variableso we must havé{(F\X',-) = 0. Random variablg”’
is made public and the state of the system evoIvesﬁpx F, )?2 X J—“,ZA x F,p(Z1f,Z2f,2f)). We
then expect the quantified state to stay the same or to decreasther words, we would like to have
the following property:

2) For any random variabl& such that3i : H(F|X;) = 0, we require:

0(X1; X5/ Z) > o(X\ F; XoF | ZF);

Next, sincep(-) is quantifying the “secret key reservoir”, and reducing itifermation available to the
legitimate terminals should not increase their “secretileservoir’, we impose the following constraint:

3) For any random variableX), X} such thatvi : H(X!|X;) = 0, we require:

P(X1; X0[|2) > o(X1; X3 2).
Next, consider the special casefii o )?2, andZ being almost independent ()ﬁ'l,)?g). In this case,

we expectgp()?l;)?zﬂi) to be approximately equal t;ﬁ]()?l). In order to ensure this property, and
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inspired by the lower bounﬂ()?l;)?g) — I(X’l; 2) on the source model secret key capacity, we impose
the following constraint:
4) o(X1; Xa/|Z) > H(X1|Z) — H(X1|Xy) = I(X1; X2) — [(X1; ).
Sinceyp(+) is quantifying the “secret key reservoir”, providing thgitemate terminals with private external
randomness should not increase their “secret key resérVgdrtherefore impose the following constraint:
5) Whenever random variabled;, M, satisfy
p(My, Ma, X1, X, Z) = p(My)p(Ma)p(X1, X2, Z),
we require
0(X1; X2]|Z) = (X1 Mi; Xo M| Z).
Lastly, we assume the following constraint: for any comuditil distributiong(xs, z|z1),

S(up) ¢(q(r1) - q(22, 2[21)) < o0 (5)
q(x1

B. Implication of the properties imposed ax-) and ¢(-)

Claim: Assume that the above conditions 1-5, and equation (5) digfied for some functions(-)
and¢(-). Then the channel model secret key capacityy (2, q(x2, z|x1)), must be bounded from above
by ¢(q(z2, z|x1)) for any channel(xs, z|z1).

Intuitive Proof: Take some DMBC channe(z,, z|z1), and a secret key generation protocol gk,
€, 51, 52, C, My, My, XT', X3, Z™) whose secret key rate is approximately equal'q, (2, q(z2, z|z1))).
Then we have (here we are using the notafighto represenk’; (1), andX | to represeni (1)...X; (k)):

(n — )o(a(x2, 2[z1)) + supy(s,) p(g(z1) - a(ze, 2[71)) >

(n — 1)o(q(z2, z[x1)) + (X X3 Z21)

> (n—1)p(a(w2, z[1)) + (M1 XT; Mo X5 Z1) (6)

> (n = 1)p(a(w, 2|21)) + (M1 X]C1 15 MaX3Cy || Z1Ch ) ()

> (n — 1)¢p(q(z2, 2|21)) + (M1 X1 C11Ch 25 Mo X3Cy 1 Ch ]| Z1C11Ch 2) (8)
> ...

> (n — Dg(a(wz, zlx1)) + (M1 X]Cy; Mo X5Cy[|Z'Cy)
> (Tl — 2)¢(q(m2, Z’I’l)) + (P(M1X11:2C1; M2X21:2C1”21:2C1) (9)

> (n — 2)¢(q(w2, z|71)) + (M1 X{2C1i0; Ma X32Cy2|| Z72Co) (10)
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> (n — 3)p(q(wa, z|71)) + (M1 X13Cr.0; Mo X33C1.9]| Z13C.0) (11)

> SO(Mlel:nclzn§ M2X21:nclzn|’21:nclzn)

> (S1; S2|| Z5"Cr.y) (12)
> H(S|Z'"Cy.p) — H(S1|52) (13)
gnC’E’H(27q($2>Z|$1))) _07 (14)

where equation (6) holds because of condition 5; equatiphdids because of condition 2 and the fact that
H(Cy1|M;X]) = 0; equation (8) holds because of condition 2 and the facth@t; o| M2 X1C 1) = 0;
equation (9) holds because of condition 1; equation (10ueslbecause we can repeatedly invoke condition
2 for the individual communications withi@,; equation (11) holds because of condition 1; equation (12)
holds because of condition 3, and the fact thdtS; | M; X" Cy.,,) = H(S2| M2 X+ "Cy.,,) = 0; equation
(13) holds because of condition 4; and equation (14) holdsesthe secret key rate of the protocol is
approximately equal t@’¢ (2, q(z2, 2|x1))), andS; is approximately equal to,.

Intuitively, the above chain of inequalities imply that ¢(q(z2, z|z1))+ 5 sup,(,,) ©(q(z1)-a(z2, z|z1))
is greater than or equal 0 (2, q(x2, z|z1))). Letting n — oo and thene — 0, we would get that

od(q(xe, z|z1)) is greater than or equal ©c (2, q(z2, z|x1)).

C. Discussion

As the above proof indicates, as one moves along a givenquiptbe expressiofs ((n—i)¢(q(za, z|z1))+
o(current state)) (wherei denotes the number of uses of the DMBC so far) is non-inangadihis
quantity starts from the upper bourdq(xs, z|x1)) and decreases as we move along the protocol, and
eventually becomes equal to the secret key rate of the mbtdbus, it is justified to view the expression
as apotential function The reader may compare this section with section Il of thet fiart of the paper
where the idea of a potential function is discussed in thaesarof the source model.

In order to show the effectiveness of the technique, and ghatvit could make the converse proofs
systematic, we provide an example:

Example.Prove thatsup,, ) I(X1; X2|Z) is an upper bound o'cr (2, q(z2, 2|21)).

Proof. Let p(X1; X2 Z) = 1(X1; X2|Z) andé(q(2, 2|21)) = supy

(5) is satisfied. We need to verify the five properties: the far®perty holds since whenever equations

I(X1; X2|Z). Clearly equation

501)
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(2), (3) and (4) are hold, we have
I(X1X1; X2 X0|Z2Z) = H(X2X2|ZZ) — H(X2X2|ZZ X1 X1)
= H(X2X5|ZZ) — H(X5|ZX,) — H(X2|ZX)) (15)
< H(X2|Z) + H(X2|Z) — H(X5|ZX1) — H(X|ZX1) = 1(X1; X2| Z) + 1(X1; Xa| Z)
= o(X1; X[ Z) + ¢(X1; X5/ Z) < (X5 X2]| Z) + da(w2, 2|21)).
Equation (15) holds because
H()?QX2|Z\Z)21X1) = H()?2|/Z\Z5(:1X1) + H(X2|/Z\Z)?1X1X2) =
H()?2|25(:1) — I(}?Q; ZX1|25(:1) + H(X2|ZX1) - I(XQ; /Z\)?l)?ﬂZXl)
But equation (3) implies thaf(Xy; ZX1|ZX,) < I(ZX2; ZX1|X1) = 0, and I(Xy; ZX,X,|Z X)) <
[(X2Z; ZX2X1|X1) = 0.
The second property holds because assuming B@|X,) = 0, I(X1; Xz|Z) = I(X1F; X5|Z) =
I(F; X5|Z) + I(X1; X2|ZF) > I(X1F; X, F|ZF). The other properties can be easily verified. W
In order to find a new upper bound, one can think of a given funstp()?l; )22\\2) ando(q(z2, z|z1))

as a point in the set of all functions that satisfy the prapsytand try to slightly perturb the expression

so that all the properties remain satisfied.

I1l. STATEMENT OF THE RESULTS

In this section we state the main results of this paper. Adldssults are proved in detail in section 4
and the appendices. Following the formal statement of easlity a brief informal discussion is provided

to clarify the statement.

A. Sufficient conditions for being an upper bound on the: $Epacity

Let p(p(Z1, 22, ...,Tm, 2)) be a real-valued function from the setaldf probability distributions defined
on a product oiny m -+ 1 finite sets. We sometimes use the notatigX ;; X»; Xs; ...; X,n||Z) to refer
to @(p(Z1, T2, ..., Tm, 2)) When (X1, Xs, ..., X;n, Z) has the lawp(Z1, ..., Bm, 2).2 Furthermore, let(-)
be a real-valued function from the setalf conditional lawsq(zs, x3, ...z, z|21) defined on a product

of m + 1 finite sets. Further assume that for any chanyieb, =3, ...z, z|z1),

s(up) o(q(x1) - q(z2, 23, ... T, 2|T1)) < 00. (16)
q(T1

®Inspired by the source model notation, we have separatetiditenate parties and the eavesdropper via the syrfibol
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The following theorem formalizes the ideas discussed iniced!:

Theorem 1:Given functionsy(-) andy(-) satisfying equation (16) for any channgles, =3, ...z, z|x1),
the function ¢(q(z2, 3, ...xm, z|x1)) will be an upper bound orCcy(u, q(xe, z3, ...Tm, z|z1)) (the
channel model secret key capacity assuming that only the «ifgerminals are permitted to talk) if
¢(+) satisfies the following 5 conditions for alz1, Zs, ..., s, 2):

1) For any random variableX, Xo, ..., X,,, Z jointly distributed With)?l,)?g, ...,)?m, 7 such that

H(X1|X1) =0,
X1 Xo.. XnZ — X1 — X1 — X1 X9..X,, Z, and
p(T2, X3, .oy T, 2|21) = q(X2, T3, ... Ty, 2|21)
hold, we have:
O(X1X1: X0 Xo: s Xen X1 Z2) < (X3 Xo oo Xl Z) + dla(za, 25, 2| 71));
2) For any random variabl& such thatSi < v : H(F|X;) = 0, we have:
P(X1; Xoi s Xl 2) 2 @(X1 F; XoF;..; X F|| ZF);
3) For any random variable¥/, X}, ..., X! such thatvi : H(X!|X;) = 0, we have:
P(X15 Xo3 s Xl Z) > o(X13 Xb; . X0 | Z);
) (X1; Xoi i Xl Z) > H(X1|Z) — Y0y H(X1|X));
5) Whenever random variableéd;, M, ..., M, satisfy
p(Mi1, My, ..., My, X1, X2, ... X, Z) = p(M1)p(Ms)...p(Mu)p(X1, X2, ... X, Z),
we have:

o(R1: Ko s K| 2) = oMy K13 Mo Kos ooi; My Ko R oos Xom| 2).

B. New upper bound on the gkcapacity

Before stating the theorem, we make a few definitions. Theitime meaning of the definitions and
of the new upper bound are provided in the discussion th&iwslthe statement of the theorem.

Definitions.Let [m] and [u] respectively denote the sef$,2,...,m}, {1,2,...,u}. For any subseB
of [m], let \p be a non-negative real number, afd= (Ag, B C [m]) denote a vector of dimensiai”
whose elements arkp for various subsets din|. Let V' denote the set of vectors = (Ag, B C [m])

satisfying the following equation for anyf?, Ry, ..., Ry,) € RY;:

u

> A > Rj=) R, (17)
j=1

B:BC[m],BN[u]#0,B#[m] jE€EBN[u]
For any subseB of [m] = {1,2,3,...,m}, we use the notatioX 5 in reference to the set of random

variables()A(k, k € B). Note that unlike\p, Xp is a set of random variables.
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We then have the following theorem:

Theorem 2:For anyA = (Ag, B C [m]) € V, the secret key capacitVor (u, q(z2, 3, ...Tm, 2|71))
is bounded from above by

supy(ey) {inf s ([H (X1 Xy J) = 7M1, Xy oo, Xy X1, X (10) +
(X1 X2... X3 J)2)]) ).

In this expressiofiXy, Xo, ..., X, J, Z) have the lawp(z1)q(x2, x3, ...z, z|z1)p(jl21, ..oy T,y 2); the

infimum is taken over finite random variabldsarbitrarily distributed withX, X5, ..., X,,,, Z; and
MNX, Xy ooy X, X X)) = 3 AH (X prpu| X5 J). (18)
B:BC[m],BN[ul#0,B#[m]

Discussion:This upper bound was derived in an attempt to imitate thecgoorodel upper bound. In the

first part of the paper we showed that

S(X1§ Xoj .oy Xy; (Xu-l-l)(s)'--? (Xm)(S)HZ) <

inf ; [S(X1J; XoJ; oo; X J; (Xugp1 J) s (X ) ONT) + I(X1 X2 X J| Z)] (19)

where the infimum is taken over finite random variahlearbitrarily distributed withX;, X5, ..., X,,
and Z. Theorem 6 of the first part of this paper provides a singheldatxpression for the first term in
the right hand side of equation (19). This upper bound on #dwes$ key capacity in the source model
suggests the following upper bound 6l f7 (u, q(x2, 3, ...Tm, 2|21)):
up {inf[S(X1J; XoJ; oo; XuJ; (Xus1 J)E s (X )| T) + [(X1 Xa... Xom; J| Z)]} (20)
p{z1
In order to prove that this expression is an upper bound'ep (u, q(z2, 3, ...xm, 2|x1)), ONE simply
needs to define appropriate functiopé) and ¢(-), and then verify the properties of Theorem 1. We
were not however able to complete the proof. So, we modifiedettpression of equation (20) for the
proof to go through. We first provide an alternative chandzagion of the expression of equation (20),
and then mention our modification.

Note that Theorem 6 of the first part of this paper providesfttiewing expression:

S(X1J: XoJ: o X J: (Xuu1 ) (X DENT) = H(X X X, | ) — i R;
(X1 J; XoJ; s (Xug1 )55 ( )1J) (X1Xo |J) (RMR;?_I_?R“)E%(; )

where

R={(Ry,... Ru):VB:BC[m|,BN[ul #0,B#[m]: Y R;>HXpry|Xp2)}
JjEBN[u]

DRAFT
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The intuitive meaning of the quantiti; is to be found in the context of the problem of communication
for omniscience (CFO) discussed in the first part of the papem [5]. The above expression can be
rewritten using the duality theory as follows:
S(X1J; XaJ; s Xud; (X1 ) (X )| ) =
H(X) Xg... X, |T) — maxpey (T(X1, Xa, oy Xy X0 X59)10)) =
miney [H (X1 Xa.. Xy J) = 78(X1, Xo, ooy Xoy X, X)), (21)

Therefore we can write the expression in equation (20) dewsl

SUPy(ey) L nfy mingey (H (X1 XolJ) = 780, Xy ooy Xoy X oot XENT) + 1(X1 Xo X3 J|2)) )

We modified this expression by swappingnyecy with sup,,,) inf; as follows:

Minpey SUP(z,) {ian (H(X1. X | J) — 78X, Xa, ooy X, X X))

(X1 Xo... X3 | 2)) } (22)

The statement of Theorem 2 implies that equation (22) is aeupound orCe g (u, q(z2, 3, ...Tm, 2|21)),

since it states that for any arbitraty € V,

CCH(uv Q(ﬂjg, L3y oLy Z|3§'1)) <

SUPp(ey) 4 0Ey (H (X1 Xy ) = 78X, ey Xy X XET) 4 1(X X5 J|2)) )

Corollary. In the case ofn = u = 2, the new upper bound oficx (2, q(z2, z|x1)) equals
SUDp () Inf s [ (X1; Xo|J) + 1(X1 X235 J|Z)],

where the infimum is taken over finite random variablesarbitrarily distributed withX7, X5, Z. This
is because the only possible value fof;, and Ay in the case ofm = u = 2 is one. In order to
intuitively understand this upper bound, assume that &ustef the broadcast channg{zs, z|z1), we
have an extended broadcast chanfieh, z, j|x1) where a fictitious terminal receiving is introduced.
The total secret key is “split” into two parts: one that is epeéndent of with/, and one that is shared
of J. These two parts correspond with the terfi(;; Xs|J) and I(X; X»; J|Z) respectively.

The new upper bound is always less than or equahfg_,,  sup,,)I(X1; X2|Z) (which in

turn is less than or equal t@in[sup,,,,) I(X1; X2), supy,,) [ (X1; X2|Z))]). This is because in the new

501)

upper bound, the minimum is over finite random variablearbitrarily distributed withX;, Xo, Z; if
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one takes/ = Z for someZ — Z — X1 X, I(X1Xo; J|Z) will be zero, andl (X1; X»|.J) will be equal
to I(X1; X»|Z). Therefore

sup inf[I(X1; Xo|J) + [(X1X9; J|Z)] < sup _ inf  I(X7; X5|Z)
p(x1) J p(z1) Z—Z—X1X>

Lastly, note thatup,,,) inf7_ ,_  «, I(X1; X5|Z) < infz_ ,_ v x, SUPp(ay) L (X1; X5|Z).

Remark:One can use the strengthened Carathéodory theorem of élemoth Eggleston to get the
cardinality bound of X, ||X2||Z| on the size of the alphabet set.&f One can therefore express the new
upper bound as

SUDp () Ming [1(X1; Xao|J) + (X1 X935 J|Z)],

where the infimum is replaced with a minimum.

Theorem 3:The new upper bound represents a strict improvement oveprigously best known
upper bound for the case af = m = 2: there exists an example for which the new upper bound is

strictly smaller thansup,,,.,yinfz_ ,  x x, I(X1; X2|Z) which in turn is always less than or equal to

inf7—>Z—>X1X2 SUPp(z,) I(X1; X2|Z).

C. New lower bound on the gKcapacity

Theorem 4:Assume thatu < b are two arbitrary natural numbers agd, U,, ..., U,) are arbitrary
finite random variables satisfying the following propestie
o p(U1,Us, ..., Up| X1, Xo, X3, ., Xpny Z) = [1o—; p(Ur|Ur_1X;,) wherel < j, < m is such that
jx = k modulom;
o U, = 0 whenever + 1 < ji < m wherej, is defined as above.
Com(u,q(xe, z3,...0m, z|21)) is bounded from below by
SUP(z,) Do mini <o T(Uss X, U1 1) — I(Uy; Z|Unj1)]
where (X1, Xo, ..., X;n, Z,Un, ..., Up) inside the supremum has joint distribution
p(z1)q(z2, T3, ... T, 2|1)p(U1, U2, ..oy Up|T1, T2, T3,y ey Ty, Z).
In the case ofn = 2, the new lower bound of'cx (2, q(z2, z|x1)) derived by taking supremum over
all valid (a, b, Uy, Us, ..., U,) strictly improves thesupp(xl)[max(S(Xl;X2(s)||Z),S(st);X2||Z))] lower
bound, where in this expressioﬁ(Xl;Xzs)HZ) is the source model one-way secret key capacity from

X7 to X5 in the presence of.

4By Ui = 0, we meanP (U = 0) = 1, in effect meaning that the alphabet set &or is of size one.
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Discussion:Ce(u, q(ze, z3, ...xm, z|21)) is bounded from below by (see the first part of the paper for

the definition of the source model secret key capacity)

s(up) S(X71; Xosoo; Xus XL(iZl; o Xf,:f)HZ),
p(Z1

because given any(z;) and a source model key generation schemeS{ot; ...; X,; Xff_zl; s X 1Z),
one can simulate the scheme in the channel model [10]. Mceeifgmlly, let SK¢, €, S1, So, Ss, ...,
Sm, C) denote the secret key generation scheme. Let the firstriatrmsert i.i.d. copies ofX; at the
input of the DMBC forn stages, and let the first— 1 public discussion&€,, Co, ..., C,_; be vacuous,
and letC,, to be equal to the source model discussiinThe same secret keys, Ss, Ss, ..., S;, are

then created at the end of the scheme.

We can then apply Theorem 7 of the first part of the paper to UK 1 ; Xo; ...; Xy; Xffﬁl; o Xf;f) | Z)
from below by
S ming < I(Uj; X0 |Urj1) — I(Uy; Z|U5-1)].
The proof will establish that in the case af= m = 2, this new lower bound represents an strict
improvement over the

sup [max(5(X1; X$7(|12), S(X1); X, 2))]
(T

lower bound. [ |

IV. PROOFS OFTHEOREMS

Proof: [Proof of Theorem 1] Fix a probability distributioq(xz, x3, ..., z.,, z|x1) and assume that
X1, X,,...,X,, and Z take values from finite setd’;, X, ..., X, Z. For everyé > 0 ande > 0,
one can find a valid secret key generation scheme;(8Ke, S1, Sa, S3, ..., Sm, C, M1, M>, ..., M,
X1, X%, ..., XL, Z™), whose secret key rate is withinof C¢;(u, q(x2, 3, ...2m, 2|21)). Furthermore

without loss of generality we can add the uniformity comjiti}; log|Si] < %H(Sl) + ¢.5 Following the

This point is argued in [10], or Lemma 5 of [13]. Please seediseussion following definition 2 of the first part of the

paper for details.
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secret key generation scheme, we can write the followingncbinequalities:

(n — Do(a(wz, z3," + -, Tm, 2[21)) + 8UPg(z,) P(q(x1) - A(T2, T3, .. T, 2]71))
> (n—1)¢p(a(xa, - - T, 2|21)) + (XT3 X35 - X1 Z21)
> (n— Dg(a(w, 23, Tm, 2[a1)) + (ML XG; Mo Xgs o5 My X Xy - Xp[1Z27) 0 (23)
> (n—1)o(a(z, 3, - -, Tm, 2[71))
+o(M1X{C11; Mo X3Ch1s- - s My X CrL s X2 1 Cha - XL Cual| 21 Ch ) (24)
> (n—1)o(a(wz, x3,- - -, Tm, 2[71))
+o(M1X{C11Cho; - s My XEC11C1 03 X 1C11Cho -+ - X3, Cr1Ch 0| 21 Ch 1 Ch o) (25)
> (n—1)o(a(wz, 3, - -, Tm, 2[71))
+p(M; X{Cy; Mo X3Cq; -+ s My X Cy; X} 1Cy1 - - - XL C1]|Z1Cy)
> (n —2)p(q(ze, T3, ...y, Tm, 2|21))
+(,0(M1X11:2C1; M2X21:2C1; o My, X F2Cy; X&flcl S Xk2Cy||Zh2Cy) (26)
> (n—2)d(a(x2, @3, - -, T, 2[71))
+p(My X{2Cr9; MaX32Crug;- - s My X 2Crio; X2 Crig - - - X2C12| Z12C10) (27)

> (7’L - 3)¢(Q($2,$3, T, Z|3§'1))

+o(M1 X{3Cru2; MaX33Crug; - s My X 3Coi0; X3 Crig - - X [13Cq12]| 213 Co10) (28)
> (M1 X{"Crin; Mo X3 "Clips - - s My X "Crns XofiCrin - - Xpi"Coin|| 21" Cri) (29)
> o(S1;92; - 3 Sml| 25" Crin) (30)

> H($)717Crn) — X0 H(SIIS)) (1)

> nCy(u, q(2, 33, - -Tm, 2[71))) — b — (m — 1)[h(e) + € - log |S1]], (32)

where equation (23) holds because of condition 5 of Theoreagdation (24) holds because of condition
2 and the fact that (Cy1|M;X{) = 0; equation (25) holds because of condition 2 and the fact that
H(C12|M2X1C 1) = 0; equation (26) holds because of condition 1; equation (&jue because we

can repeatedly invoke condition 2 for the individual commeations ofCy; equation (28) holds because
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of condition 1; equation (29) holds because of condition @jation (30) holds because of condition
4; and equation (31) is a consequence of Fano's inequaliytlam fact that the secret key rate of the
protocol is withing of C&; (u, q(x2, 23, ...Tm, 2|21)).
The above inequalities show that
=L (q(xa, 23, T, 2|21)) > CEy(u, q(w2, T3, ... m, 2|21))) —0— L h(e) — (m—1)ed log | S |—
%supq(xl) o(q(x1) - q(z2, 23, .. T, 2|21)).
Note thatd log |Si| < LH(S1) + € < C&y(u, q(x2, 23, ...Tm, 2|71))) + 6 + €. The theorem is proved
by first taking the limit as» — oo, and then letting: and$ converge zero. [ |
Proof: [Proof of Theorem 2] Fix a\ = (Ap, B C [m]) in the setV. In order to prove this theorem,

it is enough to verify the five conditions of Theorem 1 when & s

P8 B R i Knll2) = it (H(R1 o) = 71 R B KL KD

+I<Xliz...)?m;J||2>> , (33)

d(p(x2, 73, ..Tm, 2|21)) = S(‘lP)<P(p($1)'P($2>$3,---$mvz|$1))a (34)
p(T1

where the infimum is over finite random variablésarbitrarily distributed withX,, X, ..., X,n, Z, and

AKX, Koy o Xy X, X117 is defined as in the statement of the Theorem. In Appendix I, we

show that this choice satisfies the five conditions of Theoterinus completing the proof. [ |
Proof: [Proof of Theorem 3] Since: = 2, for simplicity we use the notatioX, Y instead ofX; and

X for the rest of the proof. In order to prove that this bouni8yrimprovessup,,,, inf_, , v I(X;Y[Z)

we use the example of Renner and Wolf in [X].andY take values from the s€0, 1,2,3}. Assuming

that P(X = i) = p;, Table (Il) characterizes the conditional probabilitytdizution of Y given X. The

conditional distribution ofZ given X andY is specified by the following equation:

(X +Y) mod 2 if Xe{0,1}
X mod 2 if X €{2,3}

Renner and Wolf proved that for the choicegf= % fori=0,1,2,3 andU = L%j, one has
I(X;Y | Z) :g I(X;Y | ZU)=0

whereI(X;Y | Z), known as the intrinsic information is definedas; , ., I(X;Y|Z) [7].
Therefore

sup, o [[(X;Y | Z)] > 3
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TABLE Il

JOINT PROBABILITY DISTRIBUTION OF X AND Y

The proof will be completed if we can show thatp,, ) min [/ (X; Y |J) + [(XY; J[|Z)] < 3. We show
that sup,,,y min; [I(X;Y|J) + I(XY;J|Z)] is in fact less than or equal to one.

Let
U if U=0
Jo =

vz if U=1

We can upper bounsip,,,y min, [I(X;Y'[J) + I(XY; J|Z)] by sup,) [[(X;Y|Jo) + I(XY;.Jo|Z)].
SinceI(X;Y|Jo) =0 and I(XY; Jy|Z) < 1 for all p(z), supy,(,) min, [[(X;Y|J) + [(XY; J|Z)] is
less than or equal to one. [ |
Proof: [Proof of Theorem 4Ccy (u, q(x2, z3,...om, z|1)) is bounded from below by
sup S(X1; Xo; s Xo; X5 X)) 2).

p(z1)
This is argued in the discussion following the statementleédrem 4. We apply Theorem 7 of the first

part of this paper to bound
S(Xl;Xg;...;Xu;Xﬁl;...;Xﬁf)HZ) from below by
Z?:a[minlﬁTSm I(Uj; X7«|U1;j_1) — I(Uj; Z|U1;j_1)]. Ther6f0reCCH(’LL, q(ﬂj‘Q, T3, ... Ty, Z|3§‘1)) is

bounded from below by

b
sup [ [ min [(Uj; X, |Urj-1) = I(Uj; Z|Uj-1)])- (35)

p(SCl) i—a 1<r<m
For the case of. = m = 2, for simplicity we use the notatioX, Y instead ofX; and X, for the
rest of the proof. We first prove that the new lower bound(an; (2, q(y, z|z)) is always greater than

or equal tosup,,,) [max(S(X; Y (| 2), S(X&); V| 2))].
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Take some arbitrary(z), and consider random variables, Y and Z with the joint distribution
p(z)q(y, z|x). Take arbitrary random variabldg, and V;, satisfying the Markov chaii, — V; —
X — Y Z. Specializing equation (35) te = b = 3, the chosem(x), and (U, Us, U3) = (Va,0,17)8,
one can show tha€Ccr(2,q(y, z|z)) > I(Va;Y|Vi) — I(Va; Z|V1). Therefore the new lower bound
is always greater than or equal $ap,,) S(X;Y®)||Z). By symmetry, it is greater than or equal to

sup,(,) S(X; Y] 2). Thus,
Cen(2,a(y, 2|x)) > supy() max(S(X; Y9 2), S(X); Y| 2))).

Next, we construct an example to show that there are casekiahhe new lower bound outperforms
Sup,, () max(S(X; Y] 2), 5(X*);Y||Z))]. Our example is in part motivated by example and proof
technigue of Ahlswede and Csiszar in [1].

Assume thalX = (X1, X»), Y = (\1,Y2), Z = (Z1, Z»). The conditional distribution ofY7, Y3, 71, Z5)
given X; and X, is defined in Figure 1 in terms of a parameter in the interval df, 1]. We prove
that the new lower bound and the upper boung, ) /(X;Y|Z) match in this case, implying that
Ccn(2,q(y, z|z)) = sup,, I(X;Y|Z). But on the other hand, we show that

SUPp(a) 1 (X3 Y |Z) > sup,q[max(S(X; YV 2), S(X*); Y| 2))], (36)

meaning that the previously known lower bound does not clbeegap.

We begin by showing that the supremunp,,,, [(X;Y|Z) is uniquelyachieved at a uniform distri-
bution onX, i.e. whenp(z) = 1 for all z = (z1,22) € {0,1} x {0,1}. In other words, the supremum
is uniguely achieved wheX; and X, are independent uniform binary random variables. In Append
I, with reference to Figure 1 wittX = (X1, X»s), Y = (Y1,Y2) and Z = (Z1, Z5), it is shown that for
any0 < e <1, I(X;Y|Z) strictly increasesvhen

« X3 and X, are not independent and we replageX;, Xo)p(Y, Z|X) with p(X1)p(X2)p(Y, Z|X),

i.e. replacing the joint distribution ok, X5 with the product of their marginal distributions;

« we change the marginal distribution &f, to a uniform distribution ifX; and X, are independent,

but X is not uniform;

« we change the marginal distribution &f, to a uniform distribution ifX; and X, are independent,

but X5 is not uniform.
Therefore the supremumup,,,) /(X;Y[Z) is uniquely achieved wheiX; and X, are independent

uniform binary random variables.

®By U, = 0, we mean that the finite random variatile takes on the valué with probability one.
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Fig. 1. The conditional distribution ofY1, Y2, Z1, Z2) given X; and X».

When X; and X, are independent, the paifX, Y1, Z;) and (X», Y3, Z2) will become independent,
and we will havel (X;Y|Z) = I(X1;Y1|Z1)+1(X2;Y2|Z5). SinceX; — Y] — Z; andYs — Xy — Zo,
the sumI(Xy;Y1|Z1) + I(X2;Ys|Zs) will be equal tol(X1;Y1) — I(X1;7Z1) + I(Ya; Xo) — I(Ya; Z2).
The latter secrecy rate can be seen to be achievable via theeabfa = 1, b = 2, (U1,Us) = (X1,Y2)
in equation (35).

Now, we will prove equation (36). Since
Vp(a), I(X;Y]Z) = max(S(X; Y| 2),5(X¥); Y 2)),

and that the supremusap,, .y /(X; Y|Z) is uniquelyachieved wherX; and X, are independent uniform
binary random variables, it suffices to show thak; Y'|Z) > max(S(X;Y )| Z), S(X®);Y||Z)) when

X7 and X are independent uniform binary random variables. In th@food Theorem 7 of the first part
of this paper, we have considered exactly the same jointilelision on X, Y and Z, and have shown
that I(X;Y|Z) strictly exceedsnax(S(X;Y )| Z),S(X®);Y||Z)). In order to avoid duplication, the

argument is not repeated here.

V. RELATION OF THE SECRET KEY CAPACITY SOURCE MODEL AND CHANNEL MDDEL
The exact relation of the secret key capacity under the adanondel and source model remains an

open problem. Both the new lower bound and the new upper bbawne the generic form of

s(up) F(p(x1)q(xe, 3, ...xm, 2|21))
Pl

for some upper bound'(p(x1, x2, 3, ...Tm, 2)) ON S(X1; Xo;...; Xy Xff_zl, . ;X,(;f)HZ).
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One can then conjecture th@t i (u, q(z2, x3, ...xm, 2|21)) equals
SUPp (1) S (X15 X25ois X X150 X001 2).
If true, using the Theorem 5 of the first part of this paperrfor= 2, one can boun@c (2, q(y, z|z))
from above by
SUp, (o) infy f7HF(S(X15 Xai s Xus (K1) ®s s (X)W 1) +
S} —one—way(X1X2... X3 J© [ 2)}
f : R>g — R>( is an arbitrary strictly increasing convex function, aficbne-way secrecy rates
defined as
St —one—way(X; Y I Z) = supy_y_x_yz[f(H(U|ZV)) = F(HU|YV))].
We do not know if this expression actually serves as an uppand onCcy(2,q(y, z|x)) for all
appropriate choices of, or less ambitiously for the particular choice ffz) = x. If it does, it may
represent an strict improvement over previous bounds.r@tbe, it will be evidence against the original

conjecture.

APPENDIX |
In this Appendix, we prove thag(-), proposed in equation (33) satisfies the five properties ebfém
1. Recall that the elements of the vectore= (Ag, B C [m]) satisfy equation (17). Let
0N (X1; Xy X; . X3 || Z) =
H(X1. Xy |T) = 78 (X1, Koy oy Xy X, RNT) + 1K1 X X T || 2),
WhereTA()?l, )?2, . X’u, X’fﬁzl, e X’ﬁf) ||.J) is as in the statement of Theorem 2. We can then re-express
equation (33) as
@()?1;)?2;)?3; J?mHZ\) = inf; (HA()?l; )?2;)?3; ...;)?m; J||2)),

~

where the infimum is over finite random variablésarbitrarily distributed withX;, Xo, ..., X,n, Z.
Property 1.
It is required to verify that:
inj(@A()?le; )?QXQ; Xng; ™ Xerr“ j||22)) <
inf 5, (07 (X1; Xo; Xa; i Xons J'12)) + d(a(w2, 25, 00y T, 2]1)). (37)
o(q(z2, x3, ..., Tm, z|x1)) is by definition greater than or equal ¢g X1; Xo; ...; X,,||Z) which is equal
to

inf (0% (X 15 Xa; X35 ... Xon3 |1 2)).
J//
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In order to show equation (37), it suffices to prove that foy dfi, the following inequality holds:

inj@A()?le; XQXQ; Xng; ceey )?mev jHZ\Z) S

inf 7, GA()?l;)?g; Xsi oo Xom; j’HE) + 0N X3 Xo; X33 s X J"|| 2). (38)

Without loss of generality, we can further assume that
J = X1 X0 XnZ — X1 — X1 — X1 X9.. X, Z — J"
because the two terms on the right hand side of equation @8¢rai only orp(.J'|X;...X,,Z) and
p(J"|X1.. X 2).
In order to prove equation (38), it would be enough to show thaany arbitrary.J’ satisfying
J = X1 X0 X Z — X1 — X1 — X1 X9.. X Z — J",
the following inequality holds:
OMX1 X 13 XoXo; X3 X353 Xon Xons J' T ZZ) <
0N (X15 Xoy X; ooy Xy J'|| Z) + 0 (X3 Xo; X s Xos J]| Z).

We claim that the following two inequalities hold:

H(X1.. Xu X1 Xu| T, ") = 7M( X1 X1, o, XX, (Xus1 Xus 1)@ oy (Xn X))
< H(X1 Xu|J') = 78X, Koy ooy X, X XS T +

H(X1.. Xy J") = 78X, X, ooy X, X1, X517, (39)
and
I(X1 X9 X X1 X0 Xp; /I ZZ) < (X1 Xoo. Xn; J'|2) + 1(X1 Xo... X3 J"|Z). (40)

Starting from the last inequality:
I(X1 X0 Xn X1 X X ST Z2Z) = H(J' J"22) — H(J' J"|ZZX1 X9 X;n X1 Xo.. X)) <
H(J\ZZ)+ H(J"ZZ) — H(J|ZZX1.. X X1.. Xpn) — HJ"| T ZZX1.. X X1.. Xn) <
H(JZ)+ H(J"Z) — H(J|ZX1X0.. Xmm) — H(J"|ZX1 X5.. X 1) =
I(X1 X0 Xp: J|Z) 4+ I(X1 Xo... Xpn; J"| Z)
In stepi, we have used the Markov property
J = X1 X0 X Z — X1 — X1 — X1 X9.. X Z — J".
It remains to prove the inequality (39). We first prove that dwery setB C [m)|:
H(X ) X prj)| X5 Xpe ' J") — H(X1| X XpeJ'J") =
(H(X prpu)| X e J') — H(X1|XpeJ')) + (H(X prjug| X e J") — H(X1|XpeJ")).
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This equality is true because
H(X g X popu | X e XpeJ'J") =
H(X ) X g X1 | Xpe Xpe J' J") =
H(X1|XpeXpeJ'J") + H(X pru X g X1 X pe X pe J'J") =
H(X1|XpeXpeJ'J") + H(X g | X1 Xpe Xpe J'J") +
H(X g |X1X1XBOMXBCXBCJ J") =t
H(X,|XpeXpeJ'J") + H(X g | X1 X e J') + H(X prjy | X1 Xpe J") =
H(X1|Xpe XpeJ'J") + H(X gy | X5 ') — H(X1| X e J') + H(X g | X 5 ") — H(X1| X pe J").

(
(
(
(

In stepi, we have used the fact thﬁl(Xﬂ)?l) = 0 and in stepiz, we have used the Markov property
J = X1 X0 X Z — X1 — X1 — X1 X9.. X Z — J".
This property lets us to rewrite the inequality we would likeprove in a new form:
H(X1|J',J") = 3 g5 ], Boful 0.8 AN H (X1 Xpe Xpe J', J") <
H(X1|J') = Y g B0, 54m ABH (X1 Xpe ') +
H(X1|J") = 32 5.5 m), Bru)20, B2m) ABH (X1 X B J")
Further, we can restrict the summation on those Bessich thatl € B (otherwise the term in question
would be zero).

Using equation (17), and by setting, = 1, andR; = 0 for 1 < j < u, one can get:

:E: Ap=1

B:BC|m|,BN[u]#0,B#[m],1€B
Therefore
H(X1|J',J") = X2 B.pcim), Briul£0,B4m) 1e8 ABH (X1 Xpe X J'J") =

> B:BC[m], BA[u]£0, B4[m], 1B AplH(X1]J', J") — H(X1|Xpe XpeJ'J")] =
T,

> B:BCm], Bru]£0,B4m],1eB AL (X1; Xpe X e
Similarly we can rewrite the two other expressions. It wobikethen enough to prove that
I(X1; XpeXpe|J'J") < I(X1; Xge|J') + I(X1; Xpe | J")

for all B C [m] such thatB # [m] and1 € B.

We have:
I(X1: XpeXpe|J'J") = H(Xpe Xpe| J'J") — H(Xpe Xp:|J'J'X,) <
H(Xpe|J') + H(Xpe|J") — H(Xp-Xp:|J J'X) =
H(Xpe|J') + H(Xpe|J") — H(Xp:|J' X)) — H(Xpe|J'X,) =
I(Xy; Xpe|J') + 1(X1; Xpe| J"),
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In stepi, we have used—I(le)?l) = 0 and the Markov property
J = X1 X9 XpnZ — X1 — X1 — X1 Xo.. Xpn Z — J". |

Property 2.
Let1 <i<u and letH(F|X,) = 0. We need to prove that:

infj(HA()?l;)?g; Xs; i X3 J|2)) > infj/(GA()?lF; XoF; XsF;..; X F J| ZF))

It is enough to prove that for any, there is aJ’ such that:
0N X5 Xo; Xsi oo X1 J|| Z) > 0MX\Fy XoF; X3 Fs s X F3 J'|| ZF)
Let J' = JF. SinceI(F;J | Z) > 0, one can show that the above inequality would hold if:
H(F|J) = 32 B:Bcm),Bu)0,B4(m) ABH (F|Xp:J) = 0.
Since H(F|X;) = 0, we can rewrite the above inequality as follows:
H(F|J) = 3_ 5.Bcm], B0, B2[m],ics ABH (F|Xpe J) = 0.
H(F|Xg.J) is bounded from above b§f (F|J) hence
H(F|J) = 32 B.Bcm), B0, B4m),ics ABH (F|XBe J) >
H(F|J).(1 = 32 5. pcm), Brju] £0, B£[m),ic B AB)-
BUt 1 — > 5. B m], Brju)0, B2im),ics A8 = 0. This could be proved by setting; = 1, and?; = 0 for
anyl < j <w, j#1iin equation (17). |

Property 3.

We need to prove that:
inf 7(0° (X1; Xo; Xsi oori Xon; J2)) > inf 5, (02 (X5 Xb; K53 . X/ [ 2)).

It is enough to prove that for any:
0N (X1; Xo3 X33 s Xon3 J[1 Z) = ONX]; X X5 s X0 T || 2)

It is clear thatl (X1 Xy... X, J|Z) > (X, X}...X!,; J|Z). It remains to show that the first two terms
of the expression, that iE (X;...X,|J) — 7 (X1, Xo, ...,)?u,)?ﬂl, o X ||.7), does not increase when
we replace()?l,)?g,...,)?m,f, J) with ()?{,)?é,...,)?,@b,f, J).

Since we can replace the components(ﬁfl,)?g, ...,X’m) with (X'{,X’é, ...,X’;n) one at a time, it is

enough to consider the case that we only change one compdnanis we replacé)?l,)@, ...,X’m) by

(R0 Ko Kyt Ko Ko o).
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The proof can be completed by considering the two cases>ofu andj < u separately. In the case
j > u, we note that* (X1, X, ...,X’u,)?ﬁl, ...,)?,(,f)HJ) increases term by term whilé (X X5...X,,|.J)
remains constant. In casg < u, we note that for every seB that does not contaip, the term
—)\BH(X’BO[U]\X'BCJ) decreases as we repla&; by X'j’ If the setB includes;, we have:
H(X g Xpe ) = H(X popu))— (73 X1 Xpe T) = H(X gy — (3 X, X5 X pe ) =
H (X popu)y— 53 X1 X)) + H(X 1 X X5 Ko -(37) <
H(X poju))- (53 K51 K peT) + H(X 1K X))
So, in order to prove the inequality, it would be enough tovprthat

H(X; |1 XX - (1)) = 22 BB im), B 20,B2m] je B A H (X 1 X[ X -3 7) = 0.

But the left hand side is zero SiNG€ . g (1. Brju)20, B2[m] jes AB = 1- |
Property 4.
Equation (21) implies that for any random variablearbitrarily correlated withX;, Xo, ..., X,» and
Z we have:
S(X1J; XoTs o Xud; (X1 )y (X )| T) <
H(X) Koo X)) = 78X, Koy oo, Xy X, X910,
Therefore

inf; (S(X1J; XoJ; o Xuds (X1 )y (X ) |T) + 1(X1 Xo. Xon; T 2)) <
infy (H(X) X X |T) = 78X1, Xy ooy Xy X, XN + 1K Ky Xons T || 2))

= 4,0()/(:1; )/(:2;)/(\'3; ,)/(:mHZ)
Thus,

o(X1; Xo; X33 .o; Xon|| Z) >

inf (S()?l(]; XoJ; s Xo T (X1 DO s (X D)) T) 4+ I(X 1 X g Xy T ||2)) (41)

According to Theorem 5 of the first part of the paper,

> S(X1; Xo; 1 X X9 X9 2) (42)
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Since Theorem 1 of the first part of the paper shows B’(af’l;)?g; ...;)?u;)?gl...;)?ﬁf)uf) satisfies

the condition 4 of the same theorem, we have
S(X1; Kos i X X0 XN Z) > H(XZ) - oy HX X)) (43)

Equations (41), (42) and (43) imply tha( X:; Xy; Xs:...; X, |1 2) > H(X1|Z) — X7, H(X1|X)).
u
Property 5.

We need to prove that
infj(HA()/(\'l; )?2; )?3; o )?m; j\|2)) > infj,(HA()/i\'lMl; XgMg; o )?uMu; Xu+1...; )/(\'m; f\|2)),

where the first infimum is taken over finite random variatﬂearbitrarily distributed with)?l, )?2,
)A(m and 2; and the second infimum is taken over finite random variafﬂlarbitrarily distributed with
X1, Xa, ey Xn, Z, My, My, ..., M,
It is enough to prove that for any, there is aJ’ such that:
0N X 15 Xo; X35 o; Xon; J|Z) > 0N My; XoMa; o Xy My; Xsro; Xon; || Z)
We defineJ’ in a way that it has the same joint distribution W(tffl,)?g, ...,X’m, 2) asJ has, and
furthermore(X1, Xo, ..., Xm, Z, J') is independent of\/; M...M,. One can then prove that:
H(X, My X, M, |J') = 78X My, XMy, oo, X My, X5 X907 +
I(X1 X0 Xy My..My:; J'|Z) =
H(X) . Xy ) = 7K1, Xy ooy Xy X, RNT) 4+ 1R X X T 2) +
H(M)+ ...+ HM,) —
2 B:BCm], BAu]£0,Bm] AB 2ic o H (M)
But H(My) + H(M3) + ... + H(M,) — ZB:Bc[m},Bﬁ[u};ﬁ@,B;ﬁ[m] AB ZieBﬁM H(M;) is zero. This
could be proved using equation (17) and by setiityg= H (M;) for 1 < j < u. [

APPENDIXII

In this Appendix, we will prove that with reference to Figutewith X = (X3, Xs), Y = (Y1,Y2)
andZ = (Zy,Z), for any0 < e < 1, I(X;Y'|Z) strictly increasesvhen
« X3 and X, are not independent and we replageX;, Xo)p(Y, Z|X) with p(X1)p(X2)p(Y, Z|X),
i.e. replacing the joint distribution ok, X with the product of their marginal distributions;

« we change the marginal distribution &f, to a uniform distribution ifX; and X, are independent,

but X is not uniform;
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« we change the marginal distribution &f, to a uniform distribution ifX; and X, are independent,

but X5 is not uniform.

Case 1:

I(X;Y|Z) = I(X1 Xo; Y1Ya| 21 Z5) = H(\Ya| Z1Z5) — H(Y1Ya|Z1 Z2X1 Xo).
SinceY1Z; — X1 — Xy — Y575, we can work out the second term
H(Y1Y2|Z, Zo X1 Xo) = H(Y1|Z1 Zo X1 Xo) + H(Ya| 71 Zo X1 XoY1) = H(Y1|Z1X1) + H(Ya| X2 Z5).
The first term can be bounded from above as follows:
HWYs|Z1Z2) = H(Y2|Z1Z5) + H(Y1|Z12:Y2) < H(Y2|Z2) + H(Y1|Z1).

Thereforel (X;Y|Z) < I(X1;Y1]Z1) + I(X2; Y2|Z2). This would mean that if we replace
p(X1, X2)p(Y, Z|X) with p(X1)p(X2)p(Y, Z|X), I(X;Y|Z) does not decrease.

We prove thatl (X;Y'|Z) strictly increases by contradiction. AssutheX'; Y'|Z) does not increase. In
this case H(Y1|Z1Z2Y>) must be equal tdd (Y;|Z;) implying that(Y3;Y2|Z;) = 0. SinceZ; — Y7 —
Y, form a Markov chain, thd (Y;;Y2|Z1) = 0 constraint implies thaf(Y2; Z1) = I(Ys;Y7). But since

I(Yy; Y1) > 1(Yo; Th) > 1(Ya; Z1),
we getl(Ye; Th) = 1(Ya; Z1).
1(Ya; Z1) = 1(Ya; Z1,1[Z1 = E]) =
I(Yo;1[Z1 = E)) + I(Ya; Z11[Z1 = E]) = 0+ € - I(Ya; T1).
Sincee < 1, I(Yy;T1) = I1(Y2; Z1) can hold only wher! (Ys; T) = I(Ya; Z1) = I(Ya; Y1) = 0.
0=1(Yy; Y1) = I(Yo,1[Y> = E]; Y1, 1]V, = E]) >
(Y Yi[l[Y = E]1[Y; = E]) >
p(Y2 # E).p(Y1 # E).I(Yy;Y1]Y2 # E, Y1 # E) = 0.811(X3; X2).

Thereforel (X;; X2) = 0 meaning thatX; and X, are independent. This is a contradiction. H

Case 2:

I(X1;Y1|Z)) = I(X1; Y1) — (X1, Z1) = H(Y,) — HY1|X,) — H(Z,) + H(Z,|X,) can be thought
of as a function ofp(X; = 0) = a. H(Y1|X1) and H(Z;|X,) are constant not depending an The
marginal distribution ofZ; equals(e-(0.9a+0.05),1—¢,e-(—0.9a+0.95)), and the marginal distribution
of Y1 equals(0.9a,0.1,0.9 — 0.9a)). Therefore it is enough to show thai(Y;) — H(Z;) reaches its

maximum at and only ai = 0.5. This can be seen by noting that the derivativ%g(H(YQ —H(Zy))

0.5—(a—0.5) 0.5—0.9(a—0.5)

W|th I’eSpeCt toa equals:log m m

— elog which is zero only atz = 0.5. |

Case 3:
1(X2;Ya|Zo) = I(Xo; (Yo, 1[Y2 = E])|Z2) = I[(X2;1[Y2 = E]|Z2) + [(X2; Y2[l[Y2 = E], Z2) =
0‘+'P%}§ 2212»0~+-P%}§ 751?)}¥()(2|Zb) ::0.9f{(X5|2&).
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But H(X3|Z2) = P(Zy =0).0+ P(Zy =1).0 + P(Zy = E).H(X3). Therefore
I(XQ; YQ‘ZQ) = 0.9 % 0.19H(X2).

We are done by noting thaf (X5) strictly increases when the distribution &% is changed to uniform.
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