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Abstract— We consider the problem of constructing an erasure
code for storage over a network when the data sources are
distrib uted. Speci�cally, weassumethat there are n storagenodes
with limited memory and k < n sourcesgenerating the data. We
want a data collector, who can appear anywhere in the network,
to query any k storagenodesand be able to retrieve the data. We
intr oduce Decentralized Erasure Codes,which are linear codes
with a speci�c randomized structur e inspired by network coding
on random bipartite graphs. We show that decentralizederasure
codesare optimally sparse,and lead to reducedcommunication,
storage and computation cost over random linear coding.
Keywords: DecentralizedErasure Codes,WirelessNetworks, Net-
work Coding, Distributed Storage.

I . INTRODUCTION

In this correspondence,we addressthe problem of dis-
tributednetworkedstoragewhentherearemultiple,distributed
sourcesthat generatedata that must be stored ef�ciently
in multiple storagenodes,eachhaving limited memory. As
a motivating application,one can think of sensornetworks
wherethe sensormeasurementsareinherentlydistributedand
sensormoteshave constrainedcommunication,computation,
and storagecapabilities. In addition, distributed networked
storagecan be useful for peer-to-peernetworks or redundant
arraysof independentdisks (RAID) systems.The distributed
sourcesare k data nodes,each producing one data packet
of interest.We also assumewe have n storagenodesthat
will be usedasa distributednetwork memory. If eachstorage
nodecan storeone datapacket, we would like to diffuse the
data packets so that by querying any k storagenodes,it is
possibleto retrieve all the k data packets of interest (with
high probability)1. The key issue,of course,is whetherit is
possibleto achieve this robustdistributedstoragewith minimal
computationandcommunication.

To solve this problem, we proposedecentralized erasure
codes, which are randomizedlinear codes with a speci�c
probabilisticstructurethat leadsto optimally sparsegenerator
matrices.Thesecodescanbecreatedby a randomizednetwork
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1Throughoutthis correspondence,with high probability (w.h.p.) refers to
at leasta constantprobability that can be driven arbitrarily closeto one by
increasingthe �eld sizeq.

protocolwhereeachdatanode“pre-routes”its datapacket to
O(log n) randomlyandindependentlyselectedstoragenodes.
Each storagenode createsa random linear combinationof
whatever it happensto receive. Thereforeeachnodeoperates
autonomouslywithout any centralpoints of control and with
smallcommunicationcost.In [1] theauthorsaddresstheprob-
lem of distributednetworked storagewith a centralizedserver
using randomlinear coding and demonstratethe advantages
of solutionsinspiredby network codingfor this scenario.We
comparethe two approachesin Section4.

The remainderof the paper is organized as follows: In
Section2 we give the exact model assumptionsand require-
ments and presentdecentralizederasurecodes. In Section
3 we comparetheir performancewith other schemesand
discussrelatedwork. In Section4 we give someexamplesof
usingdecentralizederasurecodesin speci�c network settings
and presentsomeperformanceevaluation.Finally, Section5
containsthe analysisandproofsof our theorems.

I I . MODEL AND CODE CONSTRUCTION

A. Model Assumptions

We assumethat there are k data-generatingnodes.With-
out loss of generality we will assumethat each data node
generatesone data packet. In our initial problem setting we
will assumethat the datapacketsare independent. For sensor
network scenariosthe data might be highly correlatedand
distributedsourcecoding[29] canbe usedto compressthem.
We addressthis issuein a subsequentsection.Essentially, after
distributedsourcecoding,thelargecorrelateddatapacketscan
be replacedby smallerpackets that are independentandhave
smallersize.

We further assumethat there are n > k storage nodes
that will be usedas storageand relay devices. We assume
limited memory, andwe modelthatby assumingthateachcan
storeonly onedatapacket2 (or a combinationhaving thesame
numberof bits as a datapacket). This is a key requirement
for the scalabilityof the network.

The ratio k=n < 1 is assumed�x ed as k and n scale.For
example,for a sensornetwork application,we canassumethat
some�x edratio (for example10%) of nodesaresensingwhile
therestareusedfor storage.However, aswill becomeapparent
in subsequentsections,our framework is muchmoregeneral,

2Moregenerallyeachstoragenodecouldstoreaconstantnumberof packets
andall the resultswould still hold with minor modi�cations
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Fig. 1. Exampleof usinglinearcodesfor distributedstorage.In this example
there are k = 4 data nodesmeasuringinformation that is distributed and
n = 23 storagenodes.We would like to diffusethedatato thestoragenodes
so that by accessingany 4 storagenodesit is possibleto retrieve the data.
Each data node is pre-routingto 3 randomly selectedstoragenodes.Each
storagenode only has memory to store one data packet so the oneswho
receive more than one packet storea linear combinationof what they have
received. The datacollector in the examplecan recover the databy having
accessto (A, B+C, A+C, D) .

andthek datanodesandn storagenodescanbeany arbitrary
(possiblyoverlapping)subsetsof nodesin a largernetwork of
N nodes.We want to storethe informationproducedin the k
datanodesin a redundantway in all the n storagenodes.As
thereare k datapackets of interest,and eachnodecan store
no morethan1 datapacket's worth of bits, it is clearthat one
hasto queryat leastk storagenodesto get the desireddata.

The problemis to storethe datain sucha way that a data
collector can query any k storage nodesand use the results
to reconstructthe original k packets (with high probability).
For instance,a data collector can get this data out of some
k neighboring storage nodes in its immediate vicinity to
minimize the latency in a sensornetwork scenario.Finally we
assumethat the data collector has enoughmemory to store
k packets and enoughprocessingpower to run the decoding
algorithm, which as we will show correspondsto solving a
(sparse)systemof k linear equationsin a �nite �eld.

The proposedcodescan be createdusing a randomized
protocol in a network without any coordination,centralized
processingor global knowledgeof any sort. We assumeonly
a network layer that can route packets from point to point
(basedfor example on geographicinformation). We further
assumethat therearepacket acknowledgementsandtherefore,
no packetsarelost. This last assumptionhowever canbe very
easilyrelaxed dueto thecompletelyrandomizednatureof the
solution.

Decentralizederasurecodeshave minimal datanodedegree
which correspondsto a maximalsparsityof thegeneratorma-
trix andminimal numberof pre-routedpackets.Notehowever,
that we do not claim optimality of the distributed networked
storagesystemasa whole.This is becausewe rely on a packet
routing layer insteadof jointly optimizing acrossall network

layers.

B. DecentralizedErasure Codes

Decentralizederasurecodesare randomlinear codesover
a �nite �eld Fq with a speci�c randomizedstructureon their
generatormatrix. Eachdatapacket D i is seenas a vector of
elementsof a �nite �eld f i . Wedenotethesetof datanodesby
V1 with jV1j = k andstoragenodesby V2, jV2j = n. We will
now give a descriptionof a randomizedconstructionof a bi-
partitegraphthatcorrespondsto thecreationof adecentralized
erasurecode.Every datanode i 2 V1 is assigneda random
set of storagenodesN (i ). This set is createdas follows: a
storagenode is selecteduniformly and independentlyfrom
V2 and addedin N (i ) and this procedureis repeatedd(k)
times.ThereforeN (i ) will be smaller than d(k) if the same
storagenode is selectedtwice. In fact, the size of the set
N (i ) is exactly the numberof couponsa couponcollector
would have after purchasingd(k) couponsfrom a set of n
coupons.It is not hardto seethat whend(k) ¿ n, N (i ) will
be approximatelyequalto d(k) with high probability.

Denoteby N (j ) = f i 2 V1 : j 2 N (i )g the set of data
nodesthat connectto a storagenode.Eachstoragenodewill
createa random linear combinationof the data nodesit is
connectedwith:

Sj =
X

8i :2 N ( j )

f ij D i (1)

wherethecoef�cients f ij areselecteduniformly andindepen-
dently from a �nite �eld Fq. Each storagenode also stores
the f ij coef�cients, which requiresan overheadstorageof
N (j )(log2(q) + log2(k)) bits.

This constructioncanbesummarizedinto s = mG wheres
is a 1£ n vectorof storeddata,m is 1£ k datavectorandG
is a k £ n matrix with non-zeroentriescorrespondingto the
adjacency matrix of the randombipartitegraphwe described.
The key property that allows the decentralizedconstruction
of the codeis that each data nodeis choosingits neighbors
independentlyand uniformly or equivalently, every row of the
generator matrix is created independentlyand has N (i ) =
O(d(k)) nonzeroelements.This row independence,which we
call “decentralizedproperty”, was proposedin our previous
work [8], [9] and in [1] leadsto statelessrobust randomized
algorithmsfor distributednetworkedstorage.We compareour
resultswith randomlinear coding for distributed networked
storageproposedin [1] in Section4.

A datacollectorqueryingk storagenodeswill gain access
to k encodedpackets.To reconstruct,the datacollectormust
invert a k £ k submatrixG0 of G. Therefore,the key property
requiredfor successfuldecodingis that any selectionof G0

forms a full rank matrix with high probability.
Clearlyd(k) is measuringthesparsityof G. Making d(k) as

small aspossibleis very importantsinceit is directly related
with overheadstorage,decodingcomplexity and communi-
cation cost. Our main contribution is identifying how small
d(k) can be made for matricesthat have the decentralized
property to ensurethat their submatricesare full rank with
high probability. The following theoremsarethe main results
of this correspondence:
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Theorem1: Let G be a randommatrix with independent
rows constructedas described.Then,d(k) = cln(k) is suf�-
cient for a randomk £ k submatrixG0 of G to benonsingular
with high probability. More speci�cally, Pr [det(G0) = 0] ·
k
q + o(1) for any c > 5n

k .
Theorem2: (Converse)If eachrow of G is generatedinde-

pendently(Decentralizedproperty),at leastd(k) = ­(ln (k))
is necessaryto have G0 invertible with high probability.
Fromthetwo theoremsit follows thatd(k) = cln(k) is (order)
optimal, therefore,decentralizederasurecodeshave minimal
datanodedegreeand logarithmically many nonzeroelements
in every row.

Decentralizederasurecodescan be decodedusing Maxi-
mumLikelihood(ML) decoding,whichcorrespondsto solving
a linearsystemof k equationsin GF (q). This hasa decoding
complexity of O(k3). Note however that one can use the
sparsity of the linear equationsand have faster decoding.
Using the Wiedemannalgorithm [28] one can decode in
O(k2 log(k)) time on averagewith negligible extra memory
requirements.

C. RandomizedNetworkAlgorithm

There is a very simple, robust randomizedalgorithm to
constructa decentralizederasurecodein a network. Eachdata
nodepicksoneoutof then storagenodesrandomly, pre-routes
its packet andrepeatsd(k) = cln(k) times.Eachstoragenode
multiplies whatever it happensto receive with coef�cients
selecteduniformly and independentlyin Fq and storesthe
resultand the coef�cients. A schematicrepresentationof this
is given in Figure2.

Fig. 2. Decentralizederasurecodesconstruction.Thereared(k) = c ln( k)
edgesstartingfrom eachdatanodeandlandingindependentlyanduniformly
on the storagenodes(If two edgeshave the samestartingandendingpoint,
we identify them)

D. Storage Overhead

In additionto storingthe linearcombinationof thereceived
datapackets,eachstoragenodemustalsostorethe randomly
selectedcoef�cients f i [6]. The numberof coef�cients N (j )
canbe determinedby observingthat N (j ) is boundedby the

numberof balls that land into a bin when throwing ck ln(k)
balls into n bins.Thereforeusing[26], themaximumload(the
maximumnumberof coef�cients a storagenodewill have to
store) is O(log(k)) with probability at least 1 ¡ o(1). The
total number of overheadbits to store the coef�cients and
datapacket IDs is O(log(k)(log(q) + log(k))) , which canbe
easily made negligible by picking larger data packet sizes.
Notice that if we denoteby u = log2(q) the numberof bits
requiredto store eachf i , one can reducethe probability of
error exponentiallyin the overheadbits.

I I I . COMPARISON WITH OTHER SCHEMES

A. Erasure Codes

Theproblemof reconstructingthek packetsfrom any k out
of n storagenodesis essentiallyan erasurechannelcoding
problem.If we assumethe existenceof a centralizedsuper-
node that can gather all the data, we could use any (n; k)
erasurecode. More speci�cally, the centralizednode would
gatherthe k datapackets,usean erasurecodeto generaten
encodedpackets,andassignandsendoneencodedpacket to
eachstoragenode. If we use a good erasurecode,we will
be guaranteedto reconstructthe original packets by asking
any k encodedstoragenodes.In fact, any erasurecodecould
be used even without gathering the data in one location if
therewasa mechanismto createthe codeandcoordinatethe
datanodes.Essentiallyeachdatanodecorrespondsto onerow
in the generatormatrix of the code. If that row is given to
the data node (or generatedusing sharedinformation), any
erasurecode can be createdby routing eachdata packet to
the correct storagenodes.The most commonerasurecodes
areReed-Solomon,which arevery widely employed in many
applicationslike computernetwork distributedstoragesystems
[17], andredundantdisk arrays[5]. The useof randomlinear
codesfor storagewith connectionsto securityandloadbalanc-
ing hasbeenaddressedin [24]. Also, LDPC codesandmore
recentlyfountaincodes[19] wereproposedasalternativeswith
randomizedconstructionand faster encodingand decoding
times. See [22] for a practical investigation on using these
codesfor distributedstorage.

The key advantageof decentralizederasurecodesis that
there is no needfor coordination amongthe datanodes.We
show how data nodes acting randomly and independently,
cancreategooderasurecodeswith sparsestructure.We have
completelycharacterizedhow sparsethe generatormatrices
of thesecodescanbe, andpresenta simple randomizedcon-
structionalgorithm that requiresno centralizedcoordination.
We believe that this propertyof decentralizederasurecodes
makes them ideal for scenarioswheredatais distributed and
global coordinationis dif�cult. As a sidecomment,note that
thegeneratormatrixof thedecentralizederasurecodesis never
constructedexplicitly anddoesnot even exist in oneplacein
the network.

B. Comparisonwith RandomLinear Coding

In [1] the authorsproposethe useof randomlinear coding
inspiredby network coding for distributednetworked storage
with one centralizedserver and multiple storagelocations.
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They comparetraditionalerasurecodes,uncodedstorageand
random linear coding motivated by network coding, and
demonstratethat thereare signi�cant gains in using random
linear coding. In randomlinear coding,every elementin the
generatormatrix of the code is selectedindependentlyand
uniformly from a �nite �eld Fq. This correspondsto matrices
that aredensesincethey have a constantfraction of nonzero
elements.

The main differencebetweenour work and [1] is that we
addressthe problem of having multiple distributed sources
and no centralizedserver. Further, we identify how sparse
can the generatormatrices of decentralizedcodes can be,
andgive a simple randomizedway of constructingthemin a
network. Sparsityleadsto smalleroverheadstorageandmore
importantly, reducedcommunicationanddecodingcomplexity.

Speci�cally, random linear coding requires an overhead
storagespaceof O(k log(q)) bits, while decentralizederasure
codesonly O(log(k)(log(q)) + log(k))) . Theoverheadstorage
costsare usually small if one codesover large datapackets
hence the communicationand complexity gains are more
important. If one were to use randomlinear coding for the
multiple sourcenetworked storageproblem,eachdata node
would have to sendits data to O(n) storagenodes,and the
total cost would be the sameas �ooding all the information
everywhere.However using decentralizederasurecodeseach
data node has to communicatewith only O(log(k)) storage
nodes.As far as decodingcomplexity is concerned,random
linear coding requires O(k3) operationsto invert a dense
matrix, while decentralizederasurecodescan be decodedin
O(k2 log(k)) by exploiting sparsity[28].

C. Connectionsto NetworkCoding

Decentralizederasurecodescan be seenas randomlinear
network codes [14], [15], [16] on the (random) bipartite
graphconnectingthe dataand the storagenodeswhereeach
edgecorrespondsto one pre-routedpacket. Network coding
is an exciting new paradigmfor communicationin networks
where data packets are treated as entities which can be
algebraicallycombinedratherthan simply routedand stored.
This fundamentalideahasbeeninitially usedfor maximizing
multicastingthroughput[2], [12] but many other advantages
have beenfound in the recentliterature[11], [21].

An equivalentway of thinking of the distributednetworked
storageproblemis thatof a randombipartitegraphconnecting
the k datanodeswith the n storagenodesand thenaddinga
datacollectorfor every possiblesubsetof sizek of then stor-
agenodes.Thentheproblemof multicastingthek datapackets
to all the data collectors is equivalent to making sure that
every collectionof k storagenodescanreconstructtheoriginal
packets. It hasbeenshown that randomlinear network codes
[18], [16] are suf�cient for multicastingproblemsas long as
the underlyingnetwork can supportthe requiredthroughput.
They key differenceis that in our problemthecommunication
graphis alsorandom.Notethatthis graphdoesnot correspond
to any physical communicationlinks but to virtual selections
that are made by the randomizedalgorithm. Thereforethis
graphis not given,but canbeexplicitly designedto minimize

communicationcost. Essentiallywe are trying to make this
randombipartite graph as sparseas possiblewhile keeping
the �o w high enoughandalsoenforcingeachdatanodeto act
independently, without coordination.The theoreticalanalysis
we give in Section5 is basedon this idea.

D. Digital FountainCodes

Onekey propertyof fountaincodes[19], [25], is that they
createevery encodedpacket independentlyandthereforehave
no predeterminedrate(ratelessproperty).Speci�cally, for LT
codes,everycolumnof thegeneratormatrix is independentof
the others(with logarithmic averagedegree,which makes it
very similar to our generatormatrix even thoughthe analysis
is very different).Raptorcodesmanageto reducethe degrees
from logarithmicto constantby usinganappropriatepre-code.
This ideacannotbe usedfor our problemhowever, sincethe
pre-codewould requirecentralizedprocessing.

In this context, onecanthink of the decentralizedproperty
as being the transposeof the ratelesspropertyof LT codes.
This is becausein our caseit is the rows of the generator
matrix that are independentand this correspondsto having
each data source acting independently. Our analysisis fun-
damentallydifferent from the one used for fountain codes
becauseindependentcolumnscorrespondto encodedsymbols
beingcreatedindependently. This providesfountaincodesthe
�e xibility neededto carefully designthe degree distribution
of theencodedsymbolsandmake surethatbelief propagation
algorithms succeed.On the other hand, when the sources
act independently, this enforcesa degree distribution on the
encodedsymbolswhich cannotbe controlled.

The decentralizedpropertycorrespondsto statelessrobust
randomizedalgorithmsfor distributednetworked storage.For
sensornetwork applications,one implicit assumptionis that
it is easierfor a datanodeto sendits datato d(k) randomly
selectedstoragenodes,thanit is for a storagenodeto �nd and
requestpackets from d0(k) datanodes.This is true for many
practicalsensornetwork scenarios(like the perimetricstorage
scenariopresentedin the next Section) since there will be
fewer datanodeswhich might alsobe duty cycled or failing.

Another advantageis that a few sourcescan fail (or even
be added) without affecting the performanceof the code.
Therefore,the proposedschemeis robust to both data and
storagenodefailures.Schematically, eachsourceis indepen-
dently“spraying” thestoragenodeswith information(seealso
Fig. 1)) and if a collector acquiresenoughencodedpackets,
then it is possibleto retrieve all the (functional)sources.

IV. SENSOR NETWORK SCENARIOS

In this sectionweshow how decentralizederasurecodescan
be applied to various sensornetwork scenariosand analyze
their performance.It is importantto realizethat onecanpick
the k datanodesandthe n storagenodesto be any arbitrary
subsetsof nodesof a largernetwork. Theexactchoicesdepend
on the speci�c sensingapplication.The only requirementthat
we impose is that n=k should remain �x ed as the network
scales.
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In general,it is easyto determinethe total communication
cost involved in creatinga decentralizederasurecode.Each
data node pre-routesto 5n

k ln k storagenodes,thereforethe
total number of packets sent will be 5n ln k. To determine
the communicationcost in terms of radio transmissions,we
need to impose a speci�c network model for routing. For
example, if the diameterof the network is D(n), then the
total communicationcostto build a decentralizederasurecode
will be at mostO(D(n)n ln k). To becomemorespeci�c we
need to impose additional assumptionsthat dependon the
speci�c application.If D (n) = O(

p
n) for examplein a grid

network, the total communicationcost would be boundedby
O(n1:5 ln k) to make the dataavailable in k = O(n) storage
nodes.

Sinceeachdatanodeis essentiallymulticastingits packet to
O(ln k) storagenodes,multicasttreescanbeusedto minimize
the communicationcost.Theseissuesdependon the speci�c
network modelandgeometryandwe do not addressthemin
this paper.

A. Perimetric Storage

To perform someexperimentalevaluation and also to il-
lustratehow the decentralizederasurecodescan be usedas
a building block for more complex applications,we consider
thefollowing scenario.Supposewe have N total nodesplaced
on a grid in the unit square(densescaling)and we are only
interestedin storing information in the 4

p
N nodeson the

perimeterof the square(seeFigure 3). This is an interesting
extension since in most casesthe sensornetwork will be
monitoring an environment and potential usersinterestedin
the data will have easier accessto the perimeter of this
environment.Thereforewe will have n = 4

p
N storagenodes

and k = ½
p

N datanodesfor someconstant½< 4. The k
data nodescan be placedin the grid randomly or by using
someoptimized sensorplacementstrategy [13]. Notice that
we only have O(

p
N ) nodesmeasuringor storing. The rest

areusedasrelaysandperhapsit is moreinterestingto assume
that the k datanodesareduty-cycled to elongate the lifetime
of the network. Note that in a densenetwork scenario

p
N

can becomesuf�ciently large to monitor the environmentof
interest. Again, we want to query any k nodes from the
perimeterandbeableto reconstructtheoriginal k datapackets
w.h.p. The problemnow is that the diameterof the network
(assuminggreedygeographicrouting) is O(

p
N ) = O(n) as

opposedto
p

n.
We assumethat the transmissionradius is scaling like

O( 1p
N

) andmeasurecommunicationcostasthe total number
of 1-hop radio transmissions(each transfersone packet for
one hop) requiredto build the decentralizederasurecode.It
canbeeasilyseenthat thetotal communicationcostis at most
O(N ln N ) which yields a logarithmic boundO(ln N ) on the
transmissionsper node.Figure4 illustratessomeexperiments
on the performanceunder the perimetric storagescenario.
Noticethatthecommunicationcostpernodeis indeedgrowing
very slowly in N .

Fig. 3. Perimetricstorage:The n = 4
p

N nodeson the perimeterareused
asstorage,andk = O(

p
N ) nodesinside the grid are the datanodes.

B. CorrelatedData

For sensornetwork applications,the senseddatacould be
highly correlatedand this correlation can be exploited to
improve theperformance[7], [29]. DistributedSourceCoding
Using Syndromes(DISCUS) [23] is a practical meansof
achieving this. The data nodesform the syndromesof the
datapackets they observe undersuitablelinear codes.These
syndromesaretreatedasthedatawhich thenodespre-routeto
form thedecentralizederasurecodewordsat thestoragenodes.
Thedatacollectorreconstructsthesyndromesby gatheringthe
packets from k storagenodes.Using DISCUS decodingthe
collector can recover the original data from the syndromes.
The correlationstatistics,which is requiredby DISCUS can
be learnedby observingprevious dataat the collectionpoint.
Thedatanodesonly needto know theratesat which they will
compresstheir packets. This can be either communicatedto
them or learnedadaptively in a distributed network protocol.
The syndromescan be considerablyshorterthan the original
data packets if the data observed by the different nodes
are signi�cantly correlatedas is usually the casein sensor
networks. Note that this approachis separatingthe source
coding problem from the storageproblem and this may not
be optimal in generalasshown in [27].

V. ANALYSIS AND PROOFS

Proof of Theorem 1
To establishthat decentralizederasurecodeswill be de-

codable,we need to show that a randomly selectedsquare
submatrixG0 is full rank with high probablity. For this proof
we rely heavily on the Theorem3 andusetechniquessimilar
with the onesusedby Ho et al. [14], [15], [16].

It suf�ces to show:

det G0 6= 0: (2)

A key conceptis that of a perfectmatching:a bipartitegraph
will have a perfect matching(P.M.) if there exists a subset
E 0 µ E of its edgesso that no two edgesin E 0 sharea
commonvertex andall the verticesconnectto an edgein E 0.
Thereis a closeconnectionbetweendeterminantsof matrices
and graph matchingswhich for the bipartite case is given
by Edmonds' Theorem[20]. By construction,every row of
G0 hasa logarithmic numberof non-zerocoef�cients chosen
uniformly and independentlyfrom a �nite �eld Fq. Denote
thesecoef�cients by f 1; f 2; ¢¢¢f L . Their actualnumberL is
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Fig. 4. Experimentsfor perimetricstoragescenario.For eachsubgraph,we plot k=n = 10% (so k = 0:4
p
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p

N ). In both
casesn = 4
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N

a) Total communicationcost to preparethe decentralizederasurecode.b) Total numberof packetspre-routed.c) Averageand
standarddeviation plots for the numberof packets that arestoredat storagenodes.e) Total communicationcostper node.

randomand approximatelyequal (and in fact, smaller than)
ck ln(k). It suf�ces to show that the determinantof G0 is
nonzerow.h.p. Note that

det(G0) =
X

¼

sgn(¼)
kY

i =1

g0
i;¼( i ) (3)

where we are summing over all the permutations of
f 1; 2; ¢¢¢kg andg0

i;j is thei; j th elementof G0. Noticethatthis
is a multivariate polynomial det(G0) = P(f 1; f 2; ¢¢¢; f L ).
There are two fundamentallydifferent casesfor the deter-
minant to be zero. If for each term correspondingto each
permutationthere existed one or more zero elementsthen
the determinantwould be identically zero (for any choice
of f 1; f 2; ¢¢¢f L ). Now the key step is to notice that each
permutationcorrespondsto exactly onepotentialmatchingof
thebipartitegraph.Therefore,thegraphhasaperfectmatching
if and only if det(G0) is not identically zero (Edmonds'
Theorem[20]). Theorem3 establishesexactly that therandom
bipartite graphs we construct have perfect matchings.The
other case is when deg(G0) is a non-zeropolynomial but
the speci�c choicesof f 1; f 2; ¢¢¢f L correspondto one of its
roots.It is clearthat this is a rareevent andwe canboundits
probability using the Schwartz-Zippel Theorem[20]. Notice
that the degree of det(G0) is exactly k when there exists a
perfectmatchingso we obtain a boundon the probability of
failure conditionedon the existenceof a perfect matching:
Pr (det(G0) = 0j det(G0) 6´ 0) · k

q : Which leadsus to

Pr (det(G0) = 0) · Pr (det(G0) ´ 0)+
k
q

(1¡ Pr (det(G0) ´ 0)):

(4)

By Theorem3, Pr (det(G0) ´ 0) = o(1) therefore

Pr (det(G0) = 0) · k=q+ o(1): (5)

Proof of Theorem 2 (Converse) It is a standardresult in
ballsandbinsanalysis[20] that in orderto cover n binsw.h.p.
oneneedsto throw £( n ln n) balls (SeealsocaseIII in proof
of Th. 3). Notice that in our case,covering all the storage
nodesis necessaryto have a full rank determinant(sincenot
covering one correspondsto having a zero column in G).
Thereforeany schemethathasdatanodesactingindependently
and uniformly will require at least ­(ln k) connectionsper
datanode.

We have therefore demonstratedthat the key technical
condition we need to prove is that the random bipartite
graphswe constructhave a perfect matching [3] with high
probability. The existenceof a perfect matchingguarantees
thatthemax�o w thatcango throughthenetwork is suf�cient.
Our theoreticalcontribution, which may be of independent
interest,is in quantifying how sparsetheserandombipartite
graphscan be undertheseconstraints.The proof is obtained
by using an extensionof a combinatorialcountingtechnique
introducedby P. Erd�osandA. Rényi in [10], [4] for analyzing
matchingsin random bipartite graphs.The extension stems
from the dependencieson the data nodeswhich destroy the
symmetryassumedin [10], [4] therebycomplicatingmatters.

We de�ne the graphB ln k ¡ l ef t ¡ out asthe randombipartite
graph with two sets of vertices, V1, V2, where jV1j = k,
jV2j = n , n = ®k; (® > 1). Every vertex in V1 connects
with cln(k) vertices of V2 each one chosenindependently
and uniformly with replacement.If two edgesconnect the
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sametwo verticeswe identify them. Then we pick a subset
V 0

2 ½ V2 wherejV 0
2 j = k andform the randombipartitegraph

B 0
ln k ¡ l ef t ¡ out = jV1j [ jV 0

2 j. Edgesthat connectto V2 n V 0
2

aredeleted.
This graph correspondsto the submatrix G0 and the

key property we require to establish our result is that
B 0

ln k ¡ l ef t ¡ out hasa perfectmatchingw.h.p.
Theorem 3: Let B 0

ln k ¡ l ef t ¡ out be a bipartite graph with
jV1j = jV 0

2 j = k obtainedfrom B ln k ¡ l ef t ¡ out by taking a
randomsubsetof k storagenodes.B 0

ln k ¡ l ef t ¡ out hasa perfect
matching with probability 1 ¡ o(1) as k ! 1 .

Proof: For a set of nodesA ½ Vi of a bipartite graphB,
we denote¡( A)=f y : xy 2 E(B )for somex 2 Ag. So ¡( A)
is simply the setof nodesthat connectto nodesin A.

A key result usedin this proof is Hall's Theorem.We use
it in the following form (which is easily derived from the
standardTheorem[3], [4]):

Lemma 1: Let B be a bipartite graphwith vertex classes
V1,V 0

2 and jV1j = jV 0
2 j = k. If B hasno isolatedverticesand

no perfectmatching,thenthereexists a setA ½ Vi (i = 1; 2)
suchthat:
i) j¡( A)j = jAj ¡ 1
ii) The subgraphA [ ¡( A) is connected
iii) 2 · jAj · (k + 1)=2.

The event that B hasno perfectmatchingcanbe written as
the union of two events.Speci�cally, let E0 denotethe event
thatB hasoneor moreisolatedvertices:P(B hasno P.M.) =
P(E0

S
9A) (for somesetA satisfyingLemma(1)) Therefore

by a union bound we have: P(B hasno P.M.) · P(E0) +
P(9A): We will treatthe isolatednodesevent later. We know
from Lemma(1) that the size of A can vary from 2 to (k +
1)=2, so we obtain the union bound:

P(9A) = P(
(k+1) =2[

i =2

(9A; jAj = i )) ·
(k+1) =2X

i =2

P(9A; jAj = i ):

(6)
We canfurtherpartition into two cases,that thesetA belongs
to V1 (the data nodes)or V 0

2 (the k storagenodesused to
decode).

P(9A) ·
(k+1) =2X

i =2

P(9A ½ V1; jAj = i )+ P(9A ½ V 0
2 ; jAj = i )

(7)
So we now boundthe probabilitiesP(9A ½ V1; jAj = i ) and
P(9A ½ V 0

2 ; jAj = i ) usinga combinatorialargument.CaseI:
A belongsin thedatanodes:Supposewe �x i nodesA1 ½ V1

and i ¡ 1 nodeson A2 ½ V 0
2 . Then the probability that a set

A = A1 satis�estheconditionsof lemma(1) with ¡( A) = A2

is equalto the probability that all the edgesstartingfrom A1

will endin A2 or aredeleted.Notehowever thatevery nodein
V1 pickscln(k) neighborsfrom thesetV2 (which is the large
set of n = ®k nodes).We boundthe probability by allowing
all edgesstartingfrom A1 to land in A2 [ V2 n V 0

2 . Therefore
we have ci ln(k) edgesthat must land in A2 [ V2 n V 0

2 and
jA2 [ V2 nV 0

2 j = i ¡ 1+ (®¡ 1)k. Note thatall theotheredges
canlandanywhereandthatwouldnotaffect j¡( A)j. Therefore,
sincethereare

¡ k
i

¢
choicesfor A1 and

¡ k
i ¡ 1

¢
choicesfor A2

we have:

P(9A ½ V1) ·
(k+1) =2X

i =2

µ
k
i

¶µ
k

i ¡ 1

¶ µ
i ¡ 1 + (®¡ 1)k

®k

¶ ci ln( k )

(8)
We can always boundthis sum by its maximumvalue times
k (sincethereare fewer thank positive quantitiesaddedup).
Thereforeit suf�ces to show that

kP(9A ½ V1; jAj = i ) = o(1); 8i 2 [2; (k + 1)=2] (9)

ask ! 1 .
From Stirling's approximationwe obtain the bound [4]¡ k

i

¢
· ( ek

i ) i and also it is easyto seethat ( ek
i ¡ 1 ) i ¡ 1 · ( ek

i ) i

when i · k.
If we denoteX =

³
i ¡ 1+( ®¡ 1)k

®k

´
< 1 and use thesetwo

boundswe obtain :

P(9A ½ V1; jAj = i ) · exp
³

ln(k)(2i+ ic ln(X ))+2 i (1¡ ln(i ))
´

:
(10)

If we multiply by k we get from (9) that it suf�ces to show

exp
³

ln(k)(2i + ic ln(X ) + 1)+ 2i (1 ¡ ln(i ))
´

= o(1); (11)

for all i 2 [2; (k + 1)=2], as k ! 1 . Therefore,for this
exponentialto vanishit is suf�cient to have the coef�cient of
ln k be negative:

2i + ic ln(X ) + 1 < 0; (12)

which givesus a boundfor c:

c >
¡ (1 + 2i )

i ln(X )
: (13)

Notice that X < 1 and thereforeit is possibleto satisfy this
inequality for positive c. This boundshouldbe true for every
i 2 [2; (k + 1)=2]. So using

1 + 2i
i

=
1
i

+ 2 ·
5
2

; (14)

and

X =
i ¡ 1 + (®¡ 1)k

®k
·

(k + 1)=2 + (®¡ 1)k
®k

¼
®¡ 1=2

®
;

(15)
¡ 1

ln(X )
·

¡ 1

ln( ®¡ 1=2
® )

: (16)

Therefore,a suf�cient conditionfor P(9A ½ V1) to vanish
is

c >
¡ 5

2ln( ®¡ 1=2
® )

' 5®: (17)

CaseII: A belongsin the storage nodes:With the same
technique,we obtaina boundif thesetA is on thedatanodes.
This timewepick A ½ V 0

2 with jAj = i andwewantj¡( A)j =
i ¡ 1. So we requirethat all edgesthat connectto A end in
a speci�c set A2 2 V1. The extra requirementthat A [ ¡( A)
should be connected,further reducesthe probability and is
boundedaway. To have j¡( A)j = A2, it mustbe the casethat
all theedgesthat startfrom V1 nA2 landoutsideA. Thereare
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c(k ¡ (i ¡ 1)) ln(k) suchedgesandeachonelandsoutsideA
with probability ®k¡ i

®k . We thereforeobtain the bound:

P(9A ½ V2; jAj = i ) ·
µ

k
i ¡ 1

¶µ
k
i

¶µ
®k ¡ i

®k

¶ c(k ¡ ( i ¡ 1)) ln( k )

;

(18)
which yields the condition for c :

c > ®
k
i

2i + 1
k ¡ i

= 2®
k

k ¡ i
+ ®

k
i (k ¡ i )

(19)

Now noticethat this is a convex functionof i sothemaximum
is obtainedat i = 2 or i = k+1

2 . By substitutingi = 2 and
i = k+1

2 we �nd that theseinequalitiesarealwaysdominated
by (17). So �nally we requirethat c > 5®.
CaseIII: There exist no isolatednodes:We will saythata data
or storagenodeis isolatedwhen it connectsto no storageor
datanoderespectively. Boundingthe probability of this event
P(E0) is easierto dealwith. Notice thatdatanodescannotbe
isolatedby construction.The ®k storagenodesreceive totally
kcln(k) independentconnectionsand we needto show that
they areall coveredby at leastonedatanodew.h.p. Using a
standardboundwe obtain the following result ([20]):

Let C denotethe numberof connectionsrequiredto cover
all ®k datanodes.then

P[C > ¯ ®k ln(®k)] · (®k)¡ ( ¯ ¡ 1) ; (20)

which shows that any ¯ > 1 (we require¯ > 5) will suf�ce
to cover all the datanodeswith high probability.

Thereforefrom combiningall the requiredboundsfor c we
�nd that c > 5® = 5n

k is suf�cient for the bipartite graphto
have a perfectmatchingwith high probability.

VI . CONCLUSIONS

We have proposeddecentralizederasurecodesand shown
how they canbeusedto introducereliabledistributedstorage.
Our future work involves jointly optimizing summarization
and code constructionfor multiresolutionstoragescenarios.
Another interestingdirection is investigating applicationsof
decentralizederasurecodesin peer-to-peernetworks anddis-
tributedstoragefor computersystems.Otherissuesof interest
involve investigating the effect of pre-routinga constantnum-
berof packetsperdatanodeaswell asdevising moreef�cient
algorithmsfor decoding.
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