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Abstract

“Spectrum holes” represent the potential opportunities for non-intagigsafe) use of spectrum and can be considered as
multidimensional regions within frequency, time, and space. The coa#ledige for secondary radio systems is to be able to
robustly sense when they are within such a spectrum hole. To allow a udifiedssion of the core issues in spectrum sensing,
the “Weighted Probability of Area Recovered (WPAR)” metric is introdutedneasure the performance of a sensing strategy
and the “Fear of Harmful Interference”y; metric is introduced to measure its safety. These new metrics explicitly @nsid
the impact of asymmetric uncertainties (and misaligned incentives) in gtersymodel. Furthermore, they allow a meaningful
comparison of diverse approaches to spectrum sensing unlike thteotrabitriad of sensitivity, probability of false-alarfr 4, and
probability of missed detectioRy;p. These new metrics are used to show that fading uncertainty forces PA&Werformance
of single-radio sensing algorithms to be very low for small valueg'f, even for ideal detectors. Cooperative sensing algorithms
enable a much higher WPAR, but only if users are guaranteed to emperiedependent fading. Finally, in-the-field calibration
for wideband (but uncertain) environment variables (e.g. intemfareand shadowing) can robustly guarantee safety @igwy)

even in the face of potentially correlated users without sacrificing WPAR.

I. INTRODUCTION

Wireless systems deliver real value to their users, butireqadio spectrum to operate. The use of a band of spectrum by
one system in the vicinity of a second system’s receivere(duto the same band) will generally degrade the performafce o
that second system if the total interference exceeds aalritalue! Therefore, spectrum is in principle a potentially scarce
resource. Indeed, across the planet, spectrum is regugatéltat most bands are allocated exclusively to a partiadarice,
often with only a single system licensed to use that band jngiven location. It is generally illegal to transmit withioan
explicit license. It is thdear of harmful interference that drives this policy of prior tregnt.

This approach has been largely successful in avoidingferemce, but in practice it does so at the expense of overall
utilization. Most bands in most places are underused most of the[8frE5]. A band of spectrum can be considered underused

if it can accommodate secondary transmissions without ingrmime operation of the primary user of the banthe region of

1The performance degradation with increased interferenaébeagradual in the case of analog systems or catastrophie icatke of digital systems. While
the critical value of total interference is therefore rielely unambiguous for digital receivers, a subjective judgtnef “minimally acceptable quality” is
required for analog systems. In the literature, the criticdlie of total interference is called the “interference temagure limit” [1], [2]. The terminology
itself is meant to suggest that interference can be considerée like additional thermal noise.

2Using the language of interference temperature, undezatitin is said to exist whenever the actual interference éeatpre at a location has not yet
reached the specified interference temperature limit [1], H®wever, it turns out that interference temperature alen®t enough to understand the concept
of a spectrum hole [6]-[8].



space-time-frequency in which a particular secondary sigmssible is called a ‘spectrum hole.” Spectrum holes afiaatk
and discussed further in Section II.

Upon reflection, spectrum holes are a natural consequentieeajap between the distinct scales at which regulation and
use occur —just as a vase can be filled with rocks and still have plentyooinr for sand.Spectrum regulatory agencies
perform allocations that are valid for multiple years/diE®and over spatial extents that are hundreds of milessacrboss is
despite the fact that useful spectrum use could occur even av¥ew milliseconds and in a manner that is localized around
transmitter-receiver pairs only tens of meters apart.

Why then do not regulatory agencies simply adjust their @guy granularity to deal with scales closer to those of @ctu
use? If astatic approach to spectrum access is assumed wherein devicesir@hebs systems are inherently tied to particular
bands and the regulator acts by certifying devices and mgshefore they are put into service, then the regulatoryujaaity
is lower-bounded by the natural lifespans of wireless sgstand the mobility of the devices. The lifespan of a wirelstem
is governed by the business models for the service — themyisés to operate for long enough to result in a positive return
on the infrastructure investments. The lifetime might efiffvildly from one application to another— and thus by Moore’s
law, the technical sophistication of wireless systems aaoh &ill differ greatly from each other. The freedom of inntea
and movement for the users of one system translates intatamtg for the operators of anothérhe unknown is feared if it
can affect youTo reduce this fear of harmful interference, the interactioust be precluded by ensuring that different users
are in different bands even after they have physically moved

Yet the overall demand mix for different applications/seeg is almost certain to be different from one location tothar,
and so in a world of heterogeneous wireless services arid aliaications, waste is seemingly unavoidable. This aleclpdes
otherwise brilliant approaches (see e.g. [9], [10]) thasigie transmissions so that the interference at receiverdigaed
roughly orthogonal to their desired signals. Such an ampras: not practical for heterogeneous services becauseuires
the potentially interacting systems to jointly coordin#teir transmissions.

Bridging this gap and filling in spectrum holes requireslymamicapproach to spectrum access. Wireless systems must
determine where the holes exist and reconfigure to take #alyarof these opportunities. Regulation shifts from thellef
the allocations themselves to the level of dynamic allorastrategies. The goal of this paper is to give a unified petse
on finding spectrum holes without inducing an unacceptadde 6f harmful interference. The subsequent use of thestrape
holes as well as the design/enforcement of the regulatiomgath outside the scope of this paper.

Cognitive radios have been proposed to be the next generdéwices that can dynamically share underutilized spectru
[2], [11], [12]. Spectrum sensing has been identified as dnthe key enablers for the success of cognitive radios [63].[1
There has been a lot of work on designing sensing algoritttngdgnitive radio systems. Table | gives a brief sampling of
some representative single-user sensing techniques.etheitiues given in Table | are by no means exhaustive. Thierea
is encouraged to look into the references within these eafas for more. In addition to single-user techniques, ejye
approaches have also been proposed. A brief survey of catbmesensing approaches is given in Table Ill. Howevergtspm

3Compare the longevity of analog television to the differegitutar or Wireless Local Area Network (WLAN) standards thae come and gone within
the same time period.



sensing is still very much an active area of research and ghisnpaper wedo notaim to find the best possible sensing
algorithm for identifying spectrum holes. Instead, thelduae is to understand the key concerns in sensing and hdéevetit
approaches can be compared to each other.

We start by understanding the basic issues in identifyirgspm holes. To do so, it is easier to concentrate on twaer
cases. First consider primary transmitters like televidimwvers that are always communicating to users in theiricemrea.
Some of the area around the primary transmitter can nevesée (the red area in Figure 1(a)) while area further awaye(gre
area in Figure 1(a)) could always be used by secondary usersands with such primary users, recovering spectrumshole
in spaceis the major concern. Contrast this to a system that trassmtiérmittently but serves the entire area of interest (see

Figure 1(b)). For such a band, recovering spectrum holdsriais the major concern.

Occupied Spectrum Hole Recovered
' i . Spectrum
Space/Time in Space/Time hole

Fig. 1. (a) Spectrum holes in space. Area around each tramsifshaded red) can not be used for secondary transmissiongver the shaded green area
can be used all the time. (b) Spectrum holes in time. The secpndar cannot transmit while a primary transmission is on (stadd). A secondary user
can hope to reuse the off times of the primary user (shaded green



Detection algorithm

Description of algorithm

What is modeled?

To what gain?

Energy detection [14]-[16]

Get empirical estimate of energy in
a frequency band and compare
against a detection threshold.

Average power

Baseline
detector for
comparison.

FFT for DTV pilot
signal [17]-[19]

Partial coherent detection using DTV pilot.

Filter around pilot to reduce noise power.

Signal contains narrowband pilg
tone

itSensing time
and

Use FFT as partial coherent detector for robustness
sinusoids.
Run-time noise Noise is calibrated during run-time Asymmetric use of degrees Robustness
calibrated detection [20] | leading to robustness gains. degrees of freedom gains.
Cyclostationary Spectral correlation function reveals Signal is modeled as wide-senseRobustness
detection [21]-[25] peaks at multiples of the cyclostationary gains

modulation rate/pilot frequency.

Dual FPLL pilot
sensing [26]

Use two Digital PLLs which are preset
to +30kHz around the pilot. Use
time to converge as test statistic.

Signal contains narrowband pilg
tone

it Simplicity of
implementation

Eigenvalue based
detection [27], [28]

Utilizes the fact that white noise is
uncorrelated across samples/antennas wk
a band-limited external signal is correlate

Band-limited primary signal
niend secondary radio has
d multiple receive antennas

Sensing time
gains

Event-based
detection [29], [30]

The detector tries to detect arrival/departy
of signals. This technique can be
used for identifying time-domain holes.

irerimary user ON/OFF durations
are much shorter than the time
between secondary user
movement

3 Robustness
gains

TABLE |

COMPARISON OF REPRESENTATIVE SINGLEUSER SENSING ALGORITHMS FORDTV DETECTION. THESE ALGORITHMS USE VARIOUS FACETS OF THE
TRANSMITTED SIGNAL TO OBTAIN A BETTER DETECTION SENSITIVITY OVER SIMPLE ENERGY DETECTION

Traditionally, the time-perspective has dominated therditure. The triad of sensitivity, probability of missedteizion

(P p), and probability of false alarmHg4) have been used to evaluate the performance of sensingthigsi{31]. The first

two are connected to the level of protection for the primasgra while the last is connected to the performance of thensiecy

user. Meanwhile, the time required to sense provided a meadithe overhead imposed by the sensing strategy. Thedfifade

between these four metrics provided the sensing-layerfatie to the overall tradeoff between the level of protautafety

offered to the primary user and the secondary system pesfuce) but there is not a one-to-one mapping. Secondarynsyste

performance is naturally measured using expected thraugbpt this makes sense only in the context of a completesyst

model. Thus, the design problem can be stated as a crogssiatymization problem of maximizing the data rate while @nirsg

that the weighted probability of missed detection (the gréor primary user safety) is bounded [32], [33].

While the cross-layer optimization approach does allow th@marison of disparate sensing strategies, it does so anly i

the context of a complete system model. Conceptually, ghidisturbing because it tightly couples the internals ofssen

spectrum holes to the communication strategy used oncedles have been found. We believe that this indicates that the

traditional metrics do not represent the right level of edotton — to have a unified perspective, we need uniform wetri

that can compare sensing algorithms (both single-user andetative approaches) at the sensing layer itself. Tharadge

of this approach is that it gives us the freedom to designisgralgorithms without explicitly worrying about higheater

considerationé. Moreover, these metrics must also allow us to incorporatelating uncertainties, which can significantly

4This is also desirable from a regulatory perspective. Rawuire-certification of a complete system each time anythinanged would be a tremendous
obstacle to innovation. The main goal of regulation is to @res safety — and this is determined by the operation of theisgdayer.




impact the sensing performance.

The need to incorporate uncertainties can easily be sedweitihe-domain. For example, exploiting time-domain spewot
holes in the context of Bluetooth and Wireless LAN coexistetas been considered in [34]. The key to exploiting such
opportunities in time is the secondary user’s ability todicethe OFF times of the primary users [35], [36]. While these
results have established that dynamic spectrum accesshbagotential to dramatically increase the amount of specttru
available for use, a drawback is that these approaches deperthe detailed model for the primary user’'s transmissions
However, real-world uncertainties make it impossible todeloreal-world transmissions precisely (see [37] for anmgpia
from computer networking) and deviations from the assumedahcan severely affect the performance of these algosithm
leading to interference to the primary sysfem

The essence of the discussion above is the need for havihgngnsensing metrics that capture the right level of alusioa
while allowing the incorporation of the relevant modelingcertainties. It is not too hard to intuit the form of thesetncs
for the problem of identifying time-domain holes. To get dfiga perspective on spectrum sensing, this paper develaps t
corresponding metrics for the problem of recovering spectholes in space. This problem is non-trivial and is not well
understood in the previous literature. A brief comparisbthe time-domain and the spatial-domain is given in TableéTHe
main contributions of this paper are:

o The issue of uncertainty and its modeling is discussed iaildéh particular, the asymmetric nature of the incentives
regarding uncertainty-modeling is considered to be at #mrthof the dynamic spectrum-recovery problem rather than
being merely an annoying complication.

« An explicit approach is given to quantify the Fear of Harmfaterference [y;) by maximizing the probability of
interference under the worst-case environment consistightthe uncertainty model.

« A unified metric, Weighted Probability of Area Recovered (WBAis given to measure overall sensing performance.
This allows for a simple analysis that decouples differeimhary users.

« Cooperative approaches are discussed not just under idedglsy but also with the uncertainty that is the unavoidable
companion to freedom.

« In-the-field calibration is introduced as a mechanism taicedenvironmental uncertainties that have a wider bandwidt
than the primary user. Examples of such uncertainties aegfémence and shadowing.

The rest of the paper is organized as follows: After Sectlofedimally defines a spectrum hole, Section Il discusses the
relevant metrics to quantify safety (non-interferencel #imee area recovered. Section IV illustrates the use of thieicaeby
considering a single-radio approach to finding spectrunesaind reveals the fundamental limitations of the IEEE 8D2.2
approach to evaluating detectors [42]. The example of tHhmnaeter is used to connect these metrics to earlier peigpe@s
well as to show how to incorporate the impact of finite sensimgs and uncertainty in the fading model. Section V disesiss

both the potential gains of cooperative detection and #eisitivity to shadowing-correlation uncertainty. Saetv| discusses

5This is analogous to open-loop control in stochastic syst@8is [39]. Systems with open-loop control rely heavily oregise and accurate modeling. In
contrast, closed-loop control systems can be much more rabusbdeling uncertainties. One possible approach to reshiseuhcertainty in the spectrum-
sharing context is feedback from the primary system. Suchbfsgdcan significantly help in robustly exploiting oppoities in the time domain. Opt-in
spectrum markets are an extreme case of explicit feedbackgromary users [40], but other forms of implicit feedback areglessible. For example, [41]
proposes a spectrum-sharing architecture in which the secpmuser eavesdrops on a packetized primary user’s autorapgat request (ARQ) messages to
stay within the interference budget of the primary users.



the use of measurements in nearby bands (eg. satellite oanmdsable assisted detection and points to a way to overcome
the uncertainty regarding shadowing correlation. Sectitrrevisits the lessons of this paper and concludes witm{zos to

future work.

Il. DEFINING A SPECTRUM HOLE IN SPACE

In time the definition of a spectrum hole is easy to understanid is the period of time that the primary is not transmitting
A spectrum hole in frequency is a little more nuanced. If sosdary user finds a frequency band empty (no primary user
present in that band), its transmissions can still interf@ith primary receivers operating in adjacent frequencydsa(due
to imperfect filters and analog front-ends). Hence, a spettiole in frequency is technically defined as a frequencydban
which a secondary can transmit without interfering with anynary users (across all frequencies). For simplicity,suppress
this subtle distinction in this paper and consider a spetthole in frequency to be a contiguous band of frequenciestwhi
is not used locally by any primary user. For further simpjicive will consider only one such specified frequency band at
time.

Definition 1: Consider a perfect magical detector that tells us whethisr sfe to use a particular secondary system at a
given point in space-time or not. Denote the output of thieder (safe-to-transmit region) bp* c R? where two of the
dimensions represent space and the third represents tinspeétrum holdén space-time is defined as an indicator function
1p- : R* — {0,1} defined as

1 if x € D*,
1p+(x) =
0 if xeR3\ D"

For further simplicity, we focus on a frequency band whiclidensed to a single primary service. The primary transrstt
dealing with this particular band are assumed to be digeibwver a large geographic area with non-overlapping servi
areas. For example, consider television bands where pritransmitters are stationary and have long-lived transions. A
television station’s transmitter is mounted on a high to{we500 m) and serves a large radius 60 km). Further away, the
signal from the tower is very weak and a secondary user at audgation can transmit without causing interference. Our
attention will mostly be focused on a single one of those tevesd the area around it.

Figure 2 shows a primary transmitter and a single primargivec. In the absence of interference, a receiver withinble
circle (Figure 2a) with radius,.. would be able to decode a signal from the transmitter, whitecgiver outside the circle
would not. To tolerate any secondary users, the primaryiveccaeeds to accept some additional interference. Thengrieele
represents the protected radius (denotgdwhere decodability is guaranteed to primary receiversnday receivers between
the two circles may not be able to get service once secondaitgras come on, but this is considered to be an acceptable
loss of primary user Qo%.Call these “sacrificial zones.” The time-dimension equéwalof r4.. — r, is the short sacrificial
time-segment at the beginning of a primary transmissioindurhich secondary users are permitted to cause intederen

6This can be viewed as either the loss of service to certaitomess of the primary system or as an additional cost of trangaviter that must be spent
by the primary user to maintain service to all the same customers.

“Like its spatial equivalent, this can be viewed as eitherss lof QoS for the primary user in the sense of a dropped frame mrcaring the primary

user to lengthen its synchronization preamble before commegrdzata transmission. Without this provision, a secondagy gan never transmit due to the
fear of primary user reappearance during the secondaryntiasion.



(b)

Fig. 2. Weaker secondary users can transmit closer to theqteat primary receivers, whereas louder secondary userndatransmit far from the protected
primary receivers.

Around each protected primary receiver, a no-talk regioistexwvhere a secondary user cannot safely transmit. However
this depends on the nature of the secondary transmissianh#s low transmit power, (Figure 2a) then the no-talk zones
around each receiver can be small. If it has high transmitgpof#Figure 2b) the radius of the no-talk zones will becomeimu
larger. There are two ways to interpret this effect. One @@ is to consider the transmit power of the secondary ssés a
footprint and think of the secondary user as a finite-sizdtl(b&iradius (r,, — r,)). In this approach, the question becomes
whether the ball fits into the hole. For simplicity, a secopgraach is followed here: the secondary user is considerds t
a point and the spectrum hole itself is considered to nouifelthose points at which a secondary user would not safdly fit

The overall no-talk area is thus the union of the no-talkaagiof all primary receivers. The spectrum hole is the complg
of this union. To recover this area, the secondary systent kmasv the locations of all primary receivers (see Figur@)3@ince
a primary user may know this information, such complete aeeavery might be possible with explicit primary partidipa.

In addition, secondary users themselves may be able tondiegerthe locations of receivers for particular TV channgjs b
sensing the TV receivers themselves [44].

However, just because a secondary transmitter safely transmit in a particular location on a particular dbatoes not
imply that it should want to do so. After all, close to a functing primary receiver there will usually be a lot of integace
from the primary signal itself. It has been proposed thatsheondary transmitter may be able to decode the TV signal and
use dirty-paper-coding techniques (DPC) and simultafgdusost the primary signal in the direction of interfererdé],

[46]. However, it has also been shown that this approach tigotmust since simple phase uncertainty can significantheto
the performance of such schemes [47]. Other forms of partiafmation like knowledge of the primary user’s codebook a
also not useful unless the secondary receiver can actuatlgd® the primary signal and use multiuser detection. @iker

8For simplicity, this discussion assumes a single simultansecsndary transmission. In practice, the secondary systékely to contain many transmitters
operating simultaneously over a distributed area. Suctesysttan have their user footprints considered in terms of giwirer density as shown in [7],
[8]. However, the analysis in [43] shows that the first intetption becomes problematic when we really try to scale torsdary users with very different
footprints.



it has been shown that the secondary system is forced totlregirimary transmission as noise [48]. Since even maiginal
decodable primary signals tend to be far louder than thedradkd noise, this suggests that knowledge of the locatibns
the primary receivers is not that useful in practice.

Consequently, this paper focuses on recovering the regitside the global no-talk zone,{) as shown in Figure 3(b). This
is the intersection of the spectrum holes correspondindl fpoasible locations for protected primary receivers.His ticture,

knowledge of the relative positions of the primary transeng and the potential secondary user is key.

Potentially recoverable
area in protected region

(@) (b)

Fig. 3. (a) Area within the protected region can be recovéfrélde positions of the primary receivers can be determinel Global no-talk area defined
assuming the primary receivers can be anywhere within thegted region

IIl. METRICS AND MODELS

The main task of the secondary system is to determine itiwelposition with respect to the primary transmitters aod t
start transmission only if it is reasonably sure that it widlt interfere with any of the potential primary receivers ileal
solution is to require the primary user to register all oftiEnsmitters’ positions and for the secondary system tegsssthe
ability to calculate its own position as well as communicaith the registry that records primary user positions.

While the above works for purely spatial spectrum holes, &sdoot scale well to spectrum holes that span both space and
time. It also involves a lot of overhead. Therefore, we mustsider different approaches to detecting spectrum haldshave

metrics that can be used to compare their performance.

A. Signal to Noise Ratio (SNR) as a proxy for distance

A natural approach is for the secondary user to estimatetteagih of the primary signal as a proxy for the distance from
the primary transmitter. The problem then becomes: at wiadl Imust the secondary user detect the primary system to be

reasonably sure that it is outside the no-talk radius@; Ifin dBm) is the transmit power of the primary user ands the



attenuation exponehtthen the secondary user can transmit if the received pawar the primary user at the secondary user

is less tharp; — 10log,(r%) i.e.

do not use
P z pt — 101ogyo(ryy), (1)
use

where P (in dBm) is the received primary power at the secondary rddigeneral,P is a random variable and its realization
can be computed by taking the log of the empirical averagd@fsguare of the received primary signal (See Section IV-B).

We interpret Equation (1) as follows: the secondary radidates the band to be free only if the received power is $trict
less than the threshold, in this case— 101og,,(r%). If the received power is greater than or equapte- 10log,,(r%), the
secondary radio declares the band to be occupied. We useatimis interpretation for all the threshold based detectitesr
in this paper.

The detection rule in (1) assumes that a system can detetiogally determine its relative position given only the eaed
signal strength and thereby recover all the area beyonddttalk radius. In reality, the primary signal may experiersevere
multipath and shadowing which results in a low received po®eeing a low power signal, the secondary user may decide th
it is outside the no-talk radius while in fact it is inside. t¢e, a system must somehow budget for such fading. One p®ssib
approach is to introduce a design paramefer(in dB), which is the combined budget for possible fading ahddowing

losses. Then, the rule in (1) becomes:

do n;)t use
P = pt — (10log, o + A). 2
use

In (2), the parameteA is a constant serving the role of a safety factor. Its valugeigrmined by the desired operating point
of the system, and it is fixed at design time. The valué\ampacts the secondary user’s ability to guarantee nomtarence
to the primary user as well as to recover area for its own dijperalf A is large then the secondary user acts conservatively
and only declares an area usable when the primary signatysaeak. In normal circumstances such weak signals occyr ver
far from the TV transmitter and the secondary user must itoaféot of the area around the primary transmitter (see Eghr
but it is able to ensure non-interference to the primary.ugeh is small, there is a chance that the secondary user will not
even sense moderately faded primary signals. The secondarywill then be interfering with the primary user more ofte

but will forfeit a smaller area (see Figure 4). This tradawdeds to be captured in the appropriate metrics.

B. Traditional sensing metrics

We briefly review the traditional triad of sensing metricer{sitivity, Pr 4, and Py;p) and motivate the need for system-level
metrics for the problem of identifying spatial spectrumdwl

Any sensing algorithm can be thought of as a system (black Witk inputs, outputs and control knobs. The input to the
system is the received signal, and the output is the decistmather the band is usable or not. The control knobs are nlesig
parameters like detector threshold, sensing time, etdifizaally, the performance of such a system is charaadriay its

9A commonly agreed propagation model for DTV signals transmifitech TV towers is given in [49]. The pathloss function debed by this model (see
Figure 1 in [50]) can be approximated by a continuous pieeewadynomial function. Explicitly, for all the figures in theper we use an exponent @f= 3
for distances belowt km, an exponent oft = 2.7 till 30 km, an exponent ot = 7.65 till 100 km, and an exponent af = 8.38 from there on. However,
to keep the expressions in the text simple, we use a singlengalial with exponent for the pathloss function.
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/
A S T N Area lost due
to different

( choices of A

Fig. 4. If the budget for multipath and shadowing is small §mall), then the secondary user does not forfeit much areandeye true no-talk zone. If
the budget for multipath and shadowing is large large), then the secondary user forfeits a lot of area ceitgid no-talk zone.

Receiver Operating Characterist{@®OC) curve. The ROC of a detector is a curve that plotsfhg, as a function of the
Pr 4 for a fixed sensing time, and fixed operatiS@V R [51]. An alternate performance metric for a detector issgssitivity
The sensitivity of a detector is the lowest value of the ofegaS N R for which the detector satisfies a given targgt, and
Puyp.

The overhead for a detector is traditionally measured bys#resing time required to achieve a tar@ets, Py/p at a given
SNR. This is called thesample complexitpf the detector. The sample complexity and sensitivity abtly coupled — if
we want to improve the sensitivity of the detector, we mustease the sample complexity and hence incur a larger gensin
overhead.

An important functional requirement for detectors ope&mtat low SN Rs is robustnesso uncertainties in the system.
Uncertainties can be broadly divided into two classes —aeigvel uncertainties (like uncertainty in the noise pvand
system-level uncertainties (like uncertainty in the shedg distribution). It was shown in [16] that the traditidmaetrics can
be suitably modified to characterize detector robustneslevie-level uncertainties. This was done by consideringstxcase
Pr 4, Pyp over the set of uncertain distributions. Furthermore, iswhown that detectors have fundametAl R thresholds

called SN R walls below which detection was impossible even if the sensing tisnincreased to infinity. This showed that
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Quantity of interest Time domain Spatial domain

Interference margin Permissible duration of secondary interference Marginal area relinquished by primary users
at the start of primary user's ON period to allow secondary operation

Modeling uncertainty Distributional uncertainty in the primary Distributional uncertainty in the primary
users’ ON/OFF periods signal’s fading/shadowing

Scenario for Worst-case overlap between primary’s Worst-case placement of secondary userg

computing safety metri¢ and secondary’s transmissions within the no-talk region

Performance metric Fraction of primary user's OFF period recoveredrea outside the primary’s no-talk region
for secondary transmission recovered for secondary transmissions

Overhead Sensing time Area outside the no-talk region that

cannot be recovered

TABLE I
CORRESPONDENCES BETWEEN THE QUANTITIES OF INTEREST IN THEME AND SPATIAL DOMAINS.

under device-level uncertainties, we must consider batisigeity and the detector's’ N R wall as a measure of performance.

Now, the remaining question is: how do we deal with systewell@ncertainties? The dominant current approach to deal
with system-level uncertainties like uncertainty in shaihy is to incorporate them in the specifications for the exystFor
instance, to account for possible deep fades, the 802.2Rivgogroup specifications require detectors to have a seihsiof
-116 dBm (-20 dBSN R) [42]. This corresponds to a safety margin of rougily= 20 dB [14].

There are two fundamental problems with this approach.t,Finés approach is very conservative and leads to severe
overheads20 dB =~ 110 km). In most situations detectors do not face such seveirdgaahd hence they are forced to not use
the band even though they are well outside the no-talk radasondly, this approach of specifying a sensitivity resuient
is not compatible with cooperative sensing approaches tigarly hard even to define what sensitivity means for a ghol

group of radios [52]. What if one of them is faded and anotherot®

C. New system-level metrics

In the previous section we showed why the traditional sengietrics fail to capture the right level of abstraction bexdtw
the sensing and communication.

In Table Il, we list the quantities/modeling philosophy ttige want to capture with appropriate metrics. For the pnoble
of recovering time-domain holes these quantities are waleustood (listed in the second column of Table II). The egalis
guantities in the spatial domain are listed in the third ooiuof Table II.

We now give two new system-level metrics — safety to the primsaser and sensing overhead given by the loss in area.
The metrics have been defined to capture the essence of thesslizn in Table II.

1) Safety: The first idea for a safety metric is to just calculate the piolity of interference. However, this is a metric that
is open to serious abuse. A secondary system might do nongeasd just assume that its users will be uniformly placed in
a large area (much larger than the footprint of the TV statiblence the probability of a user landing within the no-tafka
is very small and the secondary system can claim compliarniteanarget probability of interference af%.

Such a metric for safety is essentially no better than thers#ary system telling the primary user “trust me, my usees ar

not going to be close enough to interfere with you.” The priynaser has no reason to trust thepriori user-deployment
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model of the secondary system once the secondary prodects tire marketplace. There is an asymmetry here: the segonda
operator might very well have a uniform-area business modelind, but the primary user fears that the secondary operat
will end up deploying the system close to the primary’s reees since that is where the people are. A metric that acslyrat
captures the primary’s fear of harmful interference musheloow assume the worst-case deployment of secondary users.

Similarly, there is no reason to completely trust the fadingdel. A detector could end up operating in line-of-sight
environments or it could be deeply shadowed. For exampéesétondary operator may propose roof-top static ingtaiisit
(with very little shadowing) of its access devices thinkihgt people will be using it to get Internet access in sirfghaily
homes. However, people living in apartment buildings miglkb start buying the devices. Some users might notice yiséers
performance improves if they bring their devices indooexming shadowed from primary transmissions). A new malyigr
video game might even arise that encourages people to ustettize inside their minivans while driving around town. The
primary user will not trust the secondary operator to alieritss own paying customers and it is hard to perfectly apdits
the environment of the future.

The following definition captures these model uncertagtie

Definition 2: Assume that the secondary user runs a spectrum-sensinglaigohat outputs a binary decisiadn about the
state of the primary band-usedd-unused. Therobability of potential interferenc®y, (D = O|ractuar = r) at radiusr < r,,
is the probability that a secondary user is within the nk-tagion and declares that the band is “unus&dtere F, is the
probability distribution of the combined multipath and dbaing-induced fading at a distanedrom the primary transmitter.

The exact value of this probability depends on the assumedehfor shadowing and multipath. The primary users (and
regulators) only trust that the true distribution is withive setF,.. Hence theFear of Harmful InterferencéF’ ;) is defined
as:

Fyr= sup sup Pp.(D = 0|rectuat = 7). (3)
0<r<r, F,€F,

The outer supremum reflects the uncertainty in secondanydeggoyments and the inner supremum reflects the uncertaint
in the distribution of the fading. Explicit models for thesacertain distributions are discussed in Section IlI-D.

There is an analogous safety metric for spectrum holes ia tifnere the goal is to reuse the primary user's OFF time while
avoiding harmful interference in ON times. In addition te ffading uncertainty, the distribution of the inter-tranmssion times
of the primary transmitters must also be viewed as unce(tsr e.g. [37]) to preserve the freedom of action of the psima
system’s users. In addition, the relative starting timehef potential secondary transmissions is also viewed astaircgust
as the secondary position in space is considered uncertain.

2) Performance:Next we consider a metric to deal with the secondary user®peance — its ability to identify spectrum
opportunities. If there were only a single primary transenjtevery radial distance > r,, would be spectrum opportunity. For
any detection algorithm, there is a probability associatét identifying such an opportunity, called the probailof finding

the holePry:

PFH(T) = PF)« (D = O|’ractual = T)a T > Ty (4)

10This does not necessarily mean that a secondary radio wilbBgttransmit and cause interference.
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In reality, secondary users might also be uncertain abauskiadowing and fading distributions. In this case the s#on
users can compute performance assuming the worst-casbudish in their uncertainty set. This uncertainty setyipitally
much smaller than the uncertainty set used in (3) to comphgesafety performance to the primary user. This is becawse th
primary user does not trust the secondary users’ deploymedel and hence assumes a larger uncertainty set. On the othe
hand the secondary users know their deployment model aetyi@s there is no incentive for the secondary users to lie to
themselves. So, they can work with a much smaller unceytaigit to compute performance. For simplicity, we just shithm
uncertainty set to a single point and assume complete kagelef the combined shadowing and fading distributihn,

The goal is to combine the probabilitiéd: () into a single performance metric that allows a comparisonrapdifferent
sensing algorithms. One choice is the underlying utilitythef secondary system, like the total throughput or profitwveler,
such holistic utility functions are intertwined with thessgm architecture and business models along with assumsptigarding
the placement of all the primary transmitters and the pdjmuadistribution of potential customers. It is useful todian
approximate utility function that decouples the evaluatid the sensing approach from all of these other concerns.

We make the reasonable assumption that secondary utilityneiease whenever additional area is recovered by thsirsgn
algorithm. Since we would like to decouple the sensing rodtdm the detailed model for primary deployments, it is usé&d
be able to state it in terms of a single primary transmittée difficulty is that if there is only a single primary transtar, the
total area of the spectrum hole is infinite. We propose a distsml-area approach analogous to the present-value ofiro@ns
utility proposed by [53].

Definition 3: The Weighted Probability of Area Recover@d/PAR) metric is

WPAR = /OO Ppy(r)w(r) rdr, (5)

wherew(r) is a weighting function that satisfieﬁf w(r) rdr=1.

The numerical results in this paper have been computed wsingxponential weighting functiony(r) = Aexp (—kr).
While similar results can be obtained for any other weighfungction, the exponential weighting is not unreasonabtettie
following reasons.

« Since TV towers are often located around areas of high ptpolalensity, areas around the no-talk region are more
valuable in terms of deploying a secondary system than dgesraaway. This can be viewed as a spatial analogy to
“panker’s discounting” in which money in the future is wophogressively less in present units. By Sutton’s fawthe
economic value of an area is proportional to the number oérmg@l customers there. Population densities are often
modeled as decaying exponentially as one moves away froroethieal business district [55].

« As we move away from any specific tower, there is a chance tleamay enter the no-talk zone for another primary
tower transmitting on the same frequency. This can be viexgeal spatial analogy to “drug-dealer’s discounting” in viahic
money in the future is worth less than money in the presenserit is uncertain whether the drug dealer will survive
into the future because of the arrival of the police or a riyahg [56].

1lwhen asked why he robbed banks, the famous bank robber WiltterSis believed to have said “because that is where the mafi@nd so this general
principle has been named after him [54].
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Fig. 5. Location of transmitters for Channel 30 (566-572Migitted using Google Maps.

Figure 5 shows the locations of TV transmitters for Chani@ealB around the United States [57]. In keeping with the autrre
rural deployment assumptions of IEEE 802.22, we just camsidrug-dealer's discounting” here and this sets the valfie
k = 2 x 1075 for the paper, given the other parameters that are commaalgl for digital television signals: primary transmit
powerp; = 90 dBm, no-talk radiu¥ r,, = 150.3 km, and a piecewise polynomial propagation model fitted tech&igure 1
in [50].

When dealing with intermittent primary users (i.e. trying recover holes in time), the goal is to reuse the OFF time

while minimizing the sensing time. To understand the re¢atiurden of the sensing time, we need to appropriately weigh

recovered opportunities in time. “Drug-dealer’s discangit is appropriate since potential opportunities in theufe may never
materialize because there is a chance of the primary usappearing before then. Thus, there is a Weighted Probabiit
Time Recovered (WPTR) metric that is analogous to the WPARIimptoposed in this section.

12This corresponds to WRAN basestations in 802.22. UsifigiBm for secondary transmitters gives th&0.3 km radius [50].
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D. Models for fading uncertainty

The received primary signal strength (in dBm) can be modeled aB = p; — (I(r) + S + M), wherep;, is the power of
the transmitted signal(r) is the loss in power due to attenuation at a distande®m the primary transmitterS is the loss
due to shadowing and/ is the loss due to multipath fading. Unless specifically riogratd, we assume that all powers are
measured in dB scale. We assume ttfaj = 101og;,(r*), anda is the true attenuation exponést.

1) Nominal model:For convenience$S and M are assumed to be independent @ind to follow a nominal model faof + M
that is Gaussiang+ M ~ N (us,c?)) on a dB scale. This implies thd® ~ N (u(r),c?), whereu(r) = p; — (I(r) + us).
This is the distribution used to compute the WPAR as in (5).tRerplots in this papes = 0 dB and the standard deviation
o = 5.5 dB were chosen to match standard assumptions in the IEERB(grature [50].

2) Quantile models:To computeFy;, we cannot always use the nominal model for shadowing andipath as it is
important to model the fact that the primary user does nat titis model completely. Instead, it is possible that thenary
user trusts only a quantized version (or a coarse histogoftie fading distribution. Mathematically, we model thsaclass
of distributions F,.) that satisfy given quantile constraints.

Definition 4: A single-quantile mod€F.. is a set of distributions for the received signal power defibg a single number

0 < <1 and a function ofr denotedy(r, 5). A distribution F,. € F,. iff

Pr, (P <~(r, ) = B (6)

A Ek-quantile models a set of distribution§',. for the received signal power defined by a list of numtigs< (2 < ... < Gi)

and a corresponding list of functiots; (r, 1), - .., vk(r, Bk)). A distribution F,. € F,. iff Vi <k

Pr, (P <7i(r,8:)) = i (7)

For consistency, the quantiles are chosen so that the nb@aessianV (i(r), o2) is always one of the possible distributions

for P.

(r,8) = Q7' (1 = B)o + p(r), (8)

where Q~1(.) is the inverse of the standard Gaussian tail probabilityction.

Figure 6 shows a picture of the distributions allowed untier quantile modeli(learned quantiles) defined in this section.
The set of allowed Cumulative Distribution Functions (CBFfor P under our quantile model is precisely the set of all
possible non-decreasing curves sandwiched between thee apd lower bounds shown in Figure 6. The dashed (blackecurv
in the figure shows that nominal Gaussian CDF Ryrand the quantile constraints can be thought of as samplég afominal
CDF (the triangle points (in red) in the figure).

B3we could include an uncertainty model for the attenuationoaept and include this in the computation Bf;;. However, for simplicity we assume
complete knowledge of the attenuation exponent in this paper
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points (in red) show the quantile constraints on the CDF. dé&hed-dotted (magenta) curve is the upper bound and thie(bhle) curve is the lower bound
on the allowable CDF foP. The actual CDF can lie anywhere in between these two bogrfdinctions.

IV. SINGLE RADIO SENSING PERFORMANCE

The tradeoff betweerd’y; and W PAR depends on the detector used by the secondary user. We #taid Wypothetical
detector that meets the current specification specifiedanBEEE 802.22 process. The issue of finite sensing time istitited
next through the example of a radiometer. A similar analgeigid be carried out for any other detection algorithm anthso

role of uncertain fading distributions is investigatedngsan ideal detector with an infinite sensing time.

A. Evaluating an ideal -116 dBm detector

The currently understood detector specifications in theElBEB2.22 working group require any proposed sensing alguarit

to be able to detect digital television signals-at16 dBm to a probability of mis-detectio®,;p < 0.1 and probability of
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false alarmPr 4 < 0.1 [42].1* We now show that detectors based on such specifications degery poor area recovery and
also do not guarantee safety beyond the level without additional unspoken assumptions.

In the rest of the paper we assume that the received signahipled and hence we work in discrete time for simplicity.
We assume a generic detection algorithm that computes astegtistic 7(Y) as a function of the received signal samples

Y = (Y[1],Y[2],--- ,Y[N]) and compares it to a threshold to decide whether the baneéstér use or not, i.e,

Let P (in dBm) denote the average power of the received signal lesmp is a random variable whose distribution depends

on the shadowing and fading distributions. Define the priihalef mis-detection and probability of false-alarm to be

Pyup(p) = P(T(Y) <AP=p),

Pra = P(T(Y)> AP = o). ©

Note that the probability of mis-detection is a function loé received signal power, where as the probability of falsem is a
single number. For most reasonable detection algoritRms (p) is @ monotonically decreasing function, i.e., as the rezkiv
signal power increases there is a smaller chance of miskmgignal.

Theorem1: Consider a generic detection algorithm that computes stasstic7(Y) and compares it to a detector threshold
A to decide whether the band is free to use. Assume that thetibetelgorithm satisfies the following specifications:

» The mis-detection probability function (defined in (9))ist¢s, Pyp(—116) < 0.1.

e Pyp(p) is a monotonically decreasing function pf

« The probability of false-alarm (defined in (9)) satisfies4 < 0.1.
Assume that the nominal distribution (to compute WPAR) fae teceived signal poweP is N (u(r),0?), whereu(r) is a
deterministic monotonically decreasing function,ofFurthermore, assume that the set of distributiBpsthat the primary
trusts (to computey ;) for the received signal poweP satisfies the single-quantile model in Definition 4. Thatday
distribution F,. € F,. satisfie®

Pr, (P < —116) = §(r), (10)
wheref(r)=1-Q (M) Then, we have

Fur

0.96(rn) + 0.1,

Ppu(r) < pB(r)+0.1, (11)

Proof: The secondary user can use any detection algorithms as $oihgnaets the specifications given in the statement of

14The specified sensitivity of -116 dBm was based on the obBervéhat it is easier (think shorter verification times) taifiea probability specification
of 0.9 than it is to verify a probability specification of 0®9~urthermore, there was an expectation that detector rpeaiface would monotonically improve
with increased received power. Hence, a detector that derated a probability of detection of 0.9 at -116 dBm would gbfully) demonstrate a much
higher detection probability at -110 dBm [58].

15Since only the—116 dBm level is specified, it is natural to assume that the primanly bas confidence in a single-quantile that correspond$ab t
level.
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the Theorem. To compute the fear of harmful interferencénéoprimary user, one must consider the worst-possible tigtec
algorithm satisfying the given specifications.

Let D denote the set of all detection algorithms satisfying thecHjeations given in the statement of the theorem. Then,
the fear of harmful interference is

Fy; = sup sup sup Ep, [Pyp(P)]
0<r<r, FreF, DED

=  sup sup P p(—00)P(P < —116) + Pf)5(—116)P(P > —116)
0<r<r, DeED

=  sup sup[(l — PE,)P(P < —116) + Pfp(—116)P(P > —116)]
0<r<r, DED

P Sup [ﬁ(?”) + 01(1 - ﬂ(r))]

0<r<r,

= sup (0.96(r)+0.1)

0<r<ry

= 0.968(ry)+0.1.

In the above chain of equalities the supersciipts used to denote a detection algorithm from the class ofvalibdetection
algorithmsD. Equality (a) follows from the fact that the maximizing dibution £} € IF,. corresponds to placing a mass of
B(r) at —oo and (1 — B(r)) at —116 dBm. This is the maximizing distribution irrespective okthctual detection algorithm
D € D. This is becausé’) ,(p) is a monotonically decreasing function pf for all D € D. Equality (b) follows from the
fact that Pf} ,(—o0) is the mis-detection probability when the signal is absgnt (—oc). This corresponds to the event when
noise-only received signal samples do not cause a falseraldence,PL) ,(—oo) = 1 — PE,. Equality (c) follows from the
fact thatsuppep(1 — PE,) = 1, andsuppep P p(—116) = 0.1. Finally, equality(d) follows from the fact that3(r) is a
monotonically increasing function.

Now, for any D € D, the probability of finding a hole is given by

Pry(r) = Ep[P(TP(Y)<AP)]
= Ep[Pyp(P)]
Y PP (Coo)P(P < —116) + PR (—116)P(P > —116)

B(r)+0.1, for r >r,. (12)

The bound in(e) follows from the fact that the functio®®l) ,(p) < PL ,(—o0), for —oo < p < —116, and P{ ,(p) <
P, (—116), for —116 < p < oo. These inequalities follow from the fact th&{, , (p) is a monotonically decreasing function
of p. The bound in(f) follows from observing that’l) ,(—o0) < 1, P(P < —116) := 3(r), PL,(—116) < 0.1 VD € D,
andP(P > —116) < 1. [ |

Shockingly, there is a benefit from missed detections abowtep( f) of (12)! This suggests that a clever detector designer

would do well to introduce intentional missed detectionsniprove performance while still meeting the official spemfion.



19

This calls into question the unspoken assumption that gegdlaetector implementations would have better probadsliof
missed detection when the primary signal is stronger thah6 dBm.

Using (12) in the definition of WPAR (See (5)) and applying owminal model gives &V PAR < 0.16. This clearly
shows that while the-116 dBm requirement seems very conservative, the detectoffisp¢ion is actually not very safe and
simultaneously has a poor area recovery irrespective oftial detector used. In the worst-case, the signal careéhtid
as low as -116 dBm at the no-talk radius. However in the aeer@se the signal is a lot stronger and this leads to a lot of

valuable area going unrecovered.

B. The radiometer

The radiometer collects the samples of the received sigifdl, computes its empirical power and compares it to a detection

threshold. The test-statistic for the radiometer can bétewrias

1 N ) D>:1
T(Y) =5 > Y@l Z (13)
n=1 D=0

where X is the design parameter and is called the detector threshi@de, Y'[n] = X[n] + W[n], where X[n] is the faded
primary signal at time:, andW|n] is the background noise at time For convenience assume that ®ll[»] are independent
and identically distributed as/(0,02). Also, let N be the total number of samples that are collected for sensing
Theorem?2: Consider the radiometer whose test-statistic is define@i3h (et P denote the average received primary signal
power in the Decibel scale, i.eR = 10log;, (thﬂoo ~ Efj:l |X[n]|2). Let IF,. be the set of possible distributions féY
at a distance of from the primary transmitter.
Assume that the received power distribution is completelgvin and is given byP ~ N(u(r), o?), wherey(-) is a known
monotonically decreasing function. This corresponds t d¢hse of total consensus between primary and secondar¥,and
contains just the nominal model.

In this case, the safety/performance of the radiometemging13) is

, ° A — (107 +02) 1 —(p=p(rn))? 1
Fck — / 1-0 w . exp 2052 dp +0(— s
i —00 /%(10% _|_0-12U) V2mo? vN
Pra(r) /OO e S L) L o452 0 40 ( ! > (14)
fr— —_ . X o —_— 5
o —o0 /%(10% +02) V2mwo? P P VN

and the WPAR is given by
WPAR* :/ w(r)Prppg(r) rdr

Proof: As the received power distribution is completely known, thar of harmful interference is given by

Fify =Ep[P(T(Y) < A|P)], (15)
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where P ~ N (u(ry,),0?). Let P = p be a given received power realization, then using the Clehitnrzit Theorem (CLT) we

. P P . . T(Y)—(lo%—o—aﬁ,)
can approximatd'(Y) ~ N (1010 + o2, £[10% + 02]?) [16]. Furthermore, ifF}¥ (z) is the CDF ofm, then
the Berry-Esseen Theorem (see Theorem 2.4.9 in [59]) abeutdnvergence of the CLT gives us

|EY (z) — G(2)] < TCN’ Va € (—ooc0)

whereG(x) is the CDF of aV (0, 1) distribution, andec > 0 is a known constant.

Therefore,

ﬁ)) ro(L). "

Using (16) in (15) we get

e A— (101% + 0'2) 1 1 —(p—n(rn))?
Ffy = / 1-Q| ——2 | +0(—= || ——=—=exp 22 d
HI oo ( & VN 2no? P P

o A — (1076 +02) 1 —(p—p(rn))? 1
_ 1— Q w . exp 202 dp + @) () . (17)
/—oc I ( /%(10% _|_012U)>] V2ro? VN

The probability of finding a hole at a distanedrom the transmitter is given by

Peu(r) = Ep[P(I(Y) < AP), (18)

where P ~ N (u(r), o?). Therefore,

o A — (1010 +02) 1 —(p—u(r)? 1
Pry(r :/ 1—o| AT %) )] exp T dp +0(). (19)
B { (\/?v(mfo +oa>ﬂ Ve v

Substituting (19) in (5) gives us the expression for WPAR

> °° A — (1076 4+ 02) 1 —(p—n(r)? 1
WPAR = / w(r / 1-9 C . exp 202 dp| rdr +0O <> . (20)
" ( - [ JRwE o)) | Vere VN

Note that the expressions for the performance/safety ofrddéometer in Theorem 2 contain error terms from the CLT
approximation. If one wishes to compute exact expressioais they must use the Chi-squared distribution for thedidistic
T(Y). In the rest of the paper, we omit the error terms arising duéhé CLT approximation. This is done to keep the
mathematical equations simple.

Theorem 2 gives us the safety/performance of a radiometdr @omplete distributional knowledge. We now give the
safety/performance under the single-quantile model ofi@edll-D for the received signal distribution.

Theorem3: Consider the radiometer whose test-statistic is definedl®). (Let P denote the average received primary
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signal power in the Decibel scale, i.&2,= 101log;, (limN_‘oo = ZnN:1 \X[n]P). Let IF,. be the set of possible distributions
for P at a distance of from the primary transmitter. Assume that the uncertainfsesatisfies the single-quantile model of
Section IlI-D. That is, given & < 3 < 1, the primary agrees on a threshol@-, 3) such that for every distributiof,. € F,.,
Pr, (P < ~(r,)) = B, wherey(r, 3) = 0Q~ (1 — ) + p(r).

In this case, the fear of harmful interference is given by

2 o W(Tﬁ)w@ 2
F=p 1-o (222 v 1o 220 2 _tow )| (21)
VE0M Y 4 02)

/2 52
N01zz>

where~(r,,, 3) = 0 Q71 (1 — 3) + u(r,). The WPAR performance is same as Eqn. (20) in Theorem 2.

Proof: In the single-quantile model, the fear of harmful interfere (F'y;) is then given by

Fi = sup sup Ep, [P(T(Y) < AP =p)]. (22)
0<r<r, F.€F,

For a given received power realizatidgh= p, the CLT gives usl'(Y) ~ N (10% + 02, 2[107 + 02]?) [16]. Therefore,

So,
Fifp = swp sup Ep, [P(D(Y) <AP =p)
2w [FP(T(Y) < AP = —0o) 4 (1= 9)P (T(Y) < P =(r, 3))]
O (5P (T(Y) < NP = —o0) + (1 = P (T(Y) < AIP = 1(rms )L (24)

The equality in(a) follows from the fact that the optimizing distributioR)* € F, has a mass off at —co and has a
mass of(1 — 3) aty(r, 3). This is because, from (23) we can see tRatI’'(Y) < A|P = p) is a monotonically decreasing
function of p. The equality in(b) reveals that the worst-case location corresponds te r,. This follows from these
observations. FirstlyP(T(Y) < A|P = —o0) is independent of- (usep = —oo in (23)). Secondly,P(T(Y) < AP =
~(r, 3)) monotonically increases with decreasing, 5), whereasy(r, 5) monotonically decreases with increasingrecall,

y(r,8) = 0 QY1 — B) + pu(r), andu(r) decreases with increasing. So,

L2 B v(v'l%ﬁ) 9

Fg=p 1-o 222 | yap 1o 2200 T Fow) )} (25)
20_2 2(107( 1n0w3) —|—O’2)
\/ N~w \/ N w

wherey(rn, 8) = 0Q7H(1 = ) + p(rn).

Note that the secondary user has two parameters to adjusanltadjust the threshold on its own and it can negotiate

with the regulator/primary regarding the appropriate galor 3. We assume that it does both and satisfies (25). The optimal
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(3 and \ are chosen to maximiz&/ PAR* (See Eqn. (20)). This can be done numerically. Figure 7 shinsresulting
safety/performance tradeoff for a single radio with bothrétdi and infinite number of samples. From Figure 7 we can see
that the impact of the uncertainty is substantial when thesigg time is finite.

A special limiting case of interest is when the number of Saspvailable for detection is infinite. This allows us tdéde the
effect of fading/shadowing from the effect of finite sampM#& call this a ‘perfect’ radiometer (in general a singletuserfect
detector). The test-statistic for a perfect radiomete?#§" (Y) = limy .o + 2521 |Y'[n]|%. As Y[n] are independent and
identically (id) distributed random variables, the strong law of large nerstimplies+- ij:l Y [n]|? 2% 1015 + 02, where
p (in dBm) is the average received signal power. Therefore,pdrfect radiometer decides whether the band is usedfinuse

according to the following rule

P D=1
TP (Y) =107 + o0, = A
D=0
D=1
&P = 10log) (A — o), (26)
D=0

We now derive the safety/performance of the perfect radieme
Theorem4: Consider a perfect radiometer, whose test-statistic isne@fin (26), whereP is the received signal power,
X :=10log,o(A — 02) is the detection threshold arit). is the set of possible distributions fét at a distance of from the

primary transmitter.
« A: Assume that the received power distribution is complekelgwn (F,. is a singleton) and is given b ~ N (u(r), o?),
wherep(-) is a known monotonically decreasing function. Then, thetygberformance is given by

er,c X_ Tn
prerek _ 1_Q< il >>,

ag

WPARPe™ ek = / h w(r) [1 -9 (A_U’“‘(’“)ﬂ T dr. (27)

« B: Assume that the uncertain st satisfies the single-quantile model of Section IlI-D. Thatgiven a0 < 5 < 1,
the primary agrees on a thresholdr, 3) such that for every distributio#,. € F,, Pr (P < ~(r,3)) = 3, where

y(r, 8) = Q71 — B) + pu(r). Then, the fear of harmful interference is given by

ers B if XS 'Y(Tnaﬁ)
Fip™ = (28)

1 otherwise.

The WPAR in this case is same as in the complete knowledge SaseHgn. (27)).



23

Proof: Proof of (A): The fear of harmful interference is given by

Frerek .—  sup P(P < \)
o<r<r,
0<r<rp g
Y (A = ““"”)) , (29)
g

where(a) follows from the fact that” ~ N'(u(r),o?) and (b) follows from the monotonicity of thed(-) function. Similarly,

the probability of finding a hole is given by

Peu(r) = PP <N

1_Q<X—Ju<r>>7

Substituting the above expression B (r) in (5) gives us the desired result.

Proof of (B): Under the single-quantile model fd,., the fear of harmful interference is given by

Fi7:= sup sup P(P < A). (30)

0<r<r, F.€F,
We know thatP(P < ~(r, 3)) = §. If v(r,3) > X then clearly the distributiod’* € F,., maximizingsupy, ¢z P(P < \)

has masg? at —oo and henceupy .p P(P < X) = (. On the other hand ify(r, 8) < X then the distribution having mass

of 3 at —oo and mass of1 — 3) aty(r, 3) belongs to the sef, and for this distributior?(P < \) = 1. Therefore,

sup P(P < \) = p it As<alnh) (31)

F,.€F,. 1 otherwise

Note thaty(r, 8) := 0 Q~1(1 — 8) + u(r) is monotonically decreasing in Using this fact in (31), we get

~ Bt X< (. B
FE7™ = sup  sup P(P <)) = )
0<r<r, F,€F, 1 otherwise

Corollary 1: Consider the perfect radiometer under the single-quamtiteertainty model foF,.. For a given choice of target

fear of harmful interferencé, ,, the optimal3* and A\* that maximizesV PARr™1 subject toF% "¢ < F,, is given by
8" = Fir, N =0Q (1= Fipy) + plra)- (32)

Hence,F};;, = Q (A%“")) which is the same as the safety performance given in (27jherperfect radiometer under

complete distributional knowledge.

Proof: From (28) it is clear that, to meet the constraiif;"*? < F},, we must haves < F},; and~(r,,3) > .
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Therefore, the optimization problem is reduced to

sup [/00 w(r) [1 -Q <>\M(T)>] r dr] : StB<FL,, A<oQ ' (1=0)+pu(r). (33)
A /rn

g

Note that the objective function is monotonically increasfunction of\. This is because%l -Q (’\%‘(”)} is monotonically
increasing with\ andw(r) > 0. Also, note that the constraint on cQ~'(1— 3) + u(r,,) is monotonically increasing wit}s.
These two observations imply that the optimizifity and\* are the extreme values of the constraint functions, fe+ F;;

and\* = 0Q1(1 — Fl;,) + u(ry). [

Single Detector Performance
1 ! L | ! A | J T T T
= Perfect detector, Number of Samples (N) =

= = = Complete knowledge, Number of Samples (N) = 100 ' a
== Single Quantile knowledge, Number of Samples (N) = 100
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Fig. 7. Performance of a perfect detector (infinite samplesjoaspared with a radiometer using a finite number of samples.
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C. The value of additional samples

Next we look the gap between the safety-constrained pediocm with only a single (but optimized) trusted quantile and
what can be achieved with the entire fading distributiomberusted. The first step is to increase the sensing durdtigare 8
shows the gap in performance as the number of samlésscaled but thé"y; of the system is constrained to beé—3. An
infinite number of samples leads to a perfect detector, ahgrts out that having a single trusted quantile leads to #mees
performance as having complete distributional knowledgd@s is because that single-quantile can be chosen in amalpti
fashion based on the targély; itself. Hence the two curves achieve the same WPAR value asuimber of samples are
scaled up. However, they need different numbers of samfléise entire distribution were trusted, a single radio onbeds
~ 10% samples whereas 10° samples are needed if only a single-quantile can be trugfechow give a mathematical proof
for the convergence result observed in Figure 8.

Theorem5: Consider a perfect radiometer with test-statigfit” (Y) := limy—o & Soh_, [Y[n]]? = 107 + o2, where
P (in dBm) is the received signal power ang, is the variance of the noise samples. Assume that the receigeal power
distribution is completely known an&# ~ A (u(r),o?), wherep(-) is a monotonically decreasing deterministic function of
the distancer. Set the detector threshold, (in linear scale) (See Eqn. (26)) so as to meet a given taeget df harmful
interference F},,, i.e.,

Er

Tn

[P (TP (Y) < Xo|P)] = Fy, (34)

whereF,. (-) is a Gaussian CDF function with mear,,) and variancer?, i.e., the cumulative distribution function for the
received power P at,.

The correspondingl’ PAR can be written as:

PELE(r) = Ep, [P(TP"(Y) < Xo|P)],

W PARPE* = / w(r) PgeHT’Ck(T)rdr, (35)

where F.. is a Gaussian CDF function with meatir) and variancer?.
Next, consider a radiometer with complete knowledge of fhaa distribution but restricted to usiny samples, i.e., its
test-statistic is given by'y (Y) := & ZnNzl |Y[n]|?. To meetF%,, such a detector must set its detector thresholdsuch

that,

Er

n

[P (Tn(Y) < AN|P)] = Fyy. (36)

As in the perfect detector casé,. () is a Gaussian CDF function with mear{r,,) and variances2. The corresponding

WPAR can be written as:

Pih(r,N) = Ep, [P(In(Y) < An|P)],

WPAR*(N) = /ocw(r) P (r, N)rdr, (37)

n
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where F,. is a Gaussian CDF function with meatr) and variancer.

Then,
Jim WPAR®*(N) = WPARP <, (38)
Proof: From (35) and (37),

WPAR®™(N) "Z2° WpPARrer
. ck N—o0 per,ck
if Piy(r,N) "— Ppy(r) ¥V r>r,

it P(Tn(Y) <An|P=p) "= PI™(Y)<X|P=p) V p. (39)
By definition, 77" (Y) = 1010 + o2 . Therefore,

P (TP (Y) < Ao|P = P (101*170 +02 < M| P :p)

I
3
SN~—"

|

P (101% to? < )\0)

= J(P, o), (40)

where

1 if 109 < \g— 02
J(p, Xo) := . (41)
0 if 1070 > \g—o02.

From (39) with (41), it is sufficient to show that

lim P (Tn(Y) < An|P =p) = J(p, \o). (42)

N —o00

Lemmal: Assumelimy o AN = Aso. Then,

Jm P (In(Y) < AP =p) = J(p; Aco)- (43)

%ﬁ”i) > 0. SinceAy =%° A, 3 N; > 0 such thati Ao — An| < €

Proof: Let (1076 4 02) < Aw. FiX e; =
for all N > Nj.

Let N > N;. Then, from (23) we have

P(In(Y)<Ay|P=p) = 1-0Q (AN — (107 +03,)>

JE10% +02)
Qoo ——a ). (44)
J300% +3)

(a) follows from the fact thatQ(-) is a monotonically decreasing function and that fér> Ny, Ay > Ao, — €1, Which
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implies Ay — (1075 4 ¢2) > Ao — (1070 +02) — €; = 261 — €1 = €;. Now, taking limits asN — oo in (44) we get

lim P (Tn(Y) < An|P=p) >1— Q(c0) =1, (45)

N —oc0
which implieslimy ., P (Tn(Y) < Ax|P =p) = 1 for (107 + 02) < M.
Now, let (1015 + ¢62) > . FiX e = % > 0. SinceAy 3% A, 3 Ny > 0 such that Ao — An| < € for
all N > Ns.
Let N > Ns. Then, from (23) we have

P(In(Y) < An|P =Dp)

I—g An — (1075 4 02)
2105 +02)

1-0 (_62 ) . (46)
V2105 +02)

(b) follows from the fact thatQ(-) is a monotonically decreasing function and that #or> Na, Ay < Ao + €2, Which implies

)
<

An = (1075 4+ 62) < Moo — (1070 + 02) + €3 = —2¢5 + €3 = —e5. Now, taking limits asN — oo in (46) we get

lim P (Tn(Y) < An|P=p) <1—Q(—00) =0, (47)

N—o0

which implieslimy .. P (Tn(Y) < An|P = p) = 0 for (1075 + 02) > Ase.

Therefore, we have shown thiimy_,o. P (Tn(Y) < An|P = p) = J(p, Aso), Which proves the lemma. [ |

From (36) we have

| P <AvlP =) 50) do = iy, 49)
where f(p) = M;T?exp_(p_;r(;n)) is the Gaussian probability density function. Taking Ien#is N — oo in (48), we get
I&iinoo [P(Tn(Y) < An|P) f(p) dp = Fp;
Q[ [Jim P Evy) <wIP)] f0) dp = Fy
® [ -
:>/ J(p,Ac)f(p) dp = Fyy
=1-0 (Am _a“(’"”)> = Fly, (49)

where )\, = 101og;y(Aee — 02)). In the above chain of implicationga) follows by interchanging the order of integration
and taking limits. This is justified by appealing to the Doated Convergence Theorem [59]. In our case the sequence of

functionsP (Tx(Y) < Ax|P) are dominated by the constant function(b) follows from Lemma 1.
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From (34) we have

Fyp = Ep, [P(TP7(Y) < o|P)]
(é) 1— Q <)\O - M(Tn)> (50)
g

where X, = 10 log,o(Xo — 02) and (c) follows from (29) in Theorem 4.

Now, comparing (49) and (50) we ha\ig; = 5\3, which implies A, = \g. Using this fact in (43) gives us

lim P (Tn(Y) < An|P =p) = J(p, Xo), (51)

N —o0

which proves the theorem.

Gains from increasing the number of samples (FHI = 10_3)

0.25 aaan B ——rr ——
. _-----------l-l--l-v=l-\--‘ﬂr.‘H
6? : : TN i :
< | S Rt
(Al : L : :
; : » : :
< : Vs — Perfect detector
0.2 : PR .
8 : JOft Performance with complete knowledge
= : N : = =1 Performance with quantile knowledge
(O] : < : - - -
3 L ‘ ‘
o o
o . .
< 015f i .
v !
< ¥
© !
> 1
+— -
= 0.1f J -
< '
Q L
o i
D. ]
o] y
O 0.05} Lg% i
= | BESS
c ~
(@) ] :
Q (] :
2 ¢
R4 : : : : :
0-\"‘“““1 R R R R
10° 10° 10 10° 10° 10 10°

Number of samples (N)

Fig. 8. Performance of a radiometer with finite samples appesthe performance of the perfect detector as samples arasecke



29

D. The value of additional consensus

The previous section shows that there is a clear value toeamgyeon a single model for the entire distribution. However,
this is likely to be impossible in practice. Instead, sugptsat the primary user, secondary user, and regulatoreagne a
few quantiles of the fading distribution instead of a singiee.

Figure 9 shows the fear of harmful interferendéy() for a fixed WPAR as the number of quantiles is increased while
the sensing time is kept constant. Two methods for quanélecion are compared. In the first method the quantiles are
chosen uniformly (e.g. if three quantiles were neededcsée 1/4th, 1/2 and 3/4th quantile). In the second methwoel pest
additional quantile is chosen greedily given the choicehef previous quantiles. Both methods approach the same honit
the greedy choice clearly performs better. The threshaddi urs this plot corresponds tof;; of 0.1 if the entire distribution
is trusted. A moderate number of quantiles {0) are needed for the safety to be reasonably close to they saifét complete
distributional knowledge, for the same detection threghol

If the F'ly; were to be held constant, the WPAR performance would improgéead. By gaining additional consensus
regarding the fading distribution, the sensing threshald lbe set more aggressively without the fear of harmful fietence.
This aggressive threshold in turn increases the WPAR. We negvaggmathematical proof of the convergence result observed
in Figure 9.

Theorem6: Consider a radiometer usiny samples for detection. The test-statistic is givenZhyy) = Zﬁle 1Y [n]]?.

Set the detector thresholg, such that under complete distributional knowledge, a gtaget fear of harmful interference
F},, is met. That is,

Er,, [P(T(Y) < Xo|P)] = Fgy, (52)

where F,. is a Gaussian CDF with mean(r,,) and variancer?.
Now, we evaluate the safety performance of this detectoth(détection threshold set at) under limited distributional

knowledge. FixM > 0. DefineFM to be the set of distributions satisfying the following peajies

« ChooseM quantization point$qi, go, - -- ,qn) € RM such thaly; = 0 Q! (1 — ﬁ) +u(r), forali=1,2,--- M.

« Any cumulative distribution functiorf,. € FM < Pp (P < ¢;) = foralli=1,2,---, M.

Sy )
Let F2% be the fear of harmful interference for the radiometer urttierM uniform-quantile uncertainty model defined
above. That is,
FMo:= sup  sup Ep [P(T(Y) < \o|P)]. (53)

0<r<r, F.eFM

Then, FM M=° Ft, .
Proof: Define, g(p) := P(T(Y) < Xo|P = p). The exact expression fay(p) is derived in (16). Note thag(p) is a

monotonically decreasing function pf Now,
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Gains from the knowledge of additional quantiles
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Fig. 9. TheFy; of an energy detector with 100 samples but distributionaledainty approaches thEy; with no uncertainty as the number of known
quantiles is increased. Various ways of choosing quansihesv slightly different performance. The threshold usedhis plot corresponds to &'y of .1
without distributional uncertainty.

Fi, == sup sup Ep[P(T(Y) < \o|P)]

0<r<r, F.eFM

sup  sup Ep, [g(P)]
0<r<ry, FT€F£4

= sup Epu(g(P)]

0<r<rn

2 Epulg(P), (54)



31

where the CDFFM is defined as

g if —oo<p<aq
Miﬂ if ¢ <p<q

1 if qum < p < o0.

That is, the CDFF (p) places uniform massﬁ) over each of the quantization points-co, 1, ,qa)- In (54), (a)
follows becausé”™ € FM is the worst-case CDF. This is true becagég) is a monotonically decreasing function and hence
the CDF that maximize&[g(P)] places all the mass within each quantization bin at the letrpoint in the bin(b) follows

from the observation that the fear of harmful interferercavorst at the edge of the no-talk radius. This can be seen from
the following argument. Evaluatingr [g(P)] in (54) using the CDF in (55), we g&ru [g(P)] = ﬁ Zi]\iog(qi), where

go = —o0, andg; = cQ ! (1 — ﬁ) + u(r), for 1 < i < M. ltis clear thatgy < ¢1 < --- < g (becauseQ(-) is a
monotonically decreasing function). Furthermore, both) and ¢(p) are monotonically decreasing functions, so

M

1
sup E P = su i
5 Ery(o(P) L v ;g(q)
@ 1 -
< N:=E P
T ;g(%) rarlg(P)],
wheregq; = 0Q™! (1 - Mi+ ) + p(ry), for i > 1, andg = —oco. (c) follows from the fact that the,’s are monotonically

decreasing as 1 r, (becauseu(r) is a monotonically decreasing function) and that the suprenof ¢(¢;) is attained at
r=mr, forall 0 <i< M (becausg(-) is a monotonically decreasing function).

Lemma?2: Frf‘f converges in distribution td. . That is,
FM L F.  as M — . (56)

Proof: It is easy to see that (p) — F.., (p)| < 7 for all —oo < p < co. Therefore,F’ (p) converges point-wise to

F,..(p), which proves the lemma. |

Clearly |g(p)| < 1. Using Lemma 2 and Theorem 19 in Chapter 7 in [60], we Nawg ... Exm[g(P)] = Er, [g(P)].
From (52),F};; = Eg, [g(P)]. Thereforelimys oo Epu[g(P)] = Fi;. [

E. The value of improved detection algorithms

From Figure 7 we can see that even a perfect radiometer necomty a0.37 fraction of the weighted area for a safely
low Fg (= 1072). It is tempting to believe that performance could be impaby considering more powerful detectors like

pilot detectors and cyclostationary feature detector$. [Bhas certainly been shown that pilot detectors and ctekionary



32

Research Theme Main idea/goals References

Cooperation as diversity Cooperation can be seen as providing diversity gains | [13], [64]
by reducing sensitivity requirements for individual reglio
Cooperation as gains Cooperation can be seen as reducing sensing time [65], [66], [70]
in degrees of freedom or lowering false alarms for the same level of detection.
Impact of/Dealing with correlation Determining the impact of channel correlation on [64], [69], [71]

cooperation gains as well as mechanisms of
dealing with correlation uncertainty.

Impact of/Dealing with Determining the impact of incorrect sensing responses [64], [72]-[74]
malicious/lying users and mechanisms for weeding out misbehaving users.
Cooperation and Communication| Determine the impact of communications/synchronizat|of65], [66], [75]-[77]
constraints on cooperation performance.
Fusion rules Investigation of various soft/hard combining rules. [68], [70], [78]-[81]
Utilizing sparsity/ Utilize multiple frequency bands for cooperative gains.| [82], [83]

multiband information

TABLE TN
DESCRIPTION OF VARIOUS RESEARCH THRUSTS IN THE AREA OF COOPERVE SPECTRUM SENSING

feature detectors are more robust to uncertainties in tleemrocess [16]. However, at best such single-user desectn

achieve the performance of a perfect radiometer, but thiisnised due to the need to budget for deep fades.

V. COOPERATION

One possible approach to solve the problem mentioned ind®dttE is to use the sensing results from multiple nearlujas
to make a decision on whether the band is free to use or nas. mhrors previous research in cooperative communications
and sensor networks [62], [63]. Several groups have prapeseperation among cognitive radios as a tool to improve
performance [13], [64]-[70]. Table Il lists the major reseh themes in the area of cooperative spectrum sensing and
representative references. Gains from cooperation cdreretie viewed as diversity gains where multiple radios reduc
the collective probability of getting a bad fade [13], [64] @ a mechanism to reduce sensing overhead [65], [66], [70].
Dealing with uncertainty (in the form of correlated data swaments and/or malfunctioning/malicious radios) foras
major component of this research. In addition, design ofnmgdt cooperative sensing schemes under various constraint
(communication/synchronization constraints for exampdealso an active area of research.

We believe that the most significant gains from cooperatfoon{ the standpoint of recovering spatial holes) are ditxers
gains. Hence we look at cooperation as a tool to increase WigRassume that a group &f cognitive radios are listening
to the primary signal on a given frequency band. This grougara common decision on whether the band is free to use or
not. For simplicity, we assume that each radio gets a peefetanaté® of the received primary powe?; (in dB)i = 1,--- , M.

We make this assumption to isolate the gains due to cooperitm those due to a longer effective sampling time.

Each of the received signal strengths is writtenPas= p; — (10log,, & + S; + M;), wherep;, is the transmit power of the
primary signal,r; is the distance from thé&h radio to the TV tower, and; and M; are respectively the losses due to shadow
and multipath fading at théh radio. All cooperating radios are assumed to be locategpptoximately the same distance
from the TV tower, i.e.;;; = r foralli =1,2,--- , M. This models the case when the scale of cooperation is mueliesm

18we can obtain a perfect received primary power estimate byimgra radiometer for very long sensing times, i¥.,— co.
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than the scale of the primary transmissiéhdhis assumption also guarantees that all the cooperatitigsrare trying to
identify the same spectrum hole in space.

To start with, shadowing and multipath are modeled to befaddent across the different radios. It is safe to assunte tha
the {M;} are independetit of each other since multipath is independent at distancebeorder of a few wavelengths [84].
By contrast, shadowing is independent only on a much largatiad scale [85]. Even though independence might not be an
accurate modeling assumption, we first analyze coopergéires under this best-case assumption. Then, Section \ipetes

the loss in performance if the shadowing is not independent.

A. Maximum-likelihood detector: soft decision combining

Our goal is to find the optimal estimate of the distancgiven the vector of received power observatioRs, Ps, - - - , Pyy).
When the model is completely known, the optimal detector éshth. detector. We assume a nominal Gaussian model for both
the shadowing and multipath distribution, i.&;, ~ N (u(r),c?), whereu(r) is some deterministic monotonically decreasing
function of ». Under this model, the mean of the received power is depénaterits distance from the TV tower and the
standard deviation is independent of the distance fromdivert

Theorem7: Let (P, P, --- , Py) denote the vector of received power observations. et = 1,2--- , M, be independent
and identically distributed, i.eB; ~ N (u(r),o?), whereu(r) is some deterministic strictly monotonically decreasingdtion

of r. Then, the maximum-likelihood estimate of the distanagiven (Py, Py, -, Py) is p~t (ﬁ Zfil Pi). That is,

M
1
argmfme(Pl,Pg, oo Pyr|ractuar =) = ! (M E Pi) , (57)
i=1

where;~1(+) is the inverse of the functiop(-).

Proof: Under the Gaussian model,

M
1 Pz_ r 2
P(Pl,PQ, cee ,PM|Tactual = T) = H €xp <_(20’l.112())>

iy V2mo?
M
_ 1 (P — p(r))?
COE A ( 2 e
M
. P — pu(r))?
= arngaX’P(PlaP%"' vPM|ractual :T) = argmrlnz%' (58)

Clearly, the expression on the right hand side of (58) is minéd whenr = ;! (ﬁ Zi]‘il Pi> (the second derivative of

PR W atr =p* (ﬁ DO Pi> is greater than zero). [

From Theorem 7, the test-statistic for the ML detector iegiby (ﬁ Zfﬁl Pi). However, since;~1(-) is a monotonic

1In reality, the radial footprint of the cooperating radiaasstto be dealt with as a minor increase in the no-talk ragjusHowever, we assume that the
footprint of cooperation is much smaller than the margip ¢ r,) and thus ignore this small effect.

18This is not true strictly speaking. In general};'s are conditionally independent given the shadowing emritent since the shadowing environment can
determine if there is or is not a strong line-of-sight pathwdeer, we are assuming indoor operation and so there are eflisight paths.
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function, the ML detector is equivalent to

TAIV

1 M D=1
M ; F D=0 » )
This detector computes the average received signal power @B scale (this is an example of a soft-decision combining
rule since the radios have to send their received power sdtua central combiner rather than just send 1-bit deciyiand
compares it to a threshold. The frequency band is declared free if the mean signal paviesss than.
Theorem8: Let (P, Ps,---, Py) denote the vector of received power observations. Assumeranal Gaussian model

for both the shadowing and multipath distribution, i.B;, ~ N (u(r),o?), whereu(r) is some deterministic monotonically

decreasing function of. Also, assume that the observatioRs are independent of each other. Then, the detector defined

in (59) has a performance given by

Fr o~ 1-0 (A—W)> |

VM

A — pu(r
Pru(r) = 1-Q (f”) . (60)

VM
Proof: By the definition forFy;, we have
1 M

Fygr = OSS:ISPTTLP <M ;Pz < )\|ractual = T) . (61)

FOr roctuar = 1, We haveP; ~ N (u(r),o?). This implies, 2 f\il P ~ N (u(r), %j). Using this in (61), we get

Fyr =  sup 1_Q</\_U“(r)>
0<r<r, N
~ 1.9 (A_“(”> 7 (62)
5

where the last equality follows from the fact thaf:) and Q(-) are monotonically decreasing functions.

Similarly, the probability of finding a hole is
1 M
PFH(T) = P <M ;R < )\|Tactual = 7")

_ 1—Q<>\_U W). (63)
VM

The WPAR can be computed by substituting (63) into (5).

Figure 10 shows the performance of the maximum-likelihoetkctor for several values of the number of cooperatingosadi

M. Itis clear that the performance significantly improvesreuwgth a few cooperating radios (M=5). f/ — oo, all the area

is eventually recovered.
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Fig. 10. Performance of the ML detector in (59) with completewledge of the fading/shadowing distribution.

B. Soft-combining with uncertain models

The improvements with cooperation illustrated in Figureas8ume complete consensus regarding the fading distributi
reality it is likely that the primary user of the channel daes trust the nominal Gaussian models for shadowing andhdadi
distributions. The cost of addressing this distrust of amynusers is a reduced performance for the same value ofyskfat
now, the independence assumption for fading across differgers is maintained.

Under the independent fading assumption, it is illusteatv use the quantile models discussed in Section IlI-D fahea
received powel’;. Start with a single-quantile that can be optimized. Theimam-likelihood estimate detector under uncertain
fading distributions (even for a single-quantile uncertgimodel) does not even make sense. Hence, we do not attempt t
solve for the best possible detector under modeling uriogigsa. Instead, we continue to work with the averaging dete
given in (59). As discussed in Section V-A, this detectorhis ML detector under perfectly modeled Gaussian fading.

Theorem9: ConsiderM cooperating radios witliP;, P, --- , Pys) being the received power vector. Assume tRatare
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independent of each other and their marginal distributgatssfy theSth-quantile constraint (see Section 1lI-D). Let the class
of marginal distributions satisfying théth-quantile constraint be denoted By. Then, for a fixed3, the Fy; for the averaging
detector in (59) satisfies

M
1
FHI = sup sup PF <M ZPZ < )\|Tactual = T)

0<r<r, F.€F, i=1

> 1-(1-pM. (64)

To compute the WPAR performance we assume nominal Gaussidalsior the received powers, i.62% ~ N (u(r), 0?),

for ¢+ = 1, 2. Under this nominal model, we have

Pru(r) = 1-@(%), Vor >, (65)

VM
and theW PAR performance is obtained by substituting (65) in (5). Furthere, the optimal choice ok that maximizes
W PAR subject to the constraint thdt;; = 1 — (1 — 3)M is given by = u(r,) +0Q (1 — f).

Proof: The received power vectdi;, P, - - - , Py) can be thought of as a point R". The equationy; SM P=A
represents ai/ — 1 dimensional hyperplane dividinB" into two half-spaces. If the received power vector fallsolaethe
hyperplane then the detector declares the band to be entpgrwise the band is declared as used.

Since theP;’s are independent, every marginal distributibh € F, can be mapped into a joint distribution &R . Let
FM denote the set of all joint distributions df/ independent random variables where the marginal distoibudf each
random variable §,.) belongs to the sdf,. Since each marginal distributiafi. € F,. must satisfy thesth-quantile constraint
independently, this leads " constraints on the joint distribution. We now interprets@? constraints geometrically.
Consider the2™ regions obtained by the intersection of the hyperplanes defined b¥; = v(r,3), i = 1,2,--- , M, where
the thresholdy(r, 3) is defined in (8). Label the* regions byA;(r), j = 1,2,--- ,2M. Without loss of generality we label
Ai(r) == {(P1, Pay-+ , Py) | (PL>~(r,B8), P2 >~(r,B),- -+, Py > ~y(r, 3))}. The2M constraints on the joint probability
distribution correspond to constraints on the probabiiitgss in each of these regions. For instance, under the sjonglile
model we know thaP (P, > y(r, 8), Py > v(r, ), - - , Par = v(r, 8)) = [112y P(P; > ~(r, 3)) = (1— 8)M. This constraint
can be written asP(A;(r)) = (1 — B)M =: ¢;. Similarly, letd;, j = 1,2,--- ,2M, denote the constraint on the probability
mass allowed in regiond;(r) respectively. Note that the regiouns;(r) are dependent on, wheread); are independent of.

21\/1
Also, > 5, 0; =1.

Define, A := {(P1, P, ,Py) € RM | 21 Zfﬁl P; < A}. Then, the fear of harmful interference can be written as
Fy; = sup sup Ppwm (4)
0<r<r, FMeFM "
D D (66)

OSrSTn 4 4, (r)N A0
Equality (a) is true because #;(r) N A # (), then we can always choose a valid joint distribution ($gtig the single-

quantile model) that places a masségfin A;(r) N .A, and hence this probability contributes towards harmfterfierence.
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First consider the case when> ~(r, 3). Then, clearlyA;(r)NA# 0V j=1,2,--- ,2M. Therefore, we have

21\/1
Yo=Y 0=1, if A>q(rp) ©7)
32 A5 (r)NAZ£D i=1

Now, assume\ < +(r, 3). Then clearly, all4;(r), j = 2,3, --- ,2* have a non-empty intersection with i.e., A;(r)N.A # 0,

forall j =2,3,---,2M. Using this fact in (66), we get

21%
o= 0=1-0=1-1-pM, if X<A(rp) (68)
§iA; (1) NAZD j=2
Combining (67) and (68), we have
1 if A>~(r
S | v(r, 3) (69)
i A (r)NAZD L—(1=p)M if X<~A(r,p).
Using (69) in (66), we have
Fyr = sup Z 0;
OSTSTa . A (r)NA#£D
1 if A>~(r,0)
= sup

osr<ra | | 1= (1= )M if A< A(r,B)

1 if A>~(rn, )
L= (1 =M if X <A(ra, ),

—~
o
=

(70)

where(b) follows from the fact thaty(r, 5) is a monotonically decreasing function. This proves theiireg lower bound on

the fear of harmful interference.
To evaluate the WPAR, the nominal fading distribution can $&ueed so we have:

M
1
PFH(T) = P (M sz < )\lractual - T>

i=1

1-0 <A‘(”> . (71)
VM

The WPAR can be computed by substitutiRgz () from (71) into (5). From (71) it is clear tha®r (r) is @ monotonically

increasing function o for all » > r,,. Therefore from (70), the optimal value afsuch thatF'y; = 1—(1—3)M corresponds

0 A= 17(rn, 8) = p(rn) + Q7' (1 = ). =

The expression fo'y; in (64) for the special case aff = 2 can easily be derived graphically from Figure 11. In this
argument we assume that the secondary is located at the édgye mo-talk radius. In Figure 11, thg,, P, plane is divided
into four quadrants as marked by the dashed-dotted lind$. (fbie single-quantile constraint on the marginal distidns can
be written as probability mass constraints within each carstd The averaging detector in (59) for a fixedan be drawn as a

straight line dividing theP;, P, plane into two half planes (the solid (blue) line in Figure.llf the received powe( Py, P,)
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Fig. 11. The averaging detector for two user cooperatioreutize single-quantile fading model. The solid (black) bosxtha perimeter represents tlig,
P» plane, the solid (blue) line represents the 2-user ML detdat (59), and the dashed (red) lines represent the quardéscribing the distribution aP;
and P,. The shaded area represents the region of the received paivei( Py, P») for which the detector declares the band unused and the dedtaea
represents the region where the detector declares the Isamsed. The thresholg;, in the figure is used to denotg(r,, 3).

falls in the shaded region, the band is declared ‘free to, ustherwise the band is declared ‘used’. Hence, the prababil

of harmful interference is the supremum of the probabilitgssin the shaded region, where the supremum is taken over all
distributions F' € F. Similarly, the probability of finding a hole is the probatyilmass in the unshaded region, under the
nominal distribution.

If X < ~(rn, ) (the detector line is on the left of the black dot in the figurthen Fiy; is the sum of probabilities in
quadrantd I, I11, andIV. This is because one can always choose a distribution thisfiss the quantile constraints and puts
all the probability mass in quadrantg, 771, and IV within the shaded region. Thus, in this caBg; = 1 — (1 — 8)2. On
the other hand if\ > ~(r, 8), then Fz; = 1. Therefore, the optimal choice of for a given quantile3 that minimizesFy;
and maximizeSVPAR is A = y(rp, ).

Figure 12 plots the performance of the averaging detectdewuthe single-quantile model for the fading distributidine
dashed curve (blue) is the performance of the averagingitdeterhen the fading distribution is completely known (insth

case the averaging detector is the ML detector). The solidec(black) is the performance of the averaging detectoreund
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minimal knowledge of the fading distribution, i.e., with dwledge of a single-quantile. From the figure it is clear tthet
2-user averaging detector is highly non-robust to uncetitsginin the fading distribution. This shows that blindly nggithe
form of the ML detector (averaging) assuming complete kedgk can be disastrous under modeling uncertainties.

The performance of the averaging detector improves if weraesmultiple quantile knowledge for shadowing and fading
distributions. The mathematical analysis of multiple diles is similar to that of the single-quantile model and isitted here.
The performance is shown in Figure 13 and it is clear that #rdopmance of the averaging detector improves as we learn
more quantiles about the fading distribution. However, fingt few quantiles learned give more performance improvgme
than the later ones — with performance approaching that oflg tfrusted nominal model as the number of trusted quastile

increases.

Two user cooperation: ML vs OR rule

: : M | : : : MR | : T

= = = ML rule with complete knowledge R o
== 0OR rule 2 4
= Averaging rule with single quantile knowledge 'y A

o
©
T

o o o o © o
W I o1 o ~ o

Weighted Probability of Area Recovered (WPAR)
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| L N |

10° 107 10 10
Fear of Harmful Interference (FHI)

©
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ol—‘

Fig. 12. Averaging detector for two user cooperation: penince under complete knowledge of the fading/shadowingliibn versus performance under
the single-quantile uncertainty model for fading/shadanalistribution.

Figure 14 shows the performance of the averaging deteceruhe single-quantile model fde > 2, with F; = 1072,
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Two user (M =2) averaging rule with varying quantile knowledge
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ML rule with complete knowledge :
= =1 Averaging rule with three quantile knowledge
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Fig. 13. Performance of the averaging detector under varguantile knowledge for the shadowing and fading distriimgi The quantiles were chosen to
minimize Fg; for a given WPAR value.

The solid curve is the averaging detector with single-gilahinowledge, the dashed-dotted curve is the ‘OR-ruleedieir
(discussed in the next section) and the dashed curve is #ragiug detector with complete trust in the nominal disttitmal

(in this case the averaging detector is the ML detector)eNoat whereas the performances of the OR rule and the amgragi
detector under complete distributional knowledge imprewith increasingM, the averaging detector with single-quantile
knowledge does worse as the number of cooperating rddidscreases! This is because the number of quantiles cotitripu
towards Fy;; increases exponentially with the number of usérghis shows the non-robustness of blindly using the form of

the ML detector even under uncertainties.

19To understand why the averaging detector is so vulnerablméertainties of this form, remember that the empirical aveisgery sensitive to outliers.
A single very negative number can dominate the entire avef@gantile models can be thought of as histograms. As such, theptdimpose any restriction
on how negative the rare bad fading can be since the outerritosf b histogram includes everything fromoo on up. Consequently, the averaging detector
cannot afford even a single user experiencing a fade fromnldkagermost bin.
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C. OR rule detector: hard decision combining

We now explore a more robust detection algorithm which perfowell even under minimal models for the fading distribati
— the “OR-rule combining” [64]. This is a hard-decision camibg strategy where each radio compares its received ptaver
a threshold. It tentatively declares the band free to usks ifdceived power is below the threshold. Then, each radidssis
tentativel-bit sensing decision to the central combiner (there arerotfays to fuse decision based on the radio topology [86]).
The global decision is to use the band only if all the senserdade the band to be free. Mathematically, this hard-éatis
combining strategy is described below.

Definition 5: The “OR rule” detector performs the following operations:

1) Each radio computes its received pow&ri =1,2,--- , M.
2) The radios compare the received powgrgo a threshold),.qi0,2s. They tentatively declare the band free to use if its
received power is below the threshold, i.e.,

D;=1

>
Pi = Aradio,M~
D;=0

3) Then, each radio sends its tentativbit sensing decisioni};) to the central combiner.
4) The central combiner makes the global decision to use dne lonly if all the sensors declare the band to be free, i.e.,
the global decision is given bjp¢ = Hf\il D¢, where D¢ denotes the complement of the binary variable
Theorem10: Let (P, P, --- , Py) denote the vector of received power observations. Assuatetlie observation®; are
iid and their marginal distributiod’. lies in the class of distributionE,. satisfying the single-quantile model in Definition 4.
Sety(rn, 8) := Aradio,am, Which in turn impliesg =1 - Q (%ﬂ‘(’)) where\,qqi0, 1 IS the detector threshold for the

individual radio with M cooperating radios (see Definition 5). Then, the safetfdperance of the OR-rule detector described

in Definition 5 is given by

Madionr — () 1M
Frrsystem = {1—Q( dio.M — ( )>:| 7

g

{1 _0 <)\rudio,1\1 - /t(r))] M . (72)

g

PFH,system (T)

Substituting (72) in (5), we get the WPAR for the OR rule. Farthore, if we require 1 system < Ffﬁg“, then the optimal

choice of \,qqi0, 01 IS given by
)\radio,l\l = Ugil <]- - [Fiﬁgeq M) + M(Tn) (73)

Proof: It is easy to see that the fear of harmful interference for @ rule is maximized at the edge of the no-talk
radius. So, we focus our attention to the case when allMheooperating radios are located at the edge of the no-talksad
Define Fur radio == 1—Q (w) Fur.radio 1S the worst-case probability (under the set of uncertastridiutions
I, ) that a single-radio located at the edge of the no-talk sadiill fail to trigger the threshold\, 440, 3. This is true because

the threshold in the single-quantile model is matched toditection threshold, i.ey(r,, 5) = Aradio, i (S€€ EqUation (28)).

Now, under the OR-rule, the system of cognitive radios caumemful interference only if every radio individually l&ito
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detect the primary, and so by independence:

M

FHI,system = FHI,rad?lo
)\'radio M — ,U(Tn) M
_ {I_Q( )} . (74)
g
From (74) it clear that foF s  system = Fiip 7', we must have
A'r‘adio,]ﬂ - /J,(Tn) target s
Q( - = 1—[Fy™]™
1

= Nations = 007! (1 _ [Flarset ) T plrn). (75)

1
As M — oo, it is immediately clear that for any given targgt;;, the term [F;f}"QEt] M — 1 and so the threshold (and
thus target quantile) approaches the case of extremelydbleofading.

For such a choice ok,q0,17, the probability of finding a hole at a radial distancero given by

PFH,radio(T') = P (Pz < )\radio,M|ractual - 7')
- 1_ Q ()\7'adio,M - ,U(T)> )
(o)

The system finds a hole only if all the radios find a hole. Treresf

PFH,system('r) - (PFH,radio)M

_ [1 _0 (/\7'adio,M - M(T)ﬂ M . (76)

g

It is clear from substituting (75) into (76) that under thegde-quantile model of uncertainty and nominal Gaussianta
the WPAR tends td for the OR rule as the number of cooperating users incre&sgste 12 compares the performance of
the OR-rule detector with the averaging detector with catgknowledge, and the averaging detector with single-ijgan
knowledge for the case of two cooperating radidg € 2) while Figure 14 compares the same for the casé/of- 2. It is
clear that the OR rule is much more robust to uncertainty énféding distribution than the averaging rule.

Gains by using the OR rule are accomplished by taking thelesiggantile to correspond to ever more favorable fading
realizations. This is problematic since it involves acitigva consensus regarding the rare best fading events —sthas i
implausible as achieving a consensus regarding the rarstfiaating events. In addition, there is a very natural dgplent
scenario — outdoors on a rooftop — in which the best fadinghesveannot be too good. This is a little counterintuitivet bu
remember that multipath fading can result in both destvactind constructive interference. Indoors or in an urbayaanthe
best-case fading corresponds to lucky constructive ietenfce. Outdoors, with a dominant line-of-sight path, starstructive
interference cannot occur.

Strangely enough, when cooperation is involved, it is tlisgibility of a clean line-of-sight path that requires tmeertainty
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modelF, to impose a bound on how lucky the fading can be. This effelsticaps\,qqi0,as t0 the fade that corresponds to
a single line-of-sight path. Once the number of cooperatisgrs has reached a point that they can support the desiyed
using that particular quantile, there is no further benefiincreasing the number of users if the OR rule is used. In faet
performance will drop if cooperating users are blindly atlds there is an increased chance of a single user (who hatzpens
be in a rich multipath environment) getting a very lucky donstive fade and thereby deciding that they are within tbeaik
radius. The kinked-green curve in Figure 14 illustratestwWiappens if the uncertain fading model includes the pdggilfor

a line-of-sight path at th&0%-best quantile.

Multi-user cooperation: ML vs OR rule (FHI = 10'2)
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Fig. 14. Performance of detectors as a function of the numbepaperating users/ for a fixed targetFy; = 10~2.

Other weighted-percentage rules for hard-decision comdpinave also been proposed and these are a little moreriblera
of modeling inaccuracies [64] in general. In particulargtsuules are going to be required to avoid the performancalpen

that arises from the fear of line-of-sight, but we do not dvirelo the details of such rules in this technical report.
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D. Performance of cooperation under loss of independence

We have shown that safety/performance can improve signtficaf radios cooperatively sense for the primary user as
compared to sensing individually. This assumed that thenrméla from the primary transmitter to the individual secanyd
radios are independent. However, the primary user mightrost this assumption since all the cognitive radios may ddral
the same obstacle and hence see correlated shadowing. Wetsitahis implies that the detector needs to set its thidsho
conservatively, leading to a loss in WPAR performance. Thaasf correlated-shadowing was also discussed in [71]revhe
the authors examine the performance of their proposedrimeadratic detector with correlation uncertainty. Thegwosed
detector is shown to have better probability of detecticanth simple counting rule for correlation values greaten tha.

As before, let(Py, P, --- , Py) be the received powers at the secondary users. To isolate the effect of dependent
shadowing, we assume that the marginal distributions Hprare completely known, but there is some uncertainty in the
correlation across users.

Theorem11: Let (P, P, -+, Py) denote the vector of received power observations. Assuate(fh, P, --- , Pys) is a

jointly Gaussian random vector with marginals given By~ A (u(r), o2), wherer is the common radial distance from the

primary transmitter. Assume that tidé x M covariance matribxC for the random vectofPy, Ps, - - - , Pys) has entries” (i, j)
given by
- po= if i
C(i,j) =
o ifi=j,

where the correlation coefficient is uncertain within known bounds, i.ep, € [0, prmaz], With 0 < pra. < 1. Let p =0
(complete independence among the cooperating radiosgspmnd to the nominal model used for computing the WPAR
performance.

Then, the safety/performance of the averaging detectob9 i€ given by

. _ A — p(rn)
S N L WY " )|
M[1+(M 1>p]0
Pru(r) = 1—Q<W>, (77)
Ve

where\ is the averaging detector threshold. Furthermore, for adafety constraint, i.e £y < FI?}Q“ < 0.5, the averaging
detector must design its for the worst-case correlatiomp, = p,,q.. That is, the supremum in (77) is attained fo&= pynaz-

Proof: The test-statistic for the averaging detecto%}szil\il Py ~ N (u(r), 47 [1 + (M — 1)plo?). Therefore,

M
1
F = S il P o<\ = T
i ngs;}))mazp (Mg i < A|Tactual =T )
A— n
= sup [1-0Q 14(rn) -

0<p<pmaz \/ﬁ[l + (M —1)plo?
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Similarly, under the nominal modey; Zf\il Py ~ N(p(r), ﬁ). Therefore,

M
1
PFH(T> = P (M ZPZ < )‘|Tactual = ’I")
i=1

1—Q<Aiﬂ”>. (79)
Vi

Now, for a givenF}/79" < 0.5 we must choose such that

F}&_}z}"get _ sup 1-0 A = pa(rn)
0<p<pmaz \/% 1+ (M —1)p|o?
~1_ F]t;z;get _ " lilf Q A— M(Tn)
SPSPmax ﬁ[l + (M — 1)p]0’2
A= pu(rn
=1 fFI?}”get = Q sup LG (80)

0<p<pmax \/%[1 + (M - 1)p]02

The last equality follows from the fact th&(-) is a monotonically decreasing function. Now}j’}"-"“t < 0.5 implies 1 —

Fpr9et > 0.5. Therefore A < u(r,,) in (80). This implies,

sup A — p(rn) _ A — p(rn)
0<rSpmas | [+ (M = 1)plo? SUPo< <. [\ 371+ (M = 1)plo?]
_ A —p(rn)
VA L+ (M = 1)ppaa)o?
Substituting this in (80) gives us the desired result. [ ]

Figure 15 shows the performance of the averaging detecwigmed for different values of,,..... It is clear that as the
amount of uncertainty in the correlation increases, théopmance of the averaging detector decreases. Even a smalird of
correlation results in a significant drop in performance.tes number of users increases, this particular model oktairon
is even more harmful. This can be seen by giving a simple pné¢aition to this correlation — fading for any user is the
sum of a common random fading and a fade local to this uses. ¢taar that no amount of cooperation can overcome the
non-spatially-ergodic common fade. Without a way to comthat fear of such non-spatially-ergodic shadowing uncetyai

there is no way to safely recover the full spectrum hole.

V1. CALIBRATION AND ASSISTED DETECTION

Section IV analyzed the issues with a single radio tryingdbieve a very lowF'y;. Such a detector must budget for the
worst-case multipath and shadowing and hence loses smmifarea when the channel is not badly shadowed. The previous
section argued that cooperation among independently sieaHosers can help, but offered no hope for the physicallyimamt
case of users that might experience common shadowing. Fon@e, the uncertainty in the deployment scenario of indoor

vs outdoor use can easily manifest as users that are all isdand thus shadowed) or outdoors.
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Ten user (M=10) ML detector with varying correlation uncertainty
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Fig. 15. Performance of the averaging detector with varyimgant of correlation uncertainty,,,.... These plots correspond to the case of ten cooperating
users, i.e.,M = 10.

If such a radio had information about its shadowing envirentrit could budget for the actual shadowing and thus improve
on its probability of finding a spectrum hole without giving any safety. A detection mechanism where side information
is used to aid the detector is called calibrated or assistéelction. One example of assisted detection in the cognitidio
context is interference calibration. If interference frather radios extends beyond a single primary frequency ,bésh
adjacent bands can be used to estimate the interferendealed@mprove the robustness of the detector [16]. Anothehsu
example is assisted GPS, where a GPS receiver obtains fidaation from TV/cell-towers to reduce its uncertaintyoabits
location, time, etc [87], [88]. This section shows how assigletection improves thEy ;//WPAR performance of a single-radio

spectrum sensor.
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A. Satellite bands as a calibration mechanism

One of the advantages of satellites is that the path loss &aatellite is constant to all places within a large area (for
example the San Francisco Bay Area). Hence the signal strerigsatellite can be deterministically subtracted to atvhe
shadowing + multipath component. So how is satellite shaupin a separate frequency band related to shadowing frovi a T
tower in the band of interest? Consider two hypotheticalosidone on the roof of a building and the other in the basement
The radio in the basement will see both the satellite and Tviads at low power levels as compared to the radio on the roof.
This suggests that shadowing can be broken up into a diredtmomponent that depends on the location of the trangmitte
and a portion that is direction agnostic. Furthermore, tinection-agnostic shadowing is also wideband — it remaiessame

across frequencies [82].

B. Satellite-assisted detector

In this section we evaluate potential gains from using Begtedssisted detection, under a very simple model. Werassu
that the secondary radio gets perfect estimates of theveztsignal strengths in the primary and satellite bands.(PetP,)

denote the received power (in dBm) from the primary and k&tdiands respectively. We model

Py = p;—(10log;o(r®) + S1),

P2 = pg_(Lg+S2)7 (81)

wherep, is the transmit power of the satellite signal, ahglis the path loss from the satellite transmitter to any radithis
given geographic area. As the distance from the satelligstnitter to any receiver is approximately constant, werassthat
L, is a known deterministic constarff; is the loss due to shadowing and multipath fading encoutteyethe primary, i.e.,
S1 =S+ M;. Similarly, Sy is the loss encountered by the satellite signal due to fadimcan be written aS, = S + Mo.
We conjecture that the shadowing in the satellite band ardT¥ band are highly correlated and for simplicity, they are
modeled as being identicald,, M, arei.i.d. multipath random variables for the TV and satellite banasent(81) it is clear
that having access toP;, P») is equivalent is having access (@, S»). This is becauseé’, and L, are known constants.
Therefore, we can safely assume that the secondary radia petfect estimate ofP;, Ss).

Theorem12: Let P, be the received power from the primary and $tdenote the shadowing in the satellite band to the
secondary. Further, |€tP;, .S5) be jointly Gaussian random variables with statistics gilsgn

P T o2 —po1 0
Y p(r) ’ i po1 02 7 ©2)

2
So L2 —po1 09 o5

wherep(r) is a known monotonically decreasing function of the distafrom the primary transmitter), and(p, 2, 01, 02)

are known constants. Then, the maximum-likelihood esgnuditthe distance given (P, S,) is ! (P1 + p”; (Se — MQ)).

g

That is,

(o)
arg m?*X,P(Plv S2"’ﬂactual = 7’) = ,U/_1 (Pl + P ;(52 - ,U/2)> ) (83)

a
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where . ~1(-) is the inverse of the functiop(-).

Proof: Under the Gaussian model the ML estimateudf) is the value ofu(r) that minimizes,

1
2 _
F =[Py —p(r) So — o] 7 oo [Py — u(r) Sz — pa] " (84)

—pPo102 0'%
The above is a quadratic jm(r) and the minimizing value can be obtained by settﬁ@) =0.

dF 2 2p

)~ A=) S T ey

Settingdff—f;) = 0, we get the ML estimate ofi(r) to be P, + £71(S> — p2). Hence the ML estimate of given (P, S) is

pt (Pl + 224 (52 — M2)>-

(S2 — p2). (85)

From Theorem 12, the test-statistic of the ML detector faeltite-assisted detection is given fpy ! <P1 + %(Sz — u2)>.

However, sinceu~!(-) is a monotonic function, the ML detector is equivalent to

T(Py,S5) = P+ 2218, = (86)
92 p=o
Theorem13: Let P, be the received primary power at the secondary radio, &ndenote the shadowing in the satellite

band to the secondary radio. Assulifg, S;) are jointly Gaussian random variables satisfying

P r o2 —poy o
Y () 7 i po1 02 7 @7)

2
So L2 —po1 09 o5

whereu(r) is a known monotonically decreasing function of the diséafrom the primary transmitter, and (p, 2, 01, 02)
are known constants.
Then, the safety/performance of the weighted-averagectbetgiven in (86) is
- A= (u(rn) + pZtpz)
o1/ 1 — p? ’

A — g1

Proof: Under the jointly Gaussian model in (87), the distributidrttee test statistic’(P;, S2) at a distance is given

Fur

by:
TP, 50) ~ N (1lr) + 0 Do (1= 7)) (89)
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Hence, the fear of harmful interference is

Fur = sup P(T(P1,52) < Alractuat =)
o<r<ry,

= P(T(Plv SQ) < )\‘Trzctual = Tn)

A= (pu(rn) + pZp2)
- 1- o2 . 90
1-Q < s > (90)

Here, (a) is true because a secondary radio at the edge of the no-tdiksras the worst-case scenario. This can be

mathematically shown by using the fact thdt) is monotonically decreasing inand Q(.) is also monotonically decreasing.

Similarly, Py (r) is given by:

PFH(T) = PFT(T(Pla S2) < >\)|Tact1tal = T)
A= (u(r) + pZps)
= 1- 2 : 91
0 ( paeh ) o

The performance of this detector compared to a single ralishown in Figure 16. From the figure, it is evident that
the performance improves as the level of correlation betwtee satellite-band fading and TV-tower fading increagéss
corresponds to when both the signals are wideband and sgathlts relatively less significant. In the extreme of noltipath
(p = 1), all the area can be recovered by a single satellite-asisigiectrum sensor.

If the number of cooperating sensors is increased and theammmon shadowing were guaranteed to be independent across
sensors, then satellite-assisted techniques can comyptatercome the deployment uncertainty that otherwise feats as
correlated shadowing across users. This is best underbtooderpreting the correlation among radios in Figure 1% assult
of the shadowing term that is common to all radios i.e. rezebipower at radia can be written a; = p; — (I(r) + S + M;)
where S is the common shadowing term add; are the independent multipath terms. If measurements irsdtedllite band
can help us completely resolve the value%then increasing the number of radios can help us eliminaeeffect of the
independent multipath and hence recover all area (this $6 $8en by examining Equation (63) for uncorrelated radios.
Frr, < 0.5, A will be greater thary(r) for all values ofr and hence increasing/ will cause Pry(r) to go to 1 for all

values ofr).

C. Performance of assisted detection with quantile models

The ML detector (weighted energy detector) performs welewlthe distribution is completely known. Therefore, it is
important to consider the effect of uncertainty. For examplppose that all we knew was that there is onlytachance that
the satellite shadowing is small (s&ydB) while the TV signal is severely shadowed (say greaten fitadB). How would
the weighted energy detector perform with this limited mfiation?

Theorem14: Let P; be the received primary power at the secondary radio, &sndenote the shadowing in the satellite
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Fig. 16. Performance of a satellite-band assisted receamsus that of a single radio with no assistance. The variaheatellite band fading was half the
variance of the TV fading and complete model knowledge.

band to the secondary radio. Assume that the nominal disiwib for (P, S3) is

P T o2 —po1 0
Y p(r) ’ i po1 02 7 ©2)

2
SQ M2 —p0O102 g5

whereu(r) is a known monotonically decreasing function of the distafrom the primary transmitter, and (p, 2, 01, 02)
are known constants.
Fix 0 < 1,82 < 1. Assume that the set of uncertain distributidfysfor (P, S;) satisfies
» The marginals satisfy the respective individual quantilestraints, i.e.P(P; < v(r,81)) = 81 andP(S2 < v(82)) = S2.
« The joint distribution satisfie® (P, < v(r, 51), 52 < y(62)) = B12-
Here, the constants(r, 51), 7(82) and 512 are chosen such that the nominal distribution in (92) liethm uncertain sef,..

That is,y(r, 51) = 01Q 7 (1 — B1) + p(r), ¥(B2) = 02Q (1 — B2) + po, and,
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~(r,B1) v(B2) 1 1
B2 = / / —1_/)2@(1) 2[P1/14(7')S2H2]|:

—1
2 _
o1 pI102 :| [P — p(r) Se — HZ}T) dP; dSs. (93)

2w o109 —po1 o2 U%

—o0 — 00

Now, consider the weighted-average detector in (86). Thanap detection threshold for this weighted-average deteis

A =~v(rn, f1) + p%*y(ﬁg). Then, the safety/performance of the weighted-averagecttatis given by

Frur(B1, B2, 612) = 1+ B2 — Pz, (94)
) N (u(r) + pZi 1)
PFH(T) - 1_Q< Ulm ) (95)

Proof: Iy can be written as:

g
Fur(Bi,82,612) = sup sup P(P +pJ—;SQ<)\)

FreFr 0<r<rn

= sup P(P; + ,025'2 <A)
F,€F,, g2

= B+ B2 — Bia-

Here (a) is true because the worst-case distribution occurs,atEquation(b) can be best understood by considering
Figure 11 even though the quantilgs, 5o will probably be different for satellite-assisted detenti The weighted-average
detector isP; + pPotS2 which is similar to the diagonal blue line detector in Figurg, but with a slope that depends on
the correlation and relative magnitudes of the fading vexés. For the satellite-assisted detector, the probalofitregion |
is1— (61 + P2 — B12). For A > ~(r,01) + pg—;'y(ﬁg), all four regions (I-IV) will contribute toFy; and henceF'y; will be
1. For A < ~(r, B1) + pZty(B2) only regions Il, Ill and IV contribute td; and hence the value dfy; is 1 + 52 — Bio.
Since W PAR increases with, the optimal value of\ which keepsFy; at 51 + 2 — Bz IS A* = y(rn, B1) + pZ(5a).

This means that,
Fri(B1,B2,612) =1 =P(P1 > y(ryn, f1)S2 > v(52)) = B1 + P2 — Bia. (96)

Using the optimal\*, and the nominal model to compute the WPAR, we get

PFH(T) = ,PFT (T(Plv SQ) < )\*)‘Tactual = 7")
_ N = () + pre)
i 1‘Q< =7 ) o

The achievable region off'y;, WPAR) is the convex hull of all the points generated by changingwiees of3; and
(2. This region is shown in Figure 17. The performance is sigaifily worse than the performance when the channel model

is completely trusted. The main reason for the poor perfameas that three quadran L < A(r, B 5 < (8o
' pletely d. The mai for the poor perfaoeas that three quadrant® ({P1 < ~(r, 51)} U{S2 < 7(82)})]
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ML versus Double-threshold detector
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Fig. 17. Performance of the double-threshold detector as amedpto an ML detector. If the channel model is uncertain, thebte-threshold detector is
preferred.

contribute to thel';; for the weighted-average detector.

The counterpart to the OR-rule here is the double-threstietdctor. This detector declares that the primary is abselyt
if Py <~(rn,B1) @andSs < v(02) i.e. when the primary signal is low enough and the sateligaa is not significantly faded.
In this case the fear of harmful interferenceds,, which is lesser than the fear of harmful interferen8e+ G, — 312, for
the weighted-average detector. The performance of thisctetis compared to the weighted-average detector in Eigur
This shows that if the information about the channel moddiniéted, the double-threshold detector is preferred. Ict,féhe
double-threshold rule with limited knowledge can outperfoeven a single-radio detector with complete knowledges Th
shows that additional information about the shadowingremment is useful even if it is only binary information (ivehether

we are indoors (deeply shadowed) or outdoors).
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VIl. CONCLUSIONS

Static frequency planning results in bands being alloctddgbmogeneous services over large spatial areas and fptitoes
in order to isolate and thus protect the robust operationetérogeneous wireless systems while preserving theivichdil
freedom. This results in significant underutilization oé tspectrum from the perspective of users that could operatauch
smaller space-time scales and thereby fit within the “spattholes” left by the static allocations. Dynamic spectrurness
can allow the utilization of these spectrum holes.

To do this, strategies for sensing spectrum holes mustis&® objectives. The first is safety — the primary users must
be guaranteed that they will not experience undue interfereThe second is efficiency — as much of the spectrum hole as
possible must be reclaimed. The core problem is that thentives of those proposing and implementing the sensindgestya
are aligned with the second objective, but not the first. A®sult, the primary users have no rational reason to trust the
secondary users’ assurances and this results in asymroatrégtainty.

To reflect this tension and to allow a unified treatment of 8pet sensing, this paper has introduced two distinct meetric
To guarantee safety, the “Fear of Harmful Interferenég;; from the detector must be kept low enough no matter which
radio deployment and environmental model turns out to be. tituis only the primary user’s uncertainty set that matterse.
Consensus between the regulators, primary users, anddsegamsers has to be achieved regarding this uncertaintysaiit
is likely to remain large. Every sensing strategy will hatsedwn critical uncertainties that must be bounded.

In this paper, quantile models have been proposed for wmngrtobability distributions (e.g. for shadowing) whilecendary
radio positions have been considered unconstrained. Itiuselt settings, the degree of shadowing correlation tatgo be a
very significant uncertainty. It has been suggested thaightie easier to achieve a firm consensus regarding thelatboreof
shadowing across different frequencies for a single rdufm it is to achieve a consensus regarding the shadowinglation
across users. This remains to be explored more fully, butFthe metric seems to be the right way to capture the otherwise
vague notion of safety while still allowing significant inragion at the detector level.

For performance purposes, the secondary user has no readienand is free to analyze its own performance using any
desired probability model and utility function. The corsus here is one of simplicity and generalizability. To erdiigh-level
comparisons between detection strategies, it is impottabe able to decouple the interaction among different prymsers
while capturing the key effects. Restricting attention pectrum holes that are very long lived in time, we have arghed
the high-order terms are:

« As we get further away from any primary transmitter, theramsincreasing chance that we will be within the service

footprint of another primary transmitter.

« Area closer to the primary user’s footprint is more valuafitea business or utility sense) than area far away because

primary users are likely to have positioned their transmittso as to serve a maximal number of humans.
Therefore, the proposed “Weighted Probability of Area Reced” (WPAR) metric uses a discounting-function to weigéa th
probability of recovering area at a given distance away feosingle primary transmitter. While exponential discougtiras
been used here for convenience, it remains an interestiag qpestion to determine what the right discounting fumstiare

for different application scenarios.
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By using these metrics, this paper has shown that the pdpulaed metrics of sensitivityPr 4, and Py;p (such as the
—116 dBm rule used by the IEEE 802.22 process) are overly congtgai Even an ideal detector (one wittr-y = Pyp =0
for a desired sensitivity) has poor WPAR performance wheimfpancertain fading. Too much valuable area must be saaxiific
to achieve the desired robustness — effectively turning itiitio a static guard band by another name. HoweverFthage and
WPAR metrics allow the principled consideration of alteivetrategies such as multiuser cooperation and showlgxelcich
uncertainties must be resolved (and to what resolution¥deroto be able to guarantee both safety and high performfance

a detector of a given complexity. Therefore, we suggestghatifications for detection strategies be expressed dtgheand

WPAR level rather than in terms of a desired sensitivity andCRO

This paper represents the beginning of a story rather thamrtid of one. Much remains to be done. In particular:

Cooperative sensing strategies that utilize assistedtilateneed to be analyzed. The performance of such strategiger

our new Fy; and W PAR metrics needs to be evaluated [89].

The tradeoffs between the time-overhead (sensing time perative message exchange) and the space-overhead (WPAR
effects + sensing-MAC effects [90]) need to be understobi here that different signal-processing strategies ikedyl

to distinguish themselves. Such a space-time hole isrifltei in Figure 18 where the combination of temporal andalpat
margins/overheads is illustrated.

Under the traditional metric of sensitivity, an SNR wall f@rsensing algorithm sets a bound on how sensitive a detector
can be given the uncertain model for the noise process [1.rdle of SNR walls must also be understood in the context
of WPAR andF'y; since sensitivity is now implicit rather than explicit.

The simple quantile models that have been proposed herataitvely clear and easy to use but clearly do not represent
the form of uncertainty representation that is both unannnigly verifiable and realistic. The example of the subtle ro

of constructive interference in Section V-C made that cl&amce consensus is required between primary and secondary
users, one would prefer an uncertainty model that came witexperimental certificate of correctness.

The Fg; metric currently captures only one dimension of fear — tHatptimistic assumptions regarding the environment.

In practice, there is also the fear of dishonest implemants£® The regulators, primary users, and secondary users should
only need to achieve consensus regarding some key featlithe wireless system implementation rather than for every
aspect! The safety of the rest of the implementation should rely dfaregulation (or peer regulation) through the design

of an appropriately lightweight enforcement mechanism.
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Fig. 18. A space-time hole. Primary usdPs, P» and Ps occupy different space-time regions but the same frequernug. Beghe secondary user can recover
the hole whenP; ceases transmission albeit with some time lost due to temparsingeoverhead. WheP; reappears, the secondary user can still transmit
for a finite duration (temporal interference margin). Coroegfing spatial interference margins and sensing overheadalso shown in the figure.
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