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Cooperatiorandcompetitionareopposingorcesin Multi-Provider DistributedSystemgMPDSs)suchasthe Inter-
netroutinginfrastructure Often,competitve needscauseprovidersto keepcertaininformationcon dential thereby
hinderingcooperatiorandleadingto undesirabléehaior. For instanceyecentwork hasshowvn thatlack of inter-
domaincooperationn performingintra-domairroutingchangesnay causenorecongestionWe arguethatMPDSs
shouldbe designedwith mechanismshat enablecooperationwithout violating con dentiality requirementsWe
illustratethis designprinciple by developingsuchmechanismo solve well-knovn problemsn the mostsuccessful
MPDS,interdomainrouting.We alsobrie y discusghe needfor suchmechanismé MPDSsfor contentdistribu-
tion andpolicy-basedesourcellocation.Our mechanismgeveragesecuranulti-party computatiorprimitives.

1 Intr oduction

Sincethe Internetwas commercializedn 1994-1995ts routing infrastructurehasevolved into a multi-provider
distributedsystem(MPDS) The protocolusedto exchangeroutinginformationin this MPDSis BGP[33] (Border
Gatavay Protocol),ahop-by-hoppolicy-awarepathvectorprotocol.For scalabilityreasonsBGP hidesdetailsabout
a provider's network (calledan AS, shortfor AutonomousSystem)as muchaspossible[12 Over the years,this
propertyhasallowed AS operatorgo presere the con dentiality of their policies,topology operationaktatusand
otherintra-domaininformation.

Theopaquenessf BGPis the causeof mary problemsFor instancelack of knowledgeaboutcongestiorin neigh-
boring ASs makesit hardfor oneAS to chooseuncongeste@énd-to-endpaths[43, 14]. Worsestill, con icting AS
policiescancauseBGPto diverge [41]. Also, pathquality is not availablefor ASsto usein pathselection[6, 27].
Sincemostintra-domaininformationis considereccon dential, the abose andsimilar problemscannotbe solved
by requiringASsto revealtheir intra-domaininformation.In this paper we developtechniqueshatshov how con-
dential informationsuchaslink qualitiesandpoliciesmay be sharedWe alsobrie y discusshe potentialuseof
suchtechniquesn MPDSsotherthanintedomainroutingsuchascaching5], computing[16, 18], storagg25] and
p2p networks/overlayrouting[35].

Thegoalin the areaof Distributed Algorithmic MechanismDesign(DAMD) is to remove therationalefor keeping
certaininputs private by designingmechanismsn which it canbe proven thatlying doesa participantno good.
Our work is basedon the belief that this assumptioris not appropriatefor MPDSs.To quote Feigenbaunet al.
[15] on the applicability of DAMD to interdomainrouting, The premiseof the (DAMD) appmoad is that agents
will voluntarily reveal their private informationif it can be proventhat lying doesthemno goodin the situation
(being)addressed .. Revelationof private informationmaybe an agent's bestpossiblestrategy for the particular
situationat handbut it maybe unacceptabléen the broadercontext. As they further statein their paper the goal
is to computea global optimum basedon certainprivate inputs, which is what techniquesidevelopedfor Secue
Multi-Party Computationg SMPC,in short;see[1] for alist of importantpapersyo. Indeed,mary of our proposed
techniquedorrow ideasdevelopedby thecryptograply communityfor SMPC.However, we usetechniqueso solve
speci ¢ problemswhereaghe traditionalemphasidiasbeenon developinga genericway to evaluateary function
securely



We useBGP to illustratehow cooperatiorandcon dentiality canbe reconciledin MPDSs.Two of our protocols
enablean AS to performtrafc engineeringwhile consideringnetwork conditionsin a neighboringAS. We also
develop a protocolthat shavs how con dential AS policiesmay be usedin algorithmsto detectpotentialrouting
divergence Apart from extendingprevious work [10] on solving a linear programming(LP) problem,we alsouse
homomorphiencryptionschemesndcommutatve encryptionschemesOur designge ect two key characteristics
of MPDSs,the presenceof an out-of-bandrelationshipwhich canbe leveragedto prevent certainkinds of mali-
ciousbehaior suchasabnormalprotocoltermination,andthe needto considerinformationleakageover multiple
instance®f theprotocol.

The organizationof this paperis asfollows. In Section2, we provide a brief overvien of BGP. We thenstateour

goals,assumptionsnd threatmodelusing BGP as an illustrative MPDS. In Section3, we discussbasiccrypto-

graphicprimitivesthatwe usein our protocols.In Section4, we considermproblemsin BGP thatoccurdueto lack

of informationon operationakonditionsin ASsanddevelop protocolsthat solve theseproblemswithout violating

con dentiality. In Sections, we shav the needfor sharingpolicy informationanddevelop protocolsthatenablethis

withoutviolating con dentiality requirementslin Section6, we discustherpotentialapplicationsof SMPCto en-

ablesharingof informationon operationatonditionsandpoliciesin interdomainrouting, CDNsandpolicy-based
resourceallocation.We presentsomepreliminaryresultsin theseareasanddiscussopenquestionsn theseareas.
We concludein Section?. For easeof exposition,we do not usea separatsectiondescribingrelatedwork; Instead,
we mentionit wheneer necessary

2 Overview of MPDSs

In this section,we provide a brief overview of BGP andidentify informationthat is considereccon dential by
network operatorsUsinginter-domainroutingasan exampleMPDS, we specifyour goals,assumptiongindthreat
modelin MPDSs.

2.1 Inter-domain Routing and BGP

The Internetconsistsof multiple AutonomousSystemqASs) which usean inte-domainrouting protocol, Border
Gatavay Protocol(BGP)[33], to route pacletsacrossASs. Reachabilityinformationis exchangedn a perpre x

(not peraddresspasis.EachAS adwertisesdestinationpre x es that belongwithin it to its neighbors ASs also
propagte routesadwertisedby a neighborto other neighbors. ASs use BGP path selectionrules to selectfrom
the variousroutesadwertisedto a destinationpre x. BGP is alsoa policy-aware protocolbecausesachstepof the
protocolcanbemodi ed by policiessetby thenetwork operatorsFor instancepolicy couldbeusedto decidewhich
adwertisementsre preferred AdjacentASs are saidto peerwith eachother They may do so at multiple peering
locations.SuchBGP peeringrelationshipsalsoinvolve variousagreementshatindicatethe amountof trafc that
may be exchangedht peeringpoints,the costof sending/receing trafc etc.

A largespectrunof intra-domairinformationis considereadon dential by network operatorbecausef commercial
reasonsand alsofor purposesf preventing attackson the wealer partsof the network. Efforts to deduceintra-
domaininformationof ASssuchastopology[37], link characteristicf26],operationatonditions[4], policies[36],

AS relationshipg38] and BGP con guration [42] have achiezed varying degreesof successNeverthelessmost
intra-domaininformationis considereaon dential.

2.2 Goals,Assumptionsand ThreatModel

Our goalin this paperis to explore instancesf undesirablebehaior in MPDSson accountof unavailability of
con dential information of individual providers andto develop mechanismghat would enablesuchcon dential
informationto be used.To understandiow suchundesirabldehaior mayoccut we useFigurel. Flow f canexit
A at eitherof the two peeringpoints. Consideringthe available bandwidthof the pathto thesetwo peeringpoints
in A, peeringpoint 1 is better However, if A hadknowledgeof routesin B andavailable bandwidthsonthem,the

LFor brevity, we referto BGP and“inter-domainrouting” interchangeably



conclusionwould be exactly opposite.In this case,internaltopology and operationalconditionsof B are hidden
from A andhenceA chooseshewrongroute.

Network A . Network B
Peering

Point 1

Destinatiot
of flow f

Point 2

Figure 1: Peeringpoint 2 providesthe betterroutein A whereasPeeringpoint 1 providesthe betteroverall route,
consideringavailablebandwidthin A andB.

Theoutcomeof a securanechanisntouldreveal someinformationon the privateinputsof otherproviders.Hence,
asis typically donewhenevaluatingSMPC,we deematechniquesuccessfuif it doesnotleakary moreinformation
thanis deduciblefrom the outcome This goalmustbequali ed, though.A decisionto usea successfulechniquan

MPDSsmustalsoconsidelinformationleakage€rom multiple invocationsof thetechniqudoo. For instanceasingle
comparisoroperationmay only indicatethe possiblerangeof a number;However, the exactvalueof anumbercan
easilybededucedn O(log(n)) comparisoroperations.

Themostimportantcharacteristiof thethreatmodelof MPDSsis the existenceof anout-of-bandelationship(e.g.,
BGP peeringagreements)conomicpenaltiesspeci ed in theserelationshipsanbe usedto prevent misbehaior
suchas abnormalprotocol termination.Hence,unfairness(one participantknowing more than the other) is not
a concernin MPDSs. Failuresshouldnot be classi ed as abnormalterminations.Hence, participantsusing our
protocolsneedto save all relevantstateuntil it is completedsothata protocolthatterminatesiueto failurescanbe
continuedafterwards.

Theout-of-bandrelationshigs similar, in principle,to thethird partyin theoptimisticmodelfor securecomputation
[8]. In caseghatrequiremorethan?2 participantswe assumehe presencef a connectedyraphof bilateralrela-
tionships.We assumehat this canbe achiezed using protocolsoutsideof BGP or in architecturesimilar to those
discussedh [2] and[20].

We assumeecurechanneldetweertheparticipantof anMPDS, i.e.,no adversarycansnoopjnjector modify traf-
¢ sentby the participantsn the MPDS. We only analyzepossibleinformationleakagefrom usingour techniques.
Hence,adwersarialbehaior is restrictedto participantsn the protocol. Adversariesareassumedo be ableto col-
lude and provide inconsisteninputs only underthreeconditions.Suchmisbehaior shouldallow the adwersaries
to determinethe inputs of honestparticipantsjmprove their own systemor degradethe systemof honestpartici-
pants.Finally, maliciousbehaior thathasa high probability of detectioncanbe discountedsincethe out-of-band
relationshipcanbe usedto imposepenalties.

3 Cryptographic Primiti ves

In thissectionwe brie y describerelatedwork in cryptographiditeraturerelevantto our solutionsincludingSMPC.
Onecommonlyusedpropertyof cryptosystemin SMPCis the homomorphigropertyi.e.,if E representsheen-
cryptionoperationthenE(m1{)E(m2) = E(m1 my) where is eitherthe additionor multiplication operation.
In the caseof the former, E is saidto possesadditive homomorphismandin the caseof the latter, E is saidto
possesmultiplicative homomorphismEor instanceEl Gamal[1] andPaillier's[29] aremultiplicative andadditive
respectiely. AppendixA.1 providesa brief overview of thesecryptosystemdJnlessstatedotherwisewe useaddi-
tive homomaorphiccryptosystemsn this paper Below, we stateimportantpropertiesof thesecryptosystemsiseful
to us:

E(my) E(m2) = E(my+ my), theadditve homomorphigroperty Also, E(mj) f(m2) = E(m1+ my)
wheref () hasmuchlessercompleity thanE. With Paillier's,f (m5,) = g™2.
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E(m)X = E(mk) 8 k. A specialcaseis the calculationof E( m).

The ciphertets beforeandafter performingone or more of the above operationscanbe usedto deducethe
operation For instancepponcalculatinge ( m), E(m) = E( m) . InsuchcasesE( m) canbeblinded
so that the operationcannotbe deducedWith Paillier's, this canbe doneby multiplying E( m) with r®
wherer %is arandomnumber Note thatsuchblinding factorscanbe precomputed.

Thresholdcryptographyrefersto n entitiessharinga decryptionkey. With theseschemesencryptioncanbe done
with knowledgeof the public key while decryptionrequirescontributionsfrom atleastt of theseentities. Threshold
variantshave beenproposedor mary cryptosystemstor instance[17, 9] arethresholdvariantsof Paillier's cryp-
tosystemNote that, the sharesof the decryptionkey may be computedby a third party or by the participantsn a
distributedmannerUnlessspeci ed otherwisewe assumehatt = n in thresholdcryptosystems,e., all sharesof a
secretkey arerequiredfor the decryptionoperation We describecryptographigrimitivesthatwe usein Appendix
A.

4 Sharing Operational Conditionsin BGP

Lack of knowledgeon operationalconditionswithin other ASs makes intra-domainroute selectionhard. In this

section,we developtwo protocolsthatenableneighboringASsto shareinformationaboutinternalcongestiorcon-
ditionswhich canbe usedto determinehow trafc is exchangedetweerthem.Thoughthe scenariosve consider
are motivated by thoseconsideredn BGP-relatediterature,our protocolsare broadenoughto be usefulin ary

inter-domainrouting system(includingoverlay networks).

4.1 SafeTraf c Engineering

As pointedoutin [43, 14], coordinatingraf c engineeringvith neighboringASsis desirabledueto casesimilarto

thoseshown in Figure 1. To developtechniquegor enablingsuchcooperationwe considerthe problem rst posed
in [43]. AS A andB peerwith eachotherat multiple peeringlocations.For variousreasonsthe operatorof A wants
to changeherintra-domainroutes.This affectsthetraf ¢ matrix from A to B. For instancetrafc to a destination
couldingressB at a differentpeeringpoint thanbefore.The goal is for the operatorof A to make trafc matrix

changessuchthat the quality of the new routesthroughB is good. The two naive ways of doing this are either
for A to know B s topologyandlink characteristicer for B to know link characteristicsn A. Both of theseare
undesirablssincetheserequirean AS to reveal con dential information. The bestsolutionknown [43] lets B get
someknowledgeon proposedchangego the trafc patternsirom A and A someknowledgeof B s topology and
doesnot consideradwersarialbehaior.

We now develop a techniquethat allows A to determineif atrafc matrix changeis acceptabldo B or not, i.e.,

doesnot saturatdinks in B, without violating the con dentiality requirement®f the ASs. Table1 lists thevarious
variableswe useto explain our techniqgue A's goal is to determineif the trafc matrix change,™, will saturate
nolink in B. De ne s, to bethe differencebetweenavailable bandwidthandrequestedandwidthon link e,. The

following mustbetruefor ~ to beaccepted.

B iij Ui;j (1)

=) s =D ij Ui 08l (2)
(i)

The following protocolimplementshe abose computationsecurely A is assumedo useanasymmetrickey pair;
Ea; Da denotetheencryptiondecryptionoperationswith this pair. The complity of the protocolis a function of
thetotal numberof destinationsp, the numberof peeringpointsbetweerthetwo ASs,P andthetotal numberof
bottlenecKinksin B, N.

Protocol Description:



Table1: Notationusedfor SafeTrafc EngineeringScenariosThe secondhalf of the tableis usedonly in Section

4.2

Variable Description Private
to

fdgl i D Uniquedestinatiorpre®xes| None

fpol | P Peeringpointsbetween None
A andB

fggl | N Potentialbottleneck B
linksin B

Uij o1 1if routeto dest.d; B

O = (fuij19) | fromp; usedink &,
0 otherwise

b; availablebandwidth B

B = (b;:::by) | onlink g of B
i Proposeathangdn traf®c | A
= (f i gg) to d; enteringB atp;

ffnrgl h F “Heavy-hitter” ows None
Ch Capacityof owf None
Xhj Amountof ow f None
throughp;
fexgl k M Potentialbottleneck A
linksin A
ax; availablebandwidth A
A= (a;:::ayw) | onlink e of A
hj k8h;j; Kk 1if link e is usedwhen A
fr exits A atp;
hj18h; ;1 1if link g is usedwhen A
fn exits B atp;

A calculateEa( ;) 8 (i; j) andsendghemto B. ThisrequiresO(D P) encryptionsandcausesommu-
nicationoverheacdf O(DP).

For eachlink g, B calculatesEa (s)). It cando this by computingEa(b), Ea(  ij ) andthehomomorphic
property The computationcomplity is O(N) encryptionsand O(D PR) multiplicationswhereR is the

averagenumberof non-zerou;; ; valuesof alink g. Thisis equalto the averagenumberof bottlenecKinks

on apath.We assumehisto be 10.

The proposecthangesreacceptablao B if no s, is negative. The protocoldiscussedn AppendixA.3.1is
usedto determinethis. To prevent A from knowing the signsof eachs;, B calculatesry wherer| is 1 with
equalprobability A few dummyvaluesmayalsobeusedby B to preventA from knowing theexactnumberof
bottlenecKinks. Thecomputatiorcompleity is O(N ) decryptionsandcommunicatiorcompleity is O(N ).

A sendsEa (1) if siry is positve andEa( 1) otherwise.The communicatiorcompleity is O(N ). SinceA
canprecomputdea (1), thereis no encryptioncompleity. Zero-knavledgeproofssuchasthosein [9] may
beusedhereby B to verify thattherecevednumbersncrypt 1.

B multipliesEa (sign(sir;)) with r; to generatean encryptedvectorcontaininga 1 iff the corresponding
bottleneckink would get congestednd1 otherwise.The primitive describedn SectionA.3.2 canbe used
by A to determineif thereisa 1, i.e.,if thereis alink that might getsaturatedO(N) multiplicationsare
requiredhere.



Typical valuesof D ; P areabout200and10[30]. We assumeN to be50. Assumingthatspecializechardwarecan
performencryption/decryptiomperationsn afew hundredmicrosecondandmultiplicationin afew microseconds,
theabove protocolcanbeeasilyexecutedn lessthanaminute. Thisis reasonableonsideringhattraf c engineering
changesieednot be donemorethanonceanhour[40].If the participantdollow the protocol,the abore protocolis
securebecausef two reasonsThe rst is thatB cannotdeterminethe valueof ary encryptedvalue.Thus, it gets
to know only theoutcomefrom A. Thesecondeasons thatA knows nothingaboutthe signsof s;s becausef the
ris.Hence A knows only the outcome.

Wronginputsmaybe providedto causewo kindsof wrongoutcomesThey couldcausaunacceptablehangeso be
acceptedn which caseheresultingcongestiowill beobsenedby theotherAS. Out-of-bandnechanismsouldbe
usedto 2replaythe protocolanddeterminghe maliciousAS. But, if anacceptablehangds rejectedthis protocol
hasto beretried. A maliciousA or B could obtaininformationaboutthe other AS using multiple tries. This is a
fundamentalimitation of this protocol.Next, we developa protocolthatdoesnot suffer from this limitation.

4.2 Optimal Exit Points

We now considera generalizatiorof the goalsof the above protocolusinga linear programmingformulation. As-
sumingthatthepathsfromingresgo egressn A andegresgoingressn B are x ed,how canA andB cooperatrely
determinghebestexit point(from A toB) for o ws. ThisdeterminatiomustbedonewithouteitherAS revealingits
con dential bandwidthconstraintsOtherissuessuchasbidirectionaltraf c, minimizationof thetrafc asymmetry
at peeringpoints,minimizationof pathin ation andothergoalsmayalsohave to be consideredin reality.

Usingthenotationsntroducedn Tablel, ourgoalis to determinexy; 0, theamountof o w f exiting atpeering
point p; . Thelinear programmingproblemfor the correspondingnax- ow problemcanbe written usingthe ow
conserationandbandwidthconstraintof A andB as:

X
maximiz e Xpj giventhat )
h;j
X
Xhj Ch 8 h: (4)
j=1
X
hj kXhj a 8 k: (5)
h=1j=1
X X
hj 1 Xhj b 8I: (6)
h=1 j=1
UsingX ' = (x11;:::;X1p;:::; Xgp), thisis equivalentto maximizingcTX , wherec is acolumnvectorof sizeF P

all of whoseentriesarel, given(VX W) (seeFigure4.2).

A methodto solve linear programmingproblemssecurelywaspresentedn [10]. This cannotbe useddirectly by us
sinceV andG arenotarbitrarymatricesovera eld (bothareintegral, for instance) We usea modi ed versionof
theirtechniqudn our protocolandalsoprovide a proof why this protocolis secure.

The basicobseration in [10] that we leverageis that X, the solution of the above linear programalso satis-
es X = QX°%whereX 9 (a non-ngative vector) maximizesc” X° = (cT Q)X © given constraintsvV % ? =

(PVQ)Q 1X) PW = WO HereP;Q 1! arearbitraryinvertible matricesconsistingof positive entries(be-
causemultiplying a constraintwith 1 reversesthe inequality). To eliminatethe requiremenof positive entries,
we augmenteachconstraintwith a dummy variable (which mustalso be non-ngative) and make the inequality
into an equality For corveniencewe alusenotationandreferto the systemof equalitiesasV X = W. Underthe
sameobjective function, the solutionto this equalityis the sameasthe original setof inequalitiesIn this systemof
equalitiesV hasr = F + M + N rowsandc= FP + F + M + N columns.



Figure2: TheLP problemVX W for determiningoptimalexits of owsfromA toB.
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Our protocol usesthe above obseration to have AS B calculatea new systemof equalitieswith V0 = PVQ,
W= PW, c™ = cTQ whereP; Q arearbitraryinvertible rationalmatriceschoserby B. B calculateshis newv
systemusinghomomorphicoperationson (encryptedentriessentby A. The new systemis decryptedoy A which
calculatesX ©, the solutionto the new systemX = QX %is thencalculatedby B. Only the outcome the plaintext
versionof X, is revealedto B. Hence,if the cryptosystermis securethenB cannotdeducearything otherthan
from theoutcome However, A getstheplaintext versionsof V& W ¢® X ®andX . Thefollowing theorenstateghe
conditionsunderwhich thesedo not provide ary informationto A.

Figure 3: Vector SpaceTransformationof VX = W. QY denotesa vector spaceover rationalsof dimensiond.
V & v %rerationalmatricesof rankr with r rows andc columns(r > c). P %®andQ®areinvertible matriceswith r
andc rows/columngespectiely. GivenV  simplediagramchasingusingthe basesf thevectorspacegnsureshe
existenceof P %%andQ%For all v %

Theorem: GivenV2W? ¢ X 8 X, A canobtainno informationaboutV: W if thereexist rational P %9 Q%for all
V 00\ 00005 chthat P %%/ 0900= O pOy00= WO 0= QO c%%andX = Q% O P9Q%existif (1) VandV %
are both rational matricesof rankr (2) c®®andX ° arelinearly independentand (3) W %is linearly dependenbn
VoK ;v OoRo

Proof: A rationalmatrix (with x rowsandy columns)frankt — min (Xx; y) representavectorspacdransformation
from a vectorspaceof dimensiony to a vectorspaceof dimensionx wherethe null spaceis of dimensiony t.
Invertible matriceswith x rows and columnshave rank x. Both left andright multiplication of matricescompose
two vector spacetransformationgo generatea new vector spacetransformationln our case the compositionof
transformationd® %% °Q%= W ?0is shavn in Figure3. Here,QY represents vectorspaceof dimensiond over the
eld of rationals.

GivenV %andV %in Figure3 it is easyto constructr °®andQ®suchthatP %% °Q%= v Choosehe samebasisfor
V1 andV, andtake arbitraryQsuchthatthe null spaceof V °mapsto thenull spaceof V %0V %andV %®maptherest



of thebasedo basesn V3 andV, respectiely. Now, ensuringthatthe basiselementy; of V; mapsontotheV {v;)
underP % 9% mpliesthatP “UmapsV 0%, ) to V {¥1). Notethat,suchconsisteng requireshatV °andVv ®have
thesamerank.A knows W ¢ ¢ X %andX too.Any candidatesetV %W %0 c®YandX °§ imposeadditionalconstraints
on P%ndQ% Sincec® = Q%%%andX = Q% °representequirement®f Q°%hich wasarbitraryin the above
constructionthey canbeaccommodatednlessc®®andX CarenotlinearlyindependentAlso, W= P % %speci es
theactionof P °®on onevectorwhich would not contradictQ“unlessw %is linearly dependentn V %% ; V2% o

The above proof motivatesthe designof our protocol.B rst converts the systemof inequalitiesinto a system
of equalities.Smallrandomnoiseis addedto V; W; c sothatV is of rankr with high probability The noisealso

ensureghatthereis negligible probability of eitherof the two dependenceonditionsmentionedabove. Hence the

conditionsof the above theoremaresatis ed with high probability B thenchoosesarbitraryinvertible P andQ to

generatanew linearprogrammingoroblemwhich A solves.B usesahomomorphiencryptionschemeo generate
the new LP problemandhence knows nothingaboutAs inputs. The new systemdoesnot reveal ary information

on Bsinputsto A sinceit could be generatedrom ary original systemthat satis esthe conditionsof the above

Theorem Note thatthe additionof randomnoiseto the constraintsshouldnot have signi cant effecton X . There
is evidencefor this; Rougharet al. [34] shavedthatthe estimatedraf ¢ matrices(which containsmall estimation
errors,akinto randomnoise)producegoodenoughresultsin (intra-domain}raf c engineering.

Our protocolis basedon the above obsenationsand homomorphicencryptionsto constructV ¢ W c®. Note that
the methodto constructy ¢ W@ c® proposedn [10] cannotbe usedheresinceV andW satisfyspecialproperties
(they have only boolearentries for instance).

Protocol Description:

A transfergo B, therows of V andW thatareknown only to it by encryptingthemwith its public key.

B createshematrixV andW with A'sencryptedentriesandits unencrypteatonstraintsThe entriesof these
matricesare scaledrandomly(rows or columnsat a time, to presere the equality constraintsiandrandom
noise(smallintegers)addedo corvertV into a matrix of rankr.

For the proof of securityto be valid, randominvertible rational P andQ are chosenV 0 W cPcanall be
calculatedusing homomorphicencryptionsincethe only arithmeticoperationsrequiredare multiplication
by known factorsandadditionof ciphertexts which canbe donewith homomorphiccryptosystemsObsenre
that, sinceonly integers(not rationals)can be encrypted operationswith rationalsmight be performedby
rememberinghe plaintext denominatoor by randomlyscalingP; Q sothatthey areintegral.

VAW Oaretransferredo A which solvesthe systemof equalitiesandsendsX °toB. B usesX = Q 1X©
toA.

Comparedo solving the original setof inequalities the above protocol hasextra compleity dueto two factors.
First, by corvertingtheinequalitiesinto equalitieswe increasehe sizeof the LP problem.Secondthe processing
of encrypteddataby B to generate/ ¢ W@ c?alsoincreasethe compleity. The former canbe alleviatedby using
fastLP problemsolvers.For the latter, all inputsof A areusedto calculateevery entry of the V2 ThusO(FP M)
entriesneedto be multiplied O(FP + M + N)(M + N)) times.The numbersspeci ed earlierindicatethis to
take millions of operationsat leastfor large tier-1 ISPs.Hence,in suchcases,o ws may have to be restrictedto
certainpeeringpointstherebyreducingP, M andF . Subset®f o wswouldthenhave to be solvedindependently
Investigationof theimpactof suchtechnique®n optimality is a subjectof futurework to us. We endthis sectionby
notingthatthe abose methodcanbe appliedto solve otherLP problemsprovidedthatthesearenot sensitve to the
randomnoisethatneedgo beaddedo achieve con dentiality.



5 Sharing Policy Information in BGP

In this section,we illustrate the needfor sharingrouting policies betweenASs usingthe well-known problemof
divergentroutingcausedy con icting policiesof ASs[41, 24] andproposea protocolthatdetermingf divergence
is presenin the context of con dential policies.

A B

d/

Figure4: Divergence-causingS topologywhenA prefersB, B prefersC, C prefersA to reachdestinatiord.

Oscillationsthat occur dueto unintendednteractionof BGP policieswas rst shavn in [41]. Figure 4 shows a
simpleAS topologythatcancausalivergentrouting. Thisis becausegachA prefersB, B prefersC andC prefers
A to reachdestinatiord. A morethoroughanalysisof policy-induceddivergencepropertiesvasdonein [24]. One
approachproposedo remedythis situation[21] is to have routing registrieswhereall the routing policiesarere-
vealedandstaticanalysisis doneto verify safety The setof guidelinesproposedn [19] givesa way to constrain
local policiesso asto make BGP policiessafealthoughthe useof backuprouting doesrequiresomeglobal coor

dination.Anotherway of guaranteeingafetyis by enablingrun-timedetectionof divergenceusingroutehistories,
extensiongo BGR asproposedn [22]. However, routehistoriesleakinformationonlocal policies[13]. A proposal
to anorymizeroutehistoriesis providedin [22] butits ef cacy is unclear Currently it is hopedthatsuchdivergence
will nothapperbecauséSsusethe constrainedocal policiesdescribedn [19].

Staticanalysisof AS policiesto checkfor divergenceis impracticalbecausenary ASsareunwilling to revealtheir
internal policies. Anotherreasonwhy it is impracticalis that this problemis NP-completg24]. We take sucha
schemeproposedn [23] andshav how it canbeimplementedvithout requiringASsto revealtheir policies.While
we do not solve the computationainef ciency of the solution,our aim is to demonstratehat the only barrierto
staticanalysiss thedevelopmeniof policy speci cations(for BGP andotherpolicy-awareMPDSsthatcouldexpe-
riencepolicy-inducedanomaliesjhatcanbeef ciently analyzedwvithoutbeingasconstrainingasthoseproposedn
[19]. Additionally, our protocolcould be usedto analyzethe presencef a disputewheelfor continuously apping
pre xes,i.e., pre xesthatexhibit disputewheel-like behaior.

The schemefor static analysisthat we usewas proposedby Grif n et al. in [23]. They shav that the absence
of disputewheelsis a sufcient conditionfor BGP corvergence.They de ne a disputewheel for a destination
dasaset = (U;Q;R) of sizek, whereU = (ug;:::ux 1) is a sequencef nodes,Q = (Qo;:::Qx 1) and
R = (Ro;:::Rk 1) aresequencesf pathssuchthat8i; 0 i k 1, (1) Rjisapathfromu; touj+;.(2) Qi a

pathpermittedby the policy of nodeu; to destinationd. (3) R;Q;+1 is alsoa pathpermittedby the policy of node
ui. (4) Nodeu; prefersthe pathR;Qj+1 over Q;. We now describea protocolthat canusecon dential policiesto

checkif agivencandidatelisputewheel, is adisputewheelor not.

Protocol Description: EachAS u; in this candidatedisputewheelsetsits input a; to be 0 if all 4 conditionsabove
aretrue andto 1 otherwise.The candidatedisputewheelis a disputewheelif all a;s are0. This canbe achieved
usingathresholdcryptosystenin whichthekey sharecanbecomputedisinganout-of-bandnechanismA random
u; initiatesthe protocolby sendingE (a;) to uj+1 . Any subsequenAS u; blindstherecevedvalueif a; is 0 and
replacest with E (1) if not. Thus,the nal valueE (A ) encryptiff isadisputewheel.Thisvalueis decrypted



collectively. A decryptedvalueof O indicatesthat is adisputewheel. Thenumberof outcomesanbereducedoy
determiningheexistenceofadigputewheelamongn > 1candidates ;. Thiscanbedoneby multiplying E(A )
anddecryptingtheresultto get ; A ;. If thisis notn, thenthereexists a disputewheel.Note that, this process
essentiall}computeghe2OR°0of the3AND® of boolearnvariables On determiningthe presencef a disputewheel,
the ASsinvolvedwould modify only therelevantpoliciesto make themlocally constrainedisspeci edin [19].

Any one participantcould misbehae to falselyindicatethe presenceor absenceof a disputewheel. This could
simply be doneby providing wrong inputs (especiallyto indicatethe lack of con ict). As mentionedin Section
2.2,we believe thatsuchmisbehaior is notrealisticsinceno provider would willfully causedivergenceof a shared
infrastructure.

6 Potential Applications

In this Sectionwe illustratehow sharingbothoperationatonditionsandpolicy informationcansolve problemghat
arisein interdomainroutingandMPDSssuchasCDNsandpolicy-basedesourcallocation. Theserepresenbroad
areaf futurework for us.Whereapplicablewe discussour preliminarysolutions.

6.1 PeeringamongContent Distrib ution Networks (CDNSs)

In [5], the authorsproposemechanismso allow a CDN A to of oad client workloadto peerCDNs, suchthatthe

ServicelLevel Agreement{SLA) of eachclientis satis edandthe costsof doingsoareminimized.In thiscasesince
theredirectionpoliciesof CDNsarecon dential, whethera peerCDN cansatisfythe SLA (maximumsener-client

delay)is notknown. In [5], thesolutionproposeds to deducehisinformationusingmeasurement#é disadantage
of this approachs thatthereis a costassociatedo wrongly determiningif a peerCDN cansatisfya setof clients.

In AppendixB, we describean SMPCtechniqueby corvertingthe problemto be oneof linearprogramming.

6.2 Inter-domain Path Selection

Choosinga pathof goodquality from a sourceto destinations a problemthatarisesrepeatedlyn networks. Prim-
itivesinvolving path quality may be usedby the infrastructure(e.g.,to constructQoS routing tables)or by users
(e.g.,multi-homedendhostsvho needto choosethe bestoutgoinginterfacefor traf c). End-to-endmeasurement
techniquesnay sufce for the latter, at leastin the nearfuture sincethereis not muchdemandfor per o w path
setup.However, thereis a greatneedfor betterpathselectionrmechanismatthe AS level [6, 27].

Sincemostpathsin the Internettraversemultiple domainsandthe quality of intra-domainlinks is consideredon -
dential, SMPC-basedhechanismsouldbeextremelyusefulfor pathselectionComparingwo pathsor determining
if apathcansupporta desiredevel of quality aretwo usefulprimitivesfor pathselection Path quality itself might
be measuredisingadditive metricssuchas (logarithm of) loss,delay jitter or minimum/maximurmmetricssuchas
availablebandwidth.Determiningif the sum/minimum/maximunof theinputsfrom differententitiesis largerthan
anothewalue,withoutrevealingtheinputs,would beof greatusein consideringpathquality in intedomainrouting.
For instance gachstepof Bellman-Ford algorithmfor shortespathcomputatioressentiallicompareghe 2length®
of two pathsin the graph.Sincetypical AS pathsare3 4 hopslong, the outcomeof suchcomparisongover the
whole executionof Bellman-Ford) might leak moreinformationthandesirable Eliminating suchleaksis a subject
of futurework for us.

6.3 Policy-driven MPDSs for Computational Resources

Recentresearch16, 18, 25] hasfocusedon large-scaledistributedinfrastructureoffering resourcesuchascom-
puting, storageetc. The notion of utility computing,large-scalesharingof computingresourceshasreceied a lot
of attentionfrom industry Resourceallocationin thesesystemswhich arelikely to have multiple providers (the
variousuniversitiesof Planetlab[31] could be consideredas providers),is very importantand mustconsiderthe
policies(i.e., preferencesdf theseproviders.To our knowledge,how con dentiality of resourceallocationpolicies
may be enforcedwhile ensuringthat resourceallocationbe ef cient and nearoptimal, hasnot beendealtwith in
prior research.
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7 Conclusionsand Futur e Work

Many large scaledistributed systemsnvolve multiple providers.Managing,optimizing andtroubleshootinghese
systemsrequiresthe useof con dential information from different providers. In this paper we provide SMPC-
basedtechniqueghat allow suchcooperationn inter-domainrouting without requiring that suchinformation be

madepublic. We proposetwo techniquedo illustrate the sharingof a network's operationalconditionsfor better
trafc engineeringWe alsoshav thatdeterminingpolicy-inducedrouting divergencedoesnot requirethatpolicies
be revealed.In designingour techniquesyve leveragekey characteristicof MPDSs.The out-of-bandrelationship
betweerprovidersremovestheneedto consideunfairnessdueto abnormaprotocoltermination Sinceall providers
have reasono keepthe systemhealtty makesmary adwersarialmodelsunrealistic.However, adwersarialbehaior

to determineprivate information of other providersis certainly possibleand must be guardedagainst. We also
discusspotentialapplicationsof SMPC-basedechniquesand preliminary solutionsfor a hostof other problems
includingpathselectionin routing,clientredirectionin CDNsandpolicy-basedesourcellocation.Theseareareas
of future work to us. MPDSsposechallengeghat canbe solved using SMPC-basedechniquesWe hopethatour

work encouragefuture MPDS designgo usesuchmechanisminsteadof makingthemopaqueandhence proneto

inef ciencies andfailures.
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APPENDIX

A Cryptography
A.1 Detailsof Homomorphic Encryption Schemes

Table2 providesabrief overview of El GamalandPaillier's cryptosystemsis canbe seentheformeris multiplica-
tive homomorphiavhile thelatteris additve homomorphic.

For smallx, determiningdiscretelogarithmis not hard, i.e., giveng; g* x canbe determinedisingthe 2baby-step
giant-step@lgorithmwhich tradesoff memaoryfor time. A surwey of suchmethodsis providedin [39]. Henceby
modifying EI Gamalto encryptg™ insteadof m, andrequiringtheadditionaldiscretdogarithmstepfor decryption,
El Gamalcanbe additve homomorphicunderthe assumptiorof smallplaintexts only.

A.2 Commutative Encryption

Our primitive usescommutatie encryption[3]. Two encryptionfunctionsf 1;f, arecommutatve if f1(f2(x)) =
f2(f 1(x)) . For suitablychoserprimep, ary two discrete-loghasedencryptiong11] de ned asf y(x) = x¥(mod)n
satisfythis propertybecauséx¥?)¥2mod(p) = (xY2)¥*(mod)p.
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Table2: EncryptionTechniques

Name El Gamal Paillier
Group Z, where Zy2,nas
Used pisalarge in RSA
prime
Public (mgy=g9) | (ng)st.
Key gagenerator | order(g) = n
l<x<p 1< < =
israndom LCM(p 1,9 1)
Private X (p;Q)
Key
Ciphertextc | c= (a;b) = c=gmr"
of plaintext | (my¥;g*),k | O<r<nis
m israndom random
Plaintetm | m = ab X m = tg; ;
of ciphertext whereL (u) =
c (u 1=n
Security Hardnesof Hardnesof
Assumption | discrete computing
logarithm theorder
Encryption/ | O(log(k))/ O(log(n))/
Decryption | O(log(x)) O(log( ))
Compleity

A.3 Useful Primiti vesfor Multi-P arty Computations

In this subsectionye construcsimplecryptographigrimitivesthatwe usein thepaperWewouldliketo emphasize
that our constructionswhile reasonablyef cient are not the bestthat canbe done.More ef cient constructions
shouldbe possible.

A.3.1 ComparingTwo Scalas

The rst primitive thatwe developis for A to know the biggerof two scalarsa andb privateto two partiesA and
B respectrely underthe assumptiorthatx = (a b) suchthatjXxj Xmax . This problemis a specialcaseof the
Yao's millionaires' problem[44] without fairnessrequirementgunlike [7]) andour solutionis moreef cient than
the solutionin [32].

The basicideabehindour solutionis for A to verify the membershipf x = (a b) in the setof integersfrom
[0; Xmax ] securelyThisis doneasfollows:

1. A sendsEa(a) to B, whereE o denoteencryptionwith As public key.
2. B calculate€a(a b+ r) for somerandomr usingthe homomorphigropertyandsendst to A.

3. A andB eachchooseencryptionfunctionsf o andf g respectiely thatcommutewith eachother(seeSection

Posg toA.
4. A decryptx®= (a b+ r) andsendd A(x9 toB.
5. B calculates o fg(x9 andsendst to A.

6. A checkdf it belongsothesetPos= (fa fg(r);:::;fa fa(r+ Xmax))-
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If the above protocolis followed, thenB cannotdeterminea sinceE 5 is secure A knows x° but the randomr
preventsit from knowing arything aboutx or b. B knows f o (x9; it is computationallyhardfor B to calculatex®
(andhence ) from f 5 (x9. Similarly, the hardnes®f discretelogarithm preventsA from knowing the valueof r
from Posg . To prevent either party from using previous comparisoroperationgfor instancethe samef 5 (x9 in
two operationsvould imply thatthe differencein the a valuesof the two operationss the differencebetweertheb
values) A andB shouldchoosea differentsetof commutatve encryptionfunctionsfor eachcomparison.

The above protocolcanbe mademoreefcient sinceA knows theinverseof f 5, f 5 Yz) = z0a ") which satis es
fa 1 fg fa(2) = fg(2). Thisallows A to calculatef g (x9 which candirectly be comparedwith Posg . Also,
B canpre-computeP osg anduseef cient compressioniools suchascompressedloom Iters [28] to sendthe
membershiwectorto A. Thus,thewholecomparisomequiresoneencryptionanddecryptionthreeexponentiations.

A.3.2 FalseComponenbfa BooleanVector

This primitive is for two parties,A and B, to determineif a boolean(i.e., consistsof 1's and 0's only) set
V =(vy;:::vy) containsat leastone 0. V is assumedo be encryptedvvitB A's public key and calculatedby B

usingAs privateinputs.This caneasilybe doneby having B calculateEA( ;vi n) = Ea(x). Thevectorcon-
tainsaOiff x is negative. Thesignof x canbedeterminedisingthecomparisorprimitive discussetéh SectionA.3.1.
This primitive canalsobe usedto determindf avectorwith only 1'sand 1'shasary 1's.Notethat,amalicious
B canprovide ary valueit choosesgor decryptionto A. Thus,it candeterminethe signof exactly onecombination

of Asprivateinputs.

B CDNs

Now, we describeatechniquethatallows a CDN to calculateoptimalredirectioncriteriausingthe privateinputsof
peerCDNs. We assumehatthereareC client setsc; andS sener setss; . m; denoteghe maximumworkload of
clientsetc; andu; denoteghe costperunit workloadof sener sets; . The quantitiesto be determinedarex;j , the
workloadof ¢; thatwill be of oaded to s;. The con dential inputsof a sener setarethe remainingcapacityof a
sener, C; andDj; , whichis O if seners; cannotsatisfythe SLA for clientc; and1 otherwise The assignmenbf
clientsto senersis obtainedby calculatingx;; underthe constraintf thefollowing linearprogrammingoroblem:

X X
minimiz e Uj  X; (7)
x
f or the maximum Xjj such that (8)
] X
Xij  mi )
X
Xij Ci (10)
X i
(1 Dj)xj O (11)

i
The objective functionis to minimize the cost,whenthe maximumnumberof clientsareserviced.The constraints

areconcerninghe maximumworkloadperclient, capacityof a sener setandtheinability of thesenersetto service
someclient sets.

We canadaptthe techniquein Section4.2 for usewith multiple participants The basicideais thateachCDN S;
involved would choosean grbitrarpr andQ; . Deno}yﬂgthe above LP problemto beV X = W, the CDNswould
collectively calcuteV®= (" ; P))V( ; Qj),W°= (| Pj )W(theobjective functionsaresimilarly transformed).
To calculateV ® eachCDN must rst adwertiseP; V, calculate( i Pi )V andmultiply it with Q; and nally adwer-
tise this matrix. Theseadwertisedmatriceswhenaddedup, give an encryptedversionof V ©. Thresholdvariantsof
homomorphicschemesuchasPaillier's[9, 17] areusedto work with encryptednatrices.
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The amountof encryptedarithmeticto be performedby eachCDN is comparableo the schemein Section4.2.
However, the useof thresholdcryptograply etc.increaseéhe communicatiorcomplexity of this approachlt is an
openissueif the complity canbe reducedto manageabléevels. A misbehaing CDN could causethe wrong
solutionto be reachedo obtin moreclients. A wrong solutionthat doesnot satisfy constraintsof honestCDN(s)
is detectablethough.Characterizinghe probability of detectingmisbehaior and developingtechniquegmaybe,
zero-knavledgeproofs)to catchthe misbeha&ing CDN arethe subjectof futurework.
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