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Cooperationandcompetitionareopposingforcesin Multi-ProviderDistributedSystems(MPDSs)suchastheInter-
netroutinginfrastructure.Often,competitiveneedscauseprovidersto keepcertaininformationcon�dential thereby
hinderingcooperationandleadingto undesirablebehavior. For instance,recentwork hasshown that lack of inter-
domaincooperationin performingintra-domainroutingchangesmaycausemorecongestion.WearguethatMPDSs
shouldbe designedwith mechanismsthat enablecooperationwithout violating con�dentiality requirements.We
illustratethisdesignprincipleby developingsuchmechanismsto solvewell-known problemsin themostsuccessful
MPDS,inter-domainrouting.We alsobrie�y discusstheneedfor suchmechanismsin MPDSsfor contentdistribu-
tion andpolicy-basedresourceallocation.Ourmechanismsleveragesecuremulti-partycomputationprimitives.

1 Intr oduction

Sincethe Internetwascommercializedin 1994-1995,its routing infrastructurehasevolved into a multi-provider
distributedsystem(MPDS). Theprotocolusedto exchangerouting informationin this MPDSis BGP[33] (Border
GatewayProtocol),ahop-by-hoppolicy-awarepathvectorprotocol.For scalabilityreasons,BGPhidesdetailsabout
a provider's network (calledan AS, short for AutonomousSystem)asmuchaspossible[12]. Over the years,this
propertyhasallowedAS operatorsto preserve thecon�dentiality of their policies,topology, operationalstatusand
otherintra-domaininformation.

Theopaquenessof BGPis thecauseof many problems.For instance,lackof knowledgeaboutcongestionin neigh-
boringASsmakesit hardfor oneAS to chooseuncongestedend-to-endpaths[43, 14]. Worsestill, con�icting AS
policiescancauseBGPto diverge[41]. Also, pathquality is not availablefor ASsto usein pathselection[6, 27].
Sincemostintra-domaininformationis consideredcon�dential, the above andsimilar problemscannotbe solved
by requiringASsto revealtheir intra-domaininformation.In this paper, we developtechniquesthatshow how con-
�dential informationsuchaslink qualitiesandpoliciesmaybeshared.We alsobrie�y discussthepotentialuseof
suchtechniquesin MPDSsotherthaninter-domainroutingsuchascaching[5], computing[16,18], storage[25] and
p2pnetworks/overlayrouting[35].

Thegoal in theareaof DistributedAlgorithmicMechanismDesign(DAMD) is to remove therationalefor keeping
certaininputsprivateby designingmechanismsin which it canbe proven that lying doesa participantno good.
Our work is basedon the belief that this assumptionis not appropriatefor MPDSs.To quoteFeigenbaumet al.
[15] on the applicability of DAMD to inter-domainrouting,Thepremiseof the (DAMD) approach is that agents
will voluntarily reveal their private informationif it can be proventhat lying doesthemno goodin the situation
(being)addressed. . .Revelationof private informationmaybean agent's bestpossiblestrategy for theparticular
situationat handbut it maybe unacceptablein the broadercontext. As they further statein their paper, the goal
is to computea global optimumbasedon certainprivate inputs,which is what techniquesdevelopedfor Secure
Multi-Party Computations(SMPC,in short;see[1] for a list of importantpapers)do. Indeed,many of ourproposed
techniquesborrow ideasdevelopedby thecryptography communityfor SMPC.However, weusetechniquesto solve
speci�c problemswhereasthetraditionalemphasishasbeenon developinga genericway to evaluateany function
securely.
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We useBGP1 to illustratehow cooperationandcon�dentiality canbereconciledin MPDSs.Two of our protocols
enablean AS to performtraf�c engineeringwhile consideringnetwork conditionsin a neighboringAS. We also
develop a protocolthat shows how con�dential AS policiesmay be usedin algorithmsto detectpotentialrouting
divergence.Apart from extendingpreviouswork [10] on solvinga linearprogramming(LP) problem,we alsouse
homomorphicencryptionschemesandcommutativeencryptionschemes.Ourdesignsre�ect two key characteristics
of MPDSs,the presenceof an out-of-bandrelationshipwhich canbe leveragedto prevent certainkinds of mali-
ciousbehavior suchasabnormalprotocoltermination,andtheneedto considerinformationleakageover multiple
instancesof theprotocol.

The organizationof this paperis asfollows. In Section2, we provide a brief overview of BGP. We thenstateour
goals,assumptionsand threatmodelusingBGP asan illustrative MPDS. In Section3, we discussbasiccrypto-
graphicprimitivesthatwe usein our protocols.In Section4, we considerproblemsin BGPthatoccurdueto lack
of informationon operationalconditionsin ASsanddevelopprotocolsthatsolve theseproblemswithout violating
con�dentiality. In Section5, weshow theneedfor sharingpolicy informationanddevelopprotocolsthatenablethis
withoutviolatingcon�dentiality requirements.In Section6, wediscussotherpotentialapplicationsof SMPCto en-
ablesharingof informationon operationalconditionsandpoliciesin inter-domainrouting,CDNsandpolicy-based
resourceallocation.We presentsomepreliminaryresultsin theseareasanddiscussopenquestionsin theseareas.
Weconcludein Section7. For easeof exposition,wedonotuseaseparatesectiondescribingrelatedwork; Instead,
wementionit whenevernecessary.

2 Overview of MPDSs

In this section,we provide a brief overview of BGP and identify information that is consideredcon�dential by
network operators.Usinginter-domainroutingasanexampleMPDS,we specifyour goals,assumptionsandthreat
modelin MPDSs.

2.1 Inter -domain Routing and BGP

The Internetconsistsof multiple AutonomousSystems(ASs)which usean inter-domainroutingprotocol,Border
Gateway Protocol(BGP) [33], to routepacketsacrossASs.Reachabilityinformationis exchangedon a per-pre�x
(not per-address)basis.EachAS advertisesdestinationpre�xes that belongwithin it to its neighbors.ASs also
propagate routesadvertisedby a neighborto other neighbors.ASs useBGP path selectionrules to selectfrom
thevariousroutesadvertisedto a destinationpre�x. BGP is alsoa policy-awareprotocolbecauseeachstepof the
protocolcanbemodi�ed by policiessetby thenetwork operators.For instance,policy couldbeusedto decidewhich
advertisementsarepreferred.AdjacentASs aresaidto peerwith eachother. They may do so at multiple peering
locations.SuchBGP peeringrelationshipsalsoinvolve variousagreementsthat indicatethe amountof traf�c that
maybeexchangedatpeeringpoints,thecostof sending/receiving traf�c etc.

A largespectrumof intra-domaininformationisconsideredcon�dentialbynetworkoperatorsbecauseof commercial
reasonsandalso for purposesof preventingattackson the weaker partsof the network. Efforts to deduceintra-
domaininformationof ASssuchastopology[37], link characteristics[26],operationalconditions[4], policies[36],
AS relationships[38] andBGP con�guration [42] have achieved varying degreesof success.Nevertheless,most
intra-domaininformationis consideredcon�dential.

2.2 Goals,Assumptionsand Thr eatModel

Our goal in this paperis to explore instancesof undesirablebehavior in MPDSson accountof unavailability of
con�dential informationof individual providersand to develop mechanismsthat would enablesuchcon�dential
informationto beused.To understandhow suchundesirablebehavior mayoccur, we useFigure1. Flow f canexit
A at eitherof the two peeringpoints.Consideringtheavailablebandwidthof thepathto thesetwo peeringpoints
in A, peeringpoint 1 is better. However, if A hadknowledgeof routesin B andavailablebandwidthson them,the

1For brevity, we referto BGPand“inter-domainrouting” interchangeably.
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conclusionwould be exactly opposite.In this case,internal topologyandoperationalconditionsof B arehidden
from A andhence,A choosesthewrongroute.

Network BNetwork A

of flow f of flow f

55 Mbps

20 Mbps60 Mbps

50 Mbps

Peering
Point 1

Peering
Point 2

Source Destination

Figure1: Peeringpoint 2 providesthebetterroutein A whereasPeeringpoint 1 providesthebetteroverall route,
consideringavailablebandwidthin A andB .

Theoutcomeof asecuremechanismcouldrevealsomeinformationon theprivateinputsof otherproviders.Hence,
asis typically donewhenevaluatingSMPC,wedeematechniquesuccessfulif it doesnot leakany moreinformation
thanis deduciblefrom theoutcome.Thisgoalmustbequali�ed, though.A decisionto useasuccessfultechniquein
MPDSsmustalsoconsiderinformationleakagefrom multipleinvocationsof thetechniquetoo.For instance,asingle
comparisonoperationmayonly indicatethepossiblerangeof a number;However, theexactvalueof a numbercan
easilybededucedin O(log(n)) comparisonoperations.

Themostimportantcharacteristicof thethreatmodelof MPDSsis theexistenceof anout-of-bandrelationship(e.g.,
BGPpeeringagreements).Economicpenaltiesspeci�ed in theserelationshipscanbeusedto preventmisbehavior
suchas abnormalprotocol termination.Hence,unfairness(one participantknowing more than the other) is not
a concernin MPDSs.Failuresshouldnot be classi�ed as abnormalterminations.Hence,participantsusing our
protocolsneedto save all relevantstateuntil it is completedsothata protocolthatterminatesdueto failurescanbe
continuedafterwards.

Theout-of-bandrelationshipis similar, in principle,to thethird partyin theoptimisticmodelfor securecomputation
[8]. In casesthat requiremorethan2 participants,we assumethe presenceof a connectedgraphof bilateralrela-
tionships.We assumethat this canbeachievedusingprotocolsoutsideof BGPor in architecturessimilar to those
discussedin [2] and[20].

Weassumesecurechannelsbetweentheparticipantsof anMPDS,i.e.,noadversarycansnoop,injector modify traf-
�c sentby theparticipantsin theMPDS.We only analyzepossibleinformationleakagefrom usingour techniques.
Hence,adversarialbehavior is restrictedto participantsin theprotocol.Adversariesareassumedto beableto col-
lude andprovide inconsistentinputsonly underthreeconditions.Suchmisbehavior shouldallow the adversaries
to determinethe inputsof honestparticipants,improve their own systemor degradethe systemof honestpartici-
pants.Finally, maliciousbehavior thathasa high probabilityof detectioncanbediscountedsincetheout-of-band
relationshipcanbeusedto imposepenalties.

3 Cryptographic Primiti ves

In thissection,webrie�y describerelatedwork in cryptographicliteraturerelevantto oursolutionsincludingSMPC.
Onecommonlyusedpropertyof cryptosystemsin SMPCis thehomomorphicproperty, i.e., if E representstheen-
cryptionoperation,thenE(m1)E (m2) = E(m1 � m2) where� is eitherthe additionor multiplicationoperation.
In the caseof the former, E is said to possessadditive homomorphismandin the caseof the latter, E is saidto
possessmultiplicativehomomorphism.For instance,El Gamal[11] andPaillier's [29] aremultiplicativeandadditive
respectively. AppendixA.1 providesabrief overview of thesecryptosystems.Unlessstatedotherwise,weuseaddi-
tive homomorphiccryptosystemsin this paper. Below, we stateimportantpropertiesof thesecryptosystemsuseful
to us:

� E (m1) � E (m2) = E(m1 + m2), theadditivehomomorphicproperty. Also, E(m1) � f (m2) = E(m1 + m2)
wheref () hasmuchlessercomplexity thanE. With Paillier's, f (m2) = gm2 .
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� E (m)k = E(mk) 8 k. A specialcaseis thecalculationof E(� m).

� Theciphertexts beforeandafterperformingoneor moreof theabove operationscanbeusedto deducethe
operation.For instance,uponcalculatingE(� m), E (m) = E(� m) � 1. In suchcases,E(� m) canbeblinded
so that the operationcannotbe deduced.With Paillier's, this canbe doneby multiplying E(� m) with r 0n

wherer 0 is a randomnumber. Notethatsuchblinding factorscanbeprecomputed.

Thresholdcryptographyrefersto n entitiessharinga decryptionkey. With theseschemes,encryptioncanbedone
with knowledgeof thepublickey while decryptionrequirescontributionsfrom at leastt of theseentities.Threshold
variantshave beenproposedfor many cryptosystems.For instance,[17, 9] arethresholdvariantsof Paillier's cryp-
tosystem.Note that, thesharesof thedecryptionkey maybecomputedby a third partyor by theparticipantsin a
distributedmanner. Unlessspeci�edotherwise,weassumethatt = n in thresholdcryptosystems,i.e.,all sharesof a
secretkey arerequiredfor thedecryptionoperation.We describecryptographicprimitivesthatwe usein Appendix
A.

4 Sharing Operational Conditions in BGP

Lack of knowledgeon operationalconditionswithin otherASs makes intra-domainrouteselectionhard. In this
section,we developtwo protocolsthatenableneighboringASsto shareinformationaboutinternalcongestioncon-
ditionswhich canbeusedto determinehow traf�c is exchangedbetweenthem.Thoughthescenarioswe consider
aremotivatedby thoseconsideredin BGP-relatedliterature,our protocolsarebroadenoughto be useful in any
inter-domainroutingsystem(includingoverlaynetworks).

4.1 SafeTraf�c Engineering

As pointedout in [43, 14], coordinatingtraf�c engineeringwith neighboringASsis desirabledueto casessimilar to
thoseshown in Figure1. To developtechniquesfor enablingsuchcooperation,we considertheproblem�rst posed
in [43]. AS A andB peerwith eachotheratmultiplepeeringlocations.For variousreasons,theoperatorof A wants
to changeher intra-domainroutes.This affectsthetraf�c matrix from A to B . For instance,traf�c to a destination
could ingressB at a differentpeeringpoint thanbefore.The goal is for the operatorof A to make traf�c matrix
changessuchthat the quality of the new routesthroughB is good.The two naive waysof doing this areeither
for A to know B s topologyandlink characteristicsor for B to know link characteristicsin A. Both of theseare
undesirablesincetheserequirean AS to reveal con�dential information.The bestsolutionknown [43] lets B get
someknowledgeon proposedchangesto the traf�c patternsfrom A andA someknowledgeof B s topologyand
doesnotconsideradversarialbehavior.

We now develop a techniquethat allows A to determineif a traf�c matrix changeis acceptableto B or not, i.e.,
doesnot saturatelinks in B , without violating thecon�dentiality requirementsof theASs.Table1 lists thevarious
variableswe useto explain our technique.A's goal is to determineif the traf�c matrix change,~� , will saturate
no link in B . De�ne sl to be thedifferencebetweenavailablebandwidthandrequestedbandwidthon link el . The
following mustbetruefor ~� to beaccepted.

~B �
X

(i;j )

� i;j ~Ui;j (1)

=) sl = bl �
X

(i;j )

� i;j ui;j ;l � 0 8l : (2)

Thefollowing protocolimplementstheabove computationsecurely. A is assumedto useanasymmetrickey pair;
EA ; DA denotetheencryption,decryptionoperationswith this pair. Thecomplexity of theprotocolis a functionof
thetotal numberof destinations,D , thenumberof peeringpointsbetweenthetwo ASs,P andthetotal numberof
bottlenecklinks in B , N .

ProtocolDescription:
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Table1: Notationusedfor SafeTraf�c EngineeringScenarios.Thesecondhalf of thetableis usedonly in Section
4.2

Variable Description Private
to

f di g1 � i � D Uniquedestinationpre®xes None
f pj g1 � j � P Peeringpointsbetween None

A andB
f el g1 � l � N Potentialbottleneck B

links in B
ui;j ;l ; 1 if routeto dest.di B
~Ui;j = (f ui;j ;l gl ) from pj useslink el ,

0 otherwise
bl ; availablebandwidth B
~B = (b1; : : : bN ) on link el of B
� i;j ; Proposedchangein traf®c A
~� = (f � i;j gi;j ) to di enteringB atpj

f f h g1 � h � F “Heavy-hitter” ¯ows None
ch Capacityof ¯ow f h None
xhj Amountof ¯ow f h None

throughpj

f ek g1 � k � M Potentialbottleneck A
links in A

ak ; availablebandwidth A
~A = (a1; : : : aM ) on link ek of A
� hj k 8h; j ; k 1 if link ek is usedwhen A

f h exits A atpj

� hj l 8h; j ; l 1 if link el is usedwhen A
f h exits B atpj

� A calculatesEA (� � i;j ) 8 (i; j ) andsendsthemto B . This requiresO(DP) encryptionsandcausescommu-
nicationoverheadof O(DP).

� For eachlink el , B calculatesEA (sl ). It cando this by computingEA (bl ), EA (� � i;j ) andthehomomorphic
property. The computationcomplexity is O(N ) encryptionsandO(DPR) multiplicationswhereR is the
averagenumberof non-zeroui;j ;l valuesof a link el . This is equalto theaveragenumberof bottlenecklinks
onapath.Weassumethis to be10.

� Theproposedchangesareacceptableto B if no sl is negative. Theprotocoldiscussedin AppendixA.3.1 is
usedto determinethis.To preventA from knowing thesignsof eachsl , B calculatessl r l wherer l is � 1 with
equalprobability. A few dummyvaluesmayalsobeusedby B to preventA from knowing theexactnumberof
bottlenecklinks. Thecomputationcomplexity is O(N ) decryptionsandcommunicationcomplexity is O(N ).

� A sendsEA (1) if sl r l is positive andEA (� 1) otherwise.Thecommunicationcomplexity is O(N ). SinceA
canprecomputeEA (� 1), thereis noencryptioncomplexity. Zero-knowledgeproofssuchasthosein [9] may
beusedhereby B to verify thatthereceivednumbersencrypt� 1.

� B multiplies EA (sign(sl r l )) with r l to generatean encryptedvectorcontaininga � 1 iff the corresponding
bottlenecklink would get congestedand1 otherwise.The primitive describedin SectionA.3.2 canbe used
by A to determineif thereis a � 1, i.e., if thereis a link that might get saturated.O(N ) multiplicationsare
requiredhere.
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Typical valuesof D ; P areabout200and10 [30]. WeassumeN to be50 . Assumingthatspecializedhardwarecan
performencryption/decryptionoperationsin a few hundredmicrosecondsandmultiplicationin a few microseconds,
theaboveprotocolcanbeeasilyexecutedin lessthanaminute.Thisis reasonableconsideringthattraf�c engineering
changesneednot bedonemorethanonceanhour[40].If theparticipantsfollow theprotocol,theabove protocolis
securebecauseof two reasons.The�rst is thatB cannotdeterminethevalueof any encryptedvalue.Thus,it gets
to know only theoutcome,from A. Thesecondreasonis thatA knowsnothingaboutthesignsof sl sbecauseof the
r l s.Hence,A knowsonly theoutcome.

Wronginputsmaybeprovidedto causetwo kindsof wrongoutcomes.They couldcauseunacceptablechangesto be
acceptedin whichcasetheresultingcongestionwill beobservedby theotherAS.Out-of-bandmechanismscouldbe
usedto ªreplayºtheprotocolanddeterminethemaliciousAS. But, if anacceptablechangeis rejected,thisprotocol
hasto be retried.A maliciousA or B could obtaininformationaboutthe otherAS usingmultiple tries.This is a
fundamentallimitation of thisprotocol.Next, wedevelopaprotocolthatdoesnotsuffer from this limitation.

4.2 Optimal Exit Points

We now considera generalizationof thegoalsof theabove protocolusinga linearprogrammingformulation.As-
sumingthatthepathsfrom ingressto egressin A andegressto ingressin B are�x ed,how canA andB cooperatively
determinethebestexit point(fromA to B ) for �o ws.ThisdeterminationmustbedonewithouteitherASrevealingits
con�dential bandwidthconstraints.Otherissuessuchasbidirectionaltraf�c, minimizationof thetraf�c asymmetry
atpeeringpoints,minimizationof pathin�ation andothergoalsmayalsohave to beconsidered,in reality.

Usingthenotationsintroducedin Table1, ourgoalis to determinexhj � 0, theamountof �o w f h exiting atpeering
point pj . The linearprogrammingproblemfor thecorrespondingmax-�ow problemcanbewritten usingthe �o w
conservationandbandwidthconstraintsof A andB as:

maximiz e
X

h;j

xhj giv en that (3)

PX

j =1

xhj � ch 8 h: (4)

FX

h=1

PX

j =1

� hj kxhj � ak 8 k: (5)

FX

h=1

PX

j =1

� hj l xhj � bl 8 l: (6)

UsingX t = (x11; : : : ; x1P ; : : : ; xF P ), this is equivalentto maximizingcT X , wherec is acolumnvectorof sizeF P
all of whoseentriesare1, given(VX � W) (seeFigure4.2).

A methodto solve linearprogrammingproblemssecurelywaspresentedin [10]. This cannotbeuseddirectlyby us
sinceV andG arenot arbitrarymatricesover a �eld (bothareintegral, for instance).We usea modi�ed versionof
their techniquein ourprotocolandalsoprovideaproofwhy thisprotocolis secure.

The basicobservation in [10] that we leverageis that X , the solution of the above linear programalso satis-
�es X = QX 0 where X 0 (a non-negative vector) maximizesc0T X 0 = (cT Q)X 0 given constraintsV 0X 0 =
(PVQ)(Q� 1X ) � PW = W 0. HereP; Q� 1 arearbitrary invertible matricesconsistingof positive entries(be-
cause,multiplying a constraintwith � 1 reversesthe inequality).To eliminatethe requirementof positive entries,
we augmenteachconstraintwith a dummyvariable(which mustalsobe non-negative) andmake the inequality
into anequality. For convenience,we abusenotationandrefer to thesystemof equalitiesasVX = W. Underthe
sameobjective function,thesolutionto this equalityis thesameastheoriginal setof inequalities.In this systemof
equalities,V hasr = F + M + N rowsandc = F P + F + M + N columns.
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Figure2: TheLP problemVX � W for determiningoptimalexits of �o ws from A to B .
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Our protocol usesthe above observation to have AS B calculatea new systemof equalitieswith V 0 = PVQ,
W 0 = PW, c0T = cT Q whereP; Q arearbitraryinvertible rationalmatriceschosenby B . B calculatesthis new
systemusinghomomorphicoperationson (encrypted)entriessentby A. Thenew systemis decryptedby A which
calculatesX 0, thesolutionto thenew system.X = QX 0 is thencalculatedby B . Only theoutcome,theplaintext
versionof X , is revealedto B . Hence,if the cryptosystemis secure,thenB cannotdeduceanything other than
from theoutcome.However, A getstheplaintext versionsof V 0; W 0; c0; X 0andX . Thefollowing theoremstatesthe
conditionsunderwhich thesedonotprovideany informationto A.

Q'' P''

V''

V'
Q

c

Q
c

Q
r

Qr
V1 = V4 =

V3 =V2 =

Figure3: VectorSpaceTransformationof VX = W. Qd denotesa vectorspaceover rationalsof dimensiond.
V 0; V 00arerationalmatricesof rankr with r rows andc columns(r > c). P 00andQ00areinvertiblematriceswith r
andc rows/columnsrespectively. GivenV 0, simplediagramchasingusingthebasesof thevectorspacesensuresthe
existenceof P 00andQ00for all V 00.

Theorem: Given V 0; W 0; c0; X 0; X , A canobtainno informationaboutV; W if thereexist rationalP 00; Q00for all
V 00; W 00; c00suchthatP00V 00Q00= V 0, P00W 00= W 0, c0 = Q00T c00andX = Q00X 0. P00; Q00exist if (1) V 0 andV 00

areboth rationalmatricesof rank r (2) c00andX 0 arelinearly independent,and(3) W 00is linearly dependenton
V 00X ; V 00c0.

Proof: A rationalmatrix(with x rowsandy columns)of rankt � min (x; y) representsavectorspacetransformation
from a vectorspaceof dimensiony to a vectorspaceof dimensionx wherethe null spaceis of dimensiony � t.
Invertible matriceswith x rows andcolumnshave rank x. Both left andright multiplication of matricescompose
two vectorspacetransformationsto generatea new vectorspacetransformation.In our case,the compositionof
transformationsP 00V 00Q00= W 0 is shown in Figure3. Here,Qd representsa vectorspaceof dimensiond over the
�eld of rationals.

GivenV 0andV 00in Figure3 it is easyto constructP 00andQ00suchthatP00V 00Q00= V 0: Choosethesamebasisfor
V1 andV2 andtakearbitraryQ00suchthatthenull spaceof V 0mapsto thenull spaceof V 00. V 0andV 00maptherest
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of thebasesto basesin V3 andV4 respectively. Now, ensuringthatthebasiselement~v1 of V1 mapsontotheV 0(~v1)
underP00V 00Q00impliesthatP00mapsV 00Q00(~v1) to V 0(~v1). Notethat,suchconsistency requiresthatV 0andV 00have
thesamerank.A knowsW 0; c0; X 0andX too.Any candidatesetV 00; W 00; c00(andX 00) imposeadditionalconstraints
on P00andQ00. Sincec0 = Q00c00andX 00= Q00X 0 representrequirementsof Q00which wasarbitraryin theabove
construction,they canbeaccommodatedunlessc00andX 0arenot linearlyindependent.Also,W 0 = P00W 00speci�es
theactionof P00ononevectorwhichwouldnotcontradictQ00unlessW 00is linearlydependentonV 00X ; V 00c0.

The above proof motivatesthe designof our protocol.B �rst converts the systemof inequalitiesinto a system
of equalities.Small randomnoiseis addedto V; W; c so that V is of rank r with high probability. The noisealso
ensuresthatthereis negligible probabilityof eitherof thetwo dependenceconditionsmentionedabove.Hence,the
conditionsof theabove theoremaresatis�edwith high probability. B thenchoosesarbitraryinvertibleP andQ to
generateanew linearprogrammingproblemwhichA solves.B usesahomomorphicencryptionschemeto generate
thenew LP problemandhence,knows nothingaboutAs inputs.Thenew systemdoesnot revealany information
on B s inputsto A sinceit could be generatedfrom any original systemthat satis�es the conditionsof the above
Theorem.Note that theadditionof randomnoiseto theconstraintsshouldnot have signi�cant effect on X . There
is evidencefor this; Roughanet al. [34] showedthat theestimatedtraf�c matrices(which containsmallestimation
errors,akin to randomnoise)producegoodenoughresultsin (intra-domain)traf�c engineering.

Our protocol is basedon the above observationsandhomomorphicencryptionsto constructV 0; W 0; c0. Note that
themethodto constructV 0; W 0; c0 proposedin [10] cannotbeusedheresinceV andW satisfyspecialproperties
(they haveonly booleanentries,for instance).

ProtocolDescription:

� A transfersto B , therowsof V andW thatareknown only to it by encryptingthemwith its publickey.

� B createsthematrixV andW with A'sencryptedentriesandits unencryptedconstraints.Theentriesof these
matricesarescaledrandomly(rows or columnsat a time, to preserve the equalityconstraints)andrandom
noise(small integers)addedto convertV into amatrixof rankr .

� For the proof of securityto be valid, randominvertible rationalP andQ arechosen.V 0; W 0; c0 canall be
calculatedusing homomorphicencryptionsincethe only arithmeticoperationsrequiredare multiplication
by known factorsandadditionof ciphertexts which canbedonewith homomorphiccryptosystems.Observe
that, sinceonly integers(not rationals)canbe encrypted,operationswith rationalsmight be performedby
rememberingtheplaintext denominatoror by randomlyscalingP; Q sothatthey areintegral.

� V 0; W 0; c0aretransferredto A which solvesthesystemof equalitiesandsendsX 0 to B . B usesX = Q� 1X 0

to A.

Comparedto solving the original setof inequalities,the above protocolhasextra complexity dueto two factors.
First, by convertingtheinequalitiesinto equalities,we increasethesizeof theLP problem.Second,theprocessing
of encrypteddataby B to generateV 0; W 0; c0 alsoincreasethecomplexity. The formercanbealleviatedby using
fastLP problemsolvers.For the latter, all inputsof A areusedto calculateevery entryof theV 0. ThusO(F PM )
entriesneedto be multiplied O((F P + M + N )(M + N )) times.The numbersspeci�ed earlier indicatethis to
take millions of operations,at leastfor large tier-1 ISPs.Hence,in suchcases,�o ws may have to be restrictedto
certainpeeringpointstherebyreducingP, M andF . Subsetsof �o ws would thenhave to besolvedindependently.
Investigationof theimpactof suchtechniquesonoptimality is asubjectof futurework to us.Weendthissectionby
notingthat theabove methodcanbeappliedto solve otherLP problemsprovidedthat thesearenot sensitive to the
randomnoisethatneedsto beaddedto achievecon�dentiality.
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5 Sharing Policy Inf ormation in BGP

In this section,we illustratethe needfor sharingrouting policiesbetweenASs usingthe well-known problemof
divergentroutingcausedby con�icting policiesof ASs[41, 24] andproposeaprotocolthatdetermineif divergence
is presentin thecontext of con�dential policies.

A

C

B
d

Figure4: Divergence-causingAS topologywhenA prefersB , B prefersC, C prefersA to reachdestinationd.

Oscillationsthat occurdue to unintendedinteractionof BGP policieswas �rst shown in [41]. Figure4 shows a
simpleAS topologythatcancausedivergentrouting.This is because,eachA prefersB , B prefersC andC prefers
A to reachdestinationd. A morethoroughanalysisof policy-induceddivergencepropertieswasdonein [24]. One
approachproposedto remedythis situation[21] is to have routing registrieswhereall the routing policiesarere-
vealedandstaticanalysisis doneto verify safety. Thesetof guidelinesproposedin [19] givesa way to constrain
local policiessoasto make BGPpoliciessafealthoughtheuseof backuproutingdoesrequiresomeglobal coor-
dination.Anotherway of guaranteeingsafetyis by enablingrun-timedetectionof divergenceusingroutehistories,
extensionsto BGP, asproposedin [22]. However, routehistoriesleakinformationon localpolicies[13]. A proposal
to anonymizeroutehistoriesis providedin [22] but its ef�cacy is unclear. Currently, it is hopedthatsuchdivergence
will nothappenbecauseASsusetheconstrainedlocalpoliciesdescribedin [19].

Staticanalysisof AS policiesto checkfor divergenceis impracticalbecausemany ASsareunwilling to revealtheir
internalpolicies.Another reasonwhy it is impracticalis that this problemis NP-complete[24]. We take sucha
schemeproposedin [23] andshow how it canbeimplementedwithout requiringASsto revealtheir policies.While
we do not solve the computationalinef�ciency of the solution,our aim is to demonstratethat the only barrier to
staticanalysisis thedevelopmentof policy speci�cations(for BGPandotherpolicy-awareMPDSsthatcouldexpe-
riencepolicy-inducedanomalies)thatcanbeef�ciently analyzedwithoutbeingasconstrainingasthoseproposedin
[19]. Additionally, our protocolcouldbeusedto analyzethepresenceof a disputewheelfor continuously�apping
pre�xes,i.e.,pre�xesthatexhibit disputewheel-likebehavior.

The schemefor static analysisthat we usewas proposedby Grif�n et al. in [23]. They show that the absence
of disputewheelsis a suf�cient condition for BGP convergence.They de�ne a disputewheel for a destination
d as a set � = (U; Q; R) of size k, whereU = (u0; :::uk� 1) is a sequenceof nodes,Q = (Q0; :::Qk� 1) and
R = (R0; : : : Rk� 1) aresequencesof pathssuchthat8i; 0 � i � k � 1, (1) R i is a pathfrom ui to ui +1 . (2) Qi a
pathpermittedby thepolicy of nodeui to destinationd. (3) Ri Qi +1 is alsoa pathpermittedby thepolicy of node
ui . (4) Nodeui prefersthepathRi Qi +1 over Qi . We now describea protocolthatcanusecon�dential policiesto
checkif agivencandidatedisputewheel,� is adisputewheelor not.

Protocol Description: EachAS ui in this candidatedisputewheelsetsits input ai to be0 if all 4 conditionsabove
aretrue andto 1 otherwise.The candidatedisputewheel is a disputewheel if all ai s are0. This canbe achieved
usingathresholdcryptosystemin whichthekey sharescanbecomputedusinganout-of-bandmechanism.A random
ui initiatestheprotocolby sendingE(ai ) to ui +1 . Any subsequentAS uj blinds the receivedvalueif aj is 0 and
replacesit with E(1) if not.Thus,the�nal valueE(A � ) encrypts0 iff � is adisputewheel.Thisvalueis decrypted
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collectively. A decryptedvalueof 0 indicatesthat� is adisputewheel.Thenumberof outcomescanbereducedby
determiningtheexistenceof adisputewheelamongn > 1 candidates� j . Thiscanbedoneby multiplying E(A � j )
anddecryptingthe resultto get

P
j A � j . If this is not n, thenthereexistsa disputewheel.Note that, this process

essentiallycomputestheªORºof theªANDº of booleanvariables.Ondeterminingthepresenceof adisputewheel,
theASsinvolvedwouldmodify only therelevantpoliciesto make themlocally constrainedasspeci�edin [19].

Any oneparticipantcould misbehave to falsely indicatethe presenceor absenceof a disputewheel.This could
simply be doneby providing wrong inputs (especiallyto indicatethe lack of con�ict). As mentionedin Section
2.2,webelieve thatsuchmisbehavior is not realisticsincenoproviderwouldwillfully causedivergenceof ashared
infrastructure.

6 Potential Applications

In thisSection,weillustratehow sharingbothoperationalconditionsandpolicy informationcansolveproblemsthat
arisein inter-domainroutingandMPDSssuchasCDNsandpolicy-basedresourceallocation.Theserepresentbroad
areasof futurework for us.Whereapplicable,wediscussourpreliminarysolutions.

6.1 PeeringamongContent Distrib ution Networks (CDNs)

In [5], theauthorsproposemechanismsto allow a CDN A to of�oad client workloadto peerCDNs,suchthat the
ServiceLevel Agreement(SLA) of eachclient is satis�edandthecostsof doingsoareminimized.In thiscase,since
theredirectionpoliciesof CDNsarecon�dential,whethera peerCDN cansatisfytheSLA (maximumserver-client
delay)is notknown. In [5], thesolutionproposedis to deducethis informationusingmeasurements.A disadvantage
of this approachis that thereis a costassociatedto wrongly determiningif a peerCDN cansatisfya setof clients.
In AppendixB, wedescribeanSMPCtechniqueby convertingtheproblemto beoneof linearprogramming.

6.2 Inter -domain Path Selection

Choosinga pathof goodquality from a sourceto destinationis a problemthatarisesrepeatedlyin networks.Prim-
itives involving pathquality may be usedby the infrastructure(e.g.,to constructQoSrouting tables)or by users
(e.g.,multi-homedendhostswho needto choosethe bestoutgoinginterfacefor traf�c). End-to-endmeasurement
techniquesmay suf�ce for the latter, at leastin the nearfuture sincethereis not muchdemandfor per-�o w path
setup.However, thereis agreatneedfor betterpathselectionmechanismsat theAS level [6, 27].

Sincemostpathsin theInternettraversemultipledomainsandthequalityof intra-domainlinks is consideredcon�-
dential,SMPC-basedmechanismscouldbeextremelyusefulfor pathselection.Comparingtwo pathsor determining
if a pathcansupporta desiredlevel of quality aretwo usefulprimitivesfor pathselection.Pathquality itself might
bemeasuredusingadditive metricssuchas(logarithmof) loss,delay, jitter or minimum/maximummetricssuchas
availablebandwidth.Determiningif thesum/minimum/maximumof theinputsfrom differententitiesis largerthan
anothervalue,withoutrevealingtheinputs,wouldbeof greatusein consideringpathquality in inter-domainrouting.
For instance,eachstepof Bellman-Ford algorithmfor shortestpathcomputationessentiallycomparestheªlengthº
of two pathsin thegraph.Sincetypical AS pathsare3 � 4 hopslong, theoutcomeof suchcomparisons(over the
wholeexecutionof Bellman-Ford) might leakmoreinformationthandesirable.Eliminatingsuchleaksis a subject
of futurework for us.

6.3 Policy-dri venMPDSs for Computational Resources

Recentresearch[16, 18, 25] hasfocusedon large-scaledistributedinfrastructuresoffering resourcessuchascom-
puting,storageetc.Thenotionof utility computing,large-scalesharingof computingresources,hasreceiveda lot
of attentionfrom industry. Resourceallocationin thesesystems,which arelikely to have multiple providers(the
variousuniversitiesof Planetlab[31] could be consideredasproviders), is very importantandmustconsiderthe
policies(i.e.,preferences)of theseproviders.To our knowledge,how con�dentiality of resourceallocationpolicies
may be enforcedwhile ensuringthat resourceallocationbe ef�cient andnear-optimal,hasnot beendealtwith in
prior research.
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7 Conclusionsand Futur eWork

Many large scaledistributedsystemsinvolve multiple providers.Managing,optimizing andtroubleshootingthese
systemsrequiresthe useof con�dential information from different providers. In this paper, we provide SMPC-
basedtechniquesthat allow suchcooperationin inter-domainrouting without requiring that suchinformationbe
madepublic. We proposetwo techniquesto illustratethe sharingof a network's operationalconditionsfor better
traf�c engineering.We alsoshow thatdeterminingpolicy-inducedroutingdivergencedoesnot requirethatpolicies
be revealed.In designingour techniques,we leveragekey characteristicsof MPDSs.Theout-of-bandrelationship
betweenprovidersremovestheneedto considerunfairnessdueto abnormalprotocoltermination.Sinceall providers
have reasonto keepthesystemhealthy makesmany adversarialmodelsunrealistic.However, adversarialbehavior
to determineprivate information of other providers is certainly possibleand must be guardedagainst. We also
discusspotentialapplicationsof SMPC-basedtechniquesandpreliminarysolutionsfor a hostof otherproblems
includingpathselectionin routing,client redirectionin CDNsandpolicy-basedresourceallocation.Theseareareas
of futurework to us.MPDSsposechallengesthatcanbesolvedusingSMPC-basedtechniques.We hopethatour
work encouragesfutureMPDSdesignsto usesuchmechanismsinsteadof makingthemopaqueandhence,proneto
inef�ciencies andfailures.
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APPENDIX

A Cryptography

A.1 Detailsof Homomorphic Encryption Schemes

Table2 providesabrief overview of El GamalandPaillier'scryptosystems.As canbeseen,theformeris multiplica-
tivehomomorphicwhile thelatteris additivehomomorphic.

For small x, determiningdiscretelogarithmis not hard,i.e., giveng; gx x canbedeterminedusingtheªbaby-step
giant-stepºalgorithmwhich tradesoff memoryfor time. A survey of suchmethodsis provided in [39]. Henceby
modifyingEl Gamalto encryptgm insteadof m, andrequiringtheadditionaldiscretelogarithmstepfor decryption,
El Gamalcanbeadditivehomomorphic,undertheassumptionof smallplaintextsonly.

A.2 CommutativeEncryption

Our primitive usescommutative encryption[3]. Two encryptionfunctionsf 1; f 2 arecommutative if f 1(f 2(x)) =
f 2(f 1(x)) . For suitablychosenprimep, any two discrete-logbasedencryptions[11] de�ned asf y(x) = xy(mod)n
satisfythispropertybecause(xy1 )y2 mod(p) = (xy2 )y1 (mod)p.
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Table2: EncryptionTechniques
Name El Gamal Paillier
Group Zp where Zn 2 , n as
Used p is a large in RSA

prime
Public (p;g; y = gx ) (n; g) s.t.
Key g agenerator order(g) = n�

1 < x < p 1 < � < � =
is random LC M (p � 1; q � 1)

Private x (p;q)
Key
Ciphertext c c = (a;b) = c = gm r n

of plaintext (myk ; gk ), k 0 < r < n is
m is random random

Plaintext m m = ab� x m = L (c� )
L (g� )

of ciphertext whereL(u) =
c (u � 1)=n
Security Hardnessof Hardnessof
Assumption discrete computing

logarithm theorder
Encryption/ O(log(k)) / O(log(n)) /
Decryption O(log(x)) O(log(� ))
Complexity

A.3 UsefulPrimiti vesfor Multi-P arty Computations

In thissubsection,weconstructsimplecryptographicprimitivesthatweusein thepaper. Wewouldliketo emphasize
that our constructions,while reasonablyef�cient are not the bestthat can be done.More ef�cient constructions
shouldbepossible.

A.3.1 ComparingTwoScalars

The�rst primitive thatwe develop is for A to know thebiggerof two scalarsa andb privateto two partiesA and
B respectively undertheassumptionthatx = (a � b) suchthat jxj � xmax . This problemis a specialcaseof the
Yao's millionaires' problem[44] without fairnessrequirements(unlike [7]) andour solutionis moreef�cient than
thesolutionin [32].

The basicideabehindour solutionis for A to verify the membershipof x = (a � b) in the setof integersfrom
[0; xmax ] securely. This is doneasfollows:

1. A sendsEA (a) to B , whereEA denotesencryptionwith Aspublickey.

2. B calculatesEA (a � b+ r ) for somerandomr usingthehomomorphicpropertyandsendsit to A.

3. A andB eachchooseencryptionfunctionsf A andf B respectively thatcommutewith eachother(seeSection
A.2. B calcuatesthe setPosB = (f B (r ); f B (r + 1); : : : ; f B (r + xmax )) andsendsa randomlypermuted
PosB to A.

4. A decryptsx0 = (a � b+ r ) andsendsf A (x0) to B .

5. B calculatesf A � f B (x0) andsendsit to A.

6. A checksif it belongsto thesetPos = (f A � f B (r ); : : : ; f A � f B (r + xmax )) .
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If the above protocol is followed, thenB cannotdeterminea sinceEA is secure.A knows x0 but the randomr
preventsit from knowing anything aboutx or b. B knows f A (x0); it is computationallyhardfor B to calculatex0

(andhence,a) from f A (x0). Similarly, thehardnessof discretelogarithmpreventsA from knowing thevalueof r
from PosB . To prevent eitherparty from usingprevious comparisonoperations(for instance,the samef A (x0) in
two operationswould imply thatthedifferencein thea valuesof thetwo operationsis thedifferencebetweentheb
values),A andB shouldchooseadifferentsetof commutativeencryptionfunctionsfor eachcomparison.

Theabove protocolcanbemademoreef�cient sinceA knows the inverseof f A , f � 1
A (z) = z(y � 1

A ) which satis�es
f � 1

A � f B � f A (z) = f B (z). This allows A to calculatef B (x0) which candirectly becomparedwith PosB . Also,
B canpre-computePosB anduseef�cient compressiontools suchascompressedBloom �lters [28] to sendthe
membershipvectorto A. Thus,thewholecomparisonrequiresoneencryptionanddecryption,threeexponentiations.

A.3.2 FalseComponentof a BooleanVector

This primitive is for two parties,A and B , to determineif a boolean(i.e., consistsof 1's and 0's only) set
V =( v1; : : : vn ) containsat leastone0. V is assumedto be encryptedwith A's public key andcalculatedby B
usingAs privateinputs.This caneasilybedoneby having B calculateEA (

P
i vi � n) = EA (x). Thevectorcon-

tainsa0 iff x is negative.Thesignof x canbedeterminedusingthecomparisonprimitivediscussedin SectionA.3.1.
This primitive canalsobeusedto determineif a vectorwith only 1's and� 1's hasany � 1's.Notethat,a malicious
B canprovide any valueit choosesfor decryptionto A. Thus,it candeterminethesignof exactly onecombination
of Asprivateinputs.

B CDNs

Now, we describea techniquethatallows a CDN to calculateoptimalredirectioncriteriausingtheprivateinputsof
peerCDNs.We assumethat thereareC client setsci andS server setssj . mi denotesthemaximumworkloadof
client setci anduj denotesthecostperunit workloadof server setsj . Thequantitiesto bedeterminedarex ij , the
workloadof ci that will be of�oaded to sj . The con�dential inputsof a server setarethe remainingcapacityof a
server, Cj andD ij , which is 0 if server sj cannotsatisfytheSLA for client ci and1 otherwise.Theassignmentof
clientsto serversis obtainedby calculatingx ij undertheconstraintsof thefollowing linearprogrammingproblem:

minimiz e
X

j

uj

X

i

x ij (7)

f or the maximum
X

i;j

x ij such that (8)

X

j

x ij � mi (9)

X

i

x ij � Cj (10)

X

i

(1 � D ij )x ij � 0 (11)

Theobjective functionis to minimizethecost,whenthemaximumnumberof clientsareserviced.Theconstraints
areconcerningthemaximumworkloadperclient,capacityof aserversetandtheinability of theserversetto service
someclient sets.

We canadaptthe techniquein Section4.2 for usewith multiple participants.The basicideais that eachCDN Sj

involvedwould chooseanarbitraryPj andQj . Denotingtheabove LP problemto beVX = W, theCDNswould
collectively calcuteV 0 = (

P
j Pj )V (

P
j Qj ), W 0 = (

P
j Pj )W (theobjectivefunctionsaresimilarly transformed).

To calculateV 0, eachCDN must�rst advertisePj V, calculate(
P

j Pj )V andmultiply it with Qj and�nally adver-
tise this matrix. Theseadvertisedmatrices,whenaddedup, give anencryptedversionof V 0. Thresholdvariantsof
homomorphicschemessuchasPaillier's [9, 17] areusedto work with encryptedmatrices.
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The amountof encryptedarithmeticto be performedby eachCDN is comparableto the schemein Section4.2.
However, theuseof thresholdcryptography etc. increasethecommunicationcomplexity of this approach.It is an
openissueif the complexity canbe reducedto manageablelevels. A misbehaving CDN could causethe wrong
solutionto be reachedto obtin moreclients.A wrong solutionthat doesnot satisfyconstraintsof honestCDN(s)
is detectable,though.Characterizingthe probability of detectingmisbehavior anddevelopingtechniques(maybe,
zero-knowledgeproofs)to catchthemisbehaving CDN arethesubjectof futurework.
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