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Abstract

After a program has crashed, it can be ditcult to re-
construct why the failure occurred, or what actions led
to the error. We propose a family of analysis tech-
niguesthat usethe evidenceleft behind by a failed pro-
gram to build a time line of its possible actions from
launch through termination. Our design can operate
with zerorun time instrumentation, or can °exibly in-
corporate a wide variety of artifacts such asstad traces
and event logsfor increasedprecision. Excient demand-
drivenalgorithms are provided, and the approad is well
suited for incorporation into interactive debuggingsup-
port tools.

1 Intro duction

Programs crash. In spite of the best e®orts of soft-
ware engineers,the grim reality is that zero-defectcode
is rare. Programs misbehave by violating fundamental
rules of their implementation language(dereferencinga
null pointer, failing to catch an exception), or by violat-
ing higher-level, domain speci ¢ invariants (failing an
assert() , forgetting to acquire a lock).

Often, the °aw is not at the crash site (such as a
pointer dereference),but rather at some earlier point
(such as the forgotten initialization which allowed the
null pointer to be seen). When correcting such °aws,
the software engineer'smain tool is the symbolic debug-
ger. Coupled with a snapshotof program state at the
point of failure, such asa Unix core “le, the debugger
helps the engineerreconstruct program activity leading
up to the failure. A stadc badktrace, for example, pro-
videsa partial chronology of how the program reached a
crash site: main() called compile() , compile() called

°This research was supported in part by NASA Grant No.
NA G2-1210, NSF Infrastructure Grant No. EIA-9802069, and
NSF Grant No. CCR-0085949. The information presented here
does not necessarily re°ect the position or the policy of the Gov-
ernment and no ozxcial endorsemert should be inferred.

parse() , and soon. Other techniquessud asewent log-
ging, single-step execution, and so-called\ printf  de-
bugging" may also be used. Each provides a slightly
more detailed chronology, giving the programmer more
information about the execution path of the program in
the lead-upto the crash. The processs tedious, though,
and important actionsmay be hidden from view, suc as
functions which were called but silertly returned before
the crash.

Our goal is to improve this process. We adapt tech-
niquesfrom static program analysisto analyzeprograms
which have already crashed. The intent is not to prove
the program correct (for clearly it is not), but rather to
create more detailed chronologiesof program execution
leading up to the error. We marshal information from
various artifacts to reconstruct the set of paths that
the program may have taken. The paths represen the
possible execution histories given what is known from
available postmortem evidence.

This paper makesthree principal cortributions:

2 Wedescribe a compactrepresenation for realizable
program paths, and presen an excient algorithm
for computing the set of paths given a crash site
and a global cortrol °ow graph [Section2]. Our
approad is a novel adaptation of earlier techniques
for computing cortext-free languagereadability in
directed graphs.

2 We shaw how this genericpath discovery algorithm
can be applied to a range of postmortem analysis
situations, using a wide variety of post-crash arti-
facts to narrow the set of possibleexecution paths.
Analyses of asymptotic complexity quantify the
trade o®sbetween precision and speed[Section 3].

2 We proposestrategiesfor condensingand summa-
rizing detailed path information for usein a debug-
ging system. We canpresert only those stepswhich
all chronologiesmust have taken, or the user may
selectiwely explore the various alternativ esinterac-

tively [Section 4].
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2 Path Representation

We begin by reviewing how possibleprogram executions
correspond to strings from a context free language of
matched parentheses.

A single function can be represetted as a single con-
trol °ow graph. Nodes are program statemerts and
edgesrepresen possible transfers of cortrol from one
statemert to another. Each path through the graph
corresponds to one possible execution chronology. A
glokal control °ow graph generalizesthis represertation
to multi-function programs. Each function cortributes
its own cortrol °ow graph. We split ead function in-
vocation into a pair of nodes: one represerting the call,
and onerepresening the subsequenreturn. We add an
edgefrom the call node to the entry node of the called
function, represerting the transfer of cortrol from caller
to callee. A secondedge,from the function's exit node
bad to the return node, represers return of cortrol
from callee bad to caller. Becausethe only way from
call to return is by going through the called function,
we do not place an edgedirectly from the call node to
the return node.

We assign a uniqgue name to ead call/return node
pair, and usethat to label the call-to-entry and exit-to-
return edges. If the invocation site is named\ 1", then
the call-to-entry edgeis labeled \(|" and the exit-to-
return edgeis labeled\) |". |Figure 1 shaws an example.
One function may have many callers; labels allow us to
enforce proper call/return matching. If a function is
called by crossingedge(;, it must return across);, not
some other mismatched edge)y. Paths corresponding
to valid executions are those in which all parentheses
are properly matched; such paths are realizable The
sequenceof labels traversedby a realizable path forms
a string in a context free languageof matched parerthe-
ses,where ead invocation site de nes a unique paren-
thesis pair. (Realizable paths corresponding to par-
tial executions may corntain zero or more unmatched
call edges,corresponding to functions which have been
called but have not yet returned.) The task of nd-
ing well matched paths, then, is a speci ¢ instance of
a context free languagereachability (CFL readability)
problem. We will not work with cortext free languages
or grammars directly, but rather with the data struc-
tures of an excient implemertation: labeled graphs.

2.1 Segments, and the Route

Map

Paths,

A segment is a single hop from one graph node to an-
other, and a path is a sequenceof segmers. We repre-

~—~—= call site return site ~—~—

E

function function
> .
enry exit

Figure 1: Context freereadchability in global cortrol “ow
graphs. Straight, solid arrows represen single edges.
Wavy arrows represert known paths crossing zero or
more edges.

sert segmers and paths using the following datatypes:

N ::= a graph node
E ::= anintraprocedural “ow edge
C ::= an unmatched call edge
L ::= acall/return site label
Sgment ::= °ow(E) j call(C) j match(L)
Path ::= seedN) j compoundN ; Segment;N; N)

The argument to eac Segyment constructor justi es
the use of that segmem in a path: °ow(e) represerts
crossingintrapro cedural °ow edgee; call(c) represens
crossingfunction call edgec with no matching return;
match(l) represents crossingthe function call edgewith
label |, traversing the body of the called function, and
coming badk along the return edge with label |. Al-
though this last caseactually visits many nodeswithin
the called function body, a match segmen encapsulates
the ertire invocation as a single hop directly from the
call node to the return node. This lets ustreat function
invocation as atomic from the perspective of the caller.

A seedpath seedn) represetts the empty path from
node n to itself. This is not a self loop: it is an
empty path which crosseszeroedges.A compound path
compoundno; S; N1; Ny) represetts an extendedtraversal
which starts at node ng, crossesegmetn s to reach node
ny, and then continues onward ultimately "nishing at
node n,.

The details of how to travel from n; to n, arerecorded
externally, in a structure called the route map:

route: N £ N £ f matched unmatchegy! 2°"

For any pair of nodes, the route map records the set
of paths which start at the rst node and end at the
second. The third argumert further distinguishespaths
which must be fully matched from paths which are al-
lowed to include zero or more unmatched call edges.
Thus, a path term compoundng; s; n1; n,) coupledwith

aroute map routerepresens not onepath but rather the
family of all paths which start at ng, crosss to n;, and
then corntinue on to n, using any suxx path contained
in route(ny;ny; ).
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Ny —e:—= Ny

route(ny; ny; ) = f compound(ny; °ow(ey); ny;N1);
seeqn1)g

route(ny; ng; ) = fg

route(ny; n; ) = f compound(ny; °ow(er); ny; N2);
compound(ny; °ow(ez); n2; N2)g

route(ny; ny; ) = fseedny)g

Figure 2: Finite encading of a path family

The level of indirection introduced by the route map
allows for "nite represenation of in nitely large path
families, such as those containing loops or recursion.
Figure 2 preseris a minimal example. Starting with
route(ny; ny; ), we have two choices. We might se-
lect the “rst, compoundng;°ow(er);ny;ny). This di-
rects us to start at ny, crossedgee;, and corntinue on-
ward using any suxx path from n; to n,. We look
up route(ny;ny; ) again, and are preseried with the
sametwo choices. We can selectthe rst and crossedge
e; as many times as we like before eventually choosing
compoundny; °ow(ez); n2; n2), which takesus out of the
loop and subsequetly terminates with the empty seed
path at ns.

2.2 Path Discovery Algorithm

The standard demand-driven approac for computing
CFL readability starts with a basic graph and an ini-
tial \trigger" edgeconsisting of a self-loop at somenode
of interest. New edgesare added starting at this trigger
and expanding outward, using a work list to track fron-
tier areasyet to be explored. New triggers are addedfor
subroutines, and well-matched paths discovered within
a function are propagated up to its callers. If multiple
paths exist to a single node, an edgewill be added only
once; if all that matters is reacability, rediscorery by
an alternate route is of no interest. The nal answer
is given by examining added edgeshaving the original
node of interest as one endpoint; the other endpoint of
ead such edgeis a CFL-reachable node.

Our needsdi®er slightly. We are not interested in
mere reachability: the fact that the program has run
and crashedis an existenceproof that the crash point
is reachable. We are interested in the speci ¢ path or
paths by which the crash point was reaced. Thus,
the step-by-step justi cation for reaching eadh readc-
able node must be recorded,and if multiple paths exist,

fun start(seedn)) = return n
or start(compoundn; _; _; )) = return n

fun “nish(seedn)) = return n
or “nish(compound_; _; _;n)) = return n

fun discove(p;m) =
let
ny = stat(p)
n, = "nish(p)

if (n1;n2; m) 2 domain(route)
work := work [ f(nqi;nz;m)g
route(ny; ny; m) = route(ny;na;m) [ fpg

Figure 3: Utilit y functions for path discovery

then this too must be represerted. Justi cations are
recorded by Segment constructors. Alternativ e paths
are represened by non-singleton setsin the route map.

[Figure 3 preseris somebasicutilit y functions usedby
the main algorithm. The start() and nish() functions
extract the endpoints of a path term. While eac com-
pound path term represerts a family of paths, that fam-
ily must always sharethe sameendpoints; thus, it is rea-
sonableto talk about the endpoints of a compound path
term. The discovefp;m) function managesdiscovery of
a new matched or unmatched path. Here we seetwo
subtle di®erencedrom a standard CFL reacability al-
gorithm. First, instead of chedking whether an edgehas
already been added, we chedk whether the new path's
endpoints are already in the domain of the route map.
We de ne domair(route) asthe set of triples (ny;ny; m)
such that route(ni;nz;m) 6 ;. Thus, domain(route)
roughly correspondsto the setof edgesaddedby a stan-
dard CFL readability algorithm.

The secondchangea®ectshow a new path is recorded.
Standard readability would add an edgeif none were
already known. Our needsmandate that we remember
all paths, sothe new path is unconditionally added to
the set of known paths for the given matching °ag and
endpoints. The route map is similar to a solution table
from dynamic programming, but rather than ead entry
being set just once, ertries may be updated (enlarged)
as the main algorithm progresses. Obserwe here that
discovermaintains a critical route map invariant: the
only paths added to route(n;;n,;_) are those starting
at n; and ending at ny.

The main path discovery algorithm is parameterized
in terms of six argumerts:

N : the setof all nodesin the graph

E : asetof pairs from N £ N de ning interprocedural



cortrol °ow edges

ot : asetoftriples from N £ N £ L de ning interpro-
cedural call edges,whereL is the set of call/return

site labels

a) : asetoftriples from N £ N £ L de ning interproce-
dural return edgeswherelL is the setof call/return

site labels

C : asetof pairs from N £ N de ning interprocedural
call edgeswhich are not to be matched up with
corresponding return edges

I . the speci ¢ node in N at which the program has
crashed

The distinction betweena( and C is somewhatnon-
standard: in typical CFL reachability any call edge
might be matched or unmatched. For our purposes,it
will sometimesbe useful to explicitly distinguish those
call edgeswhich must be matched (= ¢) from thosewhich
must be unmatched (C); sedSection 3.2 for a situation
where this is useful.

Figure 4 presers the main path discovery algorithm
which usesa work list to explore the graph, working
backward from the crash site ! . (Although a forward
searh from program ertry would discover the same
paths, there are seweral practical reasonswhy working
badk from the crash site is preferable; we discussthis
decision further in [Section3.) On entry to the main
loop, the route map and work list cortain a single un-
matched seedpath at node ! ; this corresponds to the
initial trigger edgeusedin standard CFL readability.
The loop repeatedly expandsthe set of discosered paths
until there are no frontiers left to explore. New paths
are discoveredin any of "v e ways, correspnding to the
v e numbered calls to discover(seealso|Figure 5):

1. crossingan intrapro cedural cortrol °ow edge

2. initiating anewquery at the exit node of a function,
in hope of nding the ertry node

3. crossingfrom a return node to the corresponding
call node, provided that the called function already
has at least one known matched path

4. crossing from a return node to the correspond-
ing call node at the momert that a matched path
within the called function is discovered

5. crossingan unmatched call edge

Generalized CFL readability is cubic in the num-
ber of graph nodes. Our algorithm exploits structural
properties of the global control °ow graph to avoid ex-
ploring any function more than once: the seed path

addedin case2 is independert of which return edgeled
us to the function. This technique, rst proposed by
Reps et al [14], reducesthe asymptotic complexity to
O(E + a¢+ C). Sincethe sizeof C is bound by the size
of a(, this is equivalent to O(E + a?).

3 Path Recovery Scenarios

The general path discovery algorithm presenied above
can be usedin a variety of postmortem situations. In
this section, we shaw that by modifying the graph on
which backtrackis called, we can use a wide variety of
post-crash artifacts.

Assumewe are given a global control °ow graph, con-
sisting of a set of nodes (N), a set of interprocedural
control °ow edges(E), a set of labeled interprocedural
call edges(n!), a set of labeled interprocedural return
edgeg(=’), and a unique program erntry node (®). Func-
tion invocations are split into node pairs: a call node n
such that (n;_;1) 2 a¢ for somelabel |, and a corre-
sponding return node n° such that (_;n%l) 2 @, with
no direct °ow from call to return: (n;n% 2 E. All of
this information is static; it canbe computed at compile
time and stored o%ine until needed.

3.1 Crash Site Only

All we may know about a crashis the program courter
where the crash occurred, with no information about
program behavior beforethe crash or program state at
the crash site.

Given just a crash node ! , best-e®ort path recon-
struction proceedsas follows. Let C be the set of call
edgesstripp ed of their labels: C = f(n;n% : (n;n% ) 2
alg. Populate the route map by calling the main path
discovery algorithm in [Figure 4 as:

backtracKN;E;a¢;a’;C;!)

The family of all possiblepaths leading to the crashis
then given by:

route(®;! ; unmatched

In this special case,the paths discovered by the back-
tracking algorithm correspond to a context free gram-
mar of matched parentheses (call/return pairs from
al;)) with optional unmatched left parentheses(iso-
lated call edgesfrom at). For any single path from ®
to !, the sequenceof unmatched call edgescorresponds
to functions which had beencalled but not yet returned
at the time of the crash. Given only a crash site and
no additional information, we can presen sudc possible
stacks to the userbut cannot automatically rule out one
versusanother.



fun backtracKN;E;a(;n);C;!) =

route(ny; ny;m) = ; for all ny;ny;m
work = ;
discovefseed! ); unmatched

repeat
let
t = (ny;nz;m) = any elemen of work
in
work := work j ftg

foreach e= (ng;n1) in E
1 discovefcompoundng; °ow(e); ny; ny); M)

foreach (ng;ny;1) in @
2: discove(seeqn?); matched
foreach (no; ng;1) in o
if (n8;nY; matcheg 2 domair(route)
3: discovefcompound ng; match(l); n1;nz); m)

if m
foreach (n$;ny;1) in o
foreach (nz;n%;1) in o
foreach (n9; n$; m9 in domair(route)

4: discovetcompoundn?; match(1); n3; n3); m9
else
foreachc= (n?;n;) in C
5: discovetcompound(n?; call(c); ny; ny); m)
until work = ;

Figure 4. Main path discovery algorithm

3:
Mo e ~(AD)~~1) ) nlo ?M@
G )]

ng ng ~~ng

)

Figure 5: Case-ly-caseexamplesof path discovery. Straight, solid arrows represen single edges. Wavy arrows
represen known extended paths. Dotted arrows represen newly discovered paths. Circled nodesn; and n;
correspond to the task selectedfrom the work list.



The asymptotic complexity is the sameasthat of the
main algorithm: O(E + at).

3.2 Crash Site + Stack Trace

A slightly richer environment may identify not just the
crashsite but alsothe sequenceof nestedfunction calls
which were executing at the time of the crash. Java ex-
ceptions, for example, record a stack trace at the point
wherethe exceptionwasthrown. Preseriation of a stack
trace is alsostandard fare for any source-leel debugger,
and stadc traces can be readily extracted from Unix
core les.

Each frame in a stad trace correspondsto a call edge
with no matching return. Furthermore, these are the
only call edgeswhich may be unmatched: any other
functions called beforethe crashmust have successfully
returned. Assumethat the stack trace S is represerted
asavector of call edgesc,; ;i Ciji , Whereeadh ¢ 2
Instead of badktracking along the original global
cortrol °ow graph (N; E;=(;a);®), we construct a new
graph (N; ;8¢ 8); ®) as follows:

Let § be the set of stack positions, represernted as
integersin the range [0;jSj]. Then the set of nodes N
consistsof all nodesin the original graph paired with all
possiblestadk positions. Edgesare duplicated likewise,
with both endpoints sharing the samestadk position:

al,

M=NES§=f(n%kh:n2NA"%28§g
B=f(n%;(n%%):(n;n%) 2 E"%28g
Crossinga matched call edgedoesnot changethe stack

position, becausea matched call edge must return be-
fore the crash. Thus:

6(
6)

f((n;%3;(n%9;1) 1 (n;n%1) 2 8¢~ %2 §g
f((n;%;(n%3%:;1):(n;n%) 2 " %2 §g

At program entry, the stad is empty. We have entered
zero of the call siteslisted in S, and encale this as a
node with stadk position zero:

®= (®0)

Crossing an unmatched call edgeis allowed only when
that edgematchesthe next edgeexpectedin the stadk
trace S. After such an edgehas beencrossed,the node
on the other side must record the fact that we have
consumedone elemern of the stack. We enforce these
restrictions by careful de nition of the set of unmatched
call edges:

O =f((n%i 1);(n%%) : (n;n%) = cug

For example, if the stadk trace consistsof the sequence
of edgesh(a;b;.); (c;d;); (e;f; )i, then the set of un-
matched call edgeswould be:

f((a;0); (b;1)); ((c;1); (d;2)); ((e;2); (F;3))g

This encadespreciselythe desiredrestrictions: the only
way from the start node (®;0) to any node (_;1) is to
reach node (a;0) and crossdown to node (b;1). There
is no way badk to layer 0: the crossingdown to layer 1
represeits the rst function call that had not returned
by the time of the crash. As a secondexample,consider
the special caseof a crash in the program's top-level
procedure: this will yield an empty stadk trace, produc-
ing an empty set®, forcing all paths to be fully matched
beforereacing the crash.

Paths proceedmonotonically downward through the
stadk, consuming stack frames one by one. The crash
site ! should only be consideredonce ead and every
frame in the stadk trace is accourted for:

b=(!;iSj)
We invoke the main path discovery algorithm as:
backtrackN; 2;6¢; 6); ®; b)

The family of all possiblepaths leading to the crashis
given by:
route(®; b; unmatched

Although the new graph is jSj times larger than the
original, the layersare connectedonly by edgesin C. In
e®ect,we are doing O(E’ + 6¢) work on eadh of jSj+ 1
layers, plus O(S) work to chain them together. The
complete process,then, scaleslinearly with respect to
the size of the stack trace: O(S(@ + 60)). Also, note
that the full graph neednot be represerted explicitly:
given the original global cortrol °ow graph, the new
graph can be represerted implicitly , using code rather
than storing jSj-way duplicated data structures.

Stad traces motivate our useof a badkward analysis.
Backward analysis reaches return edgesbefore match-
ing call edges. If we discover a call edgebut have not
already crossedthe corresponding return edge,then this
edgecanonly be unmatched: if it is the next unmatched
call edgein the stadk trace, we cortin ue; otherwise, we
have reached a dead end and must explore elsewhere.A
forward analysiswould reach calls beforereturns. Upon
reaching the next call edgein the stad, forward analysis
cannot tell whether or not that edgeshould be matched,
and so must explore both possibilities. Backward anal-
ysis is more deterministic, and therefore exploresfewer
dead ends.



3.3 Crash Site + Event Trace

Someervironments may not provide stack trace infor-
mation, but may allow obsenation and logging of se-
lected program actions before the crash. If these ac-
tions can betied to individual nodesin the cortrol °ow
graph, then they can be usedto narrow the set of pos-
sible paths to the crash point. We call sudc actions
events and a sequettial log of everts is an eventtrace.

Event traces may come from many sources. A line
of code added manually that prints out the message
\reached line 15 in function foo() " is an event,
provided that each such messagedenti es a unique pro-
gram point. The messagesppearing in a typical Unix
system log form an event trace for the kernel. Many
Unix variants have provisions for recording the system
(kernel) calls made by a process. Security audit trails
under Windows NT, 2000, and XP provide a similar
trace. Debugger-managedbreakpoints are evens. In
general, any obsenable action with can be tied to a
program point is an even.

In most caseseverts are not loggedinternally by the
suspect program, but rather appear in some external
repository such as a logging daemonor a terminal win-
dow. This can make the evert trace more robust than
a stack trace in the face of extreme program failure:
a misbehaving C program might trash its stadk before
crashing, leaving a stad trace which is simply garbage.
An externally loggedevert trace will survive such mis-
behavior. (Note, howewver, that we do assumethat even
a crashedC program obeysits own control °ow graph.
If a program directly modi es its program counter or
overwrites a saved return address,it is e®ectiely cross-
ing graph edgesthat do not exist; sudh misbehavior is
outside the scoye of this paper.)

If each evert uniquely identi es a program point, then
we canaugmert our static global control °ow graph with
asetNy p N of event nodes: these are nodes which,
if crossed,must emit a traced event. Following a crash,
we collect an evert trace V, represerted as a sequence
of nodesml;nz;:::;njvji whereead n;j 2 Ny .

Let © bethe setof event trace positions, represerntied
asintegersin the range [0;jVj]. We build a new graph
by combining nodes with evert trace positions, as for
stacks. Howewer, we can be somewhat more selective
here, becauseewverts are mandatory: if the next evert
we expect to seeis at node n, then we cannot crossany
other node in Ny beforereading n; if we had reached
some other evert node in Ny, then that node would
have appeared next in the ewvent trace rather than n.
This di®ers sharply from stadk traces, where the ex-
pectation to seea given unmatched call edgedoes not
block us from visiting (and returning from) arbitrary
other functions “rst. We expressthe mandatory nature

of evert nodes by selectively knocking out certain ele-
merts of the new node set:

M= fmA:n2N"A2"g
i f(MmAj 1):n2 Ny ”n6 nag
Equivalertly:
M= f(nnA:n2Nj Ny"A2"g

[ f(na;Ai 1):A27 g

Thus, if nodesa, b, and c are evert nodes,and the event

trace consists of ha;b;bi, then ¥ would cortain (a;0),

(b;1), and (b;2), but no other clonesof a, b, or c. This

implies, for example, that node ¢ can never be crossed.
In general, exactly one node from Ny will appear for

ead evert trace position A 2 [0;jV]j). No evert node
can ever appear with ewvent trace position jVj, because
once we have obsened all logged everts, no more can
be emitted before the crash.

The new edgesetsare constructed soasto transition
from oneevent trace position to the next when crossing
an evert node:

B= f(nA;(%A):(MmnY2E~n2Ny A2 g
[ f((Nas2;A);(N%A+ 1) i (nas1;n2) 2 E~A2 " g

This formulation transitions to the next evert trace po-
sition upon departure from an evert node, rather than
upon arrival at it. That is correct provided that a crash-
ing evert node doesnot emit an event. If crasheshap-
pen before evert emission, an adjusted formulation is
straightforward. If event nodes cannot crash, the dis-
tinction is moot.

Without loss of generality, we can assumethat func-
tion call nodesand function exit nodesare never event
nodes. Therefore:

BO=f(mA);(%A; D) (%) 2~ A2 g
8 = f(nA);(n"%A; D) :(mn%H2>rA2" g
&= f(n;A);(n%A) : (n;n%) 2 alg

No events have beenseenwhenthe program rst begins;

all events in the trace must have beenseenby the time
the program crashes.Thus:

®= (®0) b= (!:jvj)
Given thesede nitions, we build the route map by call-
ing:
backtrack N; B;6¢; 6); ®; b)
The setof paths that could have led to the crashis given

by:
route(®; b; unmatched



As in the previous scenario, the layered nature of the
new graph limits the asymptotic increasein work. We
do O(B+ () work on eadh of jVj+ 1 layers, for O(V (B +
6()) work overall. As before,the generatedgraph canbe
represened implicitly rather than by literal duplication
of the original graph.

3.4 Other Variations

The stack trace and ewvert trace scenarios presened
above sene to illustrate the key conceptswherely in-
formation about the crashis usedto restrict the set of
realizable paths. We brie°y consider seweral variations
here,to shov how our approac canaccommalate other
typical debuggingscenarios.In ead casethe main path
discovery algorithm remainsthe same;we simply call it
with graphs constructed in slightly di®erent ways.

3.4.1 Stack + Event Trace

The strategies usedin Sections/3.2 and[3.3 are largely
orthogonal, and can be combined without ditcult y.
Nodes in the constructed graph will form a subset of
N £ § £, wherethe start node is (®;0; 0), the crash
site node is (! ;jSj;jV]), and the edgesare built in the
obvious manner. In the worst case, we may need to
explore every stadk/event state pair, giving an overall
asymptotic complexity which is linear in the product of
stack and evert trace sizes:O(SV(Ii? + 60)).

3.4.2 Multiple Event Traces

Section 3.3 listed someof the many potential sourcesof
evert trace information. A single program may actually
be under obsenation using seweral of thesemedanisms
at once. If all events are timestamped, they can be
uniquely ordered and treated as a single evert trace. If
timestamps are not available, then e®ectively we have a
vector of t uncorrelated evert streams hvy; Vs;:::; Vii.
We can allow arbitrary interleavings of everts by apply-
ing the strategy usedin [Section 3.3t times, e®ectively

totic complexity is linear in the product of all trace sizes:

O(SW1V, 1 W (B + B())

3.4.3 Unkno wn Crash Site

All scenarioswe have consideredthus far assumethat
the crash site is known. If it is not, then we can still
perform a best-e®ortanalysis basedon other available
information. If only a stack trace is given, then the crash
node can be any node within the last called function.
We can perform badkward path discovery from the entry
node of this terminal function, and then consider all

well matched forward extensionsof thesepaths to other
nodes within the same function. Given just an evert
trace, we perform badckward path discovery from the
last evert node seenin the trace, and then consider
all (matched or unmatched) forward extensionsof these
paths that do not crossany additional evert nodes.

3.4.4 Am biguous Stack Trace

It may not always be possibleto translate a real stadk
trace into the idealized form used in Section3.2. A
typical example is the stack report given by uncaugh
Java exceptions. Each frame is described in terms of a
fully quali ed method name, a source le name, and a
line number within that Te. Supposea single function
is called twice on oneline, asin \foo(bar(), bar()) "
If an exceptionis raised during either call to bar() , we
will not be able to tell which call site was active at the
time of the error.

Recall that adherenceto the obsened stack trace is
enforcedvia ®, the set of unmatched call edges.When
the stack trace is unambiguous, ® contains oneand only
one edgeof the form ((; % 1);(-%j) for ead %2 §,
corresponding to the fact that there is oneand only one
call edgefor ead stadk position. If any given stadk posi-
tion %ais found to be ambiguous, we add one unmatched
edgetransitioning from ¥%; 1to ¥for ead candidate call
site. We expect sud situations to be rare in practice.

3.45 Am biguous Event Trace

This scenariois similar to that just presered. If a
given event cannot be unambiguously assaiated with
a unique node in the cortrol °ow graph, we add ad-
ditional edgesto i3] re°ecting the various possibilities.
Thus, if the ¥th event is ambiguous, then ead candi-
date evert node n and successom® will yield one edge
((n; % 1);(n%3%)) in the generatedgraph.

3.4.6 Incomplete Event Trace

Event nodes will generally be sparse with respect to
the complete program. Even so, a complete event trace
from launch to crashmay becomeexcessiely long if the
program is long lived, or if event nodes occur within
heavily tratc ked loops. Many of the sourcesfor evert
traces listed in Section 3.3 have Tnite logging capacity:
text scrolls o® of windows; log Tes are periodically ro-
tated and removed; an in-program evernt log might usea
“xed-size rotating bu®er;and soon. The Intel Pentium
4 family of processords capableof recording the source
and destination addressof the four most recertly taken
branches[8].

Sud suxx traces may be used as follows. Once the
“rst ewvent in the trace has been seen, all remaining



everts must have beenloggedfaithfully . Thus, nodesof
the form (_;%j;%> 0 can be treated as originally sug-
gested,along with their related edges.For nodesof the
form (_; 0), we retain the complete set of cloned nodes
givenby N £ f0g, and all assaiated edges.We cannot
omit any event nodes at trace position zero, because
it is possiblethat these nodeswere reached before the
“rst event in our incomplete trace. Instead, for the “rst
ewvert node in the trace (ny) and for ead edge(ny;n),
weinclude both ((ny; 0); (n; 0)) aswell as((ny; 0); (n; 1))
asedgesin the generatedgraph. The rst of theseedges
represens any \forgotten" crossingsof node n1, while
the secondedgerepresens the crossingof n; that ap-
pearsasthe rst event in the event trace.

Suxx traceswork well with a backward analysis: the
“rst event node we seemust be the last onein the trace.
In a forward analysis, we would discover evert node n;
but be unable to tell if this represerts the rst node
in the trace, or some earlier crossing which has since
been forgotten. The forward analysis would have no
choice but to pursue both possibilities. As seenearlier,
backward analysis is more deterministic and therefore
exploresfewer dead ends.

3.4.7 Program Counter Sampling

Periodic sampling of the program courter is a well

known strategy for proling code. This is typically im-

plemerted in software using clock interrupts, although

the Alpha processorcortains hardware support for sam-
pling with such low overheadthat it can be left running

cortinuously even on production systems[2]. Sampled
program courter valuesare not strictly everts, because
no program courter is guaranteed to be sampled eat

time it executes.Howewer, we can exploit such informa-

tion using a slightly more permissive formulation than

that usedin |Section 3.3

B= f(nA);(n%A):(mn)2E~A2" g

[ f((nas1;A);(N%A+ 1)) i (nan;n)2E~A2 7 g

We have remaved the \n 2 Ny " restriction from the
‘rst set of edges.This givesus more edgesand requires
more graph exploration, re°ecting the less precise in-
formation provided by program cournter sampling com-
pared to mandatory evert nodes.

3.4.8 Dynamic Dispatc h

Our algorithm assumesthat the global cortrol °ow
graph includes complete static call information. Dy-
namic dispatch, such as through function pointers or
virtual method invocations, can be managedusing any
of sewral well-known techniques for forming conser-
vative static approximations of dynamic call graphs.

While sudh approadesare fairly standard in static pro-
gram analysis, there is one respect in which our post-
mortem viewpoint is uniquely benecial: stack traces
reveal the real addressesof unique call/return sites.
There is no indirection, and therefore eat stack frame
can be treated as a completely static call. The un-
matched call edgesplacedin ® neednever be dynamic.

3.4.9 Demand Driv en Analysis

Although the main algorithm is fairly ezxcient, evert
traces can grow quite large, and therefore it may be
desirableto reconstruct paths on demand, rather than
exhaustively. If the work list is managedasa rst in,
‘rst out queue, then paths will be discovered starting
closeto the crashsite and gradually radiating outward.
Code closerto the crashis more likely to be related to
the error, so a badkward analysis works well here. It is
easyto detect when one has transitioned to the previ-
ous position in a stadk or ewvent trace, and this forms
a logical unit of work to compute (in O(I@ + 60) time)
and presen to the user before pausing or cortinuing
to seard in the background. If reconstruction is using
just a stadk or just one evert stream, then preliminary
results for a sutx of the trace are guaranteed to par-
ticipate in the "nal ®-to-b solution. If multiple traces
are used, per Section3.4.1and[3.4.2 then it is possible
that somepreliminary paths may deadend later on; de-
mand driven analysis can display preliminary results as
a consenative superset which may be narrowed down
by further exploration.

4 Path Summarization

The techniques described above populate the route
map, with route(®; b; unmatched as the basisfor iden-
tifying all realizable paths to the crash site. Howewer,
a route map is not immediately usefulto a human soft-
ware engineersearting for a bug. Even the minuscule
route map given in Figure 2 requires careful, detailed
reading to understand the family of paths it encades.
Enumerating all paths is no solution, as that set will
in generalbe in"nite. Summarization is neededto con-
densethe route map to an accessibleform.

One useful presenation is to show the node-by-node
stepsthat all paths sharein common. Theserepresert
program activit y which must have occurred. When sev-
eral paths are available, we should explicitly show the
user that we do not know which was taken; once those
paths join bad together, though, we can pick up again
along this common contin uation.

Figure 6 gives two examplesof useful summaries of
intrapro cedural paths. In the “rst example, it is clear
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ha;b;:::;c;d;!i
ha;b;c;:::;d; i
ha;b;c;d;:::;1i

Figure 6: Sample path summaries

where a gap appearsdue to two choicesfor how to con-
tinue on from bto reach ! . This appearsin the route
map astwo elemerts in the setroute(b;! ;). In the sec-
ond example, gaps represett loops which may be tra-
versedany number of times. Any of the four summaries
o®eredis correct, though they vary in which parts of
the execution they emphasize.

We produce path summaries of this form for gen-
eral multi-pro cedure graphs as follows. Build a new
graph whose nodes are in one-to-one correspondence
with thosein the graph that was usedduring path dis-
covery. Add edgesto this graph only where the cor-
responding edgesappear as single-segmet hops in the
route map. That is, if route(ny; ny; ) appearsanywhere
in the route map, then create an edgefrom n; to ny in
the newly constructed graph.

Becausewe don't care what the single-stepsegmei
is, this new graph directly connectscall nodesto their
matched return nodes without detouring through the
called function. Unmatched call edgesdo appear as
edgesin the new graph, but matched call/return pairs
are reducedto a single direct edgefrom call to return.
This can be thought of asa view of the realizable paths
with zero detall inside function calls.

We now perform a seriesof dominator computations
on this new graph. The last node in the summary must
be! , the crashsite. The immediate dominator of ! with
respect to root node ® will be the closestpredecessoof
I along ewvery path from ®. This node, idom(! ), must
be the second-to-lastnode in the summary. The third
to last node will be idom(idom(! )), and so on, until
ewvertually we reach ®, the ‘rst node in the summary.
The nodesin the summary are exactly those nodeson
a root-to-leaf walk of the dominator tree from ® to !,
computable in time which is nearly linear with respect
to the number of graph nodes[12].

At ead stagein the tree walk, we can chedk whether
the immediate dominator of a node is also the unique
predecessorof that node. If so, then the transition
from idom(n) to n was the only possible progression.
If not, then there must be a gap betweenidom(n) and
n which can be spanned by more than one path. In-
ject a gap marker into the summary at this point to
inform the user that we do not know which path was
taken. Alternately, at ead stagein the tree walk ched
the size of the route map entry from that nodeto ! ; if
it lists more than one path, then insert a gap. These
two strategies produce identical results for the rst ex-
ample in [Figure 6. For the secondexample, gap in-
sertion before nodes with multiple predecessorsields

route map ertries yields ha; b;c;d;:::;!i.

Becauseead step in the summary correspondsto a
path segmen from the route map, eac step forward or
badkward can be attributed to a concrete program ac-
tion: intraprocedural °ow, call to a function that does
not return, or function call and return. In the later case,
the user can \unfold" the invocation and interactively
browse paths within the called function, selectiwely in-
creasingthe level of interprocedural detail as much as
is useful for the problem at hand.

5 Related Work

The idea of exploring execution chronologies has re-
ceived attention beforein the form of replay debuggers
[4, 15, 11, /13, /15, 17]. Replay debuggersperiodically
chedkpoint program execution to allow fast incremen-
tal replay. This essetially createsthe ability to travel
badkward in time: the unique, exact execution path is
known, and all data valuesare available at any previous
point in time.

Dynamic slicing identi es the subsetof an executed
program's statemerts which actually a®ectthe value of
a single selectedvariable at somepoint of interest [1, 9].
Recert work in this areausesstatic analysis of the pro-
gram's data and control dependenciesto reduce execu-
tion overhead [7] and can exploit information such as
the dynamic call graph and debugger breakpoints [6].
Our approad is more lightweight. We reconstruct over-
all program °ow rather than focusing on an individual
variable, and presen a family of possiblepaths without
guaranteeing uniqueness. In exchange for reducing the
level of detail, we can exploit a wider variety of post-
crash artifacts with aslittle aszerorun-time overhead.

Our use of paths to describe program executionsre-
lates to earlier work on program tracing and path pro-
Jing [3,/10. Proling builds an aggregate statistical
model of the program over many runs in order to drive
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subsequen optimization or performance tuning. Pro-
gram tracing can be far more detailed, but risks blowing
up in time or spaceif too much information is retained.
Tedhniquesfor presering and navigating our path sum-
maries remain an open area of study; current researf
in visualizing large traces and understanding dynamic
program behavior may o®eruseful insights [16].

The principal ways in which we di®er from thesepre-
vious works are that (a) we assumeno modi cations of
the program before execution and (b) we are able to
take advantage of external information such as logs to
give more preciseinformation.

6 Conclusions

We have described a family of techniquesfor analyzing
crashedprograms and reconstructing the set of possible
executionsthat may have led up to the crash. Though
basedon algorithms from static analysis, our approach
takes advantage of unique information which is only
available from actual program execution. We are able
to gleanevidencefrom a wide variety of postmortem ar-
tifacts, and o®er’exible trade o®sbetweenthe amount
of information collected at run time and the speci city
of its results. Full, deterministic program tracing is pos-
sible, but evena stadk trace extracted from a core dump
canbeusedto recover information about why a program
has died.
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