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Abstract

In this paper, we argue for the power of providing a com-
mon set of OS services to wide area applications, including
mechanisms for resource discovery, a globa namespace, re-
mote process execution, resource management, authentica
tion, and security. Onasinglemachine, application developers
can rely onthelocal operating system to provide these abstrac-
tions. In the wide area, however, application developers are
forced to build these abstractions themselves or to do without.
This ad-hoc approach wastes programmer effort and system
resources. To address these problems, WebOS provides basic
operating systems services needed to build applications that
aregeographically distributed, highly available, incrementally
scalable, and dynamically reconfiguring. Experience with a
number of applications developed under WebOSindicates that
it simplifies system development and improves resource uti-
lization. In particular, we use WebOS to implement Rent-A-
Server to provide dynamic replication of overloaded services
across the wide area in response to client demands.

1 Introduction

Operating systemswere originally devel oped to provide
a set of common system services, such as 1/0, commu-
nication, and persistent storage, to simplify application
programming. With the advent of multiprogramming,
this charter expanded to include abstracting shared re-
sources so that they were as easy to use (and sometimes
easier) as dedicated physical resources. The introduc-
tion of local area networks in the 80's expanded this
role even further. A goal of network operating systems
such as Locus[Popek et al. 1981], Mach [Accettaet al.
1986], Sprite [Nelson et al. 1988], Amoeba [Mullen-
der et al. 1990], and V [Cheriton 1988] wasto makere-
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mote resources over the LAN as easy to use aslocal re-
sources, in the process simplifying the development of
distributed applications.

With analogy to these systems, this paper arguesthat
it istime to provide a common set of services for wide
area applications, in effect to make wide area resources
as easy to use as those on a LAN. The past few years
has seen a dramatic increase in the number and variety
of services that are available over the Internet, beyond
simple documentsto awide variety of on-line services,
such as search engines, real-time news, weather fore-
casts, interactive games and chat rooms, airplane reser-
vations and ticketing, to name just a few.

Today, although the World Wide Web has made ge-
ographically distributed read-only data easy to use, ge-
ographicaly distributed computing resources are not.
The result is that wide area applications that require
access to remote CPU cycles, memory, or disk must
be programmed in an ad hoc and application-specific
manner. For example, many popular services, such as
Digital’s Alta Vista[Dig 1995] or Netscape's download
page [Net 1994], are geographically replicated to im-
provebandwidth, reducelatency, and improveavailabil-
ity — no single connection onto the Internet can support
tensof millions of users. Thisreplication is managed by
hand on both the server and the client side — users are
forced to do manual polling between essentially equiv-
alent services. This situation will only get worse; it is
currently predicted that the number of I nternet userswill
increase by an order of magnitudeto over 100 millionin
lessthan 5 years [Rutkowski 1995].

To address these problems, we have built WebOS,
a framework for supporting applications that are geo-
graphically distributed, highly available, incrementally
scalable, and dynamically reconfiguring. WebOS in-
cludes mechanisms for resource discovery, a global
namespace, remote process execution, resource man-
agement, authentication and security. We use WebOS
to demonstrate the synergy of these servicesin simpli-
fying the devel opment of wide area distributed applica-



tionsand in providing more efficient global resource uti-
lization.

The WebOS framework enables a new paradigm for
Internet services. Instead of being fixed to a single
location, services can dynamically push parts of their
responsibilities out onto Internet computing resources,
and even even all the way to the client. These dynami-
cally reconfiguring and geographically mobile services
provide a number of advantages, including: (i) better
end-to-end availability (service-specific extensionsrun-
ning in the client mask Internet or server failures), (ii)
better cost-performance (by dynamically moving infor-
mation closer to clients, network latency, congestion,
and cost can al be reduced while maintaining server
control), and (iii) better burst behavior (by dynami-
cally recruiting resources to handle spikes in demand).
For example, many Internet news services were over-
whelmed on the night of the last U.S. presidential elec-
tion; our framework would enabl e those servicesto han-
dle the demand through dynamic replication. Note that
many popular Internet services aready are statically set
up to run at third party sitesto pro-ratethe cost of afault
tolerant, high bandwidth Internet connection over mul-
tiple services[Brewer 1997]; we are merely arguing that
with the right support, these arrangements can be made
dynamically.

In addition to demonstrating the synergy of a com-
mon framework for wide area distributed applications,
we make a number of specific contributions. First,
we demonstrate an extensible mechanism for running
service-specific functionality on client machines and
show that this allows for more flexible implementation
of name resolution, load balancing, and fault tolerance.
Second, we provide afile system abstraction that com-
bines persistent storage with efficient wide-area com-
muni cation patterns; we demonstratethat this simplifies
the implementation of a number of wide area applica
tions. Next, we present a methodology for coherently
caching program results through the file system, speed-
ing the performance of applications which must repeat-
edly execute programswith commoninputs. Finaly, we
demonstrate how Rent-A-Server, an application devel-
oped in our framework, both improves system perfor-
mance and more efficiently utilizes system resourcesfor
Web server access.

Of course, the point can be made that the growth of
the Internet can be partially attributed to its lack of cen-
tral control, making the whole concept of an Internet
operating system a contradiction in terms. Tradition-
ally, Internet applications and protocols are developed
and deployed without the intervention of any central-
ized authority. We are not arguing for strict central con-
trol. Rather, we believe that OS services should abstract
the requirements of wide area applications. For exam-

ple, TCP provides flow control, in-order, and reliable
delivery over congested, unreliable medium without re-
quiring each application programmer to understand ex-
ponential backoff, slow start, or round-trip time vari-
anceestimation [Jacobson 1988]. TCP' ssuccessisates-
tament to the ability to win widespread acceptance by
providing a simple, convenient interface to network re-
sources. We believe that system abstractions to other
global resources can be adopted in a similar fashion,
hiding the details of cache consistency, load balancing,
fault tolerance, authentication, replication, resource al-
location, and so on.

Therest of this paper discusses these issues in more
detail. We present an overview of WebOS system com-
ponents in Section 2, before delving into more detail
in Sections 3-6, which describe: (i) Smart Clients for
fault tolerant, load balanced access to Web services, (i)
WebFS, aglobal cache coherent filesystem, (iii) authen-
tication for secure access to globa Web resources, and
(iv) aprocess control model supporting secure program
execution and mechanismsfor resource allocation. Sec-
tion 7 demonstrates how this framework simplifies the
implementation of four sample wide area applications.
Section 8 describesin detail the design, implementation,
and performance of one application built on WebOS,
Rent-A-Server. Section 9 presents related work, lead-
ing to our discussion of future work in Section 10 and
our conclusionsin Section 11.

2 WebOSOverview

In this section, we provide a brief overview of the ma-
jor WebOS components; together, they providethewide
area analogue to local area operating system services,
to make using geographically remote resources easier to
use. Each of these componentsis operational in our cur-
rent prototype.

e Resource Discovery: Many wide area services
are geographically distributed. To provide the
best overall system performance, a client applica-
tion must be able to dynamically locate the server
able to deliver the highest quality of service. In
WebOS, resource discovery includes mapping a
service name to multiple servers, an agorithm for
balancing load among available servers, and main-
taining enough state to perform fail-over if aserver
becomes unavailable. These operations are per-
formed through Smart Clients, which flexibly ex-
tend service-specific functionality to the client ma-
chine.

e Wide Area File System: To support replication
and wide-scale sharing, WebOS provides a cache



coherent wide area file system. WebOS extends
to wide area applications running in a secure
HTTP name space the same interface, caching,
and performance of existing distributed file sys-
tems [Walsh et a. 1985, Nelson et al. 1988,
Howard et al. 1988, Kistler & Satyanarayanan
1992, Terry et al. 1995, Anderson et al. 1995]. In
addition, we demonstrate the benefit of integrating
thefile system with application-controlled efficient
wide area communication.

e Security and Authentication: To support applica-
tions operating across organizational boundaries,
WebOS defines amodel of trust providing both se-
curity guarantees and an interface for authenticat-
ing the identity of principals. A key enabling fea-
tureisfine-grained control of capabilities provided
to remote processes executing on behalf of princi-
pals.

e Process Control: In WebOS, executing a process
on aremote node should be as simple as the corre-
spondinglocal operation. Theunderlyingsystemis
responsiblefor authenticating theidentity of there-
guester and determining if the proper accessrights
are held. Precautions must be taken to ensure that
the process does not violate local system integrity
and that it does not consume more resources than
allocated to it by local system administrators.

As an explicit design choice, we leverage as much
functionality as possible from existing low level ser-
vices. For example, for compatibility with existing ap-
plications, we adopt | P addressand URL'sfor the global
name space. TCP is used to provide reliable communi-
cation, while SSL [Freier et al. 1996] is used for link
level security.

3 Resource Discovery

In this section, we discuss how WebOS clients locate
representatives of geographically distributed and dy-
namically reconfiguring services, while providing load
balancing and end-to-end high availability.

Our approach consists of a number of components.
First, a service name must be mapped onto the repli-
cated servicerepresentatives. Next, aload balancing de-
cision must be made to determine which server is able
to deliver the best performance; this evaluation is dy-
namic and non-binding to cope with potentially bursty
client access patterns. Finally, enough state (e.g. re-
guest content) is maintained to perform fail over if a
service provider becomes unavailable. This section de-
scribes limitations associated with current approaches

to resource discovery and shows how WebOS addresses
these limitations through the use of Smart Clients. Our
discussion focuses on resource discovery in the context
of HTTPserviceaccessed through URL's. However, our
techniques extend to other domainsin a straightforward
manner.

3.1 Current Approaches

To address increasing demand, some popular services
such as the Alta Vista search engine [Dig 1995] or
the Netscape download page [Net 1994] are geograph-
icaly distributed by being replicated manually by the
service provider. Load balancing across the wide area
is achieved by instructing users to access a particu-
lar “mirror site’ based on their location. To distribute
load across servers, techniques such as HTTP redi-
rect [Berners-Lee 1995] or DNS Aliasing [Brisco 1995,
Katz et al. 1994] can be used to send user requests to
individual machines. With HTTP redirect, a front end
machine redirects the client to resend the request to an
available worker machine. Thisapproach hasthe disad-
vantage of either adding around trip message latency to
each request or of binding the client to a single server
for the duration of asession. Further, the front-end ma-
chine serving redirects is both a single point of failure
and a central bottleneck for very popular services.

DNS Aliasing alows the Domain Name Service to
map a single hostname (URL) to multiple I P addresses
in a round robin fashion. Thus, DNS aliasing does
not suffer from the added latency and central bottle-
necks associated with HTTP redirect. However, cur-
rently load balancing with DNS aliasing is restricted to
round-robin, making it difficult to use service-specific
knowledge such as load information. Further, because
clients cache hostname to | P address mappings, asingle
server can become overloaded with multiple requests
while other servers remain relatively idle [Dias et al.
1996].

3.2 Smart Clients

In WebOS, we address the shortcomings of exist-
ing solutions for resource discovery through Smart
Clients [Yoshikawa et al. 1997]. Smart Clients en-
able extensions of server functionality to be dynami-
cally loaded onto the client machine. Java's [Gosling
& McGilton 1995] portability and availability in all ma-
jor Internet browsers allow us to distribute these exten-
sions as Java applets. We believe that performing nam-
ing, load balancing, andfail over from the perspective of
the client has a number of fundamental advantagesover
server-side implementations. We demonstrate these ad-
vantages by using our Smart Clients prototypeto imple-
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Figure 1. Two cooperating threads make up the Smart
Client architecture. The GUI thread presents the ser-
vice interface and passes user requests to the Director
Thread. The Director is responsible for picking a ser-
vice provider likely to provide best service to the user.
The decision is made in a service-specific manner. In
this case, the nearest mirror siteis chosen.

ment scalable access to services such as FTP, chat, and
the Rent-A-Server application described in Section 8.

The Smart Client architecture is summarized in Fig-
ure 1. A typical applet’s code is composed of two co-
operating threads: a customizable graphical interface
thread implementing the user’s view of the service and
a director thread responsible for performing load bal-
ancing among service representatives and maintaining
the necessary state to transparently mask individual fail-
ures. Both the interface and director threads are exten-
sible in a service-specific manner.

One outstanding issue with this architecture is the
choiceof load balancing algorithm. For example, afront
end machine serving HTTP redirects to clients has the
advantage of current knowledge of load on each worker
process. In the case of Smart Clients, it is impracti-
cal to keep al clients abreast of changesin load of all
servers. Given the high variability of load in the con-
text of the Internet, clients using out of date information
may make strictly worse choices than clients making
random decisions [Mitzenmacher 1996]. Fortunately,
Smart Clients can use more static state information to
influence the load balancing decision, such as available
servers, server capacity, server network connectivity,
server location, and client location.

While the specific load balancing agorithm is
service-specific, we implement the following algorithm
by default. Service state is piggybacked with some
percentage of server responses (i.e. aspart of theHTTP
header). The client then chooses a server based on
distance from the client, biased by server load. The
influence of load information is decayed as the infor-
mation becomes stale, with the fallback to random load
balancing in the case where load information is stale
and all other considerations are equal. Thus, clients
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Figure 2: Bootstrapping applet retrieval in Smart
Clients. Anew service namespaceisintroduced. Instep
1, a name is trandated into a certificate request from
highly-available search engines in step 2. The certifi-
cate contains hints as to initial service group member-
ship. The Smart Client applet is retrieved from one of
these sites in step 3. Both the certificate and applet are
cached to disk to avoid future bootstrapping.

actively interacting with a service can use current
information to make load balancing decisions, while
inactive clients must initially discount their outdated
notion of load.

3.3 Bootstrapping Applet Retrieval

While the Smart Client architecture providesa portable
mechanism for fault tolerant and load balanced access
to Web services, bootstrapping Smart Client startup re-
mains to be described. Naively, services would be
named through URL's, with the appl et downloaded each
time the service is to be accessed. Thiswould imply a
central bottleneck, a single point of failure, and effec-
tively doubling latency for small requests.

Figure 2 summarizes our approach to addressing
these issues. A meta-applet runs in a Java enabled
browser and is responsible for bootstrapping access-
ing to Web services. A new service namespace is in-
troduced, alowing users to make requests of the form
servi ce: // URL; we leverage the URL name space
to simplify integration with existing browsers. The
meta-applet trandates these names into requests to a
well-known and highly available Internet name service
to fetch a service certificate—the list of servers capa
bleof providingthe service, alongwithindividual server
characteristics. Currently, we use Alta Vista to per-
form this operation, however we plan to switch to a
more lightweight technique, such as DNS [Mockapetris
& Dunlap 1988]. The service's Smart Client applet is
downloaded from one of these sites and operation pro-
ceeds normally as described in Section 3.2. The service



certificate, the Smart Client applet, and any service state
are cached to disk (with timeouts) by the meta-applet to
avoid bootstrapping on subsequent accesses.

4 Global Namespace

Today, many distributed applications share state and
transfer control using the network communication ab-
straction.  Using the analogy that it is often simpler
to program parallel applications using shared memory
as opposed to message passing, the implementation of
many applications can be smplified by the use of a
global cache coherent filesystem for communicationand
synchronization. Asempirical evidence, the implemen-
tation of chat (section 7.1) was simplified by the encap-
sulation of current conversations in secure globally ac-
cessiblefiles. Combining cachingwith thisinterfacehas
the added benefit of improving performance for appli-
cations accessing popular files. In this section, we dis-
cuss theimplementation of our global file system andits
integration with Transparent Result Caching (TREC),
which allowsthe caching of dynamically generated Web
content.

41 WebFS

WebFS is our prototype of a URL-based cache coher-
ent file system. WebFS has been in day to day use for
approximately six months by twenty users at the au-
thors site. It is publically available for download and
has been successfully installed by anumber of usersun-
affiliated with the authors. WebFS alows UNIX pro-
gramsto take URL's (and URL’s in a pathname syntax)
in place of conventional file names (e.g.,1 s / http-
/ www. ¢s. washi ngt on. edu/ sospl16). We chose
to use URL's as the globa namespace because of
its wide deployment and our desire to provide back-
ward compatibility with existing distributed applica-
tions. Once a more scalable, fault tolerant naming
mechanism, such asURNs[Sollins& Masinter 1994],is
defined and widely deployed, it will be straightforward
to incorporate the new mechanism into WebFS.

A fundamental difference between WebFS and ex-
isting Internet naming and caching proposals is that
WebFS is designed to be used by programs, not just by
individuals accessing widely-shared, infrequently up-
dated data. Web users have demonstrated tolerance
for out-of-date data with manual revalidation. By con-
trast, we believe distributed applications require com-
plete and well-defined file system semantics. Since
the choice of consistency semanticsimpliestradeoffsin
performance, consistency, and availability, WebFS pro-
vides application-controllable and dynamically adapt-

Phase NFS(s) | WebFS(s)
I Create 1 1
I Copy 7 7
i Stat 3 10
v Scan 5 6
\% Compile 15 14
Total 31 38

Table 1: Thistable describesthe performance of WebFS
relative to the performance of NFS on the Modified An-
drew Benchmark suite.

able cache consistency policies. For example, invalida-
tiondriven optimistic consistency could be used for files
shared between two geographically distributed sitesim-
plementing a service [Kistler & Satyanarayanan 1992,
Terry et a. 1995], while weaker consistency could be
used for widely-shared files at client machines. As an-
other example, to support service migration, WebFS
may initially use large block sizes or prefetching to
reduce cold-start misses and then convert to smaller
blocks for minimizing false sharing. Finally, a list
of user-extensible properties is associated with each
WebFS file, extending basic properties such as owner
and permissions with cache consistency policy and en-
cryption policy. These properties are set and accessed
throughthe UNIX i oct | system call.

Currently, WebFS implements the last writer
wins [Howard et al. 1988] cache consistency proto-
col to support traditiona file access as well as an IP
multicast-based [Deering 1991] update/invalidate pro-
tocol for widely-shared, frequently updated data files.
Once IP multicast becomes widely deployed, its use
will increase the efficiency of popular “Internet push”
applications [Poi 1996]. We believe that providing
IP multicast support at the filesystem interface will
simplify the development of these applications. To
demonstrate this point, we have implemented a stock
ticker application that regularly distributes (through
multicast file writes) updated stock prices to interested
clientsperforming blocking read operations. In addition
to last-writer wins and IP multicast updates, we arein
the process of extending WebFS to support optimistic
reintegration [Kistler & Satyanarayanan 1992] to deal
with the disconnected operation endemic to today’s
Internet.

WebFS is implemented as a dynamically loadable
Solaris file system extension interfacing at the vnode
layer [Kleiman 1986]. Thevnodelayer makesupcallsto
auser level WebFS daemon for file accesses not cached
in virtual memory. The WebFS daemon uses HTTP for
access to standard Web sites. If the remote site is also
running WebFS, then authenticated read/write accessis



enabled through our own custom extensionsto HTTP.

To validate the performance of our system, weranthe
modified Andrew Benchmark suite [Ousterhout 1990]
for both WebFS and NFS [Walsh et al. 1985]. The NFS
measurementswere taken on a Sun Ultra Server making
requests to an Auspex NFS server over Ethernet. For
WEebFS, a Sun Ultra Server made requests to a WebFS
server running on asecond Ultra Server also over Ether-
net. Theperformanceresultsaresummarizedin Table 1.
Given thelargely untuned nature of the code and the ex-
tra overhead associated with making upcallsto the user
level, the performance of WebFS is reasonable for most
phases of the benchmark. Significant sowdown is ap-
parentin phaselll, which executesastat operation on 70
files. The factor of 3 dowdown is caused by the upcall
that ismadeto theuser level for every operation. Weare
in the process of modifying the code to store these val-
uesin the kernel when thefileisinitially copied, which
should result in improved WebFS performance.

4.2 Transparent Result Caching

In developing WebFS, we observe that one fundamen-
tal obstacle to aggressive caching in the Internet is the
widespread use of dynamic objects. These objects are
generated on the fly by HTTP servers (e.g. through
CGl-bin programs) and are marked uncacheableby both
caching proxies and clients. Caching dynamic objects
can result in a performance improvement when thereis
locality of reference and the objects are fairly expen-
sive to generate. We have implemented transparent re-
sult caching (TREC) to enable caching of acertain class
of dynamic objects. TREC allows program results to
be stored as WebFS files, as in the Semantic File Sys-
tem [Gifford et al. 1991]. After the initial request for
aparticular program result, WebOS is able to return the
cached contents of the file rather than re-executing the
program.

Using the Solaris / pr oc filesystem, TREC gener-
ates dependency graphs of target programs by record-
ing the name, environment, parent process, child pro-
cesses, input, and output files. Oncean object’sprofileis
complete (the processand its children exit), TREC com-
mits the profile to persistent storage and then executes
a blocking WebFS system call to put “watchpoints’ on
both the program executable and itsinput files [Bershad
& Pinkerton 1988]. Thesystem call returnson modifica-
tion to any of the target files, allowing TREC to inform
WebFS of the change. On notification, WebFS unlinks
the dynamic object results and sends invalidation mes-
sagesto al sites caching the object.

Of course, TREC cannot cacheall classes of dynamic
objects. For example, programsmay baseresultsonran-
dom numbers or interaction with remote servers, mak-

ing program results uncacheable. We use a WebFS file
property to allow administrators to mark such program
results as uncacheable. However, we believe that asig-
nificant class of Web dynamic objects can be cached
using TREC. Further, if sites using TREC demonstrate
performance improvements, structuring dynamic ob-
jectsto be“ TREC compliant” (cacheable) is straightfor-
ward. For example, a news service might generate its
“front page” as HTML referencing the most timely ar-
ticle blurbs. The front page can be cached by remote
proxies, and invalidated when the front page changes.
Thisfront page can be cached at both clients and prox-
ies, potentially resulting in reductions in both server
load and Internet congestion.

Our measurements of TREC show a uniform 30%
overheadin performancefor three benchmarksexecuted
on an Ultra Server running Solaris 2.5.1: the modified
Andrew Benchmark, compilation of 4000 lines of C
code, and running latex on a 20 page document. The
slowdownis caused by the multiple context switches as-
sociated with bouncing necessary system callsto TREC.
We believe that this overhead can be largely eliminated
by integrating TREC with an in-kernel system call inter-
position tool [Jones 1993, Bershad et al. 1995, Ghorm-
ley et al. 1996].

To demonstrate the utility of TREC, we take the com-
mon exampl e of performingaquery to an Internet search
enginesuch asAltaVistaor HotBot [Brewer & Gauthier
1995]. Queries returning a large number of results are
by default truncated to display the first 10-20 matches.
However, if the next n matches are later requested, the
entirequery isre-executed [Brewer 1997]. Using TREC
to cache search resultsfor ashort period of time canim-
prove search overhead. To demonstrate this point, we
measured the overhead of executing a simple CGl-bin
program that returns 10 KB of HTML. For the Apache
HTTP server, this operation took approximately 200 ms
between 2 Ultra Serverson shared Ethernet. After mod-
ifying apacheto check for TREC-generated programre-
sults before executing CGI bin programs, the same op-
eration averaged 110 ms. The performance improve-
ment results from avoiding the f or k and exec oper-
ations Apache executes for CGI programs. The perfor-
mance improvement assumes ano-op CGI program; the
improvements would be more dramatic if the CGI pro-
gram did real work. To further investigate this, we plan
to take TREC measurementsfor search queriesto anin-
dex of our local site produced by Excite [Exc 1997], a
publically available indexing tool and search engine.

We note that TREC may also be useful outside of
the context of WebOS. For example, it can be used to
build atransparent make utility: by observing aprogram
compilation once, TREC can generate the appropriate
dependencies to automatically recompile program exe-
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Figure 3;: WebOS Security Model. First, users transfer
some portion of their access rights to a WebOS server.
When attempting to access a remote resource, WebOS
serverscommunicateusing SSL (step 2). Finally, there-
mote server checksif the proper credentialsare held in
local ACL's.

cutables (perhapswith auser prompt) if any of theinput
files change, including any nested ones, such asinclude
files, or implicit dependencies, such as the executables
for the compiler and assembler. As another example, if
TREC were used to profile all local programs, it would
allow users to query the file system for the origins of a
given data file (e.g. determine the program and inputs
used to generate the file in question). However, the use
and implementation of TREC in such contextsisbeyond
the scope of this paper.

5 Security and Authentication

Applications operating across the wide area are suscep-
tibleto avariety of potential attacks by sophisticated ad-
versaries. For usersto trust their sensitive computation
to WebOS, awell-defined and easily validated model of
trust must be defined and implemented. The goal of our
implementationisto makeissues of security astranspar-
ent as possible for common operationswhile till allow-
ing for arbitrary levels of paranoiafor programsthat re-
quireit. Inthissection, will describe such aamodel and
show how it is used for secure, authenticated access to
global resources.

WebOS provides security at anumber of levels. First,
two principals communicating at the link layer believe
one another’s identity and trust that the data cannot be
compromised by athird party. Next, principals are able
to have fine-grained control over which capabilities are
transferred to remote WebOS processesrunning on their
behalf. Finally, WebOS provides an interface for reg-
istering users and for specifying access rights to indi-
vidual system resources. The WebOS security model is
summarized in Figure 3.

51 Link Layer

WebOS relies upon a hierarchy of certification author-
ities (CA’'s). These authorities are responsible for pro-
ducing X.509 certificates [CCITT 1988] mapping prin-
cipas to their public keys [Diffie & Hellman 1977,
Rivest et al. 1978]. These certificates are generated by
the CA and contain thefollowing information: theiden-
tity of the CA, the name of the principal, its public key,
theperiod during which the mappingisvalid, and adigi-
tal signature of the entire certificate by the CA. By using
these certificatesand by placing trustinthe CA's, weare
ableto guaranteethat any datasuccessfully decrypted by
agiven public key was in fact generated by the associ-
ated principal.

We use the Secure Socket Layer (SSL) [Freier et a.
1996] to authenticate the identity of communicating
servers to one another. SSL uses the public keys from
aWebOS server’s X.509 certificate to establish an RC4
symmetric key for session communication, and an MD5
hash of chunksof the byte stream to allow the principals
to determineif an adversary is attempting to patch their
communication. Symmetric keys are used for encryp-
tion because of their computational simplicity relative
to public key cryptography. WebOS manages a cache
of available connections to remote servers to avoid the
overhead of establishing a secure connection for each
logical operation.

5.2 Transfer of Rights

Principals register with WebOS and are able to control
the transfer of portions of their rights to servers acting
on their behalf [Burrows et a. 1989, Lampson et al.
1991, Wobber et a. 1993]. For example, a principal
might register with a remote WebOS compute engine,
transferring to the server the right to access a particu-
lar sub-directory containing the relevant datafiles. The
server would be able to access the files necessary to
carry out any computation on the principal’s behalf but
would be prevented from accessing the principal’s pri-
vate financial information located in another directory.
A WebOS server can recursively transfer rightsto asec-
ond server by signing the appropriatetransfer certificate,
unless atransfer right is not granted by the user.

In WebQOS, principals transfer rights by creating a
transfer certificate that specifies the resources in ques-
tion (for example, al files in a particular WebFS sub-
directory), the identity of the target WebOS server, and
a time period during which the transfer certificate is
valid. Thistransfer certificate is attached to the princi-
pal’s X.509 certificate (identifying the principal) and an
MDS5 hash [Rivest 1992] of both the X.509 and transfer
certificates encrypted in the user’s private key. Thisen-



crypted hash certifies that the user actually created the
transfer certificate. Using this scheme, a WebOS server
is able to proveto other sites that it is authorized to act
on the principal’s behalf when accessing the resources
specified in the transfer certificate. Note that the pro-
gramgenerating thetransfer certificate requirestheprin-
cipal’sprivate key; however, thisregistration programis
distributed as source and runs on a principal’slocal ma-
chine.

5.3 Specifying and Validating Rights

WebOS access rights are specified through Access Con-
trol Lists (ACL's). These access rights specify the list
of principals which possess read, write, modify, and ex-
ecute permission on a given resource. When a princi-
pal attempts to access a resource, WebOS sends the re-
guest with the proper transfer certificate to the site that
ownstheresource. Thedestination sitetakesthefollow-
ing stepsin validating accessto theresourcein question:
(i) it checksfor avalid timestamp in the transfer certifi-
cate, (ii) it determines if the requesting WebOS server
has the proper authority to act on the principal’s behal f
for the requested resource, as described in the transfer
certificate, and (iii) it checks its local ACL’s to deter-
minewhether the principal hasthe proper accesspermis-
sionsfor the requested resource.

We chose to use ACL’s because of their relative con-
ceptual ssimplicity both from the principal’s and imple-
mentor’s point of view. A capability based system is
more manageable in a global context where the access
rights of potentially millions of users must be moni-
tored. However, capabilities present complications for
rights revocation and transfer. To partially address the
issues of scale associated with ACL's, WebOS allows
for global group access rights and implements an effi-
cient storage/lookup mechanism for its ACL's. Based
on the assumption that many resources will have iden-
tical groups of principals associated with them, WebFS
resources point to unique “buckets’ containing the ap-
propriate rights specification. Lookups are executed by
performing a hash of the requesting principal into the
buckets.

6 Process Control

To simplify development of wide area applications,
WebOS makes execution of processes on remote nodes
assimpleasforking aprocessonthelocal processor. As
with the local case, the WebOS process control model
addresses issues with safety and fairness. On local ma-
chines, safety is provided by execution in a separate
address space, while fair alocation of resourcesis ac-

complished through local operating system scheduling
mechanisms.

A resource manager on each WebOS machineis re-
sponsiblefor job requests from remote sites. Before ex-
ecuting any job, the resource manager authenticates the
remote principal’sidentity and determinesif the proper
access rights are held. To maintain local system in-
tegrity and to ensure that running processes do not in-
terfere with one another, the resource manager createsa
virtual machine for process execution.

We use Janus [Goldberg et a. 1996] to create such
avirtual machine. Processesin the virtual machine ex-
ecute with limited privileges, preventing them from in-
terfering with the operation of processesin other virtual
machines. Janus uses the Solaris/ pr oc filesystem to
intercept the subset of system callsthat could potentially
violate system integrity, forcing failure if a dangerous
operationis attempted. A Janus configuration script de-
termines access rights to the local file system, network,
and devices. These configuration scripts are set by the
local system administrator on a per-principal basis.

WebOS aso uses the virtual machine abstraction as
the basis for local resource alocation. On startup, a
process's runtime priority is set using the System V
priocntl systemcal,andsetr|i m t isusedtoset
the maximum amount of memory and maximum CPU
usage. In the future, we hope to integrate more robust
policies allowing fine-grained control over allocation,
allowing WebOS to provide quality of service guaran-
tees. For example, techniques such as reverse lotter-
ies[Waldspurger & Weihl 1994] might be used to more
flexibly allocate physical memory pages.

7 WebOS Applications

This section provides an overview of four applications
built using the WebOS framework. The applications
demonstrate that WebOS services enable and simplify
their implementation. The first two applications have
been completed, while the last two are under develop-
ment. In the next section, we describe in detail the
design and performance of afifth application, Rent-A-
Server.

7.1 Internet Chat

Internet chat alows for individuals to enter and leave
chat rooms to converse with others co-located in the
same logical room. In our implementation, chat rooms
are modeled as WebFS files accessed by Smart Clients.
Thefile system interfaceiswell-matched to chat seman-
tics in a number of ways: (i) A simple file append ab-
stracts the required network communication necessary



to send messages, (ii) the chat file provides a persis-
tent log of chat activity, and (iii) access control lists
allow for private and secure (through WebFS encryp-
tion) chat rooms. For scalability, we allow multiple
WebFS servers to handle client requests for a single
file (room). Each WebFS server accumulates updates,
and periodically propagatesthe updatesto other servers
in the WebFS group, who in turn transmit the updates
to local clients. Smart Clients choose the least |oaded
WebFS server for load balancing and connect to alterna-
tive serverson host failure or network partition for fault
transparency.

To quantify the benefits available from the WebOS
framework, we implemented two versions of chat with
identical semantics, both with and without WebOS. The
initial implementation consisted of 1200 lines of Java
code in the client and 4200 lines of C++ code in the
server. By using WebFS to handle message transmis-
sion, failure detection, and storage, the size of the chat
client code was reduced to 850 lines, while the WebFS
interface entirely replaced the 4200 lines of chat server
code. The main reason for this savings in complex-
ity was the replacement of separate code for managing
communication and persistent storage of chat room con-
tentswith asinglefile. Asan added benefit, the WebFS
interface becomes availablefor similarly structured dis-
tributed applications. For example, wearecurrently im-
plementing a shared distributed whiteboard application
using thisinterface.

7.2 Remote Compute Engine

Sites with unique computing resources, such as super-
computer centers, often wish to make their resources
available over the Internet. Using WebOS, we allow re-
mote programs to be invoked in the same way as local
programs and can allow access to the same files as lo-
cal programs. WebOS functionality is used to address a
number of issues associated with such access: the iden-
tity of requesting agents is authenticated, programs are
provided secure access to private files on both local and
remote systems, and programsrun in arestricted virtual
machine isolated from other programsto protect the |o-
cal system from malicious users. At our site, WebOS
providescompute accessto aresearch cluster of 100 ma-
chines. Resource allocation within the virtual machine
allows external usersto take advantage of the aggregate
computing resources, while ensuring system devel opers
have the requisite priority.

7.3 Wide Area Cooper ative Cache

We are using WebOS to build a geographically dis-
tributed Web cooperative cache [Dahlin et a. 1994]

to both validate our design and to provide an imme-
diate benefit to the Internet by doing more intelligent
caching of Web content. Existing proposals for hierar-
chical caching of the Web suffer fromaninability to dra-
matically grow the cache size and processing power at
each level of the hierarchy [Chankhunthod et al. 1996].
With cooperative caching among peer servers, the ag-
gregate capacity grows dramatically with the distance
from the client. Thus, while caches above thefirst level
in existing hierarchical designs have very low hit rates
and simply increase the latency to end clients, a coop-
erative cache is more likely to successfully retrieve a
cached copy from a peer. We plan to explore tradeoffs
associated with maintaining directories of peer cache
contents [Anderson et al. 1995, Feeley et al. 1995],
hints [Sarkar & Hartman 1996], or using smple IP
muilticasts or broadcasts.

WebOS simplifies the implementation of the cooper-
ative cache in a number of ways. First, Smart Clients
are used to determine the appropriate proxy cache to
contact. WebFS is used to transport cache files among
the proxies and to securely share any necessary (pri-
vate) state among the proxies. Finaly, the authenti-
cation model allows proxies to validate their identities
both to one another and to the client.

7.4 Internet Weather

A number of sites are currently attempting to provide
regular updates of congestion, latency, and partitionsin
the Internet [Mat 1996, Int 1997]. Such information
is invaluable for services making placement and load
balancing decisions. However, all current efforts take
network measurements from a centralized site, mak-
ing it difficult to measure network characteristics be-
tween two arbitrary sites. We are addressing this limi-
tation by using the WebOS framework to generate more
comprehensive snapshots of Internet conditions. In our
implementation, a centralized server provides Smart
Client applets for those wishing to view the current
Internet weather. In exchange for the weather report,
the user implicitly agrees to allow the applet to exe-
cute t racer out e to a subset of server-determined
sites and to transmit the result back to the server. Us-
ing these results from multiple sites, the serviceis able
to construct fairly comprehensive snapshots of Internet
weather.

8 Rent-A-Server

This section describes the design, implementation, and
performance of Rent-A-Server, an application demon-
strating the power of using a unified system interfaceto



wide area resources and of moving a service out across
the Internet.

8.1 Motivation

Rent-A-Server is a genera model for graceful scaling
across temporal and geographic spikesin client demand
for a particular service. Our particular implementation
focuses on Web service, and enables overloaded HTTP
servers to shed load onto idle third-party servers called
surrogatesthat use the WebOS framework to coherently
cache data from the primary server. The surrogate is
able to satisfy the same HTTP requests as the original
server, including requests for both static and dynami-
cally generated objects (e.g. data pagesvs. CGI script
results).

Rent-A-Server allows sites to deal with peak loads
that are much higher than their average loads by “rent-
ing” hardware to dea with peaks. For example, the
Internal Revenue Servicesite (http: //ww. i rs. -
ustr eas. gov) is overwhelmed by requests around
April 15, but providing the computation power and net-
work bandwidth necessary to handle peak levels of de-
mand year round is a waste of resources. The benefits
for Rent-A-Server can be summarized as follows:

e Geographic Locality: In addition to distributing
load, Rent-A-Server improves performance by in-
creasing locality. Rather than satisfying requests
from a centralized site, a system can distribute its
requests across geographically distributed servers,
each of which satisfies nearby clients.

e Dynamic Reconfiguration: The location and num-
ber of sites representing a service can be deter-
mined dynamically inresponseto client access pat-
terns. Rent-A-Servers can be spawned to locations
“near” current spikes in client demand, and torn
down once client activity subsides.

e Trangparent End-to-End Availability: Once a ser-
vice is replicated with Rent-A-Server, users can
transparently accesswhichever replicaisavailable,
routing around both Internet and service failures.

e Secure Coherent Data Access: To address limita-
tionsassociated with caching proxieswhich areun-
able to generate dynamic Web pages (e.g. results
of cgi-bin programs) and often serve stale data,
Rent-A-Server uses WebOS to provide authenti-
cated, coherent global file access to data pages,
CGl stripts, and internal server state needed by
CGl scripts.

e Safe Remote Execution: Surrogate sites securely
execute service programs and associated service

scripts (such as CGI programs) without violating
the surrogate’s system integrity.

8.2 Current Approaches

Current effortsto distribute HTTP server load focus on
either distributing load across a fixed set of machines
maintained by the owner of the data or distributing data
across (proxy) caches under client (not server) control.
Many HTTP server implementations achieve scalabil-
ity by replicating their data across a fixed set of servers
at a single site and then using the Domain Name Ser-
vice (DNS) to randomly distribute requests across the
servers [Katz et al. 1994]. Unfortunately, this ap-
proach requiresthat each site purchase enough comput-
ing power and network bandwidth to satisfy peak de-
mand.

“Mirror sites” arealso used to improvelocality andto
distribute load, but this manual approach requires more
effort to set up the mirrors and to maintain data con-
sistency across the mirrors. Further, users must specify
which mirror to use, which isboth inconvenient and un-
likely to yield a balanced load across sites. Finally, as
with the approach of running multipleserversat onesite,
mirror sites are allocated statically. The system must
aways maintain enough mirrors to deal with its peak
loads, and the location of mirrors cannot be shifted to
address shifts in geographic hotspots.

Another approach to distributing load, caching prox-
ies, is used to reduce server load and to improve net-
work locality. To use a proxy, groups of clients send
all of their requests to their proxy machine. The proxy
machine attempts to satisfy the requests from its local
cache, sending the requests to the remote server if the
cache cannot supply the data. If proxies satisfy many
reguests to the server through their caches, both server
load and network congestion are reduced.

However, proxies are conceptualy agents of Web
clients rather than of Web servers. Thus, in some in-
stances they provide a poor match to the requirements
of overloaded services. First, proxy servers cache only
data pages. A proxy must send all requests for CGlI
scripts to the original server. Second, because servers
regard proxies as ordinary clients, the proxy can sup-
ply stale data to its clients because of the limitations of
HTTP cache consistency protocols. As an example of
the importance of having server-controlled rather than
client-controlled load distribution, some sites have re-
cently asserted that proxy caches violate copyright laws
by storing site content [Luotonen & Atlis 1994]. In ef-
fect, the proxies are reducing generated advertising rev-
enues by hiding page access counts.
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Figure 4: Rent-A-Server Architecture. HTTP servers
periodically send load information to aload daemon. In
response to an update, the load daemon transmits the
state of all servers. In turn, the HTTP servers trans
mit this state information as part of the HTTP header
to Smart Clients. The Smart Clients can use thisinfor-
mation to determine which server to contact for its next
reguest. When the load daemon notices that the service
as a whole is becoming overloaded, it contacts the re-
source manager on an available surrogateto create an-
other server replica. WebFSis used to securely transmit
any executables or data files needed to start the server.

8.3 System Design

In this subsection, we demonstrate how WebOS services
simplify the implementation of this application. The
architecture of the Rent-A-Server is described in Fig-
ure4. Smart ClientsaccessHT TP services. Periodically
(currently every tenth response), servers piggyback ser-
vice state information to Smart Clientsinthe HTTP re-
ply header. This state information includes a list of al
servers currently providing the service. The following
information is included for each server: its geographic
location, an estimate of its processing power, an esti-
mate of currentload, and atime period during which the
server is guaranteed to be active. The last fidld is de-
termined with short term leases that are periodicaly re-
newed if high demand persists. The short |eases prevent
clientswith stale state information from trying to access
inactive surrogates (or worse, surrogates acting on be-
half of adifferent service).

Each Rent-A-Server maintains information about
client geographic locations (location is sent by Smart
Clientsas part of the HTTP request) and itsown load in-
formation in the form of requests per second and bytes
transmitted per second. Each Rent-A-Server periodi-
caly transmits this state information to a centralized

load daemon. For software engineering reasons, the
|load daemonis currently a separate process, however its
functionality could be rolled into an elected member of
the server group. The load daemon is responsible for
determining the need to spawn or to tear down Rent-A-
Serversbased on current load information and client ac-
cess patterns. It also transmits server group state (e.g.
membership and load information) to each member of
the server group, which isin turn piggybacked by the
serversto Smart Clients as part of HTTP replies, as de-
scribed above.

Once the load daemon determines the need to spawn
an additional server, it first determinesalocation for the
new Rent-A-Server. The new server should be located
close to any hotspots in client access patterns to both
conserve bandwidth and to minimize client latency (this
policy has not yet been implemented). Once the tar-
get machineis selected, the load daemon establishes an
SSL channel with the surrogate’ sresource manager. The
load daemon then adds the surrogate to the necessary
ACL’salowing it access to WebFS files containing the
executables (e.g. HTTP server) or internal service state
(e.g. CGlI scriptsor internal database). In addition, the
|oad daemon provides asigned certificate (with an expi-
ration date) granting the surrogate the right to serve data
on behalf of the service. Thiscertificateistransmittedto
Smart Clients on demand to prevent spoofing of the ser-
vice by malicious sites.

When setup negotiation is completed, the surrogate
site builds a Janus virtual machine to execute the neces-
sary programs (in our case an arbitrary HTTP server) to
establish a service identity at the surrogate. The virtual
machine ensures that the surrogate’s system integrity
is not violated by a buggy executable or a malicious
server. Both the service executable and any necessary
service state are securely accessed and cached on de-
mand through WebFS. Theload daemon propagatesthe
identity of the new surrogate to other members of the
server group, which in turn transmit the identity and lo-
cation of the new server to Smart Clients. Tear down of a
surrogate is accomplished when client demand subsides
and the load daemon decides not to renew leases with a
surrogate. Theload daemon removesthe surrogatefrom
the appropriate ACL's.

8.4 Performance

To demonstrate the power of dynamic resource recruit-
ment available from our approach, we measure the per-
formance of Rent-A-Server when placed under a heavy
synthetic load. Our experiments are conducted on a
cluster of Sun Ultra Serversinterconnected by 10 Mbps
switched Ethernet. Seven Ultra Servers are designated
as surrogates available to provide HTTP service on be-
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Figure 5: Rent-A-Server Performance. The graphs plot average client latency as a function of time for the operation
of retrieving a 2.5 KB HTML file over HTTP. In the Rent-A-Server graph, dark columns correspond to spawning of
Rent-A-Servers onto surrogates while the lighter lines mark the start of a new group of 8 clients. The same experiment
isrun for the Fixed Server graph with static allocation of 6 HTTP servers.

half of an eighth machine designated asthe primary. All
eight server machinesrun WebOS, includingthefilesys-
tem and the resource manager responsible for process
control. Another 32 machinesare used to generate grad-
ually increasingload to the HT TP service. All machines
arerunning Solaris 2.5.1, and Apache 1.2b6 is used for
the HTTP server.

During the experiment, each client machine starts 15
Smart Client processesthat continuously retrieve copies
of the same 2.5 KB (atypical size today) HTML file.
Smart Clients use random load balancing to pick from a
changinglist of availableHTTP servers. To simulatein-
creasing load, all 32 client machines do not begin mak-
ing requests at the same time. Rather, clients start in
four groups of eight machines each, with the start time
of each group staggered by two minutes. Thus, al 32
clients are running after six minutes.

The results of our tests are summarized in Figure 5.
The graphs plot average client-perceived latency in sec-
onds as a function of elapsed time, also in seconds.
Initidly, only a single HTTP server is available; how-
ever, the load daemon spawns new servers onto avail-
able surrogatesas service load increases. Thethick dark
columns correspond to execution of new HTTP servers,
whilethelighter thin lines correspond to the startup of a
new group of eight client machines, with the first eight
clients starting at time 0. For example, the Rent-A-
Server graph shows that a third surrogate server was
started at ¢ = 122, shortly after the second group of
eight clients start. The experiment reaches steady state
at approximately ¢t = 500 seconds after the last group

of client machines start running at ¢ = 360 seconds.
Thegraphistruncated at t = 600 seconds. In summary,
Figure 5(a) showsthat Rent-A-Server isableto dynami-
cally recruit resourcesin responseto increased client de-
mands. As clientsincrease server load over time, Rent-
A-Server is able to dynamically recruit needed surro-
gatesto maintain relatively steady quality of service, de-
livering 800 ms average latency.

Whilethe number of active HTTP serversvariesfrom
between one and eight, on average 5.7 servers are ac-
tive. To contrast the performanceof Rent-A-Server with
static server allocation, the experiment is executed with
identical parameters, with the exception that 6 fixed
servers are allocated for the duration. Figure 5(b) de-
pictstheresults. Between ¢t = 0 and ¢t = 120 with rela-
tively light client demand, static all ocation outperforms
Rent-A-Server, delivering an averagelatency of approx-
imately 600 ms. However, it can be argued that re-
sources are wasted because measurements indicate that
three servers could deliver the same performance for
eight clients. When al 32 clients are running between
t = 360 and t = 600, Rent-A-Server’s ability to dy-
namically recruit resources results in improved perfor-
mance. During this time period, clients see 850 ms av-
eragelatency whilethe statically all ocated resources be-
come constrained, delivering 965 ms average latency.
Thus, Rent-A-Server outperformsstatic resourcealloca-
tion even when the average amount of consumed service
resources stays constant.

The performance of Rent-A-Server demonstrates the
power of dynamically recruiting resources for wide



area services. However, it is equally important to pro-
videaconvenientinterfacefor application development.
Our implementation of Rent-A-Server in WebOS con-
sists solely of the load daemon and additions to the
Apache HTTP server to transmit stateinformationto the
load daemon and to transmit aggregate service state (in
HTTP headers) to Smart Clients. Theload daemon con-
sists of 1000 lines of C++ code, and we added 150 lines
of C codeto Apache. Beginning with the WebOS frame-
work, our prototype of Rent-A-Server was operational
in less than one week.

9 Reated Work

A number of recent efforts exploit computationa re-
sources available on the Internet for wide area par-
allel programming, including Wax [Stout 1994], Le-
gion [Grimshaw et al. 1995], Atlas [Baldeschwieler
et a. 1996], Globus [Foster & Kesselman 1996], and
NetSolve [Casanova& Dongarra1996]. WebOS shares
aneed for similar underlying technology with these sys-
tems (such as the need for a global name space and file
system). However, these systems focus on a program-
ming model for computing across the wide area, while
our work focuses on system level support for building
and running wide area applications.

Our work draws upon a large body of previous work
in file systems exporting a globa namespace, includ-
ing AFS [Howard et al. 1988], Alex [Cate 1992],
Coda [Kistler & Satyanarayanan 1992], Bayou [Terry
et al. 1995], and UFO [Alexandrov et al. 1997]. The
main differentiating point between WebFS and these
earlier worksis backward compatibility with the HTTP
name space and a security model appropriate for wide
area access. We plan to build on the work donein Coda
and Bayou to address issues of replication and fault tol-
erancein thewide area.

Harvest [Chankhunthod et a. 1996], Squid [Squ
1996], and other Web caching efforts have focused on
methods of extending the client cache across the Inter-
net to caching proxies. Caching proxiesin genera are
limited by a number of ways. Proxiesare unableto pro-
duce dynamic Web content (i.e. the results of cgi-bin
programs). Further, proxiesarelogical extensionsof the
client making it difficult for service providers to track
such things as hit counts. Rent-A-Server addresses the
limitations of proxy caching mechanisms by allowing
full replication of overloaded servicesat locations deter-
mined by client access patterns.

TheV kernel [Cheriton 1988] usesmulticast for client
communication to multiple members of a server group
for load balancing and fault tolerance. This mecha
nismisrelated to our use of Smart Clientsfor extending

service functionality onto the client. However, Smart
Clients allow service-specific naming and load balanc-
ing algorithms. For example, the quality of the network
fabric is non-uniform in the wide area, making it im-
portant to distinguish sites based on the client’s latency
to each of the sites. Further, our approach enables mi-
gration of more general service functionality as demon-
strated by the Internet Weather application described in
Section 7.4.

The recent Active Networks proposal is to modify
Internet routers to be dynamically programmable, ei-
ther at the connection or packet level [Tennenhouse &
Wetherall 19