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Abstract. W e consider a shap e analysis framew ork based on 3-v alued

logic, and explore w a ys for impro ving its p erformance and scalabili t y b y

means of reducing algorithmic o v erhead and restraining abstract state

set in�ation. First w e prop ose a new approac h to implemen ting a fast

3-v alued logic analyzer, whic h replaces a general-purp ose abstract heap

re�nemen t mec hanism�accoun ting for most of the time sp en t b y the

reference implemen tation�with tailored structure-based re�nemen t. W e

apply our framew ork to analyze a set of small Ja v a programs manipulat-

ing singly- and doubly-link ed lists, obtaining results that are comparable

to those of the reference implemen tation, with a pro cess 40�85 times

faster and 2�11 times less memory consuming. W e then prop ose a new

de�nition for partial ordering of abstract heap descriptors (em b edding),

that trims abstract states represen ting �sp ecial cases� in the presence

of a state represen ting a �general case�. This extension de�ates sets of

abstract states b y a com binatorial factor, resulting in 45�55% less struc-

tures for the same set of b enc hmarks. Despite its induced algorithmic

o v erhead p er op eration, this mo di�cation further cuts the analysis time

b y 17�50%. W e argue that impro ving on these t w o axes together yields a

promise for greater applicabilit y of sp ecialize d shap e analysis to real-life

programs.

1 In tro duction

The abilit y to reason ab out the set of heap con�gurations that a computer

progra m ma y exhibit, without actually running the progra m, has man y uses

in progra m analysis and v eri�cation. These include whole-prog r a m v eri�cation

tasks, lik e v erifying the absence of n ull dereferences; pro ving correctness of heap

in tensiv e progra ms , suc h as heap sorting algorithms [8 ]; and c hec king prop erties

of heap references throughout the progra m, suc h as dead ob jects analysis and its

applications to static garbag e collection [3 ]. Nonetheless, shap e analysis app ears

to b e among the hardest problems in static progra m analysis: pro ving ev en sim-

ple prop erties of v ery small progra ms manipulating dynamically allo cated data

structures is generally undecidable, and ev en the compulsory deplo ymen t of con-

serv ativ e abstraction metho ds follo wing Cousot & Cousot [4 ] implies non-trivial



framew orks , in turn inducing considerable complexit y issues. Sources for suc h is-

sues include the size of an abstract domain of this kind, as w ell as the complexit y

of the algorithms used for implemen ting the abstraction, transformatio ns , and

v arious domain op erator s .

W e consider a shap e analysis framew ork that mo dels heap top ology and re-

lated prop erties using logical structures and applies �rst-order logic form ulas to

mo del progra m seman tics [12 ]. Although analyses instan tiated b y this frame-

w ork giv e precise and meaningful results compared to actual (concrete) heap

structures exhibited b y a progra m, it is not widely studied, let alone deplo y ed in

actual pro duction-lev el compilers or analysis to ols. Indeed, the 3-V alued Logic

Analyzer (TVLA) [9 ] reference implemen tation w as used to demonstrate the

analysis precision and adaptivit y to a wide v ariet y of shap e-related problems.

Ho w ev er, analyzing ev en tin y progra ms manipulating link ed lists can tak e as

long as seconds. Designed as an extensible analysis generator , TVLA is under-

optimized compared to a (presumed) sp ecialized implemen tation. Still, w e can

observ e at least t w o asp ects whic h mak e a reference implemen tation inheren tly

exp ensiv e.

Costly re�nemen t and v alidation of abstract heaps. A signi�can t p ortion

of the analysis time�namely , up to 90%�is due to particular algorithms

that are b eing used for re�ning abstract heaps.

State set in�ation. The h uge abstract domain underlying the analysis�whos e

induced complexit y is doubly-exp onen tial in the n um b er of abstraction pred-

icates (essen tially , the n um b er of reference v ariables in the progra m)�lea ds

v ery quic kly to a blo w-up in the n um b er of heap states b eing trac k ed b y the

analysis, ev en for mildly complicated progra ms .

x = null ;
while (...) {

y = new DLL();
...
if (x != null ) x.p = y;
y.n = x;
x = y;

}

y = x;
while (y != null ) {

...
t = y.n;
y = t;

}

Fig. 1. A Ja v a progra m that constructs and tra v erses a doubly-link ed list.



Fig. 1 sho ws a simple progra m that constructs and tra v erses a doubly-link ed

list. Analyzing an automatically generated data�o w represen tation of it using

the default shap e abstraction for link ed lists [9 ] yields a total of 113 abstract

heap structures and tak es 1.4 seconds to complete with sto c k TVLA. A sligh tly

more complicated example�a progra m that manipulates a singly-link ed list us-

ing three lo ops, one of whic h remo v es an arbitrar y elemen t from the list�results

in a total of 485 abstract heap descriptors and tak es as long as 12 seconds to com-

plete. This demonstrates the steep abstract states in�ation and the resp ectiv e

time p enalt y exp erienced with progra ms of increasing complexit y .

This pap er describ es the fresh implemen tation of a 3-v alued logic based shap e

analysis to ol. It is in ten tionally restricted compared to the fully-parameterized

reference implemen tation, but app ears to b e b etter suited for p erformance and

scalabilit y , making the follo wing ma jor con tributions.

Sp ecialized structure-based re�neme n t. While using a meet op erator for

abstraction re�nemen t has already b een suggested [3 ] it w as nev er put in to

practice with the 3-v alued logic framew ork. W e tak e this concept to the

extreme, p erforming merely all re�nemen t tasks using a sequence of meet and

join op erations with sets of prede�ned structures, as explained in Section 3.

Consequen tly , w e are able to pro duce results that are as precise as those

ac hiev ed using more p o w erful algorithms, in only a fraction of the time.

Lo ose em b e ddi ng . W e iden tify a case for o v erly elab orate abstract states that

neither con tribute to precision nor b ear a signi�can t descriptiv e insigh t as to

the represen ted set of concrete states. Consequen tly , w e prop ose an alternate

de�nition of em b edding of 3-v alued logical structures, whic h allo ws abstract

elemen ts represen ting one or more concrete heap elemen ts to represen t no

elemen ts at all, y et still retains connectivit y b et w een other elemen ts of the

structure in a conserv a tiv e manner. This extension�explained in Section 4�

instan tly constrains the abstract domain, and therefore the set of abstract

states explored during the analysis. With prop er further adjustmen ts to the

seman tics of abstract transformers , w e are able to restate the soundness of

the framew ork.

Imple m e n tatio n and prelim i nary results. W e ha v e implemen ted the ab o v e

tec hniques in our new shap e analyzer and applied it to a small set of in terest-

ing micro-b enc hmarks as describ ed in Section 5, sho wing an o v erall sp eed-up

of up to 124 and an up to 15 times smaller memory fo otprin t.

2 Basics of 3-V alued Logic Shap e Analysis

W e explain the heap state abstraction and abstract transformers follo wing Sagiv

et al. [12 ], then state the restrictions assumed as the baseline for our sp ecialized

analysis.

2.1 Concrete Program States

W e represen t concrete progra m states using 2-v alued logical structures.



De�nition 1 (Concrete state). A 2-value d lo gic al structur e over a vo c abulary

(set of pr e dic a tes) P is a p air S = ( U; �) , wher e U is the universe of the structur e

and � is the interpr etation function mapping pr e dic a tes to their truth-value in the

structur e: for every pr e dic a te p 2 P of arity k , � (p) : Uk ! f 0; 1g.

Predicate In tended meaning

e q (v1 ; v2) v1 equals v2

p(v) V ariable p p oin ts to ob ject v
f (v1 ; v2) The f �eld of v1 p oin ts to v2

r p;f (v) v is reac hable from v ariable p along a sequence of f �elds

sf (v) Sev eral f �elds p oin t to v
cf (v) v resides on a directed cycle of f �elds references

bf 1 ;f 2 (v) The f 2 �eld of an ob ject p oin ted b y the f 1 �eld of v p oin ts bac k at v

T able 1. Predicates used in the analysis of progra ms manipulating doubly-link ed

lists, with p ( f ) instan tiated o v er the set of reference v ariables (�elds).

T able 1 sho ws the set of predicates used in the analysis of the progra m

in Fig. 1, with p and f instan tiated o v er f x ; y ; t g and f n ; p g, resp ectiv ely .

1

W e require that the set of predicates includes the binary predicate e q , b ear-

ing the seman tics of e quality b et w een individuals. Note the use of instrumen-

tation pr e dic a tes �lik e transitiv e reac habilit y , shared referencing, cyclicit y , and

bac k-p oin ting�in addition to core shap e predicates, the imp ortance of whic h in

retaining abstraction precision has b een widely discussed [9 ,12 ].

A concrete state is depicted as a directed graph, where eac h individual in the

univ erse is a no de. The set of unary predicates that hold for eac h no de app ear

righ t next to it. A unary predicate represen ting a reference v ariable that p oin ts

to some no de v is depicted b y an arro w from the v ariable's name to v . A binary

predicate f whic h holds for a pair of individuals v1 and v2 is depicted b y an

f -lab eled directed edge from v1 to v2 . The predicate e q is not sho wn, since an y

t w o no des are di�eren t and ev ery no de is equal to itself.

Fig. 2(a) sho ws a concrete progra m state arising after the execution of the

statemen t t = y.n at the second lo op of the progra m in Fig. 1. W e denote the

set of all 2-v alued logical structures o v er a set of predicates P b y 2- STRUCT[ P],

abbreviated to 2- STRUCT under the simplifying assumption that P is �xed.

2.2 Abstract Program States

W e represen t abstract progra m states using Kleene 3-v alued logic [12 ], an ex-

tension of Bo olean logic whic h in tro duces a third v alue

1
2 denoting a truth v alue

that ma y b e either 0 or 1. W e utilize the partial order de�ned b y 0 v 1
2 and

1 v 1
2 , with the join op eration de�ned accordingly .

1

Note that bf 1 ;f 2 is only instan tiated for pairs of distinct reference �elds.



(a)

y t

x

r x;n r x;p
bn;p bp;n

r x;n
bn;p bp;n

r x;n
bn;p bp;n

r x;n
r y;n r y;p
bn;p bp;n

r x;n
r y;n

r t;n r t;p
bn;p bp;n

r x;n
r y;n
r t;n

bn;p bp;n

r x;n
r y;n
r t;n

bn;p bp;n

n n n n n n

p p p p p p

(b)

y t

x

r x;n r x;p
bn;p bp;n

r x;n
bn;p bp;n

r x;n
r y;n r y;p
bn;p bp;n

r x;n
r y;n

r t;n r t;p
bn;p bp;n

r x;n
r y;n
r t;n

bn;p bp;n

n n n n

p p p p

n; p n; p

Fig. 2. (a) A concrete progra m state arising after the execution of the statemen t

t = y.n in Fig. 1; (b) An abstract progra m state appro ximating (a).

De�nition 2 (Abstract state). A 3-value d lo gic al structur e over a set of pr e d-

ic ates P is a p air S = ( U; �) , wher e U is the universe of the structur e and � is the

interpr etation function mapping pr e dic a tes to their truth-value in the structur e:

for every pr e dic a te p 2 P of arity k , � (p) : Uk ! f 0; 1; 1
2 g. A summary no de in

an abstr act state is an individ ual u for which e q (u; u) = 1
2 , r epr esenting one or

mor e c oncr ete no des.

An abstract state is also depicted as a directed graph, where paren thesized

predicates (unaries) and dotted arro w s (binaries) denote

1
2 v alues, and summary

no des app ear as doubly-lined no des. Fig. 2(b) sho ws an abstract state with t w o

summary no des, represen ting an y n um b er of one or more concrete no des at the

in�x and su�x of the list, resp ectiv ely .

W e denote the set of all 3-v alued logical structures o v er a set of predicates P
b y 3- STRUCT[ P], abbreviated to 3- STRUCT . Note that De�nition 2 generalizes

De�nition 1, therefore 2- STRUCT ( 3- STRUCT .

W e de�ne a partial order on structures based on the concept of emb e dding ,

and extend it to a preorder on sets of structures.

De�nition 3 (Em b eddi ng ). L et S = ( U; �) and S0 = ( U0; �0) b e two structur es

and let f : U ! U0
b e a surje ction. W e say that f em b eds S in S0

, denote d

S v f S0
, if for every pr e dic a te p 2 P (k )

and k individ ual s u1; : : : ; uk 2 U ,

pS (u1; : : : ; uk ) v pS0
(f (u1); : : : ; f (uk )) : (1)

S is em b edded in S0
, denote d S v S0

, if ther e exists f such that S v f S0
.



The concrete structure in Fig. 2(a) is em b edded in the abstract structure in

Fig. 2(b) with resp ect to the mapping depicted b y the b old arro ws .

De�nition 4 (P o w erset em b e ddi ng ). Given two sets of structur es XS; XS 0 �
3- STRUCT , XS v XS 0

i� for al l S 2 XS ther e exists S0 2 XS 0
such that S v S0

.

In the follo wing, w e restrict sets of 3-v alued structures b y disallo wing non-

maximal structures. This ensures that the ab o v e Hoare order is indeed a prop er

partial order. The set D3 - STRUCT , consisting of all �nite sets of 3-v alued struc-

tures that do not con tain non-maximal structures, along with the partial order

giv en b y De�nition 4, form the abstr act domain underlying our framew ork. W e

use the same order to de�ne the concretization of a set of 3-v alued structures,

giv en b y 
 (XS ) =
S

XS 0v XS XS 0
.

2.3 Bounded Program States

Note that the size of a 3-v alued structure is p oten tially un b ounded. Therefore,

3- STRUCT con tains sets with an in�nite n um b er of structures and is in turn in�-

nite. W e use a fundamen tal abstraction metho d [12 ] to con v ert a state descriptor

of an y size in to a b ounded (abstract) one.

A 3-v alued structure S = ( U; �) is said to b e b ounde d if for ev ery t w o distinct

individuals u1; u2 2 U , there exists a unary predicate p suc h that pS (u1) and

pS (u2) ev aluate to distinct de�nite truth v alues ( i.e. , 0 and 1). The abstract do-

main DB - STRUCT is a �nite sub-lattice of D3 - STRUCT , con taining all (�nite) sets

of b ounded structures that do not con tain non-maximal structures. The struc-

ture abstraction function � �referred to as a c anonic al abstr action [12 ]�maps

a p oten tially un b ounded 2-v alued structure in to a b ounded 3-v alued structure.

Namely , �
�
(U; �)

�
= ( U0; �0) , where U0

consists of the disjoin t subsets of U in

whic h no unary predicate ev aluates to distinct de�nite v alues, and for an y pair

of individuals in di�eren t subsets, there is at least one predicate whic h ev alu-

ates to distinct de�nite v alues. The in terpretation �0
of eac h p 2 P (k )

and k
individuals c1; : : : ; ck 2 U0

is giv en b y

pS0
(c1; : : : ; ck ) =

G

u i 2 ci

pS (u1; : : : ; uk ) :

Fig. 2(b) sho ws the b ounded structure obtained from Fig. 2(a) (note that

S v � (S) for all S ). P o w erset abstraction is giv en b y � (XS ) =
F

S2 XS f � (S)g.

2

2.4 Abstract Seman tics

The abstract in terpretation framew ork of [12 ] mo dels the seman tics of progra m

transformatio ns using �rst order logic form ulas with transitiv e closure. F or exam-

ple, the up date to the v alue of the unary predicate t through progra m statemen t

t = y.n from the example in Fig. 1 is mo deled b y t(v)  9 v0 : y(v0) ^ n(v0; v) .

2

The op erator

F
is the least upp er b ound on the lattice D B - STRUCT .



The emb e dding the or em [12 ] ensures that the result of a transformatio n on an y

abstract state is a sound appro ximation of the b est transformer. Y et, as straigh t-

forw ard ev aluation of up date form ulas o v er b ounded abstract states leads to con-

siderable loss of precision, and since a b est transformer is generally in tractable,

w e ac hiev e p artial c oncr etization ( i.e. , re�nemen t) b y means of t w o auxiliary

op erations [12 ].

(a)

y

r y;n r y;p
bn;p bp;n

r y;n
bn;p bp;n

n

p

n; p

(b)

r y;n
bn;p bp;n

y y y

r y;n r y;p
bn;p bp;n

r y;n
bn;p bp;n

r y;n r y;p
bn;p bp;n

r y;n
bn;p bp;n

r y;n r y;p
bn;p bp;n

r y;n
bn;p bp;n

p

n; p

n

p

n; p

n

p

p

n; p

n; p

n; p

Fig. 3. Structure re�nemen t using fo cus: (a) the original in b ound structure; (b)

structures resulting from fo cus using the form ula 9v0:y(v0) ^ n(v0; v) .

The fo cus op eration applies seman tic reduction to a giv en 3-v alued structure

suc h that the ev aluation of the �rst-order logic fo cus form ula on an y resulting

structures yields a de�nite truth v alue ( i.e. , 0 or 1). Fig. 3(a) sho ws a canonically

b ounded doubly-link ed list structure that is b eing fo cused�prior to an up date

due to t = y.n �using the form ula 9v0:y(v0) ^ n(v0; v) . The resulting structures

are sho wn in Fig. 3(b). Ho w ev er, note that fo cus migh t lead to structures that do

not necessarily satisfy the in tegrit y constrain ts�suc h as the leftmost structure in

Fig. 3(b)�or are not as precise as could b e with resp ect to the v alues of instru-

men tation predicates, suc h as the middle structure in Fig. 3(b). The functional-

it y of the c o er c e op erator in this regar d is t w o-fold: b y exhaustiv ely ev aluating

form ulas deriv ed from structure in tegrit y rules, it b oth dismisses structures for

whic h some constrain t is breac hed and also tigh tens predicate v alues where suc h

a tigh tening is accommo dated b y the constrain ts. Th us, a co erce step normally

follo ws a fo cus op eration, so as to complemen t the w eaknesses of the latter.

It should b e noted that this re�nemen t metho d�in particular the co erce

step�is b y far the most time consuming phase of the analysis in practice, sug-

gesting that an alternate approac h ma y b e highly b ene�cial for e�ciency .

2.5 Restricted 3-V alued Logic Shap e Analysis

In this w ork, w e assume a restricted instance of the parametric 3-v alued logic

framew ork [12 ] to b e the baseline for further prop osed impro v emen ts. Limiting

predicate arit y to n ullary , unary , and binary predicates only , w e further restrict



ourselv es to the prede�ned �xed set of instrumen tation predicates describ ed

in T able 1, whic h can capture shap e prop erties of an y (recursiv e) data struc-

ture. Finally , w e supp ort a �xed, univ ersal set of in termediate-lev el op erations�

including manipulation of reference and Bo olean v ariables/ �elds and basic con-

trol statemen ts�whic h allo ws us to enco de a v ariet y of real-w or ld Ja v a pro-

grams.

3

3 Sp ecializ ed Analysis with Structure-Based Re�nemen t

W e describ e in [1 ] the design and implemen tation of a sp ecialized protot yp e

shap e analysis to ol, constructed with the long-term goal of exploring tec hniques

for faster practical shap e analysis. Despite its conformance with the guidelines

in Section 2.5, w e b eliev e that only one of these restrictions�namely , limited

predicate arit y�is inheren t to the design, b earing the least actual burden to the

applicabilit y of deriv ed analyses. Extending the framew ork b ey ond the afore-

men tioned limitations is considered future w ork.

One in teresting asp ect of our implemen tation is the hea vy use it mak es of �ne-

tuned domain op erator s ( i.e. , join and meet). Although b oth are hard problems

giv en the domain of un b ounded 3-v alued structures,

4

b y re-using algorithms

dev elop ed b y Arnold et al. [3 ], w e are able to infer certain relationships b et w een

3-v alued structures�suc h as deciding an em b edding relation�in a surprisingly

e�ectiv e manner. This feature is hea vily relied up on when w e in tro duce structure-

based, op erator - in tensiv e re�nemen t. Also, w e are able to exploit the �exibilit y

of a fundamen tal graph matc hing tec hnique as w e later lo osen the de�nition of

structure em b edding. F or further details, the in terested reader is referred to [1 ].

The fact that a meet op erator can b e used to p erform abstraction re�nemen t�

b oth fo cusing an abstract structure prior to an up date, as w ell as �ltering

structures based on some seman tic condition�has already b een discussed else-

where [2 ]. Conforming to this approac h, a 3-v alued structure is used to express

the desired seman tic condition, and a meet op eration is used to extract the sub-

set of structures that are b oth represen ted b y a giv en abstract state and comply

with the seman tic condition expressed b y the re�ning structure. W e ha v e tak en

this approac h to the extreme, essen tially doing all abstraction re�nemen ts us-

ing meet (and join) op erations. W e demonstrate this approac h b y describing a

simpli�ed structure-based re�nemen t op erator for the abstract transformer of

t = y.n from Fig. 1. This re�nemen t op erator �r e q uir ing that the n �eld of

the ob ject p oin ted b y y is fo cused�is b y far the most complicated one, mainly

due to the subtle sub-cases that need to b e considered for obtaining su�cien t

precision.

3.1 Su�cien tly Tigh t and E�ectiv e Re�nem e n t

F or simplicit y , w e assume that an y seman tically sane input structure is suc h that

its y predicate ev aluates to 1 for exactly one individual ( i.e. , the dereference y.n

3

Arra y ob jects and call/return con text-sensitivit y are curren tly not supp orted.

4

The meet op erator w as sho wn particularly hard, ev en for b ounded structures [3 ].
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Fig. 4. A simpli�ed structure-based re�ning set for t = y.n : (a) cases of n ull

or self-lo op y.n ; (b) cases of y.n p oin ting to a di�eren t no de.

deterministically succeeds).

5

Therefore, for the purp ose of re�nemen t, w e can

initially use a set of structures consisting of the three distinct cases where y.n
is either (a) n ull, (b) a self-lo op, or (c) p oin ts to a di�eren t no de. Note that

an y of these general cases needs to b e split in to disjoin t sub-cases, indicating

whether additional no des�other than the one p oin ted to b y y and (p ossibly b y)

y.n �ma y exist. Suc h a re�nemen t set, with the simpli�cation of ignoring x , t ,

and their induced instrumen tation predicates, is sho wn in Fig. 4.

In this example, the re�ning structures imp ose v ery few constrain ts on the

v alues of binary predicates b et w een the di�eren t no des�other than fo cusing the

n �eld of the ob ject p oin ted to b y y �and, consequen tly , on those of instrumen-

tation predicates. Still, for the case of a n ull y.n , they do require that an y no de

other than the one p oin ted to b y y has r y;n ev aluated to 0. Therefore, in ap-

plying the re�ning set in Fig. 4 to the structure in Fig. 3(a), our op erator do es

not yield the leftmost structure of Fig. 3(b) in the �rst place, as opp osed to the

traditional fo cus op eration. (This do es not guaran tee the in tegrit y of structures

resulting from re�nemen t in general, though.)

The re�ning set of Fig. 4 do es yield the t w o righ tmost structures in Fig. 3(b).

While these are conserv a tiv e and seman tically sane re�nemen ts of Fig. 3(a), they

are eviden tly not as tigh t as could b e, as explained in Section 2.4. As this o v er-

compromises the precision of our transformer in this case, w e �rst try to further

fo cus the bac k p edge to the no de p oin ted to b y y . A naiv e solution to this

can b e found in the form of further sub-case re�nemen t, namely b y seman tically

reducing the re�ning structures in Fig. 4(b) do wn to the p oin t where the bac k

p edge is either 0 or 1, corresp o nding to the v alue that bn;p tak es for the no de

5

This condition can b e easily enforced using a meet-based precondition �lter [2 ].



p oin ted to b y y . F or example, w e can replace the left-hand side structure in

Fig. 4(b) b y t w o similar structures, with the di�erence b eing that one has b oth

bn;p (v1) and p(v2; v1) ev aluating to 1, and the other has their v alue b eing 0. This

enforces a de�nite truth v alue for the bac k p edge from the no de p oin ted to b y

y.n to the no de p oin ted to b y y in the result of the re�nemen t step.

By applying further reduction in the same st yle, w e can tigh ten the v alue

of the n ( p ) self-lo op on the no de that y.n p oin ts to in the middle structure in

Fig. 3(b), in correla tio n with the v alue of cn (resp ectiv ely , cp ) for that no de.

6

Ho w ev er, suc h a lev el of en umeration will lead to a n um b er of structures that

is exp onen tial in the n um b er of tigh tened instrumen tation predicate v alues�in

this case bn;p (v1) , cn (v2) , and cp(v2) �resulting in 8 disjoin t structures. This

com binatorial e�ect giv es little hop e for scaling a precise enough op erator of this

kind to cases with ev en a little more predicate in terdep endencies. W e manage

to a v oid this explosion in the size of the re�ning set b y exploiting the follo wing

prop erties.

Distributivit y of mee t o v er join. As already noted [3 ], for all sets of struc-

tures, XS u(XR t XR 0) = ( XS u XR ) t (XS u XR 0) . W e can therefore split

the structures in Fig. 4 suc h that XR corresp o nds to Fig. 4(a) and XR 0

corresp o nds to Fig. 4(b), with the guaran tee that (f Sg u XR ) t (f Sg u XR 0)
yields the same result as plain meet using the original re�ning set.

Asso ciativit y of mee t. As XS u(XR 0
1 u XR 0

2) = XS u XR 0
1 u XR 0

2 (the latter

b eing left-asso ciativ e) for all sets of structures, w e can further a v oid the

com binatorial blo w-up in the n um b er of structures needed for the prop er

reduction, suc h as the one explained ab o v e. Let XR 0
1 , XR 0

2 , and XR 0
3 b e the

sets con taining a pair of structures whic h reduces the left-hand side structure

of Fig. 4(b) with resp ect to the v alue of bn;p (v1) , cn (v2) , and cp(v2) , resp ec-

tiv ely . W e observ e that the elab orate set of reduced re�nemen t structures

describ ed ab o v e is obtained b y XR 0
1 u XR 0

2 u XR 0
3 , as eac h of these op erands

requires that bn;p (v1) , cn (v2) , or cp(v2) has a de�nite v alue but k eeps the

others inde�nite (

1
2 ), resp ectiv ely . Therefore, f Sg u XR 0

1 u XR 0
2 u XR 0

3 giv es

us the desired lev el of tigh tness, without needing to store the fully expanded

set of structures. Note that eac h of XR 0
i , 1 � i � 3, consists of exactly t w o

complemen tary structures. Hence, the successiv e application of meet op er-

ations is lik ely to reduce the n um b er of unfo cused predicates at eac h step,

do wn to the p oin t where a single fully-tigh tened structure is obtained.

W e can therefore obtain the desired re�nemen t op eration b y means of

(f Sg u XR ) t (f Sg u XR 0
1 u XR 0

2 u XR 0
3) ;

for an y giv en structure S . It is imp ortan t to note that suc h a form ulation in

fact shifts the exp onen tial b eha vior from the size of a single re�ning structure

to the w orst case complexit y of the additional meet and join op erations. Finally ,

6

F or exp ository reasons, w e ignore the case of a t w o-no de cycle, whic h is also correlated

with the v alue of cn (v2) and cp (v2) .



note that the actual re�nemen t op erator s used in our framew ork are fairly more

complicated, as they en umerate further instrumen tation-implied sub-cases, and

are w ell b ey ond the scop e of this pap er.

3.2 Enforcing In tegrit y

As hin ted ab o v e, a structure resulting from a structure-based re�nemen t op-

eration do es not necessarily satisfy the in tegrit y constrain ts implied b y its in-

strumen tation predicates. In one instance of this problem, a re�nemen t op erator

yields a structure that has a summary no de v for whic h r y;n (v) = 1 , but y(v) = 0
and n(v0; v) = 0 for all v0 6= v . W e consider the use of structure-based �ltering

to dismiss suc h a structure prior to the transformatio n up date, mimic king the

role of co erce in that resp ect. While arbitrar y �rst-order logic conditions ma y

not necessarily b e expressible using 3-v alued structures, w e can still handle this

particular case using our approac h. Sp eci�cally , it is su�cien t here to deter-

mine whether a structure has some no de that is neither p oin ted to b y y nor has

an in b ound n �eld p oin ting from an y other no de that ma y b e referenced b y y ,

y et is indicated to b e reac hable from y b y a sequence of n references�namely

9v:ry;n (v) ^ : y(v) ^ 8 v0:(y(v0) =) : n(v0; v)) . F ortunately , a structure SF con-

sisting of an n -unreac hable summary no de, whic h is not p oin ted to b y y but

denoted with a de�nite ( 1) r y;n v alue, represen ts this requiremen t and mak es it

ev aluate to 1.

7

By the em b edding theorem, w e ha v e that for an y structure that

is em b edded in SF , the ab o v e form ula m ust ev aluate to 1, implying a breac hed

in tegrit y constrain t. W e therefore apply this test to eac h structure resulting from

a re�nemen t op eration, dismissing structures that are em b edded in our �lter.

4 Lo ose Em b edding

Analyzing the progra m in Fig. 1 with the framew ork describ ed so far yields a

total of 113 structures, with an a v erag e of 3.2 structures p er CF G no de and a

p eak of 9 disjoin t abstract states for a single no de. This large n um b er seems

coun terin tuitiv e to the actual simple essence of what the progra m do es. In the

follo wing, w e highligh t one source of this in�ation and suggest a w a y to a v oid it.

4.1 State-Space In�ation in Lo ops

Fig. 5 sho ws three of the abstract structures represen ting disjoin t sets of concrete

heap states, arising immediately past the statemen t t = y.n during the analysis

of the progra m in Fig. 1. The structure in Fig. 5(b) represen ts the set of concrete

doubly-link ed lists whose head is p oin ted to b y x , follo w ed b y a sequence of (one

or more) no des, follo w ed b y a pair of no des p oin ted to b y y and t , resp ectiv ely ,

and �nally follo w ed b y a sequence of (one or more) no des forming the list su�x.

7

In fact, t w o distinct structures are required to represen t all p ossible con�gurations

corresp onding to this case. See [1 ] for details.
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r x;n
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v1
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r x;n
r y;n r y;p
bn;p bp;n

t

r x;n
r y;n

r t;n r t;p
bn;p bp;n

r x;n
r y;n
r t;n

bn;p bp;n

n

n

n

p

p

p

n; p

(a) (b) (c)

Fig. 5. Abstract heap states arising after the statemen t t = y.n in Fig. 1.

This structure describ es a gener al c ase that the progra m exhibits at this pro-

gram p oin t, pro viding a conserv a tiv e appro ximation of the set of concrete states

incurred b y the progra m, and also con tributing a general insigh t regar ding the

state of computation at this p oin t in the progra m.

On the con trary , the t w o other structures in Fig. 5 describ e what could b e

considered a sligh t v arian t of the general case. Sp eci�cally , Fig. 5(a) represen ts

the set of lists that lac k the su�x no des and Fig. 5(c) represen ts the set of

lists that lac k the in�x no des. A fourth structure arising at the same progra m

p oin t�whic h represen ts a list with neither in�x nor su�x no des�is not sho wn.

As is eviden t from the example, the total n um b er of disjoin t abstract states

used for represen ting all p ossible concrete states is exp onen tial in the n um b er

of summary no des app earing in the general case. The sp ecial case descriptors

are inevitable b y construction of the abstraction framew ork, giv en that the lo op

tra v erses all no des of the list. Y et, informally sp eaking, they seem to con tribute

v ery little information compared to what the general case already expresses,

consequen tly fortifying the analysis with only a little precision, but at a high

cost.

4.2 Relaxed De�nition of Em b e ddi ng

Recall that the de�nition of D3 - STRUCT uses a notion of em b edding in order

to eliminate non-maximal structures, prohibiting expressiv e redundancy and en-



suring a strict partial order. In attempt to mak e the sp ecial cases of Fig. 5

non-maximal�and therefore disp osable�w e aim at em b edding them in to the

general case b y relaxing the de�nition of em b edding in the follo wing manner.

Allo w summ arie s to represen t zero no des. W e allo w summary no des to

b e excluded from the range of an em b edding function, o v erruling the sur-

jectivit y requiremen t. The individuals of Fig. 5(a) can therefore b e mapp ed

to a subset of the individuals of Fig. 5(b), as indicated b y the b old arro w s ,

excluding only the su�x summary no de u5 from the range of the em b edding

function. Y et, it is clear that the requiremen t for predicate in terpretation con-

sistency in De�nition 3 is satis�ed. This allo ws for the structure in Fig. 5(b)

to em b ed the structure in Fig. 5(a), making the latter disp osable.

Retain connectivit y via non-mapp ed summ arie s . Consider the mapping

from individuals of Fig. 5(c) to those of Fig. 5(b), depicted b y the b old

arro ws : the fact that u2 is excluded from the range of the function breaks the

connectivit y of the structure in Fig. 5(b) compared to that of the structure in

Fig. 5(c). In particular, while n(v1; v2) = 1 in the former, n(f (v1); f (v2)) =
n(u1; u3) = 0 in the latter, prohibiting em b edding b y this function.

W e therefore further p ermit predicate in terpretation consistency of an y bi-

nary predicate to b e c hec k ed against the c onstr aine d tr ansitive closur e of

that predicate in the target structure, whic h is only computed via sum-

maries excluded from the range of the function under consideration. Since

n(u1; u2) ^ n(u2; u3) = 1
2 , the extended consistency requiremen t is satis�ed,

making the mapping in the diagram an admissible em b edding function.

W e no w giv e the formal de�nition of the relaxed em b edding relation.

De�nition 5 (Lo ose em b eddi ng ). L et S = ( U; �) and S0 = ( U0; �0) b e two

structur es and let f : U ! U0
b e a function, such that e q (v; v) = 1

2 for al l no des

v 2 V = U0r range(f ) . W e say that f lo osely em b eds S in S0
, denote d S ev

f
S0

,

if Eq. (1) holds for al l nul lary and unary pr e dic a tes and al l no des, and for every

pr e dic a te p 2 P (2)
and p air of individ ual s u1; u2 2 U ,

8

pS (u1; u2) v

 

pS0
(f (u1); f (u2))_

_

v1 ;:::;v k 2 V

�
pS0

(f (u1); v1) ^
� ^

1� i � k � 1

pS0
(vi ; vi +1 )

�
^ pS0

(vk ; f (u2))
� !

:

S is lo osely em b edded in S0
, denote d S ev S0

, if ther e exists f such that S ev
f

S0
.

Note that the ab o v e de�nition immediately extends to the de�nition of the

abstract domain D3 - STRUCT and its asso cia ted op erator s (join and meet), as

w ell as its deriv ed b ounded state sub-domain. It also extends to the de�nition

of abstraction and concretization accordingly .

9

8

An empt y conjunction ev aluates to 1 and an empt y disjunction ev aluates to 0.

9

Note that for the general case of un b ounded 3-v alued structures, the lo ose em b edding

relation induces a partial pr e or der , in turn inducing a preorder on the p o w erset



4.3 Preserving Soundness

The prop osed extensions to the de�nition of em b edding in v alidate the founda-

tions of soundness pro vided b y the em b edding theorem. W e therefore adjust the

seman tics of logical form ula ev aluation in accorda nce with these extensions.

First-order quan ti�cation. W e in terpret eac h o ccurrence of the form 9u:� as

9u: e q (u; u) ^ � , assuring that an y predicate that is existen tially quan ti�ed

o v er a summary no de is �lo w ered� to

1
2 . This accoun ts for the case where no

corresp o nding no de exists in some concrete setting, whic h could cause the

form ula to ev aluate to a (de�nite) 0. Similarly , w e in terpret eac h o ccurrence

of the form 8u:P as 8u:: e q (u; u) _ P , assuring that an y univ ersally quan ti-

�ed predicate is �raised� to

1
2 for an y summary no de. This accoun ts for the

absence of corresp o nding no des in some concrete setting, whic h could cause

the the form ula to ev aluate to a (de�nite) 1.

Binary predicate in terpretation. W e in terpret eac h binary predicate b et w een

v1 and v2 as the constrained transitiv e closure of that predicate, namely con-

sidering the conjunction of the predicate's v alues along an y sequence of (zero

or more) summary no des b et w een v1 and v2 . As opp osed to De�nition 5, w e

cannot consider the set of non-image summaries here, as no em b edding func-

tion is due. Instead, w e consider an y summary no de for the purp ose of transi-

tiv e closure, but also b ound the truth v alue of suc h a transitiv e in terpretation

b y

1
2 in order to ensure that the result is a conserv a tiv e appro ximation with

resp ect to any em b edding function.

10

The ab o v e extensions su�ce to retain the soundness of our lo cal transform-

ers, consequen tly implying global soundness. Note, ho w ev er, that they also imply

p oten tial sources of imprecision as w ell as added computational e�ort, esp ecially

when transitiv e binary closure needs to b e ev aluated. Nonetheless, as binary

edges adjacen t to summary no des are commonly inde�nite in the �rst place, w e

do not exp ect a signi�can t loss of precision due to the con tamination of form ula

ev aluation with

1
2 v alues. Also, w e exp ect the excess algorithmic o v erhead to b e

absorb ed b y our highly e�ectiv e approac h for conducting computations o v er 3-

v alued structures. Finally , it should b e men tioned that lo ose em b edding also de-

�ates some of our structure-based re�nemen t op erator s , lik e the t w o single-no de

structures in Fig. 4(a), whic h are no w em b edded in their resp ectiv e coun terparts.

5 Exp erimen tal Results

T able 2 presen ts analysis statistics for a set of �v e small Ja v a progra ms that

manipulate singly- or doubly-link ed lists, executed on a 1.6GHz P en tium-M,

1GB mac hine running Lin ux. This b enc hmark, along with appro ximate analysis

domain. W e can sho w it is a strict partial order for the domain of b ounded structures,

implying that � is still a w ell-de�ned function.

10

F or the reasoning b ehind this additional requiremen t, see [1 ].



stats reference sp ecialized strict sp ecialized lo ose

lo c lo op tot mem tot a v e top tot ref mem tot a v e top tot ref mem

sll-lo op 33 2 900 1000 109 3.3 9 20 6 88 59 1.8 4 11 5 72

sll-rev erse 52 3 3000 2000 226 4.4 9 34 12 188 104 2.0 4 28 14 129

sll-delete 49 3 12400 3200 485 9.9 48 202 59 379 215 4.4 20 100 44 235

dll-lo op 35 2 1400 1300 113 3.2 9 27 18 463 61 1.7 4 19 11 441

dll-pairs 42 2 3000 2000 191 4.6 15 69 50 896 105 2.5 8 43 31 846

T able 2. Benc hmark results for �v e Ja v a progra ms pro cessing singly- and

doubly-link ed lists. Columns denote progra m statistics (n um b er of CF G lo ca-

tions and lo ops), running statistics using TVLA (total analysis time and p eak

memory consumption), and running statistics using the sp ecialized framew ork in

strict and lo ose em b edding mo de (total, a v erag e , and maxim um n um b er of struc-

tures for a CF G no de, analysis total and re�nemen t times, and p eak memory

consumption). Time is in milliseconds, and memory is in kilob ytes.

statistics using the TVLA reference implemen tation on similar hardw are, w ere

adopted from [3 ]. The results suggest sev eral insigh ts regar ding the e�ectiv eness

of our framew ork. First, it is sho wn to con v erge signi�can tly faster than the ref-

erence implemen tation, ranging from a factor of 40 (using strict em b edding on a

simple singly-link ed list tra v ersa l) to a factor of 124 (using lo ose em b edding on a

progra m that deletes an arbitrar y elemen t from a singly-link ed list). Although an

impro v emen t of this kind w as exp ected�our analyzer is restricted b y construc-

tion and therefore b etter t w eak ed for p erformance�the actual sp eed-up factor

is quite encouraging . While our results do not pro vide su�cien t evidence for the

relativ e e�ectiv eness of structure-based re�nemen t p er-se (w e implemen ted nei-

ther fo cus nor co erce in our framew ork), the fact that the time sp en t on abstract

heap re�nemen t b y our analyzer�r a ng ing b et w een 30�7 3 % of the total analy-

sis time�suggests that our structure-based approac h is relativ ely time e�ectiv e

compared to the remaining op erations. Ho w ev er, the fact that re�nemen t tak es

a larger p ortion in the doubly-link ed list case suggests that it ma y not scale v ery

w ell as dep endencies among predicates increase. Memory consumption is gener-

ally lo w er than that of TVLA, but then again seems not as lo w in the hea vier

abstraction (doubly-link ed list) as in the ligh ter abstraction (singly-link ed list).

Y et this issue has not b een the fo cus of our p erformance optimization and could

probably b e impro v ed signi�can tly in the future.

Second, the case of lo ose em b edding app ears quite e�ectiv e in b oth de�ating

the n um b er of structures�45� 5 5 % and 46�5 8 % de�ation in total and top n um b er

of structures, resp ectiv ely�as w ell as shortening total analysis time, b y 17�5 0 %.

The case of sll-delete is particularly notable, as one of its lo ops ma y terminate

abruptly , allo wing a greater n um b er of abstract states to �escap e� and propaga te

to other CF G no des. Here, the use of lo ose em b edding seems to pro vide the

greatest gain in b oth state set de�ation and analysis p erformance. Finally , it is

w orth men tioning that the actual (graphical) results of an analysis using lo ose



em b edding are b y far more comprehensible�and therefore, more usable�than

those of a traditional (strict) analysis. W e consider this a nice practical outcome,

whic h supp orts our view of the problem with strict em b edding abstraction.

6 Related W ork

This w ork shares common goals with a few other e�orts, all aimed at impro ving

the scalabilit y and applicabilit y of shap e analysis to practical uses. In t w o cases,

TVLA p o w erset heap abstractions w ere compressed in to a single structure [7 ]

or partially disjunctiv e sets [10 ] b y means of merging (joining) predicate v alues

and allo wing individuals to represen t zero concrete no des, or merging structures

consisting of isomorphic sets of individuals, resp ectiv ely . Our lo ose em b edding

approac h seems to resem ble the former to some exten t, as b oth allo w certain

no des to represen t zero concrete no des and use a relaxed notion of �rst-order

quan ti�cation in form ulas. It also shares a similar approac h to the latter, as b oth

attempt to reduce the n um b er of structures describing �similar� cases based on

some criteria. Nonetheless, b y carefully de�ning the notion of descriptiv e redun-

dancy , and b y extending the de�nition of the em b edding relation�ra ther than

o v erloa ding predicates or joining structures�our approac h has the adv an tage of

not inducing imprecision on remaining represen tativ e abstract states.

11

Other approac hes deviate from 3-v alued canonical abstraction and examine

the use of predicate abstraction for analyzing shap e prop erties [11 ,5 ]. While suc h

approac hes w ere sho wn to yield precise and descriptiv e results, their con tribution

to scalabilit y of shap e problems is unclear due to the larger n um b er of predicates

required for su�cien t precision.

It is w ell-kno wn that structure-based seman tic reduction is expressiv ely in-

ferior to general F OL form ula-based re�nemen t ( i.e. , as obtained b y fo cus and

co erce [12 ]). Ho w ev er, w e argue that precision can b e impro v ed b y further elab-

oration of re�ning structures, suggesting a trade-o� b et w een su�cien t precision

and tolerable complexit y . As far as w e kno w, our w ork is the �rst attempt to

deplo y practical structure-based abstraction re�nemen t for 3-v alued logic shap e

analysis and ma y serv e as a p oin t of reference for future e�orts.

7 Conclusion

W e describ ed a new implemen tation of a 3-v alued logic-base d shap e analysis to ol

that uses an e�ectiv e structure-based approac h for re�ning abstract heaps, and

de�ates abstract state sets using an alternate de�nition of structure ordering.

W e applied it to a small set of b enc hmark progra ms , with encouraging results,

regar ding b oth the e�ectiv eness of the analysis framew ork as w ell as the success-

ful restraining of p o w erset abstract states exhibited b y the analysis. W e b eliev e

11

Note that empt y summ aries ha v e b een used b y other analyses ( e.g. , [6 ]), so the

no v elt y of our approac h in this con text is restricted to 3-v alued logic-based analysis.



that the next step in this direction is to further extend and examine the appli-

cabilit y of our analyzer to di�eren t (and more complex) heap structures on the

one hand, and to assess the usefulness of lo ose em b edding for progra ms of higher

complexit y in attempt to assert its exp ected adv an tages on the other. A separate

e�ort, aimed at the automatic deriv ation of sound and precise structure-based

re�ning op erator s from logical form ulas, should guaran tee the correctness and

impro v e the adaptivit y of our approac h, and is curren tly a w ork in progres s .
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