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Abstract

Making preciseshape analysis frameworks scalecomputa-
tionally for real-life programs is highly desirable, yet far
from trivial. In this work we describe a technique that
has beenapplied to a 3-valued logic basedshape analysis
framework, in attempt to pursue this goal. As opposed
to earlier work, in which we focusedon improving perfor-
manceof the analysis through optimizing abstraction do-
main operators and intro ducing operator-based abstract
transformer, this paper explores a di�eren t direction, in
particular aiming at reducing the abstract state-spacein-

ation, the root cause for unscalability of the analysis.
By rede�ning the structure ordering (embedding) relation
underlying heap state abstraction, we allow trimming of
abstract elements which represent \sp ecial cases", in the
presenceof an element which represents a \general case".
We achieve this by allowing heapsummary nodesto repre-
sent zero or more nodes,and also extending the notion of
binary predicate embedding and quanti�er interpretation,
accordingly. As these extensionspreserve the abstraction
invariants, proving the soundnessof the resulting analysis
is straightforward. Although implying additional algorith-
mic overhead,as well as a possiblelossof precision, initial
experimental results suggestthat the extendedframework
achievesmore compact and faithfully descriptive abstrac-
tions of program heap states, and furthermore manages
to shrink the abstract powerset elements by a factor that
is covariant with the sizeand complexity of the program,
speci�cally up to 60%, cutting the analysis time by up to
55%, for a small set of micro-benchmarks.

1 In tro duction

The abilit y to reason about the set of heap con�gura-
tion that a computer program may exhibit, without actu-
ally running the program, has many applications in static
program analysis: these include whole-program veri�ca-
tion tasks like verifying the absenceof null dereferences,

proving the correctnessof heap intensive algorithms like
garbagecollectors,and reasoningabout properties of heap
referencesthrough the program (e.g., inferring dead ob-
jects, or object reference�elds, with applications to static
garbage collection [2]). Shape analysis also generalizes
alias analysis, and therefore may replace traditional tech-
niquessuch aspointer analysis,with intention of improving
on the precision of the resulting optimizations. Nonethe-
less,shape analysisappearsto be amongthe hardest prob-
lems in static program analysis: as it is undecidable to
prove even simple properties of very small programs ma-
nipulating dynamic data structures, with pointers and de-
structiv e updates, even the compulsory use of conserva-
tiv e abstraction methods following [3] implies non-trivial
frameworks, which in turn induce considerablecomplexity
issues. Sourcesfor such issuesinclude the size of an ab-
stract domain of this kind, aswell as the complexity of the
algorithms used for implementing transformers, abstrac-
tion and concretization, and various domain operators. In
the following, we elaborate on someaspects of this prob-
lem, and suggesttechniquesthat may reducetheir impact.

In this work, we consider a framework for conducting
static shape analysis,which models heap topology and re-
lated properties using logical structures, and applies �rst-
order logic formulas to model the semantics of program
transformations [5]. For the purposeof abstraction, (po-
tentially unbounded) setsof (potentially unbounded) log-
ical structures occurring during the analysis of somepro-
gram, that have similar properties as per the analysis in
question, are collapsed into �nite, abstract \representa-
tiv e" structures, while keepingtheseproperties intact. Al-
though analysesinstantiated by this framework are proven
to yield preciseand meaningful results comparedto the ac-
tual (concrete) set of con�gurations a program exhibits [4],
it is not so widely studies, let alone deployed in actual
production-level compilers or analysis tools, mainly be-
causeit is considereda computational dead-endfor most
practical purposes: while the TVLA [4] referenceimple-
mentation was used to demonstrate the precision of such
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Figure 1: A simple Java program that constructs a singly-
linked list, then traversesits element from head to tail.

analysis, as well as the adaptivit y of the 3-valued logic
canonical abstraction domain for a wide variety of shape-
related problems,it could not e�ectiv ely scalefor programs
beyond a few hundreds of code lines. The reasonsfor this
can be roughly split into two separateissues: �rst, a sig-
ni�can t portion of the analysis time is due to particular
algorithms that are being used through the abstraction
and for implementing the various transformers, including
implementation-speci�c choicesmade in the construction
of the framework. The second issue|and probably the
more fundamental one|is the huge abstract domain un-
derlying the analysis,whoseinducedworst-casecomplexity
is double-exponential by the number of abstraction predi-
cates(essentially , the number of referencevariables in the
program). Yet, even when the analysis reaches a \grace-
ful" and precise�xed point, it may have tens of abstract
elements associated with each program location, even for
simple and fairly small benchmarks.

Figure 1 shows a simple program that manipulates a
singly-linked list. An automatically generatedCFG repre-
sentation of this program has 33 nodes,nonetheless,ana-
lyzing it using a standard heapshape abstraction [1] yields
a total of 109 abstract heap structures. For a slightly
more complicated program, that has 3 traversal loops and
whoseintermediate representation has49 nodes,our anal-
ysis yields a total of 573 abstract heap descriptors. This
demonstrates the steep state-spacein
ation that we ex-
periencewhen applying shape analysis to programs of in-
creasingcomplexity.

In recent work [1] we have shown that a fresh and re-
stricted implementation of the 3-valued analyzer can im-
prove on the performancelimitations of the referenceim-

plementation, by taking a di�eren t approach for trans-
former implementation, as well as using specialized data
structures along with optimized algorithms for implement-
ing domain operators. By that, we have tackled issues
related to the �rst above mentioned problem, but it was
prett y evident that any improvement of this kind cannot
addressthe coreproblem, namely reducing the state space
in
ation.

This paper describes an attempt to attack one aspect
of the state explosion problem with 3-valued logic shape
analysis. The major contributions of this work seemto be
the following.

� We observe that certain code patterns|sp eci�cally ,
loops for iterating over recursive data structures|
might yield abstract elements that are expressively
redundant, in the sensethat one of them (the \gen-
eral case")canbeusedto describe the others (\sp ecial
cases"),as the latter do not o�er signi�cant precision
over the former. This occurrenceis due to the de�ni-
tion of the embedding relation among 3-valued struc-
tures, which is used to determine redundancy within
powerset abstract elements, in turn de�ning the ab-
stract sub-domain underlying the analysis.

� We proposean alternativ e de�nition of embedding of
3-valued logical structures, which allows abstract ele-
ments representing any number of concreteheap ele-
ments to represent no concrete nodes at all, yet still
retaining the connectivity between other elements of
the structure in a conservative manner. This rede�-
nition instantly extends to the de�nition of the sub-
domain of 3-valued canonical structures that is used
during the analysis, as well as the de�nition of join
and meet operators. An additional extension to the
semantics of �rst-order logical quanti�ers is required
in order to assuresoundnessof the revisedframework.

� We describe an implementation of the above exten-
sions, as they were incorporated into the 3-valued
shape analysisframework of [1]. Revising the abstract
domain is achieved by applying a relatively small set
of changes to its implementing code, thanks to the
extendable nature of our designand the 
exibilit y of
our corealgorithm for detecting relationships between
abstract heap elements.

� Weprovide initial experimental results supporting the
usability of the newly intro ducedabstraction. In par-
ticular, wedemonstratean up to 60%total state-space
de
ation, and up to 55%cut in analysistime, for some
small yet non-trivial benchmark programs.
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The rest of this paper is organizedas follows. Section 2
intro duces3-valued logic basedabstraction for conducting
heap shape analysis, as well as surveys our previous work
on a restricted variant of this framework. Section 3 ex-
plains the problem that is apparent with the current frame-
work, and described our approach for addressing it by
rede�ning the embedding relation between abstract heap
structures. Section 4 discussesimplementation of these
extensionsin our experimental shape analyzer. Initial em-
pirical results are given in Section 5. Section 6 discusses
related work, and Section 7 concludes.

2 3-Valued Logic Shape Analysis

We explain the representation of concrete program heap
states and their abstraction, as well as the representation
and manifestation of abstract transformers, basedon the
parametric framework of [5]. Then, we outline the ap-
proach used in recent work [1] to implement a restricted,
yet highly e�ectiv e 3-valued logic shape analyzer.

2.1 Abstract domain

2.1.1 Concrete program states

We represent concrete program states by 2-valued logical
structures.

De�nition 1 (Concrete state). A 2-valued logical
structure over a vocabulary (set of predicates) P is a pair
S = (U; � ) where U is the universeof the 2-valued struc-
ture, and � is the interpretation function mapping predi-
catesto their truth-v alue in the structure: for every pred-
icate p 2 P of arit y k, � (p) : Uk ! f 0; 1g.

In this paper, we assumethat the set of predicates in-
cludes the binary predicate eq, and insist that it is inter-
preted as equality betweenindividuals.

We denote the set of all 2-valued logical structures over
a set of predicates P by 2-STRUCT[P]. In the sequel,
we assumethat the vocabulary P is �xed, and abbreviate
2-STRUCT[P] to 2-STRUCT.

Table1 shows the predicatesusedto record properties of
individuals for the analysisof the program in Figure 1. We
also de�ne additional so-called \instrumen tation" predi-
cates to capture properties of individuals such as pointer-
aliasing, sharing, cyclicity, and transitiv e reachabilit y. In-
strumentation predicatesprovide for morepreciseinforma-
tion when applying abstraction on a concrete semantics.
In particular, in Table 1 we de�ne instrumentation predi-
catesthat capture reachabilit y information (via predicates

Predicates In tended Meaning

eq(v1; v2) v1 equalsv2

f x(v) : x 2 PVarg Variable x points to object v
n(v1; v2) The n �eld of v1 points to v2

f r x;n (v) : x 2 PVarg v is reachable from variable x
along a sequenceof n �elds

sn (v) Several n �elds point to v
cn (v) v resideson a directed cycleof

n �elds

Table 1: Predicatesusedfor shape analysisof the program
in Figure 1, and their intendedmeaning. The setof pointer
variables in a program is denoted by PVar

of the form r x;n (v)), sharing information (via the predi-
cate sn (v)) and information on cycles in the heap graph
(via the predicate cn (v)).

Concretestates (i.e., 2-valued logical structures) are de-
picted as directed graphs. Each individual of the universe
is drawn as a node. A unary predicate p(u), which holds
for an individual u, appears next to the corresponding
node. A unary predicate representing a referencevari-
able is shown by having an arrow drawn from its name to
the node referencedby the variable. The binary predicate
n(u1; u2), which holds for a pair of individuals u1 and u2,
is drawn as a directed edgefrom u1 to u2, and labeled n.
The predicate eq is not drawn, since any two nodes are
di�eren t and every node is equal to itself.

Figure 2(a) shows a concreteprogram state arising after
the execution of the statement t = y:n at the secondloop
of the program in Figure 1.

2.1.2 Abstract program states

The abstract program states we use are basedon Kleene
3-valued logic [5], which extends Boolean logic by intro-
ducing a third value 1

2 , denoting valuesthat may be either
0 or 1. In particular, we utilize the partially ordered set
f 0; 1; 1

2 g where 0 v 1
2 and 1 v 1

2 , with the join operation
t , de�ned by x t y = x if x = y, and x t y = 1

2 otherwise.

De�nition 2 (Abstract state). A 3-valued logical struc-
ture over a set of predicates P is a pair S = (U; � ) where
U is the universe of the 3-valued structure, and � is the
interpretation function mapping predicatesto their truth-
value in the structure: for every predicate p 2 P of arit y
k, � (p) : Uk ! f 0; 1; 1

2 g.
An abstract state may include summary nodes. A sum-

mary node is an individual which corresponds to one or
more individuals in a concrete state represented by that
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Figure 2: (a) A concreteprogram state arising after the execution of the statement t = y:n inside the secondloop of
the program in Figure 1; (b) An abstract program state approximating the concretestate in (a)

abstract state. A summary node u has eq(u; u) = 1
2 , indi-

cating that it may represent more than a single individual.

Abstract (3-valued) logical structures are also depicted
asdirected graphs, whereunary predicatesdenoting refer-
encevariables, as well as binary predicates,with 1

2 values
are shown as dotted edges. Summary individuals appear
as double-circled nodes.

We denote the set of all 3-valued logical structures over
a set of predicates P by 3-STRUCT[P], and usually ab-
breviate it to 3-STRUCT.

We de�ne a partial order on structures based on the
concept of embedding.

De�nition 3 (Em bedding). Let S = (U; � ) and S0 =
(U0; �0) be two structures and let f : U ! U0 bea surjective
function. Wesay that f embeds S in S0, denotedS v f S0, if
for every predicate p 2 P (k ) and k individuals u1; : : : ; uk 2
U,

pS (u1; : : : ; uk ) v pS0
(f (u1); : : : ; f (uk )) : (1)

We say that S is embedded in S0, denoted S v S0, if there
exists a function f such that S v f S0. We also say that S0

approximates S.

The embedding order inducesa Hoare preorder on sets
of 3-valued structures.

De�nition 4 (P owerset order). For sets of structures
XS1; XS2 � 3-STRUCT, XS1 v XS2 if and only if 8S1 2
XS1 : 9S2 2 XS2 : S1 v S2.

In the following de�nition, we restrict sets of 3-valued
structures by disallowing non-maximal structures, This en-
suresthat the Hoarseordering is a proper partial order on
powerset elements. We are now ready to present the gen-
eral abstract domain used in our abstract interpretation
framework.

De�nition 5 (Core abstract domain). The abstract
domain D3-STR UCT consists of all �nite sets of 3-valued
structures that do not contain non-maximal structures,�

XS � 3-STRUCT j 8S1; S2 2 XS : S1 v S2 =) S1 =
S2

	
, partially ordered as in De�nition 3. Together with

the obvious de�nition of a bottom element (the empty
set), a top element (a set containing one empty structure,
and one structure that contains a single summary node
and whose predicates are all interpreted as 1

2 , for every
node-tuple assignment), a join operator (set union minus
non-maximal structures), and a meetoperator (de�ned via
join), (D3-STR UCT ; ? ; > ; t ; u) is a lattice.

2.1.3 Bounded program states

Note that the sizeof a 3-valued structure is potentially un-
boundedand that 3-STRUCT is in�nite. This also implies
that sets of such unbounded structures could potentially
contain an in�nite number of elements. The analysesstud-
ied in [5], oneof which is implemented in [1], rely on a fun-
damental abstraction function for converting a potentially
unbounded structure|either 2-valued or 3-valued|in to a
bounded 3-valued structure.
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A 3-valued structure is said to be bounded if for every
two distinct individuals in its universethere exists a unary
predicate p such that either pS1 (u1) = 0 and pS2 (u2) = 1
or pS1 (u1) = 1 and pS2 (u2) = 0.1 We denote the set of
all bounded 3-valued structures over a set of predicates
P by B-STRUCT[P]. The abstract domain D B-STR UCT

is a sub-lattice of D3-STR UCT , containing all (�nite) sets
of bounded structures that do not contain non-maximal
structures.

The abstraction function � P
blur : 2-STRUCT[P] !

B-STRUCT[P] converts a (potentially unbounded) 2-
valued structure into a bounded 3-valued structure, by
merging all individuals with the samevaluesfor all unary
predicates. Namely, � P

blur ((U; � )) = (U0; �0), whereU0 is the
set of equivalenceclassesin U of nodes with samevalues
for all unary predicates, and the interpretation � 0 of each
predicate p 2 P (k ) and each k individuals c1; : : : ; ck 2 U0,
is given by

pS0
(c1; : : : ; ck ) =

G

u i 2 ci

pS (u1; : : : ; uk ) :

Figure 2(b) shows a bounded structure obtained from
the structure in Figure 2(a).

The abstraction function � blur is called canonical ab-
straction, and serves as the basis for the abstract inter-
pretation described in [5]. In particular, it serves as the
basis for de�ning various di�eren t abstractions for the
(potentially unbounded) set of 2-valued logical structures
that may arise at a program point. We also de�ne the
function � , which extends � blur for sets of structures by
� (XS) =

F
f � blur (S) j S 2 XSg.2 Along with a respective

concretization function 
 , that is de�ned by meansof � ,
the concretedomain D2-STR UCT and the abstract domain
DB-STR UCT form a Galois connection, and hencecomply
with the requirements of [3] for constructing abstract in-
terpretation frameworks.

2.2 Abstract transformers

The abstract interpretation framework described in [5]
models the semantics of program transformations w.r.t.
state predicates by �rst order logic formulas with transi-
tiv e closure over the interpretation associated with each
inbound structure. For example, the transformation in-
ducedby the program statement t = y.n from the example

1The notion of a bounded structure can be generalized by consid-
ering any subset of the set of unary predicates to serve as abstraction
predicates, as done in TVLA. This generalization, however, is avoided
in our restricted framework [1].

2The operator
F

is the least upper bound on the lattice
D B-STR UCT .

in Figure 1, is modeled by

t(v)  9v0 : y(v0) ^ n(v0; v)

r t;n (v)  r y;n (v) ^ (cn (v) _ : y(v)) :

While the correctnessof this transformer is evident when
applied to someconcretestructure, it is not at all obvious
that the sameholds for the caseof an abstract structure,
such whosepredicatesmay evaluate to 1

2 . Nonetheless,the
embedding theorem proved in [5] shows that the result of
such a transformation is always a sound approximation of
the best transformer.3

Although evaluating update formulasover abstract state
elements in a straightforward manner is indeed sound, it
would causea signi�cant lossof precisionupon each trans-
formation, thus leading to a uselessanalysis. In order to
addressthis problem, and sincea best transformer is gen-
erally intractable in this case,4 two auxiliary algorithms
are described in [5] in order to apply partial concretization
of abstract structures.

Focus. Given a 3-valued structure s and some�rst order
formula � , this algorithm essentially enumerates the
set of structures which is embeddedin f sg, and whose
corresponding concrete range is equal to that of f sg,
such that F evaluates to either 0 or 1, for each of
its structures. Note, however, that the result of such
enumeration might yield structures that do not satisfy
the integrit y constraints, aswell asstructures that are
not precise enough with respect to instrumentation
valuesassociated with their individuals.

Co erce. Given a 3-valued structure, the functionalit y of
this operator is two-fold: by exhaustively evaluating
formulas derived from structure integrit y rules, over
all tuples of nodes, it both dismissesstructures for
which someconstraint is breached, and also tightens
predicate valueswheresuch a tightening is implied by
the constraints. By that, the coercestep is normally
applied following each focusstep, soasto complement
the weaknessesof the latter.

For brevity, we omit actual examplesof the above op-
erations, as well as details concerningthe algorithms used
to compute both. Thesecan be found in [5].

3Note, that the notion of a \b est transformer" in the case of
3-valued abstract structures implies an instrumen ted concretization
function, such that assures the validit y of concrete structures w.r.t.
the integrity constraints expressed by instrumen tation predicates.

4Recent work has been done in [6] to elevate the applicabilit y of
best transformers for the case of 3-valued analysis, using a theorem
prover to evaluate �rst order logic formulas.
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2.3 Ligh tweight 3VL shape analyzer

In recent work [1] we proposed a specialized variant for
a 3-valued logic shape analyzer, which deploys the above
abstraction to e�ectiv ely analyze intermediate representa-
tions of program in the form of control-
o w graphs, that
can in turn be automatically derived from Java programs.
This framework is restricted by several means,compared
to the referenceimplementation of [4].

Fixed predicate arit y. Our framework is restricted by
construction to support nullary, unary, and binary
predicates only. While this is conceptually unnec-
essary and potentially prohibiting future extensions
to the supported abstraction, we found that higher
arit y predicates are rarely used in practice. Further-
more, by intently omitting them we were able to use
a graph-baseddata structure for representing logical
structures, a conceptthat naturally lendsitself to fur-
ther topology oriented algorithms in our framework
(e.g., computing transitiv e closure).

Fixed abstraction instrumen tation. We support a
prede�ned set of instrumentation predicates, which
captures shape properties of any generic (recursive)
data structure. It includes the predicates described
in Table 1|that is, reachability, cyclicity , and shar-
ing|as well as a cancel predicate cf 1 ;f 2 , which is in-
stantiated over all pairs of binary predicatesf 1 and f 2,
such that cf 1 ;f 2 (v) holds i� f 1(v; v0) implies f 2(v0; v),
for all v0.

Fixed set of hard-co ded transformers. We support
a universal set of intermediate level operations, in-
cluding manipulation of referenceand Boolean vari-
ables and object �elds, branching basedon Boolean
conditions, memory allocation and deallocation, and
procedure call and return (context sensitivity is not
supported currently , though). By that, we are able to
encode a variety of real-world Java programs.5

In the following, we will assumethe above restrictiv e vari-
ations to be the baseline,on top of which we proposeand
examine further improvements. We will note speci�cally
when such an extension relies on either of the above as-
sumptions, and discussits implications with respect to the
general framework.

The following section describes a particular problem
which is evident with our current analysis framework. We
then arguethat it canbe improvedvia an alternativ e|and
a more permissive|de�nition of embedding of abstract

5Note that support for array objects is currently not supported,
and is considered to be future work.

structures, and explain how this choice a�ects the various
parts of the abstraction.

3 Lo ose Em bedding

Consider the example code in Figure 1. Analyzing the
program using the abstract interpretation framework de-
scribed in x2 yields a total of 109 heap abstractions, dis-
tributed among the 33 CFG nodes of the intermediate
representation of the program. This implies an average
of over 3 abstract heap descriptors per CFG node, with
highest number being 16 structures per singlenode. What
is causingthat large number of distinct abstract states to
occur? In the following, weattempt to highlight onesource
for such in
ation.

3.1 State-space in
ation in loops

Figure 3 shows three of the abstract structures represent-
ing distinct setsof concretestatesof the heap,immediately
past the statement t = y.n in the secondloop traversing
the linked list. (For now, ignore the arrows pointing from
the structures in Figure 3(a) and Figure 3(c) to the struc-
ture in Figure 3(b).) The structure in Figure 3(b) rep-
resent a set of concrete linked lists, for which reference
variable x points to the head element, followed by a se-
quenceof (one or more) elements, followed by a pair of
elements pointed by y and t , respectively, then followed
by a sequenceof (one or more) elements forming the list
tail. Indeed, this structure describes a general case that
the program exhibits while executing the traversal loop,
and to that extent it contributes to the understanding of
the behavior of the program, in addition to providing a
conservative (sound) approximation on the set of concrete
states incurred by the program at this point.

On the other hand, the other two structures in Figure 3
describe what could be considereda slight variant of the
mentioned generalcase.Speci�cally , Figure 3(a) represent
a set of lists that lack the su�x past the element pointed
by t , and Figure 3(c) represents a set of lists that lack the
in�x in betweenthe headelement and the element pointed
by y. A fourth structure arising at the same program
point|whic h is not depicted in the �gure|represen ts a
list with neither in�x or su�x nodes.

As is evident in this case,the actual number of state de-
scriptors usedto represent special casesis|together with
the generalcase|exp onential by the number of summary
nodescontained in this generalcase.Thesespecialcasede-
scriptors are inevitable by construction of the abstraction
framework, given that the loop traversesall elements of
the list. Yet, informally speaking, they seemto contribute
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Figure 3: Three abstract heapdescriptorsarising after the statement t = y.n in the secondloop of Figure 1. Structure
(b) represents a loop that has x pointing to its head, followed by one or more nodes, then two consecutive elements
pointed by y and t , respectively, and �nally oneor more nodesforming the list su�x. Structures (a) and (c) represent
similar cases,only they omit either the su�x or the in�x nodes, respectively

very little information comparedto what the generalcase
already expresses,consequently adding to the analysisonly
little precision at a high cost.

3.2 Relaxing the embedding relation

Recall that De�nition 5 relies on the useof embedding re-
lation to eliminate non-maximal structures from abstract
powerset elements, such that the resulting abstract ele-
ments are non-redundant. In attempt to embed the spe-
cial casesin Figure 3 in the general case,we consider the
following relaxations to summary node semantics.

Allo w summaries to represen t zero nodes. In doing
so, we attempt to relax the requirement for an em-
bedding function to besurjective, aslong asonly sum-
mary nodescanbeexcludedfrom its range. Revisiting
the above mentioned example, we seethat the indi-
viduals of the structure in Figure 3(a) can be mapped
to some individuals of the structure in Figure 3(b),
as indicated by the bold arrows mapping individuals
of the former to those of the latter, such that only
the su�x summary individual u5 is not in the image
of this map. Yet, it is clear that the requirement for
predicate interpretation consistencyin De�nition 3 is
satis�ed, for all predicatesin node tuples. This relax-
ation, therefore,allows for the structure in Figure 3(b)

to embed the structure in Figure 3(a), making the lat-
ter non-maximal, hencedisposable.

Retain connectivit y via non-mapp ed summaries.
Consider the non-surjective mapping as is depicted
by the bold arrows pointing from the individuals of
the structure in Figure 3(c) to those of the structure
in Figure 3(b): here, as opposed to the previous
case, the fact that u2 is excluded from the range
of the mapping function, breaks the connectivity
of the structure in Figure 3(b) compared to that
of the structure in Figure 3(c). In particular, we
see that the the interpretation of n(v1; v2) in the
right-hand side structure evaluates to 1, whereasthe
interpretation for the image individuals n(u1; u3)
evaluates to 0. Thus, this proposed function does
not embed the structure of Figure 3(c) in that of
Figure 3(b).

We therefore consider the following additional relax-
ation: allow predicate interpretation consistency of
any binary predicate to be checked against the con-
strained transitive closure of that predicate, such that
is only computed via summaries that are excluded
from the range of the (candidate) embedding func-
tion. Here, since n(u1; u2) ^ n(u2; u3) = 1

2 , we have
that the interpretation consistencyrequirement is sat-
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is�ed, hence the non-surjective mapping in the dia-
gram can be considered to embed the structure of
Figure 3(c) in that of Figure 3(b), thus making the
former disposable.

We are now ready to give the formal de�nition of the
alternativ eembeddingrelation suggestedabove. Note that
we restrict this de�nition to predicatesof arit y at most two
(i.e., binary predicates),asour variant of the 3-valued logic
shape analyzer doesnot support predicatesof higher arit y
whatsoever.6

De�nition 6 (Lo ose embedding). Let S = (U; � ) and
S0 = (U0; �0) be two structures and let f : U ! U0 be a
function, such that for every nodev 2 V = U0r f f (u) j u 2
Ug, eq(v; v) = 1

2 . We say that f loosely embeds S in S0,

denoted S ev
f

S0, if (1) holds for all nullary and unary
predicates, and for every predicate p 2 P (2) and a pair
of individuals u1; u2 2 U,

pS (u1; u2) v
_

v1 ;::: ;v k 2 V

pS0
(f (u1); v1)

^

0

@
^

1� i � k � 1

pS0
(vi ; vi +1 )

1

A ^ pS0
(vk ; f (u2)) :

Note that this formulation assumesthe conjunction of the
empty set to evaluate to 1. We say that S is loosely em-
bedded in S0, denoted S ev S0, if there exists a function f

such that S ev
f

S0.

Note that the above de�nition immediately extends to
the abstraction and its associated operators as given in
De�nition 5, as well as its derived bounded state sub-
domain.

3.3 Abstraction monotonicit y

We start by formally stating the fact the looseembedding
indeed relaxestraditional embedding, and inducesa tran-
sitive relation, therefore implying the monotonicity of the
induced abstraction function.

Observ ation 7. Let S; S0 2 D3-STR UCT , then S v S0 im-
plies S ev S0.

This is an obvious fact, sincean embedding function as
per De�nition 3 is a special caseof an embedding function
asper De�nition 6, where the function is surjective, there-
fore all individuals of the target structure are contained in
the function's range.

6Possible ways to generalize this notion for higher arit y predicates
may be considered, but those are omitted from this paper.

Observ ation 8. The looseembedding relation in De�ni-
tion 6 is transitiv e.

This fact is also immediate by construction of the loose
embedding relation, and due to the transitiv e nature of
Kleene valuesordering. Note, however, that looseembed-
ding is not antisymmetric for casesof 3-valued structures
in general(3-STRUCT), therefore it inducesa partial pre-
order, rather than a partial order.7

We now assumethe core abstract domain D 0
3-STR UCT ,

along with respective domain operators et and eu, to be de-
�ned in an analogousmanner to their de�nitions in x2.1.2
with the single di�erence that traditional embedding is
substituted with looseembedding. Note, again, that since
the relation underlying the set of abstract structures is a
partial preorder, the valuesof join and meet are not neces-
sarily unique (still they arewell de�ned). Consequently , we
assumethat the boundedabstract domain D 0

B-STR UCT and
the abstraction function � 0 : D2-STR UCT ! D 0

B-STR UCT
are de�ned analogously.8

Lemma 9. The abstraction function � 0 is monotonic.

Proof. Let XS1; XS2 2 D2-STR UCT , such that XS1 � XS2.
By de�nition of � and � 0, and by Observation 7, we have
that, for every XS 2 D2-STR UCT ,

� 0(XS) =
fG

f � blur (S) j S 2 XSg

=
fG

f S0 j S0 2 � (XS)g ;
(2)

implying � 0(XS) � � (XS).
Let S1 2 � 0(XS1). Then S1 2 � (XS1), therefore

by monotonicity of � and by De�nition 4, there exists
S2 2 � (XS2) such that S1 v S2, implying S1 ev S2. If
S2 2 � 0(XS2), then there is nothing to show. Otherwise,
by the (implicit) de�nitions of � 0 and loosejoin, there ex-
ists someS0

2 2 � 0(XS2) such that S2 ev S0
2. Thus, by tran-

sitivit y of loose embedding we have S1 ev S0
2. It follows

that, by De�nition 4, � 0(XS1) ev � 0(XS2).

3.4 Soundness

As stated in x2.2, the soundnessof transformers expressed
as �rst-order logic formulas is guaranteed thanks to the

7 . . . the full consequencesof which are not yet fully clari�ed.
8There is a certain subtlet y I did not addresshere: while looseem-

bedding is not antisymmetric for the case of general 3-valued struc-
tures, it is antisymmetric for the case of canonically bounded struc-
tures, as de�ned in x2.1.3. Therefore, the result of the loose join
operator in the de�nition of � 0 is unique, implying that � 0 itself is
indeed a well-de�ned function, hence so is 
 0. Informally speaking,
proving antisymmetry here relies on the ordering of Kleene values,
showing that any mutually loosely embedded structures must be iso-
morphic. The formal proof of this claim is omitted though.
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embedding theorem. Nonetheless,given the newsemantics
we have associated with summary nodes,following which a
summary node in somestructure might represent no nodes
in an embeddedstructure, we needto revisethe semantics
of logical quanti�ers in order to account for this extension.

Existen tial quan ti�cation. We interpret each occur-
renceof the form 9u:P , with P being somepredicate,
as9u:eq(u; u) ^ P. This guaranteesthat any predicate
that is existentially quanti�ed over a summary node
is \lo wered" to 1

2 , accounting for the fact that it may
not exist in someconcretesetting.

Univ ersal quan ti�cation. We interpret each occur-
rence of the form 8u:P as 8u: 6= eq(u:u) _ P. This
guarantees that any predicate which is universally
quanti�ed over (one or more) summaries, will be
\raised" to 1

2 , thus accounting for possibly non-
existent nodes in someconcretesettings.

Weargue(informally) that thesechangessu�ce in order
to retain the soundnessof local transformers, and omit the
formal proof for brevity.

Theorem 10. The framework, resulting from the intr o-
duction of loose embedding to 3-valued shape analysis,
yields a valid abstract interpretation, hence it is sound.

Weomit the formal proof of this theorem, and satisfy for
stating that it follows from the above extensionsto retain
local soundness,as well as Lemma 9.

In the following section we describe the practical im-
plications of extending our static analysis framework to
support looseembedding, including the algorithmic exten-
sionsrequired in order to compute it.

4 Implemen tation

In x2.3 we give a brief outline of the restricted 3-valued
shape analysis framework, whoseimplementation was de-
tailed in [1]. This framework, which leans heavily on the
e�ectiv e implementation of join and meet operators, uses
a core algorithm to reveal relationships between 3-valued
structures, such as embedding (for computing join) and
correspondence(for computing meet). The generality of
this procedureis a key feature in extending our framework
to support looseembedding abstraction.

4.1 Binary transitiv e closure

Underlying the test for looseembedding is the abilit y to
form the transitiv e closure of binary predicates, between

any two nodes covered by the embedding function, and
acrossall sequencesof (summary) nodes not covered by
it. This closure is computed on demand, before verifying
embedding of any two structure, and given somemapping
individuals of onestructure to thoseof the other structure.

For brevity, we omit the tedious algorithmic details, and
settle for stating the general concept of the computation.
Given a candidate embedding structure, with proper indi-
cation of individuals excludedfrom the rangeof the tested
embedding function, the algorithm initializes a work queue
with the set of such nodes. Then, it iterates repeatedly,
extracting oneelement from the queueat a time, and prop-
agating (\raising") Kleenevaluesof binary predicate inter-
pretation in a backward manner|that is, destinations to
sources,from the topological point of view. Whenever an
edge(predicate value) is updated, its sourcevertex (indi-
vidual) is added to the work queue. The algorithm termi-
nates when the queueis empty.

Since the above is an instance of a general purpose
chaotic iterations algorithm, over a �nite domain of Kleene
valuesassignto a �nite set of predicatesand over a �nite
set of nodes (individuals), it is guaranteed to terminate.
This fact also informally implies the correctnessof the al-
gorithm. The formal proofs for the above are omitted for
brevity.

4.2 Extended domain operators

In adjusting the implementation of the join and meet
operators|as proposed in [2]|to support loose embed-
ding abstraction, we settle for outlining the required ex-
tensionsand omit the details.

Relaxed matc hing quota for summaries. Since|
conforming to the new embedding de�nition|
summary nodes may represent zero nodes, we relax
the lower matching quotas associated with sum-
maries to zero. Thus, our matching procedure can
also consider relations where summary nodesare not
necessarilymatched. For further details regarding the
role of the matching procedurein the computation of
domain operators, see[2].

Applying transitiv e binary closure. Each of the two
domain operators applies the above described tran-
sitive closure procedure, although in a slightly dif-
ferent way. The computation of join requires that
constrained transitiv e closure is applied to the target
(embedding) structure, for each mapping returned by
the matching procedure,prior to checking the consis-
tency of predicate interpretation between the struc-
tures. This technique is derived from De�nition 6 in
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a straightforward fashion.

In the caseof computing meet, transitiv e binary clo-
sure needs to be evaluated on both operand struc-
tures, beforeverifying consistencyand deriving an in-
termediate structure, for each inferred matching rela-
tion. While a slightly more complicated procedure, it
was still surprisingly simple to implement, thanks to
the extendablenature of the matching procedure,and
the method that is usedto formulate the meet value.
For further details, see[2].

4.3 Additional adjustmen ts

Following x3.4, we extended the semantics of �rst-order
logical quanti�ers in the evaluation of update formulas,
that form the abstract transformers in our framework.
This includes the consideration of the eq predicate when
enumerating existential and universal quanti�cation, as
described above.

One enhancement that has been made possibledue to
incorporation of looseembedding, is the pruning of re�ne-
ment sets associated with abstract transformers. As ex-
plained in [1], our framework relies on the exclusive useof
meet and join operators for performing partial structure
concretization, and utilizes prede�ned sets of structures
corresponding to the desired property to be \fo cused".
Switching to looseembeddingabstraction allowsus to omit
structures that are consequently non-maximal from our re-
�nement sets, leading to smaller sets, in turn promoting
quicker application of transformers.

It is worthwhile stating that the relaxation of embed-
ding doesnot a�ect the corecanonicalabstraction of single
structures, and therefore revising the domain operators is
su�cien t to encompassthe whole changeto the framework
abstraction.

All in all, the changes that needed to be applied to
the existing framework were of quite a modest scope,
essentially a�ecting three components in our system|
abstract structure, abstract transformers and re�nement
implementations|and in a fairly mild way. We accredit
this to the minimalist approach of the proposedextension,
as well as the extendablenature of our framework.

5 Exp erimen tal Results

Due to the scope of the project, we were not able to con-
duct extensive evaluation of the looseembedding abstrac-
tion. Table 2 presents initial results applying our extended
framework to a pair of micro-benchmark Java programs,

sll-loop sll-delete
v ev �% v ev �%

# loops 2 3
# locations 33 49

#
struct.

total 109 59
45

573 227
60

ave 3.3 1.8 11.7 4.6
peak 9 4 55 69 22 68

time (ms) 22 20 9 513 227 55

Table 2: Benchmark results for a two Java programs pro-
cessing singly-linked lists, using both strict- and loose-
embedding abstractions. First two rows indicate the num-
ber of loops and total number of nodesin the CFG graph
forming the intermediate representation of each program.
Last row indicates total analysis time

both manipulating singly-linked lists by means of con-
structing a list of arbitrary length (namely, allocating heap
objects and linking them), traversing it, and modifying its
structure (thus incurring destructive update to reference
�elds).

One di�erence between the two programs, except for
their apparent di�erence in size,is the fact that oneof the
loops in the secondprogram|sll-delete |ma y terminate
abruptly , such that the traversing pointers may be at any
location throughout the list. This behavior is generally
characterizing a search-oriented iteration, as opposed to
whole-list traversal applied by other loops in our bench-
marks. While there is nothing abnormal about a program
fragment of this kind, it is of special interest to our prob-
lem, sinceit implies that a potentially bigger set of states
can \escape" the loop cycleand get transformed and prop-
agated through subsequent parts of the program. Indeed,
this situation is evident in the high number of average
structures per CFG node for this benchmark, as well as
the peak number of structures per node (69), that a tradi-
tional abstraction yields, comparedto the �rst benchmark.

The numbers shown in Table 2 call for several observa-
tions regarding the e�ectiv enessof the looseembeddingab-
straction. First, it is apparent that a signi�cant de
ation
of the �xed-p oint state-space|up to 60% in the caseof
sll-delete|is achieved thanks to the uselooseembedding,
and that the rate of this improvement increasesasprogram
sizeand complexity grow. This supports our initial conjec-
ture that loops in the program induce a potentially large
number of structure that can be consideredredundant, in
terms of their contribution to the precisionand usability of
the results. Second,we seethat looseembedding is espe-
cially e�ectiv e in 
attening the state-spacedistribution, by
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cutting the number of structures associated with the most
congestedprogram locations (speci�cally , theseare nodes
within one of the loops in each program, that exhibit the
highestnumber of distinguishablestates). This fact aswell
supports the previous claim, and establishesthe e�ectiv e-
nessof looseembedding for highly congestednodes. Third,
we seethat analysis times drop signi�cantly|namely , up
to a 55% cut for the caseof sll-delete|a fact which val-
idates our expectation that the reduction in state-space
expansionwould pay o� the computational costs induced
by the incorporation of looseembedding in the analysis.

Finally, it is worth mentioning that the actual results
of a loose embedding based analysis are by far more
comprehensible|and therefore, more usable|compared
to those of a traditional (strict) analysis. We consider
this a nice practical outcome, which supports our claims
concerningthe problems with current shape abstraction.

6 Related Work

This work sharescommon goals with a few other e�orts,
all aiming at improving the scalability of shape analysis,
henceincreasingits usability for practical purposes.While
someof theseapproachesdeviate in part or in full from the
de�nition of the abstract domain|namely , by suggesting
alternativ e meansto canonical abstraction that may yield
more compact descriptors, or by considering alternativ e
de�nitions for canonization|most of them are incompa-
rable to this work, and incur various limitations on the
framework (e.g., intro ducing potentially unbounded ab-
stract lattices) or on the kind of programs that can be
analyzed(e.g., predicate abstraction that is specializedfor
analyzing linked lists).

One approach that corresponds with ours was imple-
mented in TVLA [4], and is generally an attempt to cap-
ture the evolving environment of an abstract state using
a single structure. This approach, commonly referred to
as semi-active nodes, usesan additional predicate ac to
annotate nodes that \are", \are not", are \may be" ac-
tiv e in various concretestructures that are represented by
someabstract structure. This approach may beconsidered
somewhatmore generalcomparedto ours, as it allows any
node|and not necessarilyany summary node|to be ex-
cluded from the range of an embedding function, and also
makes this feature explicit by the interpretation of the ac
predicate per each node. However, we also think it is infe-
rior to our approach by several means. The two noticeable
ones include the excessimprecision induced by allowing
any node to be potentially excludable,yet accommodating
all possible (conservative) interpretation of predicates at
the sametime. This is opposedto our approach, by which

transitiv e binary closure is only consideredonce an em-
bedding mapping|along with its induced set of excluded
summaries|w as chosen. The other relative advantage of
our approach, is the cleanapplicabilit y it implies asper the
actual implementation of the framework, namely the small
number of extensionsthat is required to accommodate it.
Note, however, that due to the scope of the project, we
did not conduct any quantitativ e or qualitativ e compari-
son betweenthe two approaches.

7 Conclusion

In this work, we described an e�ort to improve scalability
of a 3-valued logic shape analysis framework, by means
of de
ating the state-spaceexhibited by the analysis. Ob-
serving that certain patterns in the program induce a large
number of abstract states, we argued that a (potentially
large) number of them are redundant in terms of precision
and usability they add to the analysis results, and pro-
posedan alternativ e de�nition to the embedding relation,
which underlies the determination of non-maximality of
abstract structures. We proved that our extensions lead
to a sound abstraction, and described the algorithmic ex-
tensionsthat were required in order to accommodate it in
our framework implementation. We demonstrated the ef-
fectivenessof our approach on a pair of micro-benchmark
programs,and arguedthat the results suggestthat the op-
portunit y for improvement is correlated with the sizeand
complexity of the program. Finally, we discussedrelated
work.

We believe that the next step in this research has both
theoretical and practical aspects: as for the former, it
seemsthat a more detailed analysis of the implications
of intro ducing the new relation|whic h does not induce
a strict partial order|is in place, in order to establish
the correctnessof our abstraction, and argue the deter-
minism of the analysis results. We could also use a more
elaborate proof of soundness,and argue the correctnessof
the algorithms usedto implement looseembedding. From
the practical point of view, it is evident that a bigger set
of (bigger) benchmarks needsto be carried out, in order
to support our empirical results and initial conjectures.
Hopefully, these will be addressedin the near future, by
meansof extending our framework to provide end-to-end
analysis of high-level code.
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